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Preface

I am very delighted to present the next issue — third in 2019 — of the Journal of Telecommu-
nications and Information Technology quarterly. This issue is the first to appear under my
editorship — Adrian Kliks, affiliated to Poznan University of Technology. It is a great honor
for me to serve as Editor in Chief for such a prominent international journal dealing with
the recent achievements and trends in the broad ICT domain. At the same time, serving this
role is a great and challenging commitment, as the minimum target is to at least maintain
the high quality of all previous issues of JTIT. I would like to thank the previous Editors
Prof. Pawet Szczepanski, Krzysztof Borzycki and Marek Jaworski, all members of the
Editorial Board, Handling Editors and Reviewers for their enormous work on shaping the
high quality of this journal!

As the JTIT is an open access journal, we would like to gain more benefits from this great
opportunity in the future. The review process will be kept unchanged, i.e., only the best
papers that achieve a positive note in the rigorous, double-blind reviewing process can be
accepted. Our goal as the Editorial Board is to minimize the review time, so the notification
of the decision on each paper is delivered at the earliest possible time. I do hope that it will
further enhance the reputation of the journal. If you consider being involved in the reviewing
process, please do not hesitate to contact me!

The members of the Editorial Board, as well as the Reviewers, represent various countries
from almost all continents, guaranteeing transparency and high quality of the entire review
process. Moreover, as the journal is international in its scope and open-access in its nature,
it covers up-to-date topics investigated in different places in the world, strengthening the
opportunities for prospective collaboration even between distant research centers. I hope that
due to this JTIT will be the space for exchange of results and ideas between scientists and
experts both from academia and industry.



JTIT is indexed in numerous databases, including such prominent ones as Scopus, Index
Copernicus, BazTech, EBSCO, INSPEC or Google Scholar, just to mention a few of them.
Of course, we are planning to further expand the visibility of our Journal.

Now, I think it is time to invite you to investigate deeply the ten, carefully selected papers
collected in this issue. They cover selected research problems in the field of physical, medium
access and network layers of communication systems, as well as deal with security issues.
We hope you will enjoy this issue.

Adrian Kliks
Editor in Chief

https://doi.org/10.26636/jtit.2019.preface3
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Abstract—The multicast quality of service-enabled routing is
a computationally challenging task. Despite ongoing research
efforts, the associated mathematical problems are still consid-
ered to be NP-hard. In certain applications, computational
complexity of finding the optimal connection between a set of
network devices may be a particularly difficult challenge. For
example, connecting a small group of participants of a tele-
conference is not much more complex than setting up a set of
mutual point-to-point connections. On the other hand, satisfy-
ing the demand for such services as IPTV, with their receivers
constituting the majority of the network, requires applying ap-
propriate optimization methods in order to ensure real system
execution. In this paper, algorithms solving this class of prob-
lems are considered. The notion of multicast saturation is
introduced to measure the amount of multicast participants
relative to the entire network, and the efficiency of the ana-
lyzed algorithms is evaluated for different saturation degrees.

Keywords—quality-of-service, multicast, routing, multicast sat-
uration.

1. Introduction

Modern telecommunications networks are tasked with en-
suring an optimal transmission of data between remote
peers. The methods for optimal execution of this task
have been studied by network researchers and engineers
for many years now. Routing-related problems have been
viewed from the point of view of protocols [1]-[6], as well
as algorithms [7]-[12].

To achieve optimal routing, algorithms such as the Dijkstra
algorithm are used, for example in the OSPF protocol [13].
In most cases, the optimal path is the one of the lowest cost,
though the development and the increasing complexity of
the network traffic changes the meaning of optimality in
this context. The minimal cost (defined, for example as the
number of interconnecting links), has been accompanied by
such metrics as point-to-point transmission delay or path re-
liability [14]. A single network may be used for sending
multimedia data (e.g. VOD or YouTube streams), real time
data (e.g. packets conveying Skype or Voice-over-IP traffic),
alongside classic data for which the requirements have not
changed significantly since the introduction of telecommu-
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nications networks many years ago. Therefore, engineers
often reach out for a multiple criterion evaluation of se-
lected paths or trees (also referred to as multi-criterion or
QoS — Quality of Service [15]), e.g. the DUAL algorithm
in the EIGRP protocol [16].

Finding optimal routes for multiple communication partici-
pants, rather than for a pair of peers, increases the complex-
ity of the problem even further. The number of connected
nodes is especially important when compared to the total
number of nodes in the network. For example, intercon-
nection of a small group of participants of a teleconference
does not require multicast optimization, as the potential
gain, compared to setting up individual point-to-point con-
nections, is negligible. On the other hand, for applications
involving IPTYV, it is not feasible to utilize point-to-point
connections between the transmission source and all indi-
vidual receivers, as they will likely constitute the majority
of the network’s nodes.

Therefore, it is important to evaluate the performance
of routing algorithms with regard to the amount of mul-
ticast participants, compared to the number of nodes in
the network — the so-called multicast saturation. Based on
that statement, a selection of multi-criterion multicast algo-
rithms (solving the MCMST - multi-constrained minimal
Steiner tree problem) were compared for different multi-
cast saturation values, and the results are presented in this
article.

The article is divided into the following parts. Section 2
presents the mathematical model of the network and the
routing problem considered. Section 3 describes MCMST
algorithms that were compared in the article. In Sec-
tion 4, the experiment methodology and results are dis-
cussed, while Section 5 concludes the article.

2. Mathematical Model

The network is modeled by an undirected graph G(E,V),
where V is a finite set of nodes and E C (u,v) :u,v €V is
a set of edges that represent point-to-point links. Each of
the edges is assigned whit M metrics, given by the func-
tions: (m;: E—R',i=0,1,...,M—1), that reflect additive
costs of the relevant edges.
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Path p(s,d) from node s to the node d, where s,d €V, is

defined as a sequence of non-repeated nodes vi,vs,...,v; €

V such that for each 1 <i < k an edge (vi,v;+1) € E and

vi =5,V =d. We define the accumulated metrics for the

paths, so that the cost of a path p, based on the edges that

form it e € p C E, the i-th is defined as m;(p) = Y. m;(e).
ecp

A rooted multicast tree #(s,d;,ds,...), connecting the
source node s € V with multiple destinations dy,d>,--- €
D CV, is defined as a tree in G, of which the only
leaf nodes are the ones from the set {s} UD, with one
of them, node s, arbitrarily selected as the root. We de-
fine the accumulated cost of tree ¢ correspondingly to
the accumulated path’s cost, as m;(t) = Y m;(e). Let
ect

T(s,dy,ds,...) define the set of all the trees spanning the
nodes from set {s} UD. For tree ¢, we define path p;(s,d;)
that is connecting nodes s and d; within the given tree.
We define set of constraints C as (¢; e RT,i=1,2,...,
M —1). The constraints are associated with the metrics of
the same indices.

The MCMST problem is defined as finding the tree ¢* span-
ning source node s and destination node D that fulfills the
following conditions:

ViteT(s,di,d,...):my(t") <mp(t),
VdieD,cjeC:mj(p(s,di)) <cj.

The multicast saturation is defined as S = %.

3. Compared Algorithms

In the experiment presented in this article, three differ-
ent multi-constrained multicast algorithms have been used.
Two of them are developed by the author: aggregated
MLARAC and RDP, while the third, HMCMC, has been
chosen from the literature as a high quality, well-performing
algorithm solving the same class of problems.

3.1. Aggregated MLARAC Algorithm

The aggregated MLARAC algorithm [17] is based on
the technique presented in [18], [19], solving the multi-
criterion multicast routing problem by aggregating solu-
tions to a multi-criterion unicast routing problem between
a given source and each individual multicast receiver.

The wunicast routing algorithm used in aggregated
MLARAC is the MLARAC algorithm, presented in [20].
It is based on the Lagrangian relaxation-based technique
from [21], extended to multiple constraints by the author.
The original algorithm, reduces the routing problem, by
means of the Lagrangian relaxation, to finding an optimal
coefficient for a modified cost function that is, in turn, used
in the Dijkstra algorithm. Iterative approach is applied to
obtain increasingly better approximations of the coefficient,
until the optimal value is found.

In the variant proposed by the author, multiple optimiza-
tion criteria may be applied, which results in the necessity

of finding multiple optimal coefficients. While intersections
of single-argument linear functions are used in the original
algorithm to obtain the single optimal coefficient, the au-
thor presents a method based on finding multi-dimensional
hyper-plane intersections to obtain the set of optimal co-
efficients for the solution of the multi-criterion problem.

3.2. RDP Algorithm

The RDP algorithm is based on simulating multiple Dijk-
stra algorithm instances (known as convergence processes)
concurrently [22]. The processes are performed concur-
rently and independently, except for the order in which
they progress. Information about which nodes have been
visited by particular processes is stored by the algorithm
core, along predecessor-related information. The selection
of the next process is made based on the assumption that
labels assigned by the processes to the nodes may be inter-
preted as the time that has passed in a given process. Once
a given node has been visited by all convergence processes,
it may be considered the center of a multicast tree — the
RDP. There are two important aspects of this approach.
First of all, the Dijkstra algorithm may be enhanced with
a custom cost function. Two different cost functions have
been used in RDP: first, minimizing the metric mq only,
and second, aggregating all metrics considered. The ag-
gregation (found in [23]), takes into account metrics m;,
and constraints ¢; in the following formula:

Maggr(t) :max{ml—(t),mz—(t),...} :

C1 2

Secondly, once a RDP candidate has been found, different
decisions may be made. In one variant of the algorithm, all
subsequent candidates are considered for the final solution.
The first to meet the assumed constraints is taken as the
result. In a heuristic variant of the algorithm, only the first
RDP is considered as the potential solution. If it meets the
constraints, it is taken as the ultimate result.

3.3. HMCMC

The Heuristic Multi-Constrained MultiCast algorithm [24]
(HMCMC) consists of two phases, with the first of them
consisting in finding a partially feasible tree. An attempt is
made at building the entire tree, starting from the multicast
source, using a modified Dijkstra algorithm that heuristi-
cally considers all the criteria — the optimized one, as well
as the constraints. It utilizes the same modification as the
RDP algorithm. It is possible that the result of the first
phase connects all of the multicast participants with a fea-
sible tree, in which case the successful result is returned.
However, if any of the multicast receivers has not been
feasibly connected with the source, the second phase is
performed.

In the second phase, all of multicast participants which
have not yet been connected are subject to the correction
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procedure. The procedure consists in an attempt to solve
an MCOP problem from a given receiver to the source
with an associated algorithm — H_.MCP. The sub-algorithm
is a precomputation-based variant of the unicast point-to-
point routing algorithm H-MCOP [25]. The result of this
step — a path from the source to one of the receivers — is
included in the result, whether it is feasible with regard to
the constraints or not.

4. Simulation Experiment

In order to evaluate and compare the aforementioned al-
gorithms, the following experiment was performed. A set
of topological structures of 500 nodes was generated using
the BRITE generator [26] and the Waxman method [7].
This generator has been used extensively in prior work and
has proven to be a valid choice for this type of experi-
ments [17], [20], [22], [27]-[29].

Each of the graph edges was assigned with three metrics:
mg, m; and my. In each experiment iteration, a random
group of nodes was selected in a given graph, and the
routing problem for fixed constraints was solved using each
of the algorithms. The assumed constraints were 17 and 12
for 17 and 12 for m; and my, respectively.

Two rounds of experiments were conducted, for different
multicast saturations. First, for the low saturation, as-
sumed sets of 4, 8, 12, 16, 20, 24, 28 multicast partici-
pants. In the second round, for the high saturation, sets of
120, 190, 260, 330, 400 multicast participants were con-
sidered.

It is important to note that the optimal value of metric my
is the lowest, while it is considered that for the constrained
metrics m; and my, the optimal value is the highest. This
stems from the definition of the solved problem. The op-
timal solution is the one that is of the lowest m, metric,
while remaining within certain constraints against metrics
my and my. Therefore, the result which satisfies the con-
straints with the highest possible values has the advantage
of not acquiring more network resources than necessary.

4.1. Low Multicast Saturation

In Fig. 1, the results of tree metric mq are presented as
a function of group size, for lower multicast saturation. One
may notice that the worst results have been obtained for the
RDP algorithm, while aggregated MLARAC and HMCMC
algorithms have led to obtaining comparable, better values.

Figure 2 demonstrates values of the path metric m, under
the same simulation conditions. The best results, from the
point of view of satisfying the constraints at the lowest
cost, were obtained with the use of the RDP algorithm.
The second best results were obtained with the aggregated
MLARAC algorithm, and the worst m, metric results were
found using HMCMC.

JOURNAL OF TELECOMMUNICATIONS
AND INFORMATION TECHNOLOGY

32019

30000

25000
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mo(t)

15000

10000

5000

4 8 12 16 20 24 28
Multicast group size
—— HMCMC +~>— RDP % aggr. MLARAC

Fig. 1. Average my tree metric values as a function of the mul-
ticast group size, for low multicast saturation.

5.0 w \ \

my(p)

4 8 12 16 20 24 28
Multicast group size

—— HMCMC +~>— RDP % aggr. MLARAC

Fig. 2.  Average mj path metric values as a function of the
multicast group size, for low multicast saturation.

4.2. High Multicast Saturation

The following figures show corresponding results for high
multicast saturation.

250000

200000

mo(t)

150000

100000

50000

120 190 260 330 400
Multicast group size
—— HMCMC = RDP % aggr. MLARAC

Fig. 3. Average my tree metric values as a function of the mul-
ticast group size, for high multicast saturation.

Figure 3 presents the tree metric mq for higher multicast
saturation values, whereas Fig. 4 demonstrates the tree met-
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900
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300
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my(t)

120 190 260 330 400
Multicast group size

—— HMCMC +~>— RDP +~%— aggr. MLARAC

Fig. 4. Average my tree metric values as a function of the mul-
ticast group size, for high multicast saturation.

ric mp. One may notice how the relationship presented in
Figs. 1 and 2 has been maintained under higher multicast
saturation conditions.

Such a result is not surprising, since the stochastic char-
acter of the generated networks should usually lead to ob-
taining similar results at larger scales. On the other hand,
anomalies may occur leading to different results for differ-
ent saturation levels. Therefore, it is vital to perform ex-
periments under higher multicast saturation conditions, in
order to further support the conclusions that may be drawn
from the results obtained for lower values of this particular
parameter.

5. Conclusions

The relationship between the number of multicast partici-
pants and the network nodes may vary depending on the
specific application context. It is important to take this fac-
tor into account when suggesting an algorithm for real life
use, because different results may be obtained in different
operational environments.

The results presented in the article show that the conclu-
sions regarding performance of the presented algorithms,
as published in previous works for low multicast satura-
tion levels, still hold in the conditions of higher multicast
saturation.
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Abstract—This paper considers the problem of predicting
self-similar traffic with a significant number of pulsations and
the property of long-term dependence, using various spline
functions. The research work focused on the process of mod-
eling self-similar traffic handled in a mobile network. A spline-
extrapolation method based on various spline functions (lin-
ear, cubic and cubic B-splines) is proposed to predict self-
similar traffic outside the period of time in which packet data
transmission occurs. Extrapolation of traffic for short- and
long-term forecasts is considered. Comparison of the results
of the prediction of self-similar traffic using various spline
functions has shown that the accuracy of the forecast can be
improved through the use of cubic B-splines. The results al-
low to conclude that it is advisable to use spline extrapolation
in predicting self-similar traffic, thereby recommending this
method for use in practice in solving traffic prediction-related
problems.

Keywords—quality of service, self-similar traffic, spline func-
tions, error of recovery.

1. Introduction

The development of fifth-generation SG/NR (New Radio)
mobile communication networks is associated with the
rapid growth in the number of high-speed services of-
fered to users. These include enhanced Mobile Broadband
(eMBB) access, massive Machine Type Communications
(mMTC) and Ultra-reliable and Low Latency Communica-
tions (URLLC), as defined in the recommendations of the
3GPP technical report 38.913 [1], [2]. These services re-
quire increased data transmission speeds and quality of ser-
vice levels, perceived as an optimal combination of packet
delay time, packet loss probability and throughput. The
main difficulty in solving this problem consists in signif-
icant and frequent bursts of intensity, which appear to be
statistically similar at different time scales. This property
allows us to predict the occurrence of this condition in the
future, based on the accumulated statistical data or based on
the results of traffic modeling [3]-[6]. In practice, the ap-
pearance of a significant number of long-term traffic inten-
sity ripples at arbitrary points in time often leads to a sharp
increase in packet delay time, which causes overloading of

network nodes and buffer devices and, accordingly, has
a significant impact on traffic.

Predicting self-similar traffic will enable to handle the po-
tential peak loads in the network and to manage traffic in an
efficient manner, thereby ensuring the required QoS. Given
the above facts, the urgency of the problem of predicting
self-similar traffic is obvious.

The purpose of the work is to solve the problem of predict-
ing self-similar traffic and choosing the method by which
traffic will be restored more precisely beyond the limits of
its determining time intervals.

2. Problem Statement

Function extrapolation is a continuation of a function out-
side its domain of definition, in which the continued func-
tion belongs to a given class. Extrapolation is usually per-
formed using formulas that rely on information about the
function’s behavior at a certain set of points (extrapolation
nodes) belonging to its domain of definition [7]. Some-
times, when extrapolating functions, not the entire domain
of definition is used. Instead, only a part of it is taken
into consideration. In fact, extrapolation of the values of
judgment of a given function over a specific portion thereof
is performed. In this case, extrapolation formulas give, in
particular, the values of the function at the corresponding
points of its domain of definition. This method is often
used when solving practical problems, when there is no
sufficient information available that is necessary to deter-
mine the values outside the considered part of the function’s
domain of definition [7].

A properly selected forecasting method allows to obtain
predictions about the availability of the necessary band-
width and delay time for managing network peak loads.
The prediction results will help the operator perform traffic
management functions, thereby ensuring the required QoS
levels [8].

The prediction problems solved by the authors of the past
were based on the extrapolation of random processes, per-
formed using the Lagrange interpolation multi-members,
Chebyshev polynomials, etc. Some prediction-related is-
sues are considered in [9]-[11], where numerical methods
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of Hermite interpolation, as well as trigonometric inter-
polation and Richardson extrapolation were used. These
methods allow solving the forecasting problem with a given
level of accuracy. However, the proposed forecasting meth-
ods are not universal.

There is no single method for predicting the characteristics
of self-similar traffic that would enable real-time prediction
of self-similar traffic behaviors, giving the mobile operator
the opportunity to take timely measures to prevent network
node overloads, and to avoid the corresponding effects of
these changes on QoS.

An extrapolation method based on spline functions, which
has a number of advantages compared to its already known
counterparts, offers the following features [5]:

e splines are more resistant to local perturbations, that
is, the behavior of the spline in the vicinity of a point
does not affect the behavior of the spline as a whole,
as is the case in polynomial interpolation,

e good convergence of spline interpolation in contrast
to the polynomial. In particular, for functions with
irregular smoothness properties (for example, self-
similar traffic) spline interpolation is indisputably
high.

Let us consider spline-extrapolation of self-similar traffic,
modeled with the use of the Matlab Simulink package for
a given set of initial data, using various spline functions
(linear, cubic, and B-splines). Spline functions of odd de-
grees (linear, cubic, cubic B-splines) are used in this paper
due to their properties of the minimum norm and the best
approximation. This allows to obtain more accurate results
in terms of convergence [12].

3. Related Work

A significant number of scientific papers [13]-[19] is de-
voted to traffic forecasting issues. Their authors propose
various forecasting methods. The classical approach to
forecasting traffic characteristics is used in [13], where
a comparison of various methods, such as the method
based on a polynomial extrapolation of Lagrange, Markov
chains and the method of automatic and trainees show
the feasibility of using an extrapolation method in pre-
dicting self-similar traffic. One of the generally accepted
traffic prediction mechanisms has the form of linear re-
gression models, such as Autoregressive Integrated Moving
Average (ARIMA) and Fractal Autoregressive Integrated
Moving Average (FARIMA), as considered in [4]-[16].
These are used only for short-term forecasts, when solv-
ing traffic control and network performance problems.
However, their use is based on an accurate estimate of
the Hurst parameter which, when predicting traffic in real-
time, is fairly difficult to estimate. Therefore, the use of
ARIMA and FARIMA models is possible only for traffic
with a slight degree of self-similarity.
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The neural network prediction method, as discussed in
a number of papers, for example in [17], [18], allows to
solve a number of practical forecasting problems, such as
dynamic bandwidth redistribution, in order to make the
optimal use of available network resources and to main-
tain QoS.

However, it is important to note that the use of the neu-
ral network method implies the need for network training.
This is a complex and time-consuming process, and even
a trained network is not always clearly predictable due to
heuristic approaches to training design.

The forecast accuracy in such a network depends on the
number of options for its training. The implementation
re-quires high computing capabilities. In [19], the results
of a comparison of network traffic predictions made using
linear regression models and SARIMA neural networks are
shown, indicating that in most cases the use of compli-
cated and labor-intensive techniques of neural networks is
impractical.

The methods of extrapolation [9]-[11], [13]-[19] are labor-
intensive and suffer from considerable errors under con-
ditions of frequent traffic intensity bursts. It should be
noted that they are complex when forecasting in real time.
Solving the problem of extrapolation by cubic splines or
their piece-wise polynomial representation in many cases
is a convenient tool, both for solving theoretical problems
and for calculating the terms. However, in a number of
applications, it is more efficient to represent cubic splines
via B-splines.

Therefore, the development of effective methods of predic-
tion of self-similar traffic, reducing the computational com-
plexity and, thus, providing solutions for networks with
significant bandwidths, is an important task.

4. Method of Self-Similar Traffic
Prediction

Consider self-similar traffic affecting segment [a;b]. Let
partition A: a = xg, x1,...,xy = b be given in interval
[a;b]. The first-degree spline S;(x) on grid A is a continu-
ous piece-wise linear function. Let A grid points be given
the values of self-similar traffic f; = f(x;), which describes
function f(x), defined for interval [a;b]. The interpolation
spline is defined by [5], [6], [20]:

S](xi):ﬁ, i:O,...,N. (1)
Geometrically, it is a broken line passing through the points
(xi,¥i), where y; = f(x;), denoted by h; = x;41 — x;. Then,
according to [20], for x € [xj,xi11], i=0,...,N—1, the
linear spline will have the following form:

Xit1 —X
hi

X—X;

hi

Si(xi) = fi + firi ; @)

or

$i(w) = i (fier = fi) )
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The authors will also consider a cubic interpolation spline
S3(x), constructed similarly to the linear spline, with
the only difference being that this is a cubic function
on each interval [x;,xi11], i =1,...,N — 1. According
to [5], [6], [20], for x € [xi, xi+1], i=0,1,...,N—1 the
cubic spline is:

S3(x) = fi(1 =1)2(1+21) + fis1£7(3 — 21)
+ m;hit(1 —I)Q—mprlh,'tz(] —l‘) , @

where ==, S3(x;) =
or

fis S3(xit1) = fir1, mi=S'"(f1xi),
W2
(142t) + fiy1t — é(l —0)[2-1)M;

+(1+0)Mia] , (5)

53()6) Zf,'(l —t)—i—

where S”(x,') = M,', S”(xiﬂ) = Mi+1.

The boundary conditions are used to determine the cubic

spline of the Eq. (4) in the interval [a; b] [5], [6], [20]:
S'(fsa) = f'(a), S'(f:b)=f'(b). (6)

For determining a cubic spline type given by Eq. (5), the
boundary conditions of the form [5] is used:

S"(fia) = f"(a), S"(fib)=f"(b). (7

Consider a uniform partition of interval [a; b], then:

. i=0,1,...,N—1.

Let us construct a cubic B-spline, different from zero in the
interval (x;_», x;42). B-splines of odd degrees are conve-
niently numbered by the middle node of their carrier inter-
vals. The desired B-spline will be denoted by B;(x). Setting
yp = Bi(xp), M, = B} (x),) for B;(x) we have [20], [21]:

HpMp—1+2Mp+2ApMp 1

__ 6 <yn+1—ypyP—yp1> ®
hp_1+hy hp hp_1 ’

h;
hi_ 1+h’k':1_“i'

=0 for x ¢ [x;_2, x;42], then:

where p=i— 1,4, i+1, ;=
ASB,'()

BV (i) =B (x2) =0, r=0,1,2.  (9)

Taking into account the fact that the B-spline has a ra-
tio [20], [21]:

——Lt(l1—¢

X [2=0)Mi+(1+1)Miy1] . (10)

B,’()C)

=yi(l—1) +yiyit

X—X;
s i = Xi — X

where x € [x;, x;41], t =

10

_%[(2—6t+3l )M+(]—3t) z+1}7 (1)

B! (x) =M;(1 —1t)+ M1t . (12)

Then, condition (9), due to Egs. (10)-(12), may be repre-
sented by:
Yiea = yi+2 =0, M, = M,~+2 =0,

(13)

h My

Yi-1 = 6hz Mi-1, yier = ghiyy

The parameters found in Eq. (13) are excluded from Eq. (8),
which will lead to [20], [21]:

(hi—a + hi—1)(hi—2 +2hi—1)M;_1 + h?_|M; = 6y;,
(hi2 +hi1)Mi1+(hicy + hi)Mi + (hi + hiy1)Miy1 = 0,
W2M;(hi + hi1)(2hi + his1 )My = 6h;.
(14)
The result is a system of three equations for finding four
parameters: y;, M;_1, M;, M.
Assuming:

hict (hica+hit) (2hi+hig1)+hi(hi+hizr) (hia+2hiy)

= (hiet 4 hi) (hica + hicy + hi) (hizy 4 hi + hig 1) s)
from the Eq. (14) we get:
6
M = :
T g+ (hia+ i+ hy)
M — 6[(hia+himy+hi) " + (hioy + hi+hi) ']
o hi—1+h; ’
M1 —

(hi+ hi1) (i1 +hi+hig)

(16)
Equations (13), (15), (16) determine the spline B;(x) in the
interval [x;_2, x;12].
It is necessary to restore self-similar traffic outside the in-
terval [a; b], namely, to the right of the point b. For defi-
niteness, let this be a point x., xo > xy =b, xo —b =h,
where £ is a step partition of the interval [a; b].

f
f(xo)*'--—wl
f(xl)f____:L___‘.I ) .
P . .
ai;co x‘l )‘Cz ‘ b:)‘cN )‘Cc x

Fig. 1. Extrapolation of self-similar traffic on the interval [a;b]R
on condition f(x;) = f(x1).
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Let us now consider short-term and long-term predictions
of the characteristics of self-similar traffic using spline ex-
trapolation.

First, a spline function (linear, cubic, or cubic B-spline)
on the segment [b; x| is constructed with the assumption
that f(x.) = f(x1). Next, we construct a linear or cubic
spline or a cubic B-spline, respectively, on the segment
[b; xc] (Fig. 1). Then, on the segment [b; x|, a short-term
forecast of self-similar traffic is obtained.

In the second case (Fig. 2), the set f(x;) = f(xc), with x; =
Xxo + kh, where k is natural, is considered. If kh # x. — b,
then for f(x.) we take the values of function f(x) which
are closest to the point xy.

S
L '
x - . .
Sey | | o
i T T ! T T T T T
a=x, X, X, X b X, X

Fig. 2. Extrapolation of self-similar traffic on the interval [a; ]
on condition f(xz;) = f(xc)-

According to [20], the error of restoring self-similar traffic
on the interval [b; x|, using the following theorems may be
found.

If a spline of the first degree S (x) interpolates a continuous
function f(x) on the grid A, then the estimation of the error
is valid:

|S1(x) = f(x)| < o(f) , (17)

where @(f) — module of a continuous function of the form.

[fE) =) -
(18)
If the spline cubic S3(x) interpolates the continuous func-

tion f(x) on the net A and satisfies the boundary conditions
(6) or (7), then:

o(f)= max o(f)’= max max
0<i<N-—1 0<ISN1 2/ euis 1]

3
s =@l (1+3p)0H), (19
where:
P =T

7l = max 7))

C = Cla; b] — the function is continuous on the interval
[a; b].

Let us find the error of extrapolation of self-similar traffic
using cubic B-splines. The interpolation cubic spline S(x)
can be found using its B-spline representation [20]:

N+1

S(x)="Y biBi(x) . (20)
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The quality of the interpolation function is characterized as
R(x) = S(x) — f(x) and it depends on differential properties
of the interpolated function f(x).

Consider a spline satisfying the condition:

S(f?xl):fla l:0a17aN7 (2])
with a boundary:
S'(fia) = f'(a), S'(fib) = f'(b) . (22)

To determine the coefficients b;, the system of equations is
obtained by [20], [21]:

b,IBL] (X()) + boBa(Xo) + b]Bll (X()) — f(l),
bi_1Bi—1(x1) +b1B1(x1) + bip1Bir1(x1) = fi,
by_1By_; (xn) 4+ bnBy(xn) + byy1By (xn) = £/,
(23)
wherei =0, ..., N.
In the periodic case the Eqgs. (17) describing the problem
of extrapolation, are:

bi1Bi_1(x1) +biBi(x;) +bi1Biy1(x;) = fi, i=1,...,N.

(24)
In matrix form, this can be written as:
Ab=f, (25)
where b = (by,...,by)", f=(f1,..., fv)T denotes trans-
position.

The error of extrapolation of self-similar traffic is calculated
using Eq. (18)

Alb—f)=f—-Af. (26)
Consider the space Cla; b] to be continuous on [a; b], such
as:

Hf(x)HC[a,b] = max] L)l -

x€la,b

On the grid A:a=x¢ <x1 <... <xy = b, these functions
are characterized by their oscillation on segment [x;, x;11]:

oi(f) = lF(&") = F()],
and:
o(f) = max oi(f) .

If the characteristic of the function is independent of the
grid A, there is the modulus of ®(f;h), which is defined
as [20]:

oi(fih) = max [f")—f&)|, h<b-a.
I ! |<h

If i = max hy, then the following inequalities are:
o(f) < o(f) < o(f:h) .
Then
|f—Af||= ml?lx\fi*fi—lBi—l (xi)— fiBi(xi) = fi+1Bi1 (%)
< max {B,.,, ()| fimfimt |+ Bis1 (x0)| fi = fien \} <o(f).

11
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Using the property of normalized B-splines Y B;(x) = 1 and
i
the Eq. (19) we have:

16— £l < [IA o (f) 27
and
N+1
[S(x) = f(x)]| = l_; [bi — f(x)] Bi(x)
N+1 N+1

<

Z [b,' — f,] B,'(x)

i=—1

+1 ), [fi— f@0)]Bix)

i=—1

Using Eq. (20), the results are obtained by:

N+1
Y [bi—fi]Biw)| < |b- sl < A [o(s) -
=1
In addition, for any x € [x;, x;41], i=0,1,...,N
N+1 i+2
Y i f@]B)| < Y [fo—f@)[bp(x) <20(f) -
i=—1 p=i—1
Finally
st - )| < 2+ a4 )olr) . @8)

According to [20], the matrix A will be ill-conditioned if
p> #, then it is advisable to use a grid with a partition

: 3+V5
step for which p < 25%2.

5. Simulations

The spline-extrapolation method described in this paper is
used for high-speed video and voice traffic, which are de-
scribed by the Weibull distribution [3]. The problem con-
cerned may be modeled by other distributions, for example
- the Pareto distribution. However, it describes data traffic
only.

The authors simulate self-similar traffic for the queuing sys-
tem (QS) Wg/M/1/K on a 3000-4000 ms segment, where:

e A is intensity of packet arrival for servicing in the
QS, A = 150 packet per second,

e L is packet service duration, y = 125 packet/s,
— K is length of the packet queue, k¥ = 200 pack-
ets,
— Hurst parameter H = 0.75,
— Weibull distribution parameters are o ~ 0.5 and

B~ 17.321.

Self-similar traffic simulation results obtained in the
Simulink package of the Matlab environment for specific
initial data are shown in Fig. 3, where n is the number of
packets, ¢ is time of arrival of packets [5], [6].

12

According to Fig. 3, it can be seen that for the self-similar
traffic obtained on the 30004000 ms segment, there is
large-scale invariance, a significant amount of “bursts” of
traffic intensity and a long-term relationship between the
moments of their arrival.

Next, consider the extrapolation of traffic on the interval of
[3800; 3850] ms and compare it with the results of modeling
self-similar traffic.

n

800

600

zzz Mmmuhmmm ! 1

3000 3200 3400 3600 3800

4000 ¢ [ms]
Fig. 3. The results of modeling self-similar traffic.

Using a linear spline for simulated self-similar traffic on the
3800-3850 ms segment, extrapolation of traffic is obtained,

which is shown in Fig. 4.

n
800

600

400 -

200
3800 3810 3820 3830 3840

3850 1 [ms]
Fig. 4. The results of extrapolating self-similar traffic on the
3800-3850 ms segment using the linear spline function: 1 — self-
similar traffic, 2 — extrapolation of self-similar traffic using the
linear spline function.

The error in recovering self-similar traffic based on a linear
spline will be evaluated according to Eqgs. (17)—(18). The
calculation results are shown in Table 1.

It is easy to see that the use of linear spline functions is
linked with the presence of a significant error, which most
often appears on segments where graphs of traffic intensity
have periodic “bursts”. It should be noted that the studies
were conducted using a small segment of 3800-3850 ms,
with step & = 1. The split step increase will inevitably lead
to an increase in the values of extrapolation error. From
this, it follows that the use of spline extrapolations based on
linear splines to predict self-similar traffic with significant
and frequent bursts of intensity is impractical.

However, during the experiment, self-similar traffic with
the Hurst coefficient H=0.75 was used, possibly for self-
similar traffic with a lower self-similarity value using linear
splines. This assumption will be considered in future work.
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Table 1

The error of recovery of self-similar traffic
based on a linear spline

Spline-Extrapolation Method in Traffic Forecasting in 5G Networks

Table 2
Accuracy of recovery of self-similar traffic
based on cubic spline

‘ Interval ‘ Interval time [ms] ‘ Error value ‘ Interval ‘ Interval time [ms] ‘ Error value
[x0; x1] 3800-3801 0.01 [x0; x1] 3800-3801 4.6
[x15 x2] 3801-3802 2.5 [x1; x2] 3801-3802 0.15
[x2; x3] 3802-3803 73.3 [x2; x3] 3802-3803 2.44
[x3; x4] 3803-3804 4.1 [x3; x4] 3803-3804 1.46
[x105 x11] 3810-3811 248.2 [x105 X11] 3810-3811 0.12
[x115 x12] 3811-3812 335.53 [x115 x12) 3811-3812 2.1
[x125 x13] 3812-3813 11.1 [x125 x13] 3812-3813 10.6
[x13; x14] 3813-3814 0.1 [x13; X14] 3813-3814 70.5

Using the cubic spline for simulated self-similar traffic
on the 3800-3850 ms segment, extrapolation of traffic
is obtained, as shown in Fig. 5. The error in recovering
self-similar traffic using a cubic spline will be estimated
using Eq. (19). The calculation results are summarized in
Table 2.

800
600

400

PY S T EL A LA S o :

3800 " 3810 3820 3830 © 3840 3850 7 [ms]
Fig. 5. Extrapolated self-similar traffic on the 3800-3850 ms
segment using cubic spline functions: 1 — self-similar traffic, 2 —

extrapolation of self-similar traffic using a cubic spline function.

According to the results of the extrapolation of self-similar
traffic on the 3800-3850 ms segment using the cubic spline
function shown in Fig. 5, the recovery errors are obtained
on the segments of the graph, where the traffic intensity
has “spikes” at peak points. In general, the use of cubic
splines allows you to perform a short-term forecast of traf-
fic parameters and get the predicted “route” of self-similar
traffic.

It is possible to increase the accuracy of prediction of traffic
characteristics using the spline-extrapolation method based
on cubic B-splines. It is known that B-splines have a lo-
cal character and in their construction several values are
used on the considered segments. Therefore, they make it
possible to obtain better results compared to cubic splines,
the coefficients of which are calculated as a function over
the entire domain of the initial function, in this case, at the
given interval of 3800-3850 ms.
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Consider the following spline extrapolation for simulated
self-similar traffic on the 3800-3850 ms segment using cu-
bic B-spline (Fig. 6).

800
600 2

400

200

3800 3810 3820 3830 3840 3850 #[ms]
Fig. 6. Extrapolated self-similar traffic on the 3800-3850 ms
segment using cubic B-spline functions: 1 — self-similar traffic,
2 — extrapolation of self-similar traffic using a cubic B-spline
function.

Let us find the error values of the extrapolation of self—
similar traffic using Eq. (21). The calculation results are
shown in Table 3.

The use of cubic B-splines allows to reduce the error rate
compared with the use of linear and cubic splines. Ac-
cording to the results of extrapolation of self-similar traffic
on the 3800-3850 ms segment using the cubic B-splines
shown in Fig. 6, the error of extrapolation is even negligi-
ble on the segment’s “bursts” of traffic intensity.

In general, the use of cubic B-splines allows to perform
a short-term forecast of traffic parameters and to almost
completely restore the “route” of self-similar traffic.

Let us compare the recovery of self-similar traffic using
a linear, cubic, and cubic B-spline, as shown in Fig. 7. The
research conducted shows that for the self-similar traffic
considered, the use of cubic B-splines is most appropriate.
The spline extrapolation method can be used to predict
traffic characteristics in real time for short-term forecasts,
and long-term forecasts that are based on a large amount
of data.
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Fig. 7. Comparison of extrapolation results of self-similar traffic using linear, cubic and cubic B-spline on the 3800-3850 ms segment:
1 — self-similar traffic, 2 — extrapolation of self-similar traffic using linear spline function, 3 — extrapolation of self-similar traffic using
cubic spline function, 4 — extrapolation of self-similar traffic using cubic B-spline function.

Table 3
The error of recovery of self-similar traffic based on cubic
B-spline
‘ Interval ‘ Interval time [ms] Error value
[x0; x1] 3800-3801 0.002
[x1; x2] 3801-3802 0.046
[x2; x3] 3802-3803 0.551
[x3; x4] 3803-3804 0.005
[x105 x11] 3810-3811 0.016
[x115 x12] 3811-3812 0.005
[x12; x13] 3812-3813 0.850
[x135 x14] 3813-3814 0.006

Short-term traffic forecast is usually associated with the
ability to predict traffic characteristics in real time, in order
to dynamically allocate network resources depending on
traffic behavior, i.e. intensity bursts.

The results of such a forecasting approach allow to improve
the network’s QoS and to perform the optimal allocation
of resources.

The long-term traffic forecast allows to obtain results that
are based on a large amount of data, for example to choose
the size of the buffer devices on the network nodes and to
provide for the length of the packet queue in these devices
when designing the network.
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6. Conclusions

The proposed extrapolation method based on spline func-
tions, has a number of advantages in comparison with the
known methods. It is quite simple to implement, has a low
error rate, and can also be used to control traffic in real
time.

The practical significance of the results obtained is that the
prediction of self-similar traffic will provide for the required
amount of buffer devices, thereby avoiding overloads in the
network and exceeding the standard QoS values.

Based on the results of traffic forecasting taking into ac-
count the maximum workloads of network nodes, practical
recommendations can be given on traffic redistribution over
IP networks, for example, the operation of TCP/IP proto-
col. Reduction of the delay, compared with TCP, allows
to use a protocol without the guaranteed delivery of User
Datagram Protocol (UDP). However, it is rather difficult
to provide the required QoS using the UDP/TCP transport
protocol only, since the reasons of the delays exist mostly
at the network level [22]. Use of the proposed spline ex-
trapolation method allows to perform a prediction of traffic
characteristics, balance the load of network elements and
improve the efficiency of network equipment.

Future research will need to focus on further improvement
of traffic prediction accuracy, by developing the wavelet-
extrapolation method based on wavelet functions.
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Abstract—In this paper a novel multi-factor authentication
protocol for IoT applications, relying on enhanced Rabin-
assisted elliptic curve cryptography, biometric features and
time stamping methods, is developed. Furthermore, a fuzzy
verification algorithm has been developed to perform receiver-
level user verification, making computation efficient in terms
of computational overhead as well as latency. An NS2
simulation-based performance assessment has revealed that
the multifactor authentication and key management models
we have proposed are capable of not only avoiding security
breaches, such as smart card loss (SCLA) and impersonation
attacks, but can also ensure the provision of maximum pos-
sible QoS levels by offering higher packet delivery and mini-
mum latency rates.

Keywords—multifactor authentication, IoT security,
timestamp, one-way bio-hashing, fuzzy verifier, WSN.

ECC,

1. Introduction

Advancement of new technologies has given rise, over
the past few years, to a new paradigm known as the
Internet of Things (IoT), relying on machine-to-machine
(M2M) communications performed on a large scale. Func-
tionally, these communication paradigms exploit Wireless
Sensor Networks (WSN) with augmented routing proto-
cols to simultaneously transmit data between multiple users
or machines. Typically, IoT systems require secure data
transmission or communication protocols across peers and,
hence, a proper security system becomes an inevitable
need [1], [2].

In IoT communication, the Internet Engineering Task Force
(IETF) recommended certain protocols and standards to
incorporate WSN into the Internet [3], such as IPv6
over Low-Power Wireless Personal Area Networks (6LoW-
PAN) [4] and Routing Over Low Power and Lossy Net-
works (ROLL) [5]. Functionally, IoT may comprise mul-
tiple sensor nodes connected to the Internet via a gate-
way. In such a scenario, the connected sensors would be
accessible by any authorized entity, thereby ensuring re-
mote access to and control over major applications. As
a consequence, ol communication remains vulnerable to
attacks [2], [6]-[11]. Considering the criticality of data se-
curity across IoT ecosystems, the transmitted data must be
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protected and secured across the sensor nodes and the en-
tities connected to the network, by means of certain secure
peer-to-peer channels. It is not feasible to apply Internet
security measures directly to the IoT, due to WSN charac-
teristics [12]. Nevertheless, efforts have been undertaken,
such as IPsec [13] and IKEv2 [14], to ensure the security
of IoT using Internet security models, with the resource-
constrained nature of WSNs limiting their efficiency.

The classic uni-factor security models, such as password-
based or bio-physical security systems are prone to being
attacked, as the number of hacking techniques that exists
is growing exponentially. Therefore, it becomes necessary
to enable multi-factor assisted user (node) authentication
to establish keys between nodes and the different authen-
ticated stakeholders or entities. Furthermore, the existing
efforts [15]-[17] have affirmatively stated that designing
a secure [oT communication protocol is feasible. The ob-
jective may be achieved by enabling channel authentication
and key management strategies requiring the remote enti-
ties to mutually authorize each other and to negotiate se-
cret keys to assist the sensor nodes in avoiding active and
passive attacks during the transmission [12]-[17]. Notice-
ably, even with certain security features deployed at the link
layer of the IEEE 802.15.4 protocol stack, the openness of
the Internet still causes significant vulnerability and, hence,
demands certain robust key agreement and authentication
schemes [12].

In this paper, a robust multi-factor authentication pro-
tocol has been developed that exploits efficacy of time-
stamping, Rabin cryptosystem-assisted elliptic curve cryp-
tography (ECC) and bio-hashing. To enable optimal user
verification under real-time communication scenarios, a
fuzzy-based verification model has been applied that learns
the above mentioned features to provide access to a node
for further communication. The proposed model has been
implemented over a WSN with multiple cooperatively com-
municating or connecting nodes. NS-2 simulation has re-
vealed that the proposed security model exhibits goods effi-
ciency without incorporating any significant computational
overheads or complexities.

The remaining sections of this paper are organized as fol-
lows. Section 2 presents the related work, which is fol-
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lowed by the discussion of key existing approaches to IoT
data security, given in Section 3. Section 4 shows the pro-
posed system and its implementation. Section 5 presents
the results and discussion, while conclusions concerning
the overall results are given in Section 6.

2. Related Work

Realizing the shortcomings of single parameter-based secu-
rity systems, Shin et al. [18] developed a two-factor authen-
tication model where the prime focus was on employing
an authenticated key agreement paradigm between users
and IoT devices. However, this model was found to be
limited due to its inability to address stolen or lost smart
card attacks (SCLA), as well as offline password guess-
ing and/or retrieval attacks relying on Brute Force, etc. To
deal with these shortcomings, Wazid et al. [19] designed
a new secure lightweight multi-factor remote user authenti-
cation scheme for hierarchical IoT networks (HIOTN). They
proposed a user-authenticated key management protocol
(UAKMP). However, these approaches are complex. To
reduce computational complexities, Sarvabhatla et al. [20]
used a biometric feature authentication model for heteroge-
neous WSNs. However, personalized biometric traits pre-
served in a memory chip can be compromised due to smart
card loss.

Challa er al. [21] developed a secure signature-based au-
thenticated key establishment scheme for future IoT ap-
plications. Porambage et al. [22] developed a group key
establishment protocol for secure multicast communica-
tions between resource-constrained sensor devices in IoT.
However, the ambiguity of information shared between the
interconnected nodes confines its efficiency in large net-
works. Ning et al. [23] developed a proof-based hierar-
chical authentication scheme for IoT. This model focused
primarily on developing an U2IoT architecture (i.e. unit
IoT and ubiquitous IoT), and eventually recommended an
aggregated proof-based hierarchical authentication scheme
(APHA). The authors combined directed path descriptors,
homomorphism functions and Chebyshev chaotic maps
for mutual authentication to ensure hierarchical access
control.

Mick et al. [24] developed a lightweight authentication
and secured routing (LASeR) method for named data net-
works (NDN) used in smart city IoT applications. To en-
able computationally efficient routing, He et al. [25] de-
veloped an ECC-based RFID authentication scheme for
the healthcare sector. Being an energy-constrained net-
work, WSN-assisted IoT requires energy efficient and re-
liable transmission. Hence, Mohd et al. [26] developed
lightweight block ciphers enhancing IoT security. The au-
thors focused on both security and computational efficiency.
Similar work was performed by Lu et al. [27], who de-
veloped a lightweight privacy-preserving data aggregation
scheme, known as lightweight privacy-preserving data ag-
gregation (LDPA). They relied on homomorphic Paillier
encryption, Chinese remainder theorem and one-way hash
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chain techniques to ensure efficient data gathering and to
achieve a reduction in the false rate.

Jakalan er al. [28] designed a model called network se-
curity situation awareness (NSSA), where the focus was
on assessing security situation-related elements and infor-
mation originating from a multi-source heterogeneous net-
works. The authors considered four IoT security-related
variables, such as context, attack, vulnerability, and net-
work flow, which were then processed using the ontologi-
cal concept to obtain the best security solution. In order to
augment computational complexity, Diro et al. [29] recom-
mended a lightweight cryptographic model — ECC. A sim-
ilar effort was made by Yuan et al. [30], who developed
a lightweight trust mechanism for IoT edge devices based
on the fusion of multi-source feedback information. The
use of multi-source feedback information for global trust
estimation enabled avoiding a scenario in which a mali-
cious node becomes a part of the network and, hence, en-
hance the security of the solution. This approach may be
helpful in exploiting different node features to isolate the
unauthorized node. However, this is done at the cost of
increased computational overheads and latency.

Zahra et al. [31] employed Shibboleth, also known as the
security and cross-domain access control protocol between
fog a client and a fog node, to achieve secure communica-
tion between nodes, even under uncertain network condi-
tions. Zheng et al. [32] utilized attribute-based encryp-
tion to enable data sharing over the network. In addi-
tion to the removal of attribute matching function, the use
of the attribute bloom filter enabled hiding all attributes
in the access control structure. However, the efficacy of
their model could not be assessed in terms of node perfor-
mance parameters. A similar effort was made by Want et
al. [33]. Lei et al. [34] derived a closed-form model for
assessing the probability of security-outage and its impact
on throughput. They assessed their model to achieve bet-
ter trade-offs between secure communication and energy-
efficient data transmission over IoT. Lai et al. [35] derived
a novel pairing-free data access control scheme by ex-
ploiting cipher text policy, attribute-based encryption (CP-
ABE), where ECC was applied as encryption the method.
Elhoseny et al. [36] designed a hybrid-cryptosystem using
AES and RSA algorithms for diagnostic text data secu-
rity in medical images. The authors applied 2-dimensional
discrete wavelet transform and steganography concepts to
ensure secure data transmission. In [37] Ruan et al. de-
signed a leakage-resilient (LR) eCK security model for the
password-based authenticated key exchange (PAKE) pro-
tocol. The authors applied the LR PAKE protocol with
Diffie-Hellman key exchange LR storage (LRS).

3. Proposed Method

Unlike major existing methods, the proposed solution ex-
ploits multiple authorization schemes to design a robust
security model, where each factor may function as a sup-
plementary security layer, to ensure seamless communi-
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cation. Considering the efficacy of a robust multi-factor
authentication and key management system for IoT secu-
rity, in this paper the emphasis is placed on developing an
advanced security paradigm by amalgamating robustness
of Rabin cryptosystem-assisted ECC, bio-hashing and the
FLC- based verification mechanism.

3.1. Bio-Hashing

Over the past few years, the use of bio-traits as a secu-
rity feature has increased significantly. Considering the
increased threat of security breaches in the classic ap-
proaches, biometric features, such as fingerprint, retina and
face detection, have been applied as additional security lay-
ers. The use of biometric traits as a supplementary secu-
rity feature in conjunction with classic passwords or smart
cards, has exhibited satisfactory results, making it one of
the most sought-after techniques. Biometric features are
deeply integrated and closely coupled with each individ-
ual. On the other hand, the irreplaceable nature of biomet-
ric features makes them most resistant to security breaches
or to unauthenticated attempts to access specific systems
or resources. Over the past few years, numerous research
projects have been completed, relying on the efficiency
of biometric data as security features [38], [39]. Biomet-
ric templates may be considered one of the pre-dominant
privacy-preserving biometric approaches [39]. In practice,
biometric template B and certain random constructs called
secret key K are employed to generate a bio hash value
(BV) (BV) Bio2H(K,B) during registration. Noticeably,
here Bio2H(K, B) defines a bilinear hashing of the biomet-
ric feature, such as a finger print, retina information, etc.
Bio2H(K, B) (two-factor bio hashing) pre-processes the bio-
metric feature template B to preserve its integrity and ac-
curacy. In other words, the pre-processing of B leaves the
biometric feature concerned intact, even if certain minor
variations in the input biometric signal are experienced.
Once the BV has been generated, Bio2H(K,B) compares
the inner product of the random vector generated from the
user specific secret key K and the feature vector extracted,
against a predefined threshold value. During the verifica-
tion phase, the same process as applied at the registration
stage is followed. In this phase, the received biometric
template or signal B’ and the secret key specified by the
user as a BV value Bio2H(K,B’) are estimated. Once the
initial BV Bio2H(K,B) and the re-estimated value of BV
Bio2H(K,B') have been obtained at the user end, they are
compared to authenticate the user [39]. The key assump-
tion for use of any bio-hashing technique is that the user
has to be registered/on-boarded with at least one biomet-
ric feature captured (biometric template B), which is then
converted into and stored in a suitable binary format (bits).
In the proposed research, we have considered fingerprint
bits Bioy, to be biometric template B which, when com-
bined with secret K at the registration end, is compared
with received template B’ combined with K as a signature
to validate the user.
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Table 1
Different cryptosystems and their features
v | o | el T i
Diffie Hellmen Yes Yes No
DSA No No Yes
RSA Yes Yes Yes
ECC Yes Yes Yes
Table 2
Notations used in this paper
Notation Description
Bio2H Two factor bio hashing
K Secret key
B Biometric feature template
B Received biometric feature template
P, Q Points of elliptic curve
X,y Coordinates on elliptic curve
M Plain message
C Cipher text
P Prime number
GF Galois field
a, b Coefficients
G Generator point
n, h Cryptographic prime factor and cofactor
r Random integer
Pr Private key
Pu Public key
Urp, i-th user identification
PWU; i-th user password
l Integer
U; i-th user
AD; Admin/sensor node
ADyp, Admin’s ID
AD,; Admin’s x value
h() Hash function
Rspra Shared random number
e, fi, Li Hashed value
SCN; Smart card number
SCS Smart card storing
Bioy; Bio information of user U;
SC Smart card
Z;i Arbitrary number
EID Estimated ID
GN Gateway node
IDgN ID f gateway node

My, My, M3, My
T

MSG

SKGn

DD;, 77;

el‘l’le‘l«V7 ‘](‘l'}’lew7 ginew

Intermediate values of messages
Delay threshold

Message

Session key of gateway node

Derived parameter

New estimated hash values
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3.2. Rabin-Assisted Elliptic Curve Cryptography

There are numerous public key cryptosystems, such as
RSA, DSA or Diffie Hellmen. The majority of these clas-
sic approaches suffer from huge computational overheads
and time complexities (Table 1). Table 2 summarizes the
notation used. Robustness of the ECC cryptosystem may
be visualized based on the intricacy of the elliptic curve
discrete log-arithm problem (ECDLP). Let the expression
be Q = kP, where P and Q pertain to Fp(a,b). With k and
P values provided, it becomes easy to calculate Q. On the
contrary, with P and Q pre-specified, it becomes more com-
plicated to estimate k, especially when k is large. Notice-
ably, k states the discrete logarithm of Q to the base P, sig-
nifying the discrete logarithm problem for ECC. This com-
putational complexity enhances attack resilience of ECC.
The predominant process involved in ECC is known as
point multiplication. Functionally, elliptic curve E is de-
fined as:

y2:x3+ax+b. (1)

In Eq. (1), the highest degree is 3. In the proposed method,
ECC encrypts data M and generates ciphertext C and vice
versa, using a certain finite set of points in the elliptic
curve over GF(p). Equation (1) (Weierstrass equation),
y?> = x> +ax+b is used in conjunction with modulo p to
generate points on the elliptic curve. Typically, the elliptic
curve-specific variables are p, a, b, G, n, h, r where p states
a prime number, a and b are the coefficients, and parameter
G presents a generator point. The other parameters, such
as n and h, define the cryptographic prime factor and the
co-factor, respectively. Here, r is a random integer which is
lower than n. The proposed model employs the finite field
elliptic curve with modulo 263. A snippet of the applied
method is given as Algorithm 1.

Algorithm 1: The proposed model concept
{

Chose an elliptic curve having modulo p(y*=x3+ax+b mod p)
Assign the values of a and b, and of the coefficients.
Estimate the value of y? =x3+ax+b mod p
{
For x=0to (p—1)
S =x3+ax+bmodp
For d=0to (p—1)/2

T =d? modp
H7r=S5
Yl=dand Y2=p—d
Else d =d+1
}
x=x+1

}
(x,Y1), (x,Y1)

In ECC, n is often multiplied by point generator G, eventu-
ally amounting to zero. Noticeably, generator point G may
generate all points that may be potentially generated for
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the defined elliptic curve. Next, a definite set of points is
selected and the data are assigned to these points to be en-
crypted before the transmission. During the transmission,
message M is at first encoded to point P(M) from the fi-
nite set of points generated over the elliptic curve Ep(a, b).
To ensure high security levels, the selection of G is of
paramount significance, where G € Ep(a,b). Typically, G
and Ep(a,b) are made public during the transmission.
Both the transmitter and the receiver may choose private
key Pr, with the help of which public key may be obtained
as P, = P, x G. In our implementation, random integer r is
selected at first, which is then followed by the estimation
of a cipher-text point using the receiver’s public key. Thus,
the cipher-text points obtained are C = [(r.G), (M +r.Pur)].
Now, the cipher-text is decrypted by multiplying the initial
(first) point of the cipher-text pair (r,G) by private key
Prr, which is then subtracted from the second point of
the cipher-text pair. The original message M is obtained
as M = (M + rPur) — Prr(r.G) = (M + rPrrG) — Prr(r.G).
A detailed presentation of the ECC algorithm may be found
in [41]. Noticeably, unlike it is the case in classic cryptosys-
tems, in this paper we have derived a hybrid method by
combining the Rabin cryptosystem and ECC. Here, the Ra-
bin cryptosystem has been used to generate the keys, while
ECC has been employed to perform encryption-decryption
of the message or the data being transmitted.

4. System Model

Unlike in the classic RSA, in the ECC-based cryptosystem
presented in this paper we have designed a multifactor au-
thentication and key management strategy. The proposed
system incorporates the ECC cryptosystem, one-directional
bio-hashing, time stamping and fuzzy verification. Such an
approach results in a robust security solution enabling to
avoid attacks, like SCLA and location tracking. The use
of the ECC model is a lightweight crypto-solution. The
use of the timestamp method enables mitigating session-
specific temporary information attacks, eventually avoiding
any tracking attacks. On the other hand, the use of the
fuzzy verifier enables the model we have proposed to per-
form local verification of the users’ passwords, thus offering
a robust scheme for malicious node isolation. A snippet of
the proposed multi-factor authentication and key manage-
ment model is given below.

4.1. Model Description

As discussed above, the proposed system is initiated by
relying on the Rabin-based ECC cryptosystem.

In this preliminary phase, a sensor administration node
ADM generates two prime numbers p and ¢, and esti-
mates variable N = pq. Preserving (p,q) as the private
key, it selects a master reference key xgy in addition to
an integer [ (2* <1 <23) which is used at the receiver for
local password verification, performed with the use of the
fuzzy verifier. Estimating the receiver’s master reference
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key, hereinafter referred to as the public key, the cipher-
text point is obtained as C = [(r.G), (M +r.Pur)]. The first
point of the cipher-text pair r.G is multiplied by private key
Prr, and the result obtained is subtracted from the second
point of the cipher-text pair.

Next, ADM selects an identity AD;p; and estimates the
secret key:

ADXj :h(AD[DijGN for ADJ'(] S]SM)

Then, ADM generates a random number Rg,y, which is
shared between the GN and the node AD ;. Node AD; stores
ADp;jADx; and Rgpq in its memory.

4.1.1. User Registration and Login

During the user registration phase, user U; performs the
following steps to get registered with ADM.

User U; transmits the selected identity Ujp; along with their
personal credentials to ADM, by means of a specific secure
channel.

Upon receiving information from U;, ADM verifies whether
Ujp; exists in the table or in the database. If the verification
is positive, ADM acknowledges U; to select an updated or
a new identity; else it generates an arbitrary number x;
and then estimates variable d; = h(Up;||xgn/||xi) and L; =
h(SCy;||xcn). Here, SCy, defines the SC number belonging
to a user or a node. Estimating the values of d; and L,
ADM enables SCS.

U; connects the smart card into a card reader and then
enters Ujp;, PWU; and imports Bioy,, SC selects a random
number r; and estimates the attributes:

BioZ; = Bio2H (r;, Bioy,),

ei = h(h(Upi||PWU;||BioZ;)modl),

fi= d,'@h(U]DiHPWU,’HBiOZ,') and

gi =L ®h(Up; ® PWU; ® BioZ,;).

Upon performing user registration, the user requires a login
to the system. This step occurs when user U; intends to
access sensor data.

First, U; connects SC and feeds its unique identity
Uy, along with password-related information PWU;. In
addition, it requires that fingerprint information Bioy,,
be embedding or attached. Now, the deployed SC es-
timates BioZ; = Bio2H(r}, Bioy;,) in addition to e =
h(h(Ujp;||PWU;||BioZf)modl). This process ensures that
in the case of e} # ¢;, the card will reject user U;, without
granting access to sensor data.

Next, the SC generates an arbitrary number z; along with
a timestamp Tqmp1, and calculates:

di = [ & h(Ujp, | PWU; || BioZ;),

Lf = gi®h(U}p; & PWU; @ BioZ}),

M, = (Uppi||SCy:||zi)* modn,

M = h(d} [|L7 ||zl Tssampn ) -

Finally, U; selects the ID of the j-th sensor AD;p; which
it intends to access, and the SC estimates value EID; =
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ADip; @ h(Uipil|zi|| Tstamp1), which is then appended and
transmitted to the GN as MSG| =< M, M, T, EID; >.

4.1.2. Authentication

To perform a secure or valid mutual authentication, and to
agree on the session key, the proposed model performs the
following processes.

Upon receiving MSG; from U;, GN at first decrypts M|
using p and g to obtain Uypy, SCy, and z;. x; is retrieved as
per Ujp; which is then validated in the entries with SCy,..
If these values fail to match, GN rejects the request and
terminates the process. Otherwise, it estimates:

L; = h(SCy; ||xcn.

di = h(Upp;l|lxen|lxi),

Z; =M, ® h(dle Tszampl ),

M;, = h(d;LiziTyramp1 )-

In the case of Mé =% M;, GN aborts the current session. On
the contrary, for Mé = M, it estimates:

ADjp; = EID; ® h(Uipi|z1 | Tstamp1 )

AD(X;)" = h(ADjp;|xgn),

M3 = h(Upp,||AD]p; [1DGN | ADx 123 Tstamp2)-

My = Upp,; @ h]DGNHADE(_,. | Ttamp2)

Ms = z;® h(Upp, | AD;p; ||AD3(J- 1 Tstamp2)-

Next, GN transmits message MSG, =< IDgy, M3, My,
Tstamp1 > to ADj.

In the next step, AD; verifies whether |Tyump3 — Tamp1 | <
AT exists, where Tyqmp3 signifies the current timestamp.

If the verification result is positive, AD; stops the session,
otherwise it estimates:

Ulﬁi =Ms® h(]DGNHADXj ||Tvtamp2)»

2" = Ms @ h(U;5||AD1p, || ADx; || Tstamp2)

M; = h(Ujp|ADip; || IDGN |ADx; || | Tytamp2 )-

Now, AD; aborts the connection in the case of M} # M.

Otherwise, it confirms the authenticity of U; and GN. Next,
ADj estimates the following:

SKj = h(Ujp;||ADipj|zi" |1z)).

Ms = h(SK;||ADx; |1zjl| Tssamps)»

M; = z;* ©z;, where z; is a random number generated by
AD;j.

In the next phase, AD; forwards MSG3 =<Mg, M7, T3 > to
GN.

In the following phase, GN verifies whether |Tyamps —
Ts,amp3| < AT. If not, GN terminates the session. Oth-
erwise, it estimates:

=M@z,

SKen = h(Umpil|ADipjl|zi1|Z;).

My = h(SKan |AD || Tuampo).

In the case of M{ # Ms, GN terminates the connection and

estimates Mg = h(SKgn||Ujp;l|d!||2;). Thus, the gateway
node GN transmits MSG4 < M7, Mg > to Uj.
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Once receiving MSGy, U; estimates:

=M &z,

SKi = //Z(UID,'||AD1DJ‘||Z,'|‘Z;), and

Mg = h(SKi||Umpil|di]|z}).

If Mé # Mg, U; terminates the session. Otherwise, it as-
sumes that gateway node GN and AD; are authentic. At

this instant, a common session key SK; = SK; = SKgy is
established between the participating U;, GN and AD);.

5. Results and Discussion

To examine the effectiveness of the proposed model, refer-
ence works [38], [39], where three factor-based authentica-
tion was proposed, have been taken into consideration.
The overall results have been assessed in terms of qual-
itative and quantitative, or empirical outcomes. As far
as the qualitative assessment is concerned, the proposed
method has been examined for its ability to avoid differ-
ent attack scenarios. On the other hand, in the quantitative
assessment, the model has been integrated with a WSN
routing protocol, developed and simulated using Network
Simulator-2, version (NS-2). The outcomes have been ex-
amined in terms of latency, packet delivery and packet loss
rates.

5.1. Resistance to SCLA Attacks

Consider that attacker A obtains SC information con-
taining < e;, fi, gi, SCn;, [, n, ri, Bio2H(.,.), Hash1() > of
valid user U;.

Attacker A may be able to guess user the credentials of
Ujp; as well as PWU, which may help in estimating
e; = h(h(Ujy,||PWU;||BioZ;)mod I). However, they can-
not retrieve the correct value of U}, and PWU; due to e;
being a “fuzzy verifier”. This novelty enables the proposed
system to avoid an SCLA attack. In addition, the proposed
model is capable of withstanding an SCLA Type II attack
as well.

Consider that the attacker node A has identified the mes-
sage MSG| =< M;, M, T1, EID; > transmitted by U; when
logging in, where:

df = fi @ h(Up; | PWU} || BioZ;),

L =g ®h(U}y, @ PWU} ® BioZ}).

In the above expression, g; is obtained from SC of U; SC.
The complexity of the quadratic residue problem makes it
infeasible for the attacker to estimate R; from the value
M, = (UID,'||SCNizl-)2m0d n, and hence it prevents A from
estimating value M5 = h(d;||L}||zi||T1), that is required to
verify the user with its U}, and PWU;. This approach
makes the proposed model resilient to SCLA Type II at-
tacks.

5.1.1. Resistance KSSTIA and User Impersonation
Attacks

In the existing methods, their authors applied a static
value h(Uyp;||[ADy, ) to secure the ephemeral arbitrary num-
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bers, where variable ADS(J, signifies the node’s key shared
between AD; and GW. Consequently, the revealing of
ephemeral random number z; compromises the static value
h(Ujp;||ADy;), which eventually leads to revealing or com-
promising the ephemeral arbitrary numbers in other key
management or authentication sessions. To alleviate the
risk, a multi-factor authentication and key management pol-
icy with timestamp and one-way hashing concepts is incor-
porated into the proposed model. such an approach allows
the proposed model to avoid KSSTIA type attacks.

In user impersonation attack scenarios, attacker A is pre-
vented from performing any user impersonation attacks.
Consider that attacker A manages to retrieve U;’s SC
card and extracts information like < e;, f;, gi, SCy;, I, n, rj,
Bio2H(.,.), Hash1() >. Furthermore, let’s assume that A
has already identified or obtained the messages commu-
nicated in the previous authentication sessions. In such
cases, our proposed security model forces A to have all
authorizing factors including PWU;, SC, and biometric in-
formation for generating a certain valid message MSG| =
< My, M, Ty EID; >. Practically, the key required to
facilitate the authenticity of the user U; refers to value
M, = h(d;||L}||zi||T1). The vital constructs of M, en-
compass df = f; ® h(Ujp,||PWU;||BioZ}) and L} = g; &
h(Ujp; @ PWU? @ BioZ;). However, without providing the
password for that user PWU;, as well as SC and biometric
information, the intruder or attacker A cannot estimate d;
or L}.

5.1.2. Resistance to Gateway Impersonation Attacks

In the proposed system, attacker A is capable of imperson-
ating the user by pretending GW to be either user U; or AD);.
To impersonate GW as ADj, the intruder A must estimate
M; = h(UIIDi”ADIIDjHIDGNHADS(j 2 1| T2). However,
without having precise information about h(Ujp,||xcwn ),
it is impossible for the intruder to estimate the value
of M3. On the other hand, the use of the hash algo-
rithm and the time stamping technique means that intruder
A will not be able to retrieve any significant informa-
tion from messages obtained from the previous authenti-
cation sessions. On the contrary, impersonating as GN
to user U;, the intruder requires estimating a valid fac-
tor Mg = h(Zsessiongy |Uipil|di||2;). To achieve it, the in-
truder requires having information about z; that further
helps in the estimation of Zgegsion.y = 1(Ujp;||ADipj|zil| ;).
To retrieve the value of z;, A requires knowing the se-
cret key of GN. This condition cannot be fulfilled, as the
secret key is preserved or protected by the administrator.
An in-depth analysis shows that A can impersonate by
decrypting My = (Usp;||SCy;||z:)*> mod. However, this is
a highly tedious and challenging task due to the compu-
tational complexity of Rabin-assisted ECC and its allied
quadratic residue problem (QRP). Therefore, the proposed
security model or the allied protocol eliminates any possi-
bility of a gateway node impersonation attack.
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5.1.3. Resistance to Modification and Replay Attacks

In the proposed method, intruder A is unable to make
any modification to messages MSG| =< M, M, Ty,
EIDy>, MSGy =<IDgn, M3, My, Ms, T, >, MSG3 =<Mg,
M7, T3 >, or MSG4 =< M7, Mg >. Consider that attacker
A is capable of intercepting any one of the message chunks.
Then, it may be able to modify the same and transmit them
further. However, in the proposed method, each message
is protected by means of a hash value that is estimated us-
ing a secret value. Therefore, the attacker cannot retrieve
the message. For illustration, in MSG/, attacker A can-
not estimate the value of M, = h(d;||L}||zi||T1), because
di = fi ® h(Ujp; | PWU;||BioZ;) and L = g; & h(Upp; &
PWU} @ BioZ})are secret values which cannot be estimated
without knowing PWU;, SC or the biometric feature. In the
case of any modification, the receiver can detect it when
checking the correctness of the hash value in each mes-
sage. Thus, our proposed system can be described as being
modification resilient.

In IoT, mobile nodes may be used. In such a scenario,
the attacker may try to replay a stale message transmitted
by a certain user. In the proposed method, the timestamp
feature allows to resist any replay attacks.

5.1.4. Resistance to Insider Attacks and Verification of
Credentials

Typically, nodes or users may sign up to various appli-
cations or information systems using similar passwords.
Should an insider somehow get access to the password,
they may use it for impersonating the user and getting ac-
cess to their data. User U; submits Ujp; when signing up

or registering. Therefore, the insider will not be able to
achieve the user’s password.

While attacking the authentication server, verification infor-
mation, e.g. the password, may be retrieved or stolen. The
proposed method enables the server to retain such attributes
as < U;D,-;SC(N,-);x,-; personal credential > and does not
store any password-related information. Therefore, even af-
ter gaining access to the authentication server, the attacker
cannot obtain the user’s password-related information.

5.1.5. Mutual Verification, Session Key Attack,
and Anonymity

In WSN-based IoT, mutual authentication is required be-
tween the nodes. In practice, the intruder is not capable
of easily retrieving M, = h(d;||L}||zi||Ty) without having
the genuine private key of the user, d; and L;. In such
a case, the gateway node GN is not able to authenticate U;
by verifying the precision of M;. In the same way, user
U; can verify gateway node GN by verifying the correct-
ness of Mg = h(Zsessiongy |Uip:||di||z;). In this scenario,
user U; and the GN can authenticate each other. Further-
more, AD; authorizes GN by checking the correctness of
M3 = h(Upl|AD)p;|[IDGn |[ADY |1z T2). - Similarly, gate-
way node can authorize AD; by verifying the correctness
of Mg = h(ZSesS,-,mj||Aij||z il73). The proposed security
model offers seamless mutual authentication between GN
and AD;.

During mutual authentication, session key Zgession =
h(Urpil|ADipjl|zil|z;) is formed between user Uyp; and AD;
to secure future communication. Noticeably, the security
of Zgession relies on the secrecy of the random numbers
involved. In fact, these values remain protected by the

Table 3
Comparison of the proposed solution and other methods

Security features

Amin et al. [39] | Yeh et al. [42] | Hue et al. [43] | Jiang et al. [16] | Gope ef al. [44] | Proposed

User untraceability o o o . o .
Replay attack o . ° °
User impersonation attack . o o o ° °
Gateway node impersonation attack o ) ) ) ° °
Sensor node impersonation attack ° . . . ° °
De-synchronization attack o ) ) ) ° °
Support of dynamic node addition . ) o o ° °
Insider attack . o o . .
Stolen smartcard attack . o o o . °
User anonymity . ) o . ° °
Identity guessing attack ) o ) . ° °
Support of three-factor security ° ) ) ) o °
Supports correct password update . o ) ) o °
Session key disclosure attack ) . ° o °
Bio hashing o o o o o °
Quality of service o o ) o o °
Rabin-assisted ECC o o o o o °
Fuzzy verification o o o o o °
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secret values shared between WSN nodes participating in
the exchange of each message. Let the session key be
Zsession = h(Uipil|ADipj||zi||zj) which is somehow known
to intruder A. Even though A knows the session key, they
cannot estimate any future or past session keys using Zsession
as the session key itself is secured with the help of one-way
hash function Hashl1(). In addition, the random number
used < z;,z; > may be different in each session, and, there-
fore, the proposed model offers resistance to any session
key attacks.

A situation may be experienced when intruder A retrieves
messages transmitted between the users and tries to iden-
tify the user. Now, observing our proposed model, it
can be found that it integrates user identity in M| =
(UID,'||SCNi||z§)2m0d n. To retrieve user identity Uyp;, the
intruder requires the knowledge of the secret key when
executing Rabin-assisted ECC of gateway GW. In prac-
tice, it is impossible to retrieve, as it is already stored
by ad-ministrator. On the other hand, the computational-
complexity of the quadratic residue problem (QRP) makes
it near impossible for the intruder to obtain Ujp; by de-
crypting the value of My = (Ujpi||SCy;||z})* mod n.

Table 3 compares the proposed solution with other similar
methods described in the referenced publications.

5.2. Simulation Results

To assess the efficiency of the proposed (secure) WSN
routing protocol, we simulated it with a distributed sen-
sor network comprising 50 nodes cooperating across the

Table 4
Nodes characteristics in simulation environment
Parameter Value

MAC IEEE 802.15.4
PHY 802.15.4PHY
Antenna Omni-directional
Radio range 200
Sensor nodes 50
Efficiency of RF power amplifier 0.47
Link margin 40 dB
Gain factor 30 dB
Power density of AWGN channel —-134 dBm/Hz
Noise figure (receiver) 10 dB
Path loss 3-5dB
Carrier frequency 2.5 GHz
Bandwidth 20 kHz
BER performance 1-1073
Transmitter circuit power consumption 98.2 mW
Receiver circuit power consumption 112.6 mW
Antenna gain of transceiver 5 dB
Routing table update period per round 5
Routing table size 100
Transmission rate 2-10 kb/s
Packet size 2 kbits
Transmission probability of each node 0.8
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region. Furthermore, each node was assigned a radio range
of 200 m. To examine the effectiveness of the proposed se-
cure routing protocol in avoiding malicious or attack nodes,
two compromising or attacker nodes were incorporated in
the simulation environment (Table 4).

Figure 1 presents the packet delivery ratio (PDR) perfor-
mance of our proposed security model and a routing proto-
col without any security features. As depicted, performance
of the proposed model was nearly equivalent to that of the
model without any security. This signifies that the pro-
posed approach is lightweight and may be well suited for
any WSNs. Similar performance-related results are visual-
ized in Fig. 2, showing that the proposed security model
exhibits a much lower packet loss rate than the classic rout-
ing protocol.
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Fig. 1. Trade-off analysis for packet delivery ratio.
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Fig. 2. Trade-off analysis for packet loss.

Figure 3 presents the rate of transmission over varying sim-
ulation times or transmission periods. Here, one may ob-
serve that the transmission rate of the proposed security
method is nearly the same as that of the classical or native
routing protocol. This shows that incorporation of the pro-
posed multi-factor authentication and key management ap-
proaches does not affect the transmission rate significantly.
In WSN-based IoT systems, ensuring timely data transmis-
sion or delivery is of utmost significance. On the other
hand, it is hypothecated that the inclusion of any security
models may impose computational overheads, causing in-
creased latency. In such cases, assessment of the efficiency
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Fig. 4. Trade-off analysis for end-to-end delay.

of the proposed secure protocol in terms of delay, is a must.
Figure 4 presents the end-to-end delay performance of the
proposed secure routing protocol.

6. Conclusions

The proposed protocol is characterized by a delay perfor-
mance that is similar to that of classic or native WSN rout-
ing protocols. The proposed secure routing protocol is ca-
pable of ensuring the QoS required without suffering any
significant delays, computational overheads, packet losses,
retransmission rates or multifactor authentication. The key
management model allows not only to avoid such security
breaches as SCLA and impersonation attacks, but is also
capable of ensuring the maximum possible QoS levels by
guaranteeing higher packet delivery and minimum latency
rates. The proposed model has exhibited satisfactory per-
formance for WSN-based IoT systems.
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Abstract—The growing popularity of social networks and the
increasing need for publishing related data mean that protec-
tion of privacy becomes an important and challenging problem
in social networks. This paper describes the (k,l)-anonymity
model used for social network graph anonymization. The
method is based on edge addition and is utility-aware, i.e. it is
designed to generate a graph that is similar to the original one.
Different strategies are evaluated to this end and the results
are compared based on common utility metrics. The outputs
confirm that the naive idea of adding some random or even
minimum number of possible edges does not always produce
useful anonymized social network graphs, thus creating some
interesting alternatives for graph anonymization techniques.

Keywords—graph-modification, social networks, privacy-
preserving publication of data, graph anonymization, database
security.

1. Introduction

In recent years, the extensive use of social networks, such
as Facebook, Twitter or MySpace, in family or friendship
communications, as well as in political, social, economic,
educational, cultural and religious activities, has led many
researchers to focus on various aspects of this highly uti-
lized social communication tool (social network). Online
social networks have provided many data sharing platforms.
Due to the quickly increasing popularity of social network
sites on the Web, disclosure of user identity becomes an
important problem. Since the risk has a devastating im-
pact on the daily life of the people involved (for exam-
ple, disclosure of sensitive data, such as e-mails, instant
messages, or private relationships), protecting user privacy
has become an important and challenging problem in on-
line social networks. Anonymization of the social network
structure [1], [2] is a common approach to protecting user
privacy.

A social network may be modeled as a graph, where
vertices represent individuals, organizations or users, and
edges represent connections, relationships between users or
information flows [3]. Many researchers have focused on
studying the problem of user privacy in online social net-
works [4]-[8]. To improve the security of social networks,
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various social network data anonymization techniques have
been proposed [9]-[15]. These anonymization approaches
are designed based on the principle of k-anonymity.

Anonymization methods are used in undirected social net-
work graphs. Furthermore, these approaches anonymize
a social network by inserting and/or deleting edges and ver-
tices in the graph. Since the social network graph structure
has been changed by anonymization methods, the utility-
related value of social network decreases. For example, if
the relationship between two users A and B is removed,
user A cannot retrieve sensitive data of user B, and user B
will not be able to share sensitive data with user A. If
user A is removed, their existence is ignored in the social
network. Therefore, developing anonymization methods to
protect user privacy in social networks without experienc-
ing the loss of information continues to be an outstanding
problem that is still difficult to solve [16].

Ideally, an anonymized social network should protect
the privacy of individuals with a minimum loss in its
utility-related value, ensuring that an analysis based on
anonymized social network data is very similar to that based
on its original counterpart [17]. Therefore, the problem of
maintaining the utility of data is very important in the pro-
cess of anonymization of social network data. By referring
high levels of utility of data, we mean strict preservation
of the pure information bits carried by the original social
network data. The information that is distorted and dif-
fers, significantly, from the original will probably provide
unreliable analysis results. However, most of the existing
anonymization techniques fail to generate anonymized so-
cial network data with a high degree of utility [17]. Thus,
it is important to understand and model the utility of social
network data being published by relying on utility-aware
metrics [18].

Social networks are usually anonymized based on some
computational privacy models. This paper applies the (k,1)-
anonymity model which was initiallty defined by Feder et
al.in 2008 [19]. The authors suggested to use edge addition
to implement the model. However, this initial definition
suffers from some practical issues that were later addressed
in the improved version created by Stokes and Torra [20].
In this definition, a graph is called (k,/)-anonymous if for
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Fig. 1. The original graph (a) and its anonymized version based
on edge addition with highlighted new edges (b).

every vertex v in the graph there exist at least kK — 1 other
vertices that share at least [ of their neighbors with v. The
authors suggest to introduce some fake nodes or even to
remove all risky nodes to produce an anonymous graph.
Although the modification procedures are easy to realize,
the usefulness of these suggestions is not evaluated by us-
ing utility measures commonly referred to in the graph
anonymization literature. Unfortunately, there is the risk
that node removal deletes all nodes of the graph, since
removing some risky nodes (along with their connected
edges) introduces new risky nodes. Additionally, introduc-
ing new nodes does not satisfy the privacy requirement
in practice, since they do not correspond to distinct in-
dividuals [20]. Usually, the amount of changes made to
the social graph is used to control the utility distortion in
structural-based anonymization [21]-[24]. However, this
metric does not consider the impacts on the social links’
structure, which has a serious impact on the graph prop-
erties [25]. For instance, consider the graph shown in
Fig. la. If an attacker knows exactly two neighbors of
a victim node in the graph, his chance to identify the vic-
tim distinctly in the graph is, on average, more than 90%
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in average. This means that in order to remedy the risk
based on naive node deletion, the algorithm has to remove
almost all nodes in the original graph. However, adding
some new edges, as shown in the Fig. 1b, deprives the
attacker of this possibility.

In this paper, a mathematical model is applied to enforce
the privacy requirement of (k,/)-anonymity to minimize
the cost function related to the distortion of utility of the
anonymization process. The aim of this study is to propose
a general mathematical model to realize (k,l)-anonymity
in social network graphs. To the best of our knowledge,
this is the first general procedure that addresses the (k,/)-
anonymity problem in graphs.

In summary, we offer the following main contributions:

1. We develop a general mathematical programming
model to produce a (k,/)-anonymous graph for [ > 1
and k > 2.

2. We linearize the anonymization constraints in our
mathematical programming approach, which makes
it solvable by mixed integer programming (MIP)
solvers.

3. We show that the naive idea of adding some ran-
dom or even the minimum number of possible edges
does not always produce useful anonymized social
network graphs.

4. We compare the performance of the proposed ap-
proach with the existing approach. The results show
that our approach changes slightly the key character-
istics of the graph and produces more useful graphs.

The remainder of this paper is organized as follows. Sec-
tion 2 reviews some related works. Section 3 defines the
preliminary concepts that our work is based upon. The
pro-posed method is described in Section 4 and is then
evaluated in Section 5. Finally, Section 6 concludes the

paper.

2. Related Work

Here, a number of graph-modification techniques are re-
viewed as graph anonymization methods. To preserve the
privacy of users in the process of publishing data through
anonymization methods, the process can be fully random
or may be subject to some constraints, meaning that these
methods are called random perturbation methods and con-
strained perturbation methods, respectively.

Random perturbation methods are based on introducing
random noise to the original data. In the case of graphs,
two main approaches exist: (a) rand add/del that randomly
adds and deletes edges from the original graph, and (b) rand
switch that exchanges edges between pairs of nodes. Ran-
dom perturbation techniques are generally the simplest form
of graph modification techniques and are less complex.
Thus, they are able to deal with large networks, although
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they do not offer privacy guarantees, but a probabilis-
tic re-identification model [26] only. For example, Hay
et al. [27] proposed a method, known as random per-
turbation, to anonymize unlabeled graphs using the rand
add/del strategy that randomly removes p edges and then
randomly adds p fake edges. Stokes and Torra [28] pro-
fessed that a suitable selection of the eigenvalues in the
spectral method can perturbate the graph while keeping
its most significative edges. The authors in [29] presented
a strategy which aimed to preserve the most important
edges in the network, trying to maximize data utility while
achieving the desired privacy level.

Several methods have been presented in the category of
constrained perturbation methods, such as k-anonymity
and extended k-anonymity. These methods provide pri-
vacy guarantees, but the level of privacy they offer may
strongly depend on the knowledge of the adversary. The
most basic knowledge of adversary is based on vertex de-
gree [26]. The k-anonymity model was introduced in [30]
and [31] for privacy preservation of structured or relational
data. The k-anonymity model indicates that the attacker
cannot distinguish between different k records, although
he manages to find a group of quasi-identifiers. There-
fore, the attacker can not re-identify an individual with
a probability greater than 1/k [26]. There are some other
models developed attempting to extend the k-anonymity
model to overcome some particular disadvantages. Feder
et al. [19] called a graph (k,[)-anonymous if, for every ver-
tex in the graph, there exist at least k other vertices that
share at least [ of their neighbors. Severe weaknesses of
that work were addressed by Stokes and Torra [20].

3. Preliminaries

In this section the preliminary concepts upon which
this work is built will be introduced, including: graph
anonymization and utility assessment of an anonymous
graph.

3.1. Graph Anonymization

Similarly to other works, we model the social network as
a simple graph, in which the degree of a vertex represents
the number of its neighbors. Let G = (V,E) be a social
network graph, where V denotes the set of vertices and E
represents the set of edges. As in [19], we assume, through-
out this paper, that the social network graph is undirected,
unweighted, and contains no self-loops, because this is an
important category of graphs to study. Most of the social
networks, such as Facebook, LinkedIn, Orkut and so on,
allow only bidirectional links and are thus instances of such
simple graphs.

Consider a simple graph and an attacker who knows that
a target person and some number of their friends form
a community. In the released graph, the attacker could
find such a community to narrow down the set of nodes
that might correspond to the target individual. The goal
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of the anonymization method is to prevent the attacker
from identifying individuals based on their immediate
neighbors. To achieve this, we use the (k,/)-anonymity def-
inition introduced by Feder et al. in 2008. In this def-
inition, it is required that for every node in the graph,
some subset of its neighbors should be shared by other
nodes. In this way, an attacker who knows some sub-
set of the neighbors of the target individual and is even
capable of pinpointing them in the graph, will not be
able to distinguish the target individual from other nodes
in the network that share this subset of neighbors [19].
More formally the (k,/)-anonymity property is defined as
follows.

Definition 1 (k,/)-anonymity [19]. A graph G = (V,E) is
(k,l)-anonymous if for each vertex v € V, there exists a set
of vertices U C V not containing v such that |U| > k and for
each u € U the vertices u and v share at least / neighbors.

3.2. Utlity Assessment of an Anonymous Graph

We now discuss how to measure the utility loss of an
anonymized graph based on topological features of the
graph. For a given original graph G(V,E), G(V,E) is
the (k,l)-anonymous version, such that the utility of the
anonymized graph should be as close as the utility of the
original graph [25]. Zhou and Pei [23], [32] consider the
total number of added edges and the number of vertices
that are not in the neighborhood of the target vertex and
are linked to the anonymized neighborhood for the purpose
of anonymization. Another work in [21] controls the util-
ity loss by preferring the largest frequent subgraphs during
anonymization to impose less graph modification. The total
cost of anonymization is still calculated by the amount of
changes made during perturbation [25]. Although, based
on this criterion, the structural properties of the social net-
work graph are ignored, the number of changes to minimize
the information loss of network graph is still important.
When a social network graph is anonymized, the result-
ing graph loses some utility compared with the original
graph [33]. Some attempts have been made to preserve
the structural properties of a social network graph during
anonymization. Research done by [18], [34] considers local
community structure as the subject of utility preservation.
In [34], the authors proposed an approach in which the
graph is partitioned by a local structure.

In this paper, we have used the average vertex degree
(AVD), the average path length (APL), and the average
closeness centrality (ACC) of the anonymized graph in
comparison with the original graph, in order to evaluate
the proposed method. These three indices, along with the
degree distribution, are considered to be standard measures
in graph-analysis studies. These criteria are defined as fol-
lows (Table 1).

Consider an unweighted and undirected graph G having
the set of vertices V that |V| =n. Assume d(v,v2), where
vi,v2 € V denote the shortest distance between v; and v;.
The degree of vertex v is denoted as deg(v).
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Algorithm 1: The pseudo-code of the proposed
method

Table 1
Notations used in the paper
Notation Description
n Number of graph vertices
k,l Anonymization parameters
deg; Degree of v;
AVD Average vertex degree
APL Average path length
ACC Average closeness centrality
cv Candidate vertices
MIP Mixed integer programming
PSPL Pairwise shortest path length

Average vertex degree. The average vertex degree is de-
fined as the average degree of all network nodes [35]. Then,
the average vertex degree AV Dg is:

AVDG = 1.¥ cydeg(v).

Average path length. The average path length is defined
as the average number of steps along the shortest paths
between all pairs of reachable network nodes. The average
path length APLg is defined as:

APLG = 551y - Ligjd (vi,v))-

Average closeness centrality. The closeness centrality of
a node is a measure of centrality in a network, calculated
as the reciprocal of the sum of the length of the shortest
paths between the node and all other nodes in the graph.
The average closeness centrality in a graph is given by the
average closeness centrality of all nodes.

4. The proposed Method

In this section, we describe how to satisfy (k,l)-anonymity
in a given graph G = (V,E), dividing the process into two
main parts. First, solving the mathematical model that the
anonymization problem is defined by, using a mixed in-
teger programming in which the best edges are found to
be added to G to produce the anonymous graph G. Second,
post-processing that removes unnecessary edges from G. In
Algorithm 1, the two main parts of the proposed method
are shown. The function accepts a simple graph G(V,E),
anonymization parameters k and / as inputs and produces
an anonymous graph G(V, E’). The number of vertices is
stored in # in line 1. The pairwise shortest path length ma-
trix corresponding to graph G is computed in line 2. In
line 3, for each newly added edge e;; that connects v; to v;,
its associated cost related to its addition is computed. The
anonymous graph is produced in lines 4-10. For the case
of [ =1 (line 4), the optimal solution is obtained by using
the MIP mathematical model in line 5 that is introduced in
Subsection 4.1. For the case of / > 1, before solving MIP
problem in line 9 that yields G», a set of candidate vertices
(CV) is computed using the candidateVertices function in
line 8, which is shown in Algorithm 2. In line 10, all
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Input: G(V,E): original graph, k,/: anonymization
parameters
Output: G(V,E’): anonymized graph
1n=|V|
PSPL « pairwise shortest path length matrix of
graph G

(]

3 compute costs(i,j), V{vi,vj} € E'

4 if [ ==1 then

5 | G — MIPsolver(G,PSPL, k,1,n,costs, deg)

6 else

7 if / > 1 then

8 CV « candidateVertices(G,PSPL,k,[)
// Algorithm 2

9 Gy —
MIPsolver(G,PSPL,k,l,n,costs,deg,CV)

10 G— postProcess(G,Ga,k,1)
// Algorithm 3

11 return G

unnecessary added edges are removed from G, using the
post Process function (Algorithm 3), then its output is saved
in G, which is returned in line 11.

4.1. Solving Mathematical Model

This paper uses edge addition as the graph-modification
technique to produce the anonymous graph. In order to
produce a useful graph, a general mathematical model of
the problem is introduced that takes into account the k min-
imum number of different vertices sharing / of their neigh-
bors. The model uses the following components:

Definition of sets: The indexes of vertices v € V in the
graph are saved in S.

Fixed parameters and constants: Three parameters n,k,
and [/ represent the number of vertices, and k and [ of the
anonymization model, respectively. Parameter c;; is the
cost of adding the edge e;; that connects v; to v;. The cost
matrix C = [¢;;] is symmetric, i.e., ¢;j = cj;. It is equal
to O for connected vertices in the original graph, and as-
sumes a positive value for not connected ones. Therefore,
to reduce the amount of data passed to the solver, only the
upper triangular part of C is applied in practice. Addition-
ally, deg; denotes the degree of v; in the original graph.

Independent problem variables: The solution consists of
connected vertices. The binary decision variable x;; de-
termines the connectivity of v; and v; in the produced
anonymized graph, where x;; = 1, if and only if the re-
lated vertices are to be connected. In order to decrease the
space complexity of the final model, we only consider x;;
for j >i,i,j €S, since the graph is undirected (x;; = xj;)
and loop free (x;; = 0).
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Objective function: The objective function is to minimize
the aggregate cost of change with respect to the original
graph, i.e.:

min Z CijXij.

i jesi<j
Constraints: The constraints fall into two categories: origi-
nal edge preserving constraints, and anonymization con-
straints.

1. Original edge preserving constraints: none of the
existent edges in the original graph cannot be re-
moved, i.e.:

xjj=1, Ve;; €E.

In order to speed up the computation, the warm-start
strategy is used in which x;; = 1 for all of the con-
nected vertices v; and v;.

Anonymization constraints: assume that N;(j) is the
I neighbors of vj, ie. Ni(j) = {S;|#S; = L.Vi €
Sj,(vi,vj) € E}. These constraints enforce that each
! neighbors of a vertex are also the neighbors of at
least k different vertices in the anonymized graph:

) <Hx,~w> >k VS, eN(j),j€S.

X v b
wES\Sj €S}

This function is non-linear due to the multiplication

of x-variables. It is required to replace each nonlin-

ear term [] x;, with a new variable z(i1,iz,...,w)
i€,

where i, € S} and add linearization constraints in the

following manner:

OSZ(I.],Z.Z,..-,W) Sxilw
OSZ(I.],Z.Z,..-,W) S-xiQW

0 S Z(il;iZa ce 7W) Sxi‘s/.‘w
J

2,2, W) 2 iy Xigw i o= (15 =1)
J

In the case of / =1, as we introduced in [36], for each
k the constraints can be simplified to the constraints
that impose the minimum degree of each vertex to
be at least k, i.e.:

Y+ Y xi 2k Vi€S degi<k.

i<j j<i
It is also notable that for a fixed w, [] xiw = [1 Xiw
ieS} ieS}’
where S is defined in the following:

S;.’ = S; —{i|i is connected to w}.

to at least k — 1 other vertices. In other words, if
vj € V connects to p vertices and also g other ver-
tices connect to those p vertices, so that |p| <[ and
q < k, then the graph G is not (k,l)-anonymous. In
this situation, the MIP solver for finding the mini-
mum cost (k,/)-anonymous graph needs to connect
the vertex v; to at least / — p number of best ver-
tices, so that all of the / vertices are connected to k
other vertices. The MIP solver selects the best ver-
tices (vertices with the minimum cost of adding their
corresponding edges to the original graph) from all
vertices in the graph. Therefore, for large and dense
graphs and in the case of / > 1, implementation of
the proposed method will take a lot of time. In this
paper, in order to solve the problem in a reasonable
time, we have decided that for all combination of /
vertices of the graph G, we propose a set of vertices
to the MIP solver that is called candidate vertices.
These CV corresponding to [ vertices are obtained
from the union of their adjacent vertices. The CV
is obtained by using Algorithm 2 (line 8 of Algo-
rithm 1). The CandidateVertices function gets the
original graph G, the PSPL matrix corresponding to
graph G and anonymization parameters k and /. The
CV is generated as the output of the function. In
Algorithm 2, for all combination of [ vertices of the
graph G, a sorted vector D is produced in line 2 in
which PSPL(v;,,:) is the i;-th row in the pairwise
shortest path length matrix of G. Since the main di-
agonal of the PSPL matrix is zero, the first / elements
in sorted vector D will be zero. In line 3, validldx
is the index of vertices obtained from (/4 1)-th com-
ponent of D and for threshold number (Th > k) of
it. That Th is a positive number that determines the
number of candidate vertices for all combinations of
[ vertices. Validldx introduces vertices that are con-
sidered for connecting to vertices Vi, Viy, ..., Vi.
In line 4, the CV is obtained as a matrix with [/ + 1
dimensions that CV (iy,is,...,i,validldx) = 1. For
example, for [ =2 and Th =k, D is obtained by
Eq. (1) that the CV would be a n X n X n matrix that
for each 2-combination (v{,v;), vi,v, € V, the vertex
v is a candidate vertex for connecting to both v; and
vy provided by CV(vi,v,v) =1, for v € validldx.
Therefore, CV proposes candidate vertices to the MIP
solver and the MIP solver finds the best vertices from
v to connect them to the vertices {v;,,vi,,...v;,} € V.

D=sortIndex(PSPL(v;,,:) - PSPL(v;,,:)),Viy,iz € S.
validldx = D[3 : 3+ k].
CV(iy,ip,validldx) = 1.

ey

. Run-time constraint: according to Definition 1, we
call the graph G = (V,E), (k,l)-anonymous, if for
each vertex v; € V, there exist at least [ vertices,
which are simultaneously connected to v; and also

JOURNAL OF TELECOMMUNICATIONS 3 /2019
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In this study, two different variants of the general math-
ematical model have been applied to the original graph.
The difference between these variants consists in the differ-
ent cost functions that are to be minimized in the objective
function. Specifically, the following models are considered:

31



Seyedeh Hamideh Erfani and Reza Mortazavi

Algorithm 2: The pseudo-code of the candidateVer-
tices function

Algorithm 3: The pseudo-code of the postProcess func-
tion

Input: G(V,E): original graph, PSPL: pairwise
shortest path length matrix, k,/:
anonymization parameters

Output: CV candidate vertices

1 foreach [-combination of vi € V,Vi € S do

2 D «— sortIndex(PSPL(v;,,:) * PSPL(v;,,:
)*---*PSPL(V,'I,I)), Vi, ia,...,ij €S

3 validldx — D[l+1:14+ 1+ Th]

4 CV(iy,iz,...,i,validldx) — 1

5 return CV

e Model 1. This model is an approach to the implemen-
tation of the Feder er al. [19] anonymization model
that tries to minimize the number of added edges.
In this model, it is assumed that all edges cause
the same level of destruction in the graph, therefore
cij=1,Vi,jes.

e Model 2. It is interesting to add new edges that
minimally change APL of the original graph, which
is an important property of G. This model tries to
add edges that change APL minimally. It is hard to
compute the amount of change in APL for a large
number of sets of candidate edges, since these edges
reinforce the value for other edges. Therefore, the
model approximates the total costs of the number of
newly added edges by aggregating their individual
effects on APL. More precisely, if ¢;; is the amount
of change in the APL of the original graph caused
by the addition of ¢;; to G, the total value of change
in the APL for the set of the newly added edges
E' CV xV \ E is approximated by Yoyjckr Cij-

4.2. Post-process

As mentioned before, in the mathematical model presented
for finding an anonymous graph, for the anonymization pa-
rameter [ = 1, the MIP solver will achieve the optimal solu-
tion (because it checks the addition of all possible edges that
are not existent in the original graph and selects the edges
with the minimum cost). If the anonymization parameter is
[ > 1, however, in order to solve the mathematical problem
in a reasonable time frame, instead of selecting from all
possible edges, the MIP solver selects the edges from the
set of edges corresponding to the set of candidate vertices.
For this reason, the solution may be non-optimal and some
of the added edges can be deleted from the anonymous
graph. Therefore, the post-process stage is performed for
the case of [ > 1, by Algorithm 3 (line 10 of Algorithm 1).
The postProcess function gets the original graph G,
the anonymous graph G, (from MIPsolver’s output) and
anonymization parameters k and /. The G is the improved
anonymous graph that is generated as the output of the
postProcess function. In line 1, the betweenness centrality
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Input: G: original graph, G,: anonymized graph, k,[:
anonymization parameters
Output: G: improved anonymous graph
costs — betweenness_centrality(G;)
M — Ad jacencytMatrix(G)
M, — Ad jacencytMatrix(G;)
AddedEdges — sort((My — M) * (costs + 1))
for i =1:length(AddedEdges) do
if removing AddedEdges(i) from G, keeps the
graph (k,l)-anonymous then
| remove AddedEdges(i) from G,

8 é — Gy
9 return G

of all edges in graph G is computed as costs. The edge be-
tweenness centrality is defined as the number of the shortest
paths that go through an edge in the graph or network [37].
The adjacency matrices corresponding to graphs G and G,
i.e. M and M, are obtained in lines 2 and 3, respectively.
In line 4, all of the added edges in the anonymized graph
G, are sorted in a descending order based on the edge be-
tweenness centrality criterion. Then, in lines 5-7, from the
beginning of the sorted AddedEdges list, the possibility of
deleting the edges is checked and all unnecessary edges are
removed from the anonymous graph G; in line 7. At the
end of Algorithm 3, G is set by the improved anonymous
graph G, and is returned as output in line 9. Each edge
in the network can be associated with an edge betweenness
centrality value. An edge with a high edge betweenness
centrality score represents a bridge-like connector between
two parts of the network, with their removal potentially af-
fecting communication between many pairs of nodes, based
on the shortest paths between them [38]. Therefore, delet-
ing the edge with the greatest betweenness centrality value
will bring the structure of the anonymized graph closer to
the original one by increasing APL.

5. Empirical Evaluations

In this section, we conduct some experiments to validate
the proposed method. The aim of these experiments is to
show the strengths and weaknesses of model 1 and model 2,
as an implementation method of the Feder et al. model [19]
and the proposed method, respectively. In all experiments,
a laptop with an Intel Core i7 2 GHz CPU, 16 GB of
main memory and the Windows 8 64-bit operating system
is used. The models have been solved using CPLEX/GAMS
MIP [39] software.

First, the datasets that have been used in the experiments are
introduced in Subsection 5.1. Then, the results are shown
in Subsection 5.2. In all experiments, the degree of change
in AVD, APL, and ACC is used to measure utility, as in-
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Table 2
Structural properties of synthetic and real graphs
Dataset | Vertices | Edges| AVD | APL | ACC |
SF50 50 96 3.8400 | 2.8433 | 0.0073
SF100 100 196 | 3.9200 | 2.9048 | 0.0035
SF200 200 396 | 3.4449 | 3.9600 | 0.0015
RA82 82 94 2.2927 | 5.7350 | 0.0022
RA129 129 178 | 2.7597 | 4.8307 | 0.0017
RA176 176 238 | 2.7045 | 5.4292 | 0.0011
karate 34 78 4.5882 |2.4082 | 0.0129
dwt_72 72 75 3.0833 | 8.2254 | 0.0018
lesmis 77 254 | 6.5974 | 2.6411 | 0.0051
can_96 96 336 | 8.0000 | 4.4105 | 0.0024
polbooks 105 441 | 8.4000 |3.0788 | 0.0032
football 115 613 | 10.6609 | 2.5082 | 0.0035

troduced in Subsection 3.2. The weaker the modification of

these measures caused by the method concerned, the better
the anonymized graph is suited for future investigation.

5.1. Datasets

The proposed method is applied to a number of synthetic
and real graph datasets that are available online to see its
performance in different topologies. Structural properties
of these graphs are shown in Table 2. For each graph, the
number of vertices, the number of edges and other struc-

tural properties described in Subsection 3.2, such as AVD,
APL, and ACC, are reported. The synthetic datasets are
summarized as follows:

e SF — a scale-free dataset based on the Barabasi’s

model. This graph is a connected graph, where ver-
tex degrees are drawn from a power-law distribution
similar to real-world social networks;

e RA - a random network based on the Erdos-Renyi

model in which vertices are connected based on prob-
ability p.

Additionally, six real datasets are tested in a similar manner
to assess our method in different topologies:

Table 3

The amount of AVD error for different values of k and [/ and for the proposed method and for the Feder et al. [19] model
applied to synthetic graphs. In each experiment, the best value is highlighted

e karate — a social network of friendships between 34

members of a karate club at a US university in the
1970s;

dwt — this collection consists of thirty matrix patterns
collected by Gordon Everstine of the David W. Tay-
lor Naval Ship Research and Development Center,
Bethesda, MD, USA. These patterns were collected
from various US military and NASA users of NASA’s
structural engineering package NASTRAN, for use
as a benchmark collection for variable bandwidth re-
ordering heuristics;

lesmis — co-appearance weighted network of charac-
ters in the novel “Les Miserables”;

can — a graph that has a symmetric pattern made of
cans;

Graph Method I k Method l | k
3 5 7 10 | 3 5 | 7 ] 10
1| 0.4000 | 1.8400 | 3.4800 | 6.2400 1| 04000 | 1.7600 | 3.4400 | 6.2400
SF50 | Proposed method | 2 | 6.5200 | 10.9200 | 14.4800 | 18.2000 | Feder er al. | 2 | 6.6800 | 11.0000 | 14.5200 | 18.1600
3| 8.0400 | 14.1200 | 17.8000 | 22.1600 3| 6.6800 | 13.1600 | 17.5200 | 22.1600
1] 0.5600 | 2.1600 | 3.8400 | 6.5200 1| 0.5000 2.1000 | 3.8000 | 6.5000
SF100 | Proposed method | 2 | 10.9000 | 16.7000 | 21.2600 | 27.0200 | Feder ef al. | 2 | 10.0600 | 16.3800 | 20.9400 | 27.0800
3 | 14.2800 | 22.5600 | 27.7800 | 34.2800 31 12.5600 | 21.8600 | 12.4600 | 18.0800
1| 0.5300 | 2.0600 | 3.8300 | 6.6400 1| 04500 | 1.9100 | 3.6600 | 6.4400
SF200 | Proposed method | 2 | 12.2000 | 19.2000 | 25.6500 | 32.5400 | Feder et al. | 2 | 11.1600 | 19.2700 | 25.9100 | 34.2600
3| 42000 | 8.3100 | 12.3800 | 18.2000 3| 42000 | 8.3100 | 12.3800 | 18.2000
1| 1.0244 | 2.9268 | 4.8537 | 7.8537 1| 0.9512 2.7317 | 4.7073 | 7.7073
RAS82 | Proposed method | 2 | 3.8780 | 7.7317 | 10.9268 | 15.0000 | Feder ef al. | 2 | 4.2683 7.3659 | 10.9512 | 14.8537
31 3.9268 | 7.3171 | 11.1463 | 16.1707 3| 3.5122 7.3415 | 11.3171 | 15.8780
1| 0.8217 | 2.4031 | 4.3721 | 7.3643 1] 07287 | 2.3256 | 4.2636 | 7.2403
RA129 | Proposed method | 2 | 5.5814 | 9.7674 | 14.2326 | 19.9070 | Feder et al. | 2 | 5.4109 | 9.7674 | 14.4031 | 19.8140
3| 5.5814 | 10.0310 | 14.0620 | 21.3333 3| 51783 | 9.9380 | 13.9690 | 21.1938
1| 0.8523 | 2.4318 | 4.3636 | 7.3636 1| 0.7841 2.3977 | 4.3068 | 7.2955
RA176 | Proposed method | 2 | 5.7386 | 9.7386 | 13.7614 | 19.5341 | Feder et al. | 2 | 5.8977 9.8750 | 13.9091 | 19.0568
3| 5.7159 | 10.2273 | 13.7727 | 20.5000 31 5.6591 9.7386 | 14.2386 | 19.9091
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Table 4
The amount of AVD error for different values of k and / and for the proposed method and for the Feder ef al. [19] model

applied to real-world graphs. In each experiment, the best value is highlighted

Graph Method ! k | Method ! k
3 5 7 10 | 3 5 7 ] 10
1104706 | 1.7059 | 3.2941 5.8824 1| 0.4118 | 1.6471 | 3.2941 5.8824
karate | Proposed method | 2 | 5.1765 | 9.3529 | 11.7647 | 14.5294 | Feder et al. | 2 | 4.4118 | 8.8235 | 11.5882 | 14.5294
3] 6.5882 | 11.0588 | 14.0000 | 17.5882 3] 5.2353 | 11.4118 | 13.1176 | 17.6471
1| 1.0000 | 2.9722 | 49722 | 7.9722 1] 09722 | 29167 | 4.9167 | 7.9167
dwt_72 | Proposed method | 2 | 2.7222 | 6.7222 | 9.3889 | 12.8056 | Feder er al. | 2 | 2.7222 | 6.7222 | 9.3611 | 12.7222
3127500 | 6.7222 | 9.5278 | 13.1111 3] 2.7500 | 6.7500 | 9.47221 | 12.8889
110.6234 | 1.5584 | 2.7532 | 4.8312 1| 0.5714 | 1.4805 | 2.4675 | 4.5195
lesmis | Proposed method | 2 | 6.1299 | 11.2987 | 14.9351 | 19.7922 | Feder et al. | 2 | 5.6883 | 10.6234 | 14.9351 | 19.9740
31 4.2857 | 7.8961 | 18.1039 | 24.6753 31 11.7922 | 15.3766 | 19.6883 | 24.9091
1 | 0.0000 | 0.0000 1.3333 | 3.3333 1| 0.0000 | 0.0000 | 0.6667 | 3.0000
can_96 | Proposed method | 2 | 3.5417 | 7.3750 | 10.4375 | 14.9792 | Feder et al. | 2 | 3.4792 | 7.8333 | 10.7708 | 15.0625
31 7.0000 | 10.6250 | 14.5417 | 19.1458 3 7.9375 | 12.1667 | 15.0000 | 18.5417
1]0.0190 | 0.4000 1.3333 | 3.3333 1| 0.0190 | 0.2857 | 1.2000 | 3.2381
polbooks | Proposed method | 2 | 6.7238 | 11.6381 | 15.5429 | 21.5238 | Feder et al. | 2 | 5.1048 | 10.0952 | 15.4476 | 21.2571
31 3.8667 | 7.9619 | 20.4190 | 27.2762 3| 3.8667 | 7.9619 | 11.8286 | 28.2667
1 | 0.0000 | 0.0000 | 0.0000 | 0.1913 1| 0.0000 | 0.0000 | 0.0000 0.1217
football | Proposed method | 2 | 8.2783 | 14.0522 | 18.7652 | 25.4261 | Feder et al. | 2 | 7.8783 | 13.8783 | 18.9565 | 25.6696
31 4.7826 | 8.8000 | 12.5043 | 17.7043 3| 4.7826 | 8.8000 | 12.5043 | 17.7043
Table 5

The amount of APL error for different values of k and [ for the proposed method and for the Feder et al. [19] model
applied to synthetic graphs. In each experiment, the best value is highlighted

Graph Method l k Method I k
3 5 7 10 3 [ s [ 7 10

1] 0.0275 | 0.1472 | 0.3937 | 0.7244 1 | 0.0672 | 0.4035 | 0.6476 | 0.9088
SF50 | Proposed method | 2 | 0.8591 | 1.0615 | 1.1456 | 1.2346 | Feder eral. | 2 | 0.8999 | 1.0672 | 1.1595 | 1.2354
3108950 | 1.1382 | 1.2223 | 1.3170 3109562 | 1.1235 | 1.2191 | 1.3170
1] 0.0185 | 0.0609 | 0.2154 | 0.4588 1 | 0.0324 | 0.2507 | 0.4322 | 0.6449
SF100 | Proposed method | 2 | 0.8718 | 1.0522 | 1.1225 | 1.1871 | Feder et al. | 2 | 0.8441 | 1.0550 | 1.1229 | 1.1889
3109572 | 1.1209 | 1.1910 | 1.2602 3109742 | 1.1188 | 1.0413 | 1.0980
1] 0.0042 | 0.1035 | 0.3025 | 0.5887 1 | 0.0674 | 0.3588 | 0.6084 | 0.8624
SF200 | Proposed method | 2 | 1.1604 | 1.4144 | 1.5202 | 1.5894 | Feder eral. | 2 | 1.1516 | 1.4265 | 1.5410 | 1.6154
3| 1.4687 | 1.4894 | 1.5098 | 1.5391 3| 1.4687 | 1.4894 | 1.5098 | 1.5391
1| 02143 | 1.4763 | 2.2697 | 2.9009 1| 1.6521 | 2.7352 | 3.1845 | 3.4299
RAS82 | Proposed method | 2 | 2.5621 | 3.1125 | 3.3643 | 3.6067 | Feder et al. | 2 | 2.6834 | 3.1574 | 3.4176 | 3.6518
3 | 24564 | 3.1098 | 3.4109 | 3.6729 3| 24871 | 3.1833 | 3.5082 | 3.7199
1 | 01590 | 0.9227 | 1.5043 | 1.9891 1| 0.6486 | 1.5853 | 2.0178 | 2.3767
RA129 | Proposed method | 2 | 2.0746 | 2.4457 | 2.6544 | 2.8300 | Feder et al. | 2 | 2.0926 | 2.4628 | 2.6765 | 2.8623
3] 20110 | 2.4569 | 2.6622 | 2.8580 3| 1.9873 | 2.4640 | 2.6766 | 2.8830
1102011 | 09942 | 1.6827 | 2.2745 1| 0.8921 | 1.9239 | 2.4338 | 2.8156
RA176 | Proposed method | 2 | 2.4295 | 2.8372 | 3.0393 | 3.2186 | Feder et al. | 2 | 2.5297 | 2.8714 | 3.0653 | 3.2452
3| 23297 | 2.8523 | 3.0745 | 3.2801 3| 24284 | 2.8485 | 3.0863 | 3.2912

34

e polbooks — a network of books about US politics,
sold by Amazon. Edges in the network show the
frequent purchases made by buyers. Data compiled
by V. Krebs (www.orgnet.com);

football — a network of American football games
between Division IA colleges during the regular
Fall 2000 season, as compiled by M. Girvan and
M. Newman.
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Table 6

The amount of APL error for different values of k£ and [ for the proposed method and for the Feder et al. [19] model
applied to real-world graphs. In each experiment, the best value is highlighted

Graph Method 1 k | Method l k
3 s |7 10 | 3 5 |7 ] 10
1| 0.0566 | 0.0084 | 0.0682 | 0.3178 1] 0.0522 | 0.2892 | 0.4711 | 0.6333
karate | Proposed method | 2 | 0.4871 | 0.7384 | 0.8293 | 0.9096 | Feder et al. | 2 | 0.5816 | 0.7295 | 0.8276 | 0.9167
31 0.5210 | 0.7937 | 0.9007 | 1.0094 31 0.6279 | 0.8097 | 0.8739 | 1.0112
1| 1.7117 | 3.8509 | 4.6897 | 5.2770 1] 3.2516 | 4.2930 | 5.5074 | 5.9069
dwt 72 | Proposed method | 2 | 4.3224 | 5.1851 | 5.5912 | 5.8576 | Feder et al. | 2 | 4.3224 | 5.3146 | 5.5575 | 5.8580
31 42660 | 5.2406 | 5.6358 | 5.9002 3| 4.4167 | 5.3955 | 5.6260 | 5.9061
1] 0.0223 | 0.0112 | 0.0669 | 0.1923 1| 0.0361 | 0.1229 | 0.2418 | 0.3946
lesmis | Proposed method | 2 | 0.4954 | 0.7254 | 0.8293 | 0.9390 | Feder eral. | 2 | 0.6058 | 0.7189 | 0.8416 | 0.9387
31 0.7500 | 0.7976 | 0.8724 | 0.9965 31 0.7965 | 0.8792 | 09127 | 1.0122
1 | 0.0459 | 0.0459 | 0.0935 | 0.1984 1] 0.0459 | 0.0459 | 1.0453 | 1.8569
can_96 | Proposed method | 2 | 0.5907 | 1.7659 | 2.0946 | 2.3190 | Feder et al. | 2 | 1.5547 | 2.0905 | 2.2089 | 2.3313
31 1.3738 | 1.9106 | 2.2207 | 2.3995 31 1.9970 | 2.1569 | 2.2788 | 2.3786
1| 0.0264 | 0.0094 | 0.0304 | 0.1262 1] 0.0077 | 0.1170 | 0.4212 | 0.7243
polbooks | Proposed method | 2 | 0.6234 | 0.9291 | 1.1033 | 1.2580 | Feder et al. | 2 | 0.7908 | 1.0057 | 1.1390 | 1.2681
31 1.1674 | 1.2068 | 1.1273 | 1.3097 3| 1.1674 | 1.2068 | 1.2439 | 1.3441
1| 0.0218 | 0.0218 | 0.0218 | 0.0151 1] 0.0218 | 0.0218 | 0.0218 | 0.0052
football | Proposed method | 2 | 0.4952 | 0.6642 | 0.7349 | 0.8026 | Feder et al. | 2 | 0.5431 | 0.6897 | 0.7443 | 0.8050
31 0.6218 | 0.6571 | 0.6896 | 0.7352 3| 0.6218 | 0.6571 | 0.6896 | 0.7352
Table 7

The amount of ACC error for different values of k and [ for the proposed method and for the Feder er al. [19] model
applied to synthetic graphs. In each experiment, the best value is highlighted

Graph Method 1 k Method 1 k
3 5 7 10 3 [ s | 7 ] 10
1| 0.0001 | 0.0005 | 0.0013 | 0.0026 1 | 0.0003 | 0.0013 | 0.0022 | 0.0036
SF50 | Proposed method | 2 | 0.0033 | 0.0046 | 0.0052 | 0.0059 | Feder ef al. | 2 | 0.0036 | 0.0046 | 0.0053 | 0.0059
3] 0.0036 | 0.0051 | 0.0058 | 0.0067 3| 0.0040 | 0.0050 | 0.0058 | 0.0067
1| 0.0000 | 0.0001 | 0.0003 | 0.0007 1 | 0.0001 | 0.0004 | 0.0006 | 0.0010
SF100 | Proposed method | 2 | 0.0015 | 0.0020 | 0.0022 | 0.0025 | Feder et al. | 2 | 0.0015 | 0.0020 | 0.0022 | 0.0025
3| 0.0018 | 0.0023 | 0.0025 | 0.0028 31 0.0018 | 0.0022 | 0.0021 | 0.0023
1 | 0.0000 | 0.0000 | 0.0001 | 0.0003 1 | 0.0000 | 0.0002 | 0.0003 | 0.0005
SF200 | Proposed method | 2 | 0.0007 | 0.0010 | 0.0012 | 0.0013 | Feder er al. | 2 | 0.0007 | 0.0010 | 0.0012 | 0.0013
3] 0.0011 | 0.0011 | 0.0012 | 0.0012 31 0.0011 | 0.0011 | 0.0012 | 0.0012
1] 0.0001 | 0.0008 | 0.0015 | 0.0023 1 | 0.0009 | 0.0020 | 0.0027 | 0.0033
RAS82 | Proposed method | 2 | 0.0018 | 0.0027 | 0.0032 | 0.0038 | Feder et al. | 2 | 0.0020 | 0.0028 | 0.0033 | 0.0040
3| 0.0017 | 0.0027 | 0.0033 | 0.0040 31 0.0017 | 0.0028 | 0.0036 | 0.0042
1] 0.0001 | 0.0004 | 0.0007 | 0.0011 1 | 0.0002 | 0.0008 | 0.0012 | 0.0016
RA129 | Proposed method | 2 | 0.0012 | 0.0017 | 0.0020 | 0.0024 | Feder et al. | 2 | 0.0013 | 0.0017 | 0.0021 | 0.0024
31 0.0012 | 0.0017 | 0.0020 | 0.0024 3] 0.0012 | 0.0017 | 0.0021 | 0.0025
1| 0.0000 | 0.0002 | 0.0005 | 0.0008 1 | 0.0002 | 0.0006 | 0.0009 | 0.0011
RA176 | Proposed method | 2 | 0.0009 | 0.0012 | 0.0014 | 0.0016 | Feder et al. | 2 | 0.0009 | 0.0012 | 0.0014 | 0.0016
3| 0.0008 | 0.0012 | 0.0014 | 0.0016 3] 0.0009 | 0.0012 | 0.0014 | 0.0017

5.2. Comparing the Proposed Method with the Feder
Model

The following sections show the degree of utility distortion
resulting from the modification of graph required to pro-
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duce a (k,l)-anonymous graph. Tables 3, 5, and 7 show
the amount of change in AVD, APL, and ACC of anony-
mous graphs in comparison with original ones for synthetic
graph datasets, respectively. Table 3 shows the AVD error
for anonymous graphs and compares it with correspond-
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Table 8

The amount of ACC error for different values of k and [ for the proposed method and for the Feder er al. [19] model
applied to real-world graphs. In each experiment, the best value is highlighted

Graph Method I k Method I |
3 s | 7 [ 10 | 3 5 7 10
1| 0.0001 | 0.0003 | 0.0007 | 0.0022 1 | 0.0006 | 0.0020 | 0.0034 | 0.0049
karate | proposed method | 2 | 0.0037 | 0.0062 | 0.0073 | 0.0084 | Feder eral. | 2 | 0.0047 | 0.0062 | 0.0073 | 0.0086
3| 0.0041 | 0.0069 | 0.0085 | 0.0101 3| 0.0052 | 0.0073 | 0.0082 | 0.0102
1| 0.0005 | 0.0016 | 0.0024 | 0.0032 1 ]0.0012 | 0.0020 | 0.0037 | 0.0046
dwt 72 | Proposed method | 2 | 0.0020 | 0.0031 | 0.0039 | 0.0046 | Feder er al. | 2 | 0.0020 | 0.0033 | 0.0038 | 0.0046
3| 0.0020 | 0.0032 | 0.0040 | 0.0047 31 0.0021 | 0.0035 | 0.0040 | 0.0047
1| 0.0000 | 0.0001 | 0.0002 | 0.0004 1 | 0.0001 | 0.0003 | 0.0005 | 0.0009
lesmis | Proposed method | 2 | 0.0012 | 0.0019 | 0.0023 | 0.0028 | Feder eral. | 2 | 0.0015 | 0.0019 | 0.0024 | 0.0028
31 0.0021 | 0.0023 | 0.0026 | 0.0032 31 0.0022 | 0.0026 | 0.0028 | 0.0032
1| 0.0000 | 0.0000 | 0.0001 | 0.0001 1 | 0.0000 | 0.0000 | 0.0008 | 0.0018
can_96 | Proposed method | 2 | 0.0004 | 0.0017 | 0.0022 | 0.0028 | Feder et al. | 2 | 0.0014 | 0.0022 | 0.0025 | 0.0028
3| 0.0011 | 0.0019 | 0.0025 | 0.0030 3| 0.0021 | 0.0024 | : 0.0027 | 0.0029
1| 0.0000 | 0.0000 | 0.0001 | 0.0002 1 | 0.0000 | 0.0001 | 0.0005 | 0.0010
polbooks | Proposed method | 2 | 0.0008 | 0.0014 | 0.0018 | 0.0022 | Feder er al. | 2 | 0.0011 | 0.0016 | 0.0019 | 0.0023
3| 0.0020 | 0.0021 | 0.0019 | 0.0024 3 | 0.0020 | 0.0021 | 0.0023 | 0.0025
1| 0.0000 | 0.0000 | 0.0000 | 0.0000 1 | 0.0000 | 0.0000 | 0.0000 | 0.0000
football | Proposed method | 2 | 0.0009 | 0.0013 | 0.0015 | 0.0017 | Feder er al. | 2 | 0.0010 | 0.0014 | 0.0015 | 0.0017
3| 0.0012 | 0.0014 | 0.0015 | 0.0017 31 0.0012 | 0.0014 | 0.0015 | 0.0017
Table 9
The average execution time (in seconds) for the proposed method and for the Feder ef al. model
Execution time [s] for Feder et al. model Execution time [s] for proposed method
Graph Cost time | Solve time | Post-process time | Whole time || Cost time | Solve time | Post-process time | Whole time
karate 0.0007 25.0539 0.0722 30.5104 0.0362 4.9168 0.0760 11.9279
dwt_72 0.0000 3.5578 0.0152 7.3205 0.3596 3.6221 0.0162 7.5697
lesmis 0.0012 | 5137.9768 0.7115 5174.1992 0.3597 | 4491.9676 0.7061 4519.3890
can_96 0.0002 | 5047.8342 0.2352 5064.9843 0.5451 | 1833.5432 0.1329 1849.7912
polbooks | 0.0001 | 5241.9255 0.8628 5292.6429 2.8282 | 5067.6278 1.8566 5146.3476
football | 0.0036 | 6829.3870 1.6720 6840.1676 1.2615 | 6729.2509 1.9699 6740.8451
SF50 0.0003 | 995.9613 0.2244 1002.8781 0.1574 61.7497 0.1952 67.0347
SF100 0.0003 | 5613.8762 0.7388 5622.0445 23944 | 5130.4746 1.3076 5140.5596
SF200 0.0004 | 6936.9346 2.5641 6999.5473 8.6035 | 6820.4279 1.3090 6915.9520
RAS82 0.0002 7.0836 0.0628 13.5097 0.4928 6.3735 0.03290 11.9961
RA129 0.0019 | 1727.7701 0.0915 1741.1626 43179 32.7018 0.2013 51.8183
RA176 0.0002 | 1795.2124 0.11818 1824.7315 8.9662 52.5578 0.1280 82.9223

ing original graphs for different k, I (k € {3,5,7,10},l €
{1,2,3})and for proposed method and for the Feder et al.
model are shown. Similarly, Tables 5 and 7 are concerned
with APL and ACC errors, while Tables 4, 6, and 8 are
about AVD error, APL error, and ACC error of real-world
graphs, respectively.

The results presented in Tables 3 and 4 show that, in most
cases, the Feder et al. model achieves the best AVD, espe-
cially in all experiments for / = 1. This is rational, since
the main objective of the model is to add a minimum num-
ber of edges to the original graph. Therefore, the (average)

36

degree of vertices are changes minimally. However, for the
cases of [ > 1, our implementation suggests an approximate
approach that uses CV, which means that in some cases the
proposed method may be the winner with respect to AVD
error. Anyway, the relative differences are negligible. For
example, AVD error of the proposed method for SF200,
k=5 and [ =2 equals to 19.2 while the value is 19.27
for the [19]. As expected, Tables 5-8 confirm the superi-
ority of the proposed method in almost all cases in terms
of APL and ACC errors. These values confirm that us-
ing a more precise cost function for adding new edges to
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produce anonymous graphs, even for an approximated ap-
proach in the cases of [ > 1, yields more useful datasets than
the naive approach used by [19]. These degree of superior-
ity is more evident for APL errors, as the proposed method
is optimized for this scenario. For instance, APL error
for the proposed method is 0.1262 in polbooks for k = 10
and [/ = 1, while the value is 0.7243 for [19]. A similar
discussion is true for ACC error, i.e. the proposed method
achieves, usually, a result that is better than or equivalent to
that shown in [19], since the proposed method attempts to
introduce new edges that do not change the structural prop-
erties of the underlying original graph. In brief, the results
confirm that the trivial idea of trying to only add a mini-
mum number of edges does not necessarily achieve the best
results, and that using a more elegant way to introduce new
edges may produce more useful datasets.

5.3. Proposed Method Execution Time

In this section, the execution time of the proposed method
is reported. The entire execution time consist of cost time,
mathematical problem solution time, and post-process time.
Table 9 shows these components of the proposed method’s
execution time. The results of the entire time columns
confirm that the anonymization problem can be solved in
a reasonable time frame, because it is usually considered as
an offline problem. The entire time and solution time of the
proposed method are better, in most cases, in comparison
with the Feder et al. model. But, as far as the cost time
columns are concerned, the Feder er al. model is quicker,
in most cases, than the proposed method.
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Abstract—In this paper, the end-to-end performance of a sin-
gle-branch two-hop amplify-and-forward (AF) relaying net-
work in a mixed Rayleigh-Nakagami-m fading environment, is
investigated. Four different fading scenarios and three stan-
dard relay configurations for each scenario are considered.
Exact analytical expressions for the outage probability and
tight upper bounds for the ergodic capacity are derived. Re-
sults of Monte Carlo simulations are provided to verify the
accuracy of the analytical results.

Keywords— amplify-and-forward (AF), decode-and-forward
(DF), two/dual-hop relaying, outage probability, ergodic
capacity, signal-to-noise ratio (SNR).

1. Introduction

In a challenging wireless communication environment, co-
operative relaying may be used to extend the coverage area
and to enable high speed information transfers [1]-[4].
In relay networks, a source node (S) communicates with
a destination node (D) through one or several intermedi-
ate nodes (R) referred to as relays. The two main relay-
ing protocols are regenerative and non-regenerative relay-
ing [5]. Decode-and-forward (DF) relaying [6], [7] is the
most commonly used regenerative relaying protocol, where
the relay detects and decodes the signal received from the
source and then re-encodes and re-transmits it towards the
destination. Amplify-and-forward (AF) relaying [8], [9]
is a straightforward and popular non-regenerative relaying
protocol. In AF relaying, the relay simply amplifies the sig-
nal received from the source and forwards it straight to the
destination.

In a practical scenario, because of the geographical location
of the relay node and its distances with respect to the source
node and the destination node, different links may experi-
ence different fading conditions and, rarely, similar fading
conditions. For example, one link may be in a line-of-sight
(LOS) situation, while the other link may be in a non-LOS
situation. Both of them may operate in a LOS or a non-
LOS scenario as well. In the literature, the former situation
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has been described as an asymmetric or mixed fading sce-
nario, while the latter has been described as a symmetric
fading scenario.

Initially, most works focusing on single-branch single-
relay cooperative networks considered the symmetric sce-
nario [8], [10]-[12]. Later, increasing interest in the asym-
metric scenarios was observed. Authors of [3] derived exact
and lower bound expressions for the outage probability and
the average bit error probability for a two-hop AF relaying
network over a mixed Rayleigh-Rician fading environment.
After that and considering the same fading environment,
more cooperative relaying models were studied, for instance
the two-hop AF models in [13], [14] and the two-hop DF
model in [15].

A mixed Nakagami-Rician fading environment was consid-
ered in [16], while the authors of [17] studied the perfor-
mance of AF cooperative relaying in a mixed Rayleigh-
generalized Gamma fading environment. The work [18]
studied the performance two-hop AF relaying in an asym-
metric Nakagami-lognormal fading environment, deriving
novel closed-form expressions for the outage probability
and the symbol error rate. In a recent study on two-hop
AF relaying [19], a non-identical Rician fading environ-
ment was considered. Kumat ez al. analyzed, in [20], the
performance of QAM in AF cooperative networks over
Rayleigh fading channels. In [21], the authors developed
a unified framework to evaluate the performance of single-
branch two-hop AF relaying, in the presence of transceiver
hardware impairments, in a symmetric Nakagami-m fading
environment.

A crucial design issue affecting AF relaying is the selec-
tion of the relay amplification factor based on the noise
power and the source-to-relay channel state-information
(CSI). Three standard AF relay configurations are known
in the literature, namely channel-noise-assisted (CNA) re-
laying [22]-[24], channel-assisted (CA) relaying [11] and
blind relaying [3], [12].

In the previously mentioned works and in numerous other
studies related to the analysis of performance of single-
branch dual-hop AF relaying over fading environments, ei-
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ther their fading conditions are limited to one fading sym-
metric or asymmetric scenario, or their relay functioning
is limited to just one configuration. In this study, four
different fading scenarios are considered, where each of
the two hops’ links may experience either a Rayleigh or
a Nakagami-m fading. Under each of the four fading sce-
narios, three different relay configurations are considered,
namely CNA, CA and blind relaying. Such an approach
renders twelve different fading scenario-relay configura-
tions. The contribution of the paper consists in deriving
an exact analytical expression for the outage probability
and a tight upper bound for the ergodic capacity for each
of the twelve cases referred to above.

The remainder of the paper is organized as follows. Sec-
tion 2 presents the system and channel model. In Section 3,
exact analytical expressions for the outage probability and
tight upper bounds for the ergodic capacity are derived.
Some Monte Carlo simulations are carried out and their
results are provided in Section 4. Finally, Section 5 con-
cludes the paper.

For quick reference, we wish to provide an explanation
of the common notations used in this paper. K,(.) is the
modified Bessel function of the second kind [30] of order v.
Wy(.) denotes the Whittaker function [30]. 2F;(a, B;7;.)
represents the Gauss hyper-geometric function [30]. fx (x),
Fx(x), Fx(x) and Mx (s) denote PDF, CDF, complementary
CDF and the MGF of a continuous RV X, respectively. Z*
denotes the set of positive integers. The gamma function
I'(n) of integer n satisfies I'(n) = (n— 1)!.

2. System and Channel Model

As shown in Fig. 1, this work considers a single-branch
single-relay (i.e. a two-hop) AF cooperative relay network,
where the transmission from source S to destination D via
relay R takes place in two time slots. In the first time slot,
S sends its signal to R. In the second time slot, R amplifies
the signal received from S by a gain factor G, and forwards
the resultant signal to D [19], [25], and [26]. It is assumed
here that there is no direct or indirect path other than the
S — R — D path. For the end-to-end (E2E) signal-to-noise
ratio (SNR) A of this system, the model proposed in [25]

is considered:
AA

=, (H
aNi+ A+ b

where A; = %|hi|2 represents the instantaneous SNR of
the i-th hop, with P; being the transmission power of s;,
N; being the power of the additive white Gaussian noise
(AWGN) component 7;.

hy m hy n

s l l N1 5 l l Y2

source -— first hOp e relay «—second hOp —» destination

Fig. 1. Block diagram of single-branch dual-hop AF relaying.

40

The channel magnitude {|A;|} is modeled either as
a Rayleigh or a Nakagami-m distributed RV, so as stated in
Table 1, four different fading scenarios will be considered.

Table 1
Four different fading scenarios considered
in this work

Case S—Rlink {|s]} | R—D link {|no|} |
Scenario 1 Nakagami-m Nakagami-m
Scenario 2 Nakagami-m Rayleigh
Scenario 3 Rayleigh Nakagami-m
Scenario 4 Rayleigh Rayleigh

The instantaneous SNR, A;, is either exponential or Gamma
distributed. Their PDFs are ffix” (x)=(1/ l_i)e%; x>0,
and f}; (x) = (x%1/T(0) Bia")eﬁ_j); x > 0, respectively.

The E2E SNR in Eq. (1), corresponds to a gain given by:

P
2 2
== 2
a|h1|2P1+bN1 ’ ( )

where a,b > 0.

The setting P = P, =1 in Eq. (2) corresponds to the model
considered in [25]. Note that the choice of the values of
the parameters a and b reflects the relay configuration with
(a,b) € {(1,1),(1,0),(0,1)} representing CNA, CA, and
the blind relay configuration, respectively.

3. Performance Analysis

Given the E2E SNR, A in Eq. (1), we provide here exact
closed-form expressions for the outage probability and tight
upper bounds for the ergodic capacity of the system in con-
sideration. All the expressions will be given as functions
of parameters a and/or b.

3.1. Outage Probability

The outage probability denoted by P, (x) is defined as the
probability that the channel fading makes the effective end-
to-end SNR fall below a certain threshold x characteristic
of acceptable communication quality:

P(,m(x)Pr(Agx)Pr[ Ao <]. 3)

a1+ M+ b =%

After applying some algebraic manipulations, P, (x) may
be expressed as:

ax® + bx

Poua(x) = 1 — /0 N (ax+ ) fa e+ )z @)

where Fj,(x) = 1—F,(x) is the complementary CDF of A;.

32019
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First Scenario:

e For the CNA relay configuration, the outage proba-
bility Py, (x) in Eq. (4), will be given for x > 0 by

,(i+ ) aj—lop—1
Pou(x)=1—2e \Bi B Z Z chnkm
k=0
( +b) b ntm+1
ax X
Ky—m+1 24| ——— —
X Kp—m+1 [31ﬁ2 <a+x)
><‘x0£]+k7 (5)

n=m+1-20;  _n—1-2k
k—m 2 2
a [31 ﬁz

m!(k—m)!n!(o; —1—n)!

where ¢ (n,k,m) =

e For the CA relay configuration, the outage probability
P, (x) in Eq. (4), will be given for x > 0 by:

og—lap—1 k

Z Z c1(n,k,m)
=0 k=0 m=0

ax ntm+1
X Kp_mi124/ a 2 xatk(6)
n—m-+ B[Bz

e For the blind relay configuration, the outage proba-
bility Py, (x) in Eq. (4), for x > 0 will be:

Pralx) =126 (B0

1 a—lop—1

Pu(x)=1—2e A" Y Y ik
n=0 k=0

bx 2a +k—n—1
X Ky k1124 5% 2 , (D
n—k+1-20 bkl
BT () 2
where c(n,k) = AR —n—1)!
Proof: See the appendix. |

Second Scenario:

e For the CNA relay configuration, the outage proba-
bility P, (x) in Eq. (4), will be given for x > 0 by:

) o1
Poa) = 1— 26 (BrH5)* IZ c3(n)
n=0

b b\ 7
X[(n+12 m(d—i——) xm’ (8)
By X
ntl-201 pyq
ﬁl 2 % 2

where C3 (i’l) = m

e For the CA relay configuration, the outage probability
Pou(x) in Eq. (4), will be given for x > 0 by:

ap—1

¥

X Kpi1 2 xa"T x4 . (9)

ﬁl B
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e For the blind relay configuration, the outage proba-
bility P, (x) in Eq. (4), for x > 0 will be:

LAt bx
Pour(x) =1-2e TR ZC3 K12 —ﬁIYZ
n 200 —n—1
b T x T . (10)
Proof: See the appendix. |

Third Scenario:

e For the CNA relay configuration, the outage proba-
bility Py (x) in Eq. (4), will be given for x > 0 by:

on—1 k

Z ZC4(k7C])
=0 4=0

Poa(x) = 1 — 20~ (B 5"

g+l

b b\ 2
< Ki_y2 M<a+—> )
nB2 x
. 7942;1 4712721(
Ty, B
where c4(k,q) = (l]qu—7&.

e For the CA relay configuration, the outage probability
Pou(x) in Eq. (4), for x > 0 will be:

-1 k

Z Z C4(kaQ)
=0 g=0

< Ki_g2, /YI%zxaqTka . (12)

e For the blind relay configuration, the outage proba-
bility P, (x) in Eq. (4), for x > 0 will be:

Paul(x) =1- 267(%+%)x

062 1 bx
=1-2e 71 cs(k)K —
oul( ) Z 5 1— q 7 BQ
xx' T (13)
" G, kg
where ¢s(k) = +
Proof: See the appendix. |

41



Slimane Benmahmoud

Fourth Scenario:

e For the CNA relay configuration, the outage proba-
bility P, (x) in Eq. (4), for x > 0 is:

(ax+D) e,(leJrg)x

Foux) =12 ny

(ax+b)x '

XK] 2
Ny

(14)

e For the CA relay configuration, the outage probability
Pou(x) in Eq. (4), for x > 0 will be:

P,,ut(x) = 1*2 er (%Jr%)x
V 1712
a
XKy 24/ ——x. (15)
nr

e For the CA relay configuration, the outage probability
Pou(x) in Eq. (4), for x > 0 will be:

Poa() = 1 -2,/ Poe 0% x Ky 2, [ x . (16)
nnr nr.

Proof: See the appendix. |

For a =1, Eq. (15) reduces to Eq. (27) in [10].
For b = ¢, Eq. (16) reduces to Eq. (9) in [12].

3.2. The Ergodic Capacity

For a single-branch single-relay AF relaying network, the
ergodic capacity (in bits/channel used) can be expressed
as [26]:

Ce é—E{]ng( +A)}7 (17)

where A is the end-to-end SNR in Eq. (1).

The ergodic capacity in Eq. (17) can be upper bounded as
follows:

1 oo
Cerg < 5 10g2 (1 +/() (P,,m(x) — 1)dx> . (18)

Proof: See the appendix. |

First Scenario:

o For the CNA relay configuration, the ergodic capacity
Cerg in Eq. (18), will be:

42

og—lop—1 k n+m+2

Cerg§%10g2< 2L Y YL atkm)

n=0 k=0 m=0 ¢=0

n+m+1 n+m-+ 2 b 4
a
q a

aﬁlﬁzr(}’l + Z)T(m +1)
2b(— 1 )(xl+k7q+l

d% +k—g+1 bp
X dpoc1+k7q+1

b(p— /P~ 1)

2a

b(p+1/P*~ 5f;)

2a

} ) (19)
P=g-+4

X W7 n+m+2 n—m+1
2 2

X W7 ntm+2 n—m+1
2 ’ 2

e For the CA relay configuration, the ergodic capacity
Cerg in Eq. (18), will be given by:

o—lop—1 k

Cerg ;]ng < _9 Z Z Z Cl n, k m n+m+1

n=0 k=0 m=

8 Val(oy+k+n—m+2)I(oy+k—n+m)
(o +k+3/2)

n— m+l
8 ( 16a )
Bi B>

ZFI((X] +k+n—m+2;n—m+3/2;01+k+3/2; s))

5 oy +k+n—m+2
(VE))

(20)

wwees= ((F VBV /(B )

e For the blind relay configuration, the ergodic capacity
Cerg in Eq. (18), will be given by:

aj—1lop—1

1
Cerg < = log, (1 -2Y Y ok
2 n=0 k=0

" C(ay +1)(0y +k—n) (L)

b
2,55 Bi

_b_
X ezﬁZW n+m+2 n— m+l ( ) . (2])
B2

n—k—2k
2

Proof: See the appendix. |
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Second Scenario:

e For the CNA relay configuration, the ergodic capacity
Cerg in Eq. (18) will be:

1 astnd? 1 2
Corg < 5logy [ 1-2 ) Y ¢1(0,0,0)a"T <”+ )
n=0 ¢g=0 q
< (P I Vapipl(n+2)r(1) duat! b
a Zb(fl)o‘lﬂ‘*q*l dpoclfq+1 ¢
b(p— /P>~ 5%)
XW7n+2 n+l
22 2a
2_ 4a
b(p+/P* = 5%)
XWin_Jrz ntl .
202 20 1 a
\P:E+@

(22)

e For the CA relay configuration, the ergodic capacity
Cerg in Eq. (18) may be derived from:

a;—1
n+l

1
Cerg < Elogz (1 -2 Z c3(n)a 2
n=0

n+1

" Val(ay +n+2)T(oy —n) ( 16a ) 7
[0y +3/2) B

2Fi (o 4+n+2n+3/2500+3/2;5)
x el RS
(Ev)

e For the blind relay configuration, the ergodic capacity
Cerg in Eq. (18) take the form:

a;—1
n+l

1
Corg < 5 log (1 -2 Y c(n)b 2
n=0

n—=20y

« F(al + 1)F((1| 711) < 1

Z b
X e " Wn—Za] nrl |- 24)
72 P

Proof: See the appendix. |

Third Scenario:

o For the CNA relay configuration, the ergodic capacity
Cerg in Eq. (18) is:
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o—lop—1m+2

] m
Cog<=logy [1-2Y Y Y c1(0,k,m)a™s
2 n=0 k=0 ¢q=0

) e

a
dk7q+2 %p

b(p— /P>~ 75)

x W*#v—w?l 2a
2 _ 4a_
b(p+ V Ylﬂz)
X W7M —m+1
2 2 2a

} ) @5
=5+

e For the CA relay configuration, the ergodic capacity
Cerg in Eq. (18), will be given by:

o —1op—1
| 2 m+1

1
Cog < slogy | 1-2 ) Y culk,m)a™>
2 n=0 k=0

1—m

Val(k—m+3)C(k+m+1) ( 16a) 2
[(k+5/2) np2

Fi(k— 3;— 3/2;k+5/2;5
le( m+3;—m+3/2:k+5/ s)>. 6)

(EVD)

e For the blind relay configuration, the ergodic capacity
Cerg in Eq. (18) may be derived by:

1 ol C(2)C(k+1
Cerg < 5 10g2 <1 -2 Cs (k)L}j)
k=0 B
N b
_ 2B, ) L —
G) )
Proof: See the appendix. |

Fourth Scenario:

o For the CNA relay configuration, the ergodic capacity
Cerg in Eq. (18), will be given by:
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1 2
Corg < 5 logy | 12 Y ¢1(0,0,0)a

BIf—

N

RS
~__
7N

IS
~_
=

q=0
_VAErr()
2b(— 1)1
Ll b(p—\/P*— %)
2a
dp?-1 -1 2a
b(p+1/P*—55%)
xW_ 1 ne (28)
2 2a
=5+

e For the CA relay configuration, the ergodic capacity
Cerg in Eq. (18), will be:

o JAT(3)0(1) (1_&1)5
nr IG/2) \nr

2F1(3;3/2;5/2;3)
3

(Va+yE)

64 a oF (3:3/2:5/2;3)

R 1 2 6
(V5 +)

e For the blind relay configuration, the ergodic capacity
Cerg in Eq. (18) is:

1
Cerg < EIOgQ 1-2

1
= > log, (29)

1 b b
Cerg < Elogz <1’)/1627’2W],; %) . (30
Proof: See the appendix. |

4. Numerical Results

In this section, we carry out some Monte Carlo simula-
tions to verify the theoretical considerations. The four dif-
ferent scenarios, as mentioned previously, are used. For
a Nakagami-m faded link, @y = =2, and B; = =1,
while for a Rayleigh faded link, ¥ = 1 was taken. We con-
sider also the three standard relay configurations: CNA,
CA and blind relaying.

First, in Fig. 2, we show the outage probability, Ppy (A1),
as a function of the average SNR for two different thresh-
olds A, =22 —1=3 (i.e. 2 bits/channel used) and A,;, =
2% —1 =31 (i.e. 5 bits/channel used)). From this figure, we
can clearly see that the analytical expressions (represented
by lines) match the results of Monte Carlo simulations (rep-
resented by symbols). For all four scenarios, CNA and CA
relaying is characterized by almost the same outage prob-
ability which is higher than that of blind relaying, except
for the second scenario where all three relay configurations
perform almost exactly in the same manner.
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Fig. 2. Outage probability Py (4;,) for AF relaying; simulated
and analytical results for CNA, CA, and blind relay configura-
tions.
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Figure 3 shows the ergodic capacity C,, of AF relaying as
a function of the average SNR. As shown, blind relaying,
which suffered a lower outage probability, exhibits a higher
ergodic capacity compared to CNA and CA relaying types.
As a general comment, for both the outage probability and
the ergodic capacity, the curves of CNA and CA relaying
agree firmly. This approves the use of the former to ap-
proximate the latter in many applications.

5. Conclusion

In this paper, we derived novel closed-form expressions
for the outage probability and tight upper bounds for the
ergodic capacity of a single-branch two-hop relaying net-
work under four different fading scenarios, with three stan-
dard relay configurations considered for each scenario.
Monte Carlo simulations have been carried out to verify
the accuracy of the analytical results.

Appendix

Proof of Results Shown in Section 3

Here, we provide the proof of results shown in Section 3.
As stated in Section 2, the channel magnitude {|4;|} of the
i-th hop is modeled either as a Rayleigh or a Nakagami-m
distributed RV, so the instantaneous SNR, A;, is to be mod-
eled either as an exponential or a gamma distributed RV.
Their CCDFs and PDFs are given for i € {1,2} by:

P =L H, x>0
(31
Ffix”(x) —e 4, x>0
Gamma _ M
IR0 = g ¥20
(32)

» OC,'*I 7ﬁii k
Fgamma(x)zzkzo ek! (ﬁ) , x>0

1. Proof of the outage probability results (Subsection 3.1)

Let Pr{A} denote the probability of event A. The outage
probability P, (x) can be derived as:

Poa(r)=prd{ — 2122 _
our\X) = allelszb_x

— /xPr{M > M} (M)A
0 k[ —X
o0 AL+b

—i—/x Pr{lz < _(a)L:-l—x)x} Sa, (A)dAy

“ = AM+b
:17/x FM <(ali%xﬂ>'flu(’ll)dll- (33)

Simplifying with z = A; — x, leads to Eq. (4).
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First Scenario:
CNA case: substituting from Eq. (32) in Eq. (33) gives:

-l e(%Jrﬁ)

= k!B5T(ou) By

el 1 ax k
— 17 Otlfl -
./0 (242) <z+ax2+bx>

_ ( (ax2 +bx)/By
Xe

Pou(x) = (a)c2 + bx)k

+ﬁ>dz. (34)

The use of lemma 4 from [26] yields Eq. (5) after some
simplifications.

CA case: Eq. (6) can be directly deduced from Eq. (5) by
setting b = 0.

Blind case: By setting a = 0 Eq. (34) reduces to:

k
_ehe ()
Tlon)B" & K

x /o+m <§>k (1 +§)a17167(ﬁ+ﬁ)dz . (39

The binomial expansion of the second term in the integral
and the use of [28, 3.471.9] yields Eq. (7).

Pous ()C) =

Second Scenario:

CNA case: substituting from Eq. (31) and Eq. (32) in
Eq. (4) gives:

PN G
w(X) =1 — ———pf
[ t( ) F(a]) 1(1]
o 7(<ax2+f;x>/vz+;)
x/ (2409 e TR )4z, 36)
0
The binomial expansion of the term (z+x)* ' and the use

of [28, 3.471.9] yields Eq. (8) after some simplifications.
CA and blind cases: Eqs. (9) and (10) can be directly de-
duced from Eq. (8) by setting b = 0 and a = 0, respectively.

Third Scenario:

CNA case: substituting from Egs. (31) and (32) in Eq. (4)
gives:

)x
——(ax® +bx)*

1
-1 e*(yf

Bl
= kBin
K 7((ux2+fX)/Bz+%>
) e dz. (37)

X/*"" ax .
0 ax’+bx 2

k
The binomial expansion of the term ( 4 —) and the
ax*+bx

use of [28, 3.471.9] yields Eq. (11) after some simplifica-
tions.

Pout(x) = 1 —

46

CA case: Eq. (12) can be directly deduced from Eq. (11)
by setting b = 0.
Blind case: by setting a =0, Eq. (37) reduces to:

O!z]eyl

Pou(x) =1 - Z “ k!Bsm wpty

ot k X/P2 |z
></+ (1) ef(béﬁ +W>dz. (38)
0 z

The use of [28, 3.471.9] to evaluate the integral in Eq. (38),
yields Eq. (13).

Fourth Scenario:

CNA case: substituting from Eq. (31) in Eq. (4) gives:

Pu)=1- [en (avresgie) 1
Jo h

The use of [28, 3.324.1] yields Eq. (14) after some simpli-

fications.

CA and blind cases: Eqs. (15) and (16) can be directly

deduced from Eq. (14) by setting b =0 and a = 0, respec-

tively.

T4, (39

eYl

2. Proof of ergodic capacity results (Subsection 3.2)

Let E{A} denote the expected value of event A. The er-
godic capacity C,, can be expressed as in Eq. (17).

We note that the function log,(1+ A) in Eq. (17), is twice-
differentiable and its second derivative is:

1

“mearar (40)

Jensen’s inequality could be then applied to get:

1
Corg < 508, (1+E{A}). 1)

We know that the expected value E{A} of an event A is
linked to its moment-generating function by:

d
E{A} = EMA(S)B:O . (42)

Substituting Eq. (6) from [25] in Eq. (42) and substituting
the result in Eq. (41) yields Eq. (18).

First Scenario:
CNA case: substituting from Eq. (5) in Eq. (18) gives:

o—lop—1 k

Cerg < <122 Z chnkm

too ' b n+m+l
x/ ef(m+5)x (a-i——)
0 X
b
x| [HEEE )dx>. (43)
B1B2
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From the integral in Eq. (43), we separate factor (a+
(b/x))"+™*2 and we perform a binomial expansion on it.
Then we re-arrange the result into a Laplace transformation
that can be evaluated and simplified using the identities
shown in [29, 4.1.6] and [29, 4.17.20] to yield Eq. (19).
CA case: substituting from Eq. (6) in Eq. (18) gives:

ai—lop—1 &k

1
Cerg < Elog (12; Z Z Cl(nakam)

=0 k=0 m=0

Foo (1 L) 1
x/ e (ﬁl+ﬁ2 gt yoatk
0

% Kyms1 2 /ﬁxdx). (44)

Evaluating the integral in Eq. (44) using [28, 6.621.3] yields
Eq. (20).

Blind case: substituting from Eq. (7) in Eq. (18) and ap-
plying [28, 6.621.3] yields Eq. (21).

NB. The results in three other scenarios may be proven
by following exactly the same steps as shown for the first
scenario.
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Abstract—Applying orthogonal space time block coding (OS-
TBC) to multiple-input multiple-output (MIMOQO) systems
helps reduce receiver complexity. However, this approach has
been applied only to flat fading channels, as when the chan-
nel is a frequency selective fading MIMO channel, OSTBC
cannot be used directly since its orthogonal propriety may be
lost. Furthermore, the MIMO channel is not always known.
To deal with this problem, many techniques were proposed to
estimate the channel using a training sequence. Unfortunately,
these techniques reduce the useful spectral bandwidth. This
paper proposes OSTBC for blind channel estimation and data
detection in the case of a MIMO frequency selective channel.
The aim of this new OSTBC is twofold: to solve the ambiguity
of channel estimation and to reduce the complexity of the de-
tector. By exploiting the well-known technique of orthogonal
frequency division multiplexing (OFDM), the frequency selec-
tive fading MIMO channel is split into a set of flat fading sub-
channels. Moreover, to accommodate the fact that a MIMO
channel can be time varying, the steady state Kalman chan-
nel estimator (SS-KCE) is extended to track the channel’s fast
variations. The performance of the proposed blind algorithm
is related by the adequate choice of the number of subcarriers
and it is compared with other existing approaches by means
of Monte Carlo simulations.

Keywords—MIMO, OFDM, blind channel estimation, OSTBC,
SS-KCE.

1. Introduction

The growing interest in wireless mobile communication re-
quires high performance and quality communication. This
pushes researchers to develop many techniques with the
aim of increasing data transmission rates. Multi-input
multi-output (MIMO) is one of the techniques proposed
to boost useful channel capacity without increasing total
transmission power [1]. In addition, space-time block cod-
ing (STBC) has appeared as a powerful approach to exploit
spatial diversity and to combat fading in MIMO wireless
channels [2], [3].

The higher the data rate, the more the wireless channel
becomes frequency selective and the more Inter Symbol
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Interference (ISI) is encountered. To eliminate the ISI, or-
thogonal frequency division multiplexing (OFDM) is used
in many standards, such as those pertaining to broadband
wireless metropolitan area networks (IEEE 802.16) and mo-
bile broadband wireless access networks (IEEE 802.20) [4].
The OFDM technique has some drawbacks too, such as its
peak-to-average power ratio (PAPR) [5], but it still remains
a candidate for 5G after introducing some modifications,
such as filter bank multiple carrier (FBMC) [6] or gener-
alized frequency division multiplexing (GFDM) [6]. The
basic idea behind the OFDM technique consists in convert-
ing a frequency selective channel into a bank of flat fading
sub-channels [7]. In addition, a combination between or-
thogonal STBC and OFDM is sought, because it allows to
reach the maximum transmit diversity and simplifies the
receiver structure [8].

Besides being time variable, a wireless channel may also
be unknown to both the receiver and the transmitter. Gen-
erally, a periodic training sequence is transmitted to iden-
tify this wireless channel, but, unfortunately, this sequence
occupies nearly 20% of the useful data rate. Here, in
order to identify a wireless channel, we focus our inter-
est on the blind channels which require no training pilot.
Many research works dealing with channel estimation in
MIMO-OFDM systems can be cited. For instance, paper [9]
proposed a subspace blind channel estimation method for
MIMO-OFDM systems, based on frequency correlation be-
tween adjacent subcarriers. Also, Sarmadi et al. in [10]
proposed a semi-definite relaxation technique to achieve
blind channel estimation for orthogonal STBC-OFDM sys-
tems. Another method was also proposed in [11]. It is
based on the weighted covariance approach which explores
all redundancies contained in the orthogonal code to re-
solve channel estimation non-scalar ambiguities. In [12],
Zhang et al. developed a new subspace channel estimation
method for OSTBC with MIMO-OFDM, using the block
cyclic property of the channel matrix and the cyclic repeti-
tion method (CRM). However, this method needs a few
pilots to alleviate channel estimation ambiguity. A new
approach was developed by Jiang et al. in [8], where the

49



Abdelkader Tami, Mokhtar Keche, and Boubaker S. Bouazza

Table 1
List of abbreviations

E,fl,fz and n
m

N

Ne

N;

Nr

ng

P

Re(.)

NN »as

Diagonal matrix controls channel coefficients

Block contains codeword symbols corresponding to channel estimating matrix FHO [u)
Set of modulation constellation points

Transition diagonal matrix

Carrier frequency

Normalized Doppler rate

Generator matrix

Discrete modulation waveform

Channel matrix of a frequency Rayleigh selective fading
Orthogonal matrix groups channel attenuation effect and coding effect
Estimated matrix channel

Sub-channel between the 7-th transmitting antenna and the r-th receiving antenna
FFT of the sub-channel A, ;

Vector of the matrix H

N, X N; unitary matrix

Zero-order Bessel function of the first kind

Block OFDM number

Frequency sub-channel length

Integer numbers

Total number of constellation points

OFDM subcarrier number

Length of cyclic prefix

Transmitting antennas

Receiving antennas

Energy of each uncoded data block

Steady state estimation error covariance matrix

Real part

Transmitted symbol with i =1,2 ..., 4N

Estimated data symbol

Final detected data symbol

Duration of codeword block with T =4N x T

Symbol duration

Channel output signal of received antenna (r)

Noise signal of receiver antenna (r)

FFT of the noise w,

Measurement noise vector

Data rate

Covariance matrix of measurement noise

Process noise vector

Output of OFDM demodulator (r) at instant (v)
Variance of noise w,

Transition coefficient

Phase factor j=1,3,...,2N—1

Phase belonging to a pre-determined set of m? different phases
Conjugate transpose

Transpose

Complex conjugate

Expectation

Convolution operation

Frobenius norm

Kronecker product
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MIMO-OFDM channel is estimated by a noise subspace
method, exploiting the null space induced by the OSTBC.
The work in [13] presented an EVD decomposition of the
signal covariance matrices from a group of carefully se-
lected subcarriers to identify the channel with a low order
signal constellation.

All these algorithms need a long sequence of data for the
receiver to converge, which leads to high complexity. In
this paper, a blind method is proposed, based on a new
OSTBC which has a very low complexity and which does
not need a long sequence to obtain an optimized estimation
of the channel. This orthogonal code allows to estimate
blind MIMO channels and reduce the complexity of the
detector.

The remainder of the paper is organized as follows: in
Section 2, a model of the MIMO-OFDM system with the
proposed OSTBC is described. Section 3 presents the pro-
posed blind estimation method tracking the time variation
of a MIMO-OFDM channel. Section 4 is devoted to a de-
tailed description of the data detector. Simulation results
are presented and discussed in Section 5. Finally, some
conclusions are drawn in Section 6.

2. MIMO-OFDM System Model

The proposed OSTBC is based on a MIMO-OFDM sys-
tem model with N; =2 transmitting antennas, N, = 2 re-
ceiving antennas and N subcarriers, as shown in Fig. 1.
It is assumed that the channel order does not exceed the
cyclic prefix length and remains constant over 4 succes-
sive OFDM symbols (codeword length equal to 4N). In
the blind environment, where no prior knowledge about
channel information state is available at the receiver, an
initial blind channel estimator is used to initiate the steady
state Kalman channel estimator (SS-KCE) that refines es-
timation of the time changing coefficients of the ma-
trix channel, and tracks them. Combining OSTBC and
a MIMO-OFDM system can significantly simplify the
structure of the receiver and yields a maximum transmit
diversity.

Transmitter

JOFDM| ‘D:T

L Mop| 17

-
5]
]
[}
S
=
5]
Q
m
(<)
wn
@]
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L{ MoD | *[r]
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The output of the MIMO-OFDM channel from Fig. 1 is
expressed as:

yi[n] = hyy xx1[n] + hio * xz[n] + wi[n]
yz[n] =hy1 *x1 [I’l] +hy; *xz[n] —‘rWz[H] ’

1)

where y,[n] (r =1,2) is the channel output at time in-
stant [n], wy[n] (r=1,2) is the noise at time instant [n],
assumed to be a zero mean additive white Gaussian Noise
(AWGN) with variance 62, hy,, = [\, ..., B\E" V] (r=1,2
and t =1, 2) is the L length frequency selective sub-channel
between the ¢-th transmitting antenna and the r-th receiving
antenna.

It is assumed that the channel matrix H, as defined in
Eq. (2), is that of a frequency Rayleigh selective fading
MIMO channel that is constant or presents no significant
change during the transmitted frame of 4N instants.

_( hit hp2
H-— < A ) . )

The transmitted signal x;[n], from the #-th (¢ =1, 2) trans-
mitting antenna at time instant [n] is:

NN
x[n] :Re(eZJfO”Ts y If[u].g[nfu}Ts), =12, (3
u=1

where I;7[u] is the u-th element of the vector I;", formed by
the output vector from the N length IFFT block, to which
is appended a cyclic prefix (CP) of length N,. Subscript ¢
refers to the 7-th antenna.

For more details about the OFDM technique, see [14]—[20].

2.1. Proposed OSTBC

The existing OSTBC solutions were applied to MIMO sys-
tems only in the case of a flat fading channel, to ensure that
its orthogonal property is preserved. This property is im-
portant for reconstructing the transmitted data and reducing
complexity of the detector.

In this paper, we propose an OSTBC approach that works
even for a frequency selective channel. This code is devel-
oped for a (N;, N;) = (2,2) MIMO system and an OFDM
system of N subcarriers, as shown in Fig. 2.

Receiver
> Blind channel
OFDM estimator
,[n] DEM [t | & tracking
VA
-
L
Detector
YD~OFDM : P
DEM | |
ln]

Fig. 1. Block diagram for blind estimation and detection of a MIMO-OFDM system based on the proposed OSTBC.
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Fig. 2. OSTBC encoder with OFDM system with N sub-carriers.
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Fig. 3. Estimation and tracking of MIMO-OFDM channel.

The generator matrix G of the proposed OSTBC is given
by:

S1 52
SIN-1 SN
G= —son* sov-1* , @
Oon_1 2N S4N—1 Oon—12NS4N
—0) 250n42" 01 250N +1"
* *
L —Ov—1on8an"  Oan—1oNSaN—1" | 4n00

where s; (i=1,2,...,4N) is the transmitted symbol that
belongs to a constellation of m points, 0 ;11 =e?, j=
1,3,...,2N—1 and ¢ € {1,2,...,m?} is a phase factor,
with ¢; being a phase belonging to a pre-determined set of
m? different phases.

Each possible combination of sz } has a unique phase

J+1

factor 0, ;1. The choice of the pre-determined set of m?
different phases should respect the following condition:

Qo # Qi VO #L, {0,6Ye{1,2,...,m*}. (5)
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An adequate choice of the phase factor can solve the am-
biguity problem during the channel estimation step.

The generator matrix G is composed of four parts. The first
two parts (column-wide) are used by the receiver to find
all possible combinations for channel matrix estimation.
The remaining parts (with the phase factors) are used to
eliminate ambiguity in finding the matrix channel when
the minimum square error (MSE) criterion is applied. This
code is orthogonal, since we have:

H _4N 112
G"xG=Y |sill’L . (6)
i=1

3. Blind Channel Estimation
and Tracking

The proposed blind estimator of the MIMO-OFDM chan-
nel comprises two parts: initial blind channel estimation
algorithm and decoding. It works only for the first re-
ceived codeword block to initialize the SS-KCE algorithm
that tracks the fast channel’ variations for the remaining
codeword stream.

After the OFDM demodulator, which includes S/P, CP re-
moval, and FFT (see Fig. 3), the signal zgv) from the r-th
receiving antenna at instant (v) may be expressed as [21]:
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20 = 5\ i ] + 55 ] + e u;
r=1,2;u=1,2,...,N;v=1,2,....4, (7)

where £,1[u], A [u] are the u-th coefficients of the FFT of
the sub-channels h,; and h,,, respectively, w;[u] is the u-th

coefficient of the FFT of the noise w,[n], and s&v) [u] and

ng) [u] correspond to the upper and lower coded data from
the OSTBC encoder.

3.1. Initial Blind Estimation of the MIMO-OFDM
Channel

Using the first data block received, the blind algorithm
based on MSE criteria provides an initial estimation of
the channel’s FFT coeflicient matrices, together with the
most probable transmitted codeword block. The two out-
puts of this algorithm are used to initialize SS-KCE that
tracks variations of the channel’s coefficients.

V1 x 2] =53 < 271

= iyt ) (1155 1] 21155 1] )

45\ ] — 5[] x w0 ) 5

s ) ¢ 257 [u] + 8 [u] x 2]

= fa ) (115" 1] |2+ 1155 1] )

55 ) o fu] + 8 [u] x w0 ) 5

V% 2 ] =53 < 271

— ot ) (1155 1] 2155 1] )
511" ¢ g ] = 53] < )]

s ) ¢ 257 [u] + 8 [u] x 257 ]

= fa ) (115" 1] 2+ 155" 1] )

55 ) ¢ ] + 8] x w0l ) 5

®)

By neglecting the noise effect, an estimate of the matrix
channel H[u] may be obtained by:

st > 241 = o8 1u] ¢ 211

(lsi" 112+ 1158 ] 2)
H_FQMWAWWHWMX#WH'
(lsi" 112+ 1158 ] 2)

ﬁll[ld] =

C)
- [0 241 = 54 1u] ¢ 257
1U] = ;
(st 1l 2+ 1 ] 2)
- st )" > 24 ] o1 1] ¢ 2571
02| U| = ;

(st 1l 2+ 1 ] 2)
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Since sgl)[u] and s(zl)[u] are unknown, there are m? possi-

bilities for H[u]:

M]7 (10

201

T ea P alP)

g B s
((CAEEATD "

Zz(?[u - {sz.z(zl)[u] —Szzzgz) [u]} .

(lse, |12+ lses 2)
w (1 2
7,28 0, 22]
(1lse, 12+ 15, 1)

with £ =1,...,m% {s;,s0,}in{C},and u=1,2,...,N.
To obtain the right estimate of the channel matrix and, at
the same time, detect the four symbols {s¢,, s¢,, 54, S, }»
of the transmitted codeword, we apply the following MSE
criterion:

2(0)

< ¢ [u], Bl > argmin(j{(z) 1] BG4 [|1Z]u]
— FHOWBO B2

1 2 3 4
= | A 270 AWAZPM].(Q)
- 1 1 1 1 ’
20z 2w 28 ()
Bx(qu) _ |: Sgl 7_5‘21* QZSQI *Ofsqz* :| .
Sty ng* efslh Gfsql : '

{50,405, 51,5, E{CHu=1,2....N; l,g=1,...,m%

The value of 6, is related to the pair of symbols {?‘ ]
%)
transmitted by the two antennas.

3.2. SS-KCE for MIMO-OFDM Channel Tracking

The SS-KCE was proposed for tracking the variations of
a flat fading channel in an OSTBC-MIMO system [22].
It has the advantage of performing nearly as good as the
optimal time-varying Kalman estimator with reduced com-
plexity [23], [24].

In this paper, the property of an OFDM system, such as
frequency selective MIMO channel which may be modeled
by a set of N parallel flat fading channels is exploited to
apply the SS-KCE in the proposed OSTBC-MIMO-OFDM
approach.

Two formulas are required for channel tracking: the process
equation and the measurement equation [23], [25], [26].
The former describes the dynamic behavior of the state
variables to be estimated, while the latter captures the rela-
tionship between the output system and the state variables.

53



Abdelkader Tami, Mokhtar Keche, and Boubaker S. Bouazza

In the case concerned, Eq. (13) may be considered as the
process equation:

ﬁ(k)[u]ZFﬁ(k,l)[u]-i-AT][M]; u=12,....,N, (13)
where:

o figy[u] = vec(Hy)[u]), vec being the operator that
places the columns of a matrix on top of each
other. i) [u] is assumed to be nearly constant during
a frame with the length 4N symbols;

e 7N[u] is a vector of length N, x N; containing inde-
pendent samples of a circularly symmetric zero-mean
FFT of Gaussian noise, with the covariance matrix
Ry = Iy,

o F = Blngn, is a transition diagonal matrix with
B =Jo(2nfpT;). Jp is the first kind zero-order Bessel
function fp7; is the normalized Doppler rate (as-
sumed to be the same for all transmitting-receiving
antenna pairs), and T is the baud duration [28].

According to the widely used wide-sense stationary uncor-
related scattering (WSSUS) model [27], the FFT channel
coeflicients are modeled as independent, zero-mean, com-
plex Gaussian random variables with the auto-correlation
matrix given by:

E[hglu] = hgn ]’ | = F7* 0 u=12,...,N. (14)

From Eq. (13), the rate of the channel variations is fixed
by transition matrix F' and the amplitude of all 7 [u] is
controlled by matrix A. To be sure that the correlation
matrix of A [u] is unitary, matrix A should be taken as
A=+/1—B2Iy,n, [24].

For instance, if we have a mobile terminal that moves with
the velocity of vo = 90 km/h, carrier frequency of fy =
2.3 Ghz, and data rate of R = 4N x 0.2 Mb/s, the maximum
Doppler frequency is fp = fyvo/c, where ¢ is the speed of
light. The normalized Doppler rate is fp7T ~ 0.001, T =
4N x T; where R=1/T; and N is the number of subcarriers.
In this case, according to the Kalman filtering terminol-
ogy, h [u] represents the state vector and the FFT of the
channel output, Z[u], defined in Eq. (12), represents the
measurement. By stacking the columns of matrices Z[u],
Hx)[u] and Wu], the following measurement equation can
be obtained from Eq. (7):

zu] = S[ulhgy [u] + wlu], u=1,2,...,N, (15)

where: S[u] = S[u]” @Iy, ,

*
—6; j+1 X o+ j+2

. J— . * PR .

Spuj=| 5 TS G X Savey '
611 X Sanj

J,j+1 2N—+j

s st 6 XS4
j=13,...,2N—1Lu=1,2,....N,

wu] is the measurement noise with a covariance matrix
R, =02l
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Then, Eqgs. (13) and (15) represent the state-space formu-
lation of the problem of estimating a flat varying MIMO
channel. Both are linear functions of state vector i) [u] and
noises w[u] and n[u] are independent, white and Gaussian,
the Kalman filter provides the optimal recursive estimates
in the MMSE sense of the channel coefficients [23], [24].
SS-KF proposed by [22] is extended and used in the present
work to track channel variations. In this filter, the channel
coeflicients are updated by:

o o 1
T jic[u] = BBoolye—y j—1 [u] + ;AwS[u]:HZ[uL

u=1,2,...,N. (16)

2 —1
where A = P ey + Pa) B = Doy — A

The steady-state value of the estimation error covariance
matrix P., can be obtained by solving the following discrete
algebraic Riccati equation (DARE) [23], [24]:

2 —1
O

P, = ﬁZPw_ﬁZPw (Pw-i- n_wINRNT) P.+ G\%'INRNT , (17)
s

where n; represents the energy, supposed to be constant for
each uncoded data block.

4. Data Detection

Exploiting the orthogonal property of the proposed OSTBC
simplifies the detection process [29]. In this case, estimates
§; and §;1 1 are decoupled and can be obtained as:

The u-th channel output can be written as:

Zﬁl) [I/l] ZEZ) [u] _ ﬁ] 1 [u] ﬁ]z [I/[] |: S; —Sj41 * :|
3l 25l forlu]  hpolu] | [ sji+1 85"

Wil ]
lom L@ |
wy [u] - wy [ul
u=1,2,....,N .
(18)
Equation (18) may be rewritten as:
2 lul i lu
(1) i wl
D0 ] 9] |
zy (U] Sj+1 wy” [u]
& vyl

where J[u] is an orthogonal matrix, which groups together
two effects: channel attenuation and coding. Its transpose
conjugate is given by:

Wy R R foalu]
Rty Tgylu] —hnfu]  —hoful
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The estimate of [ Si ] can be obtained from:

Sj+1

1
)

From this estimate, an estimate of the factor 6; ;. [u] is

deduced and used to get LASJ N } :
JH2N+1
5 u]
[ Sj+on } _ [é.. l[“]}ilf’f%[”] Z(23)*[u] )
§iton+1 bt Z§4) lu]
%" ]

A threshold detector is applied to get an approximation of
the transmitted data symbols:

§i 1 §i |\, [ Sjwav | _ $j+an
LAHJ - Q<[§HJ>, Lj+2N+J - Q<[§j+2N+1D '
(23)

5. Simulation Results

Simulation results are presented below to illustrate the per-
formance of the proposed blind channel estimation and data
recovery method. These results were obtained using Monte
Carlo runs. In each run, we generate a stream composed
of 1,000 blocks of 4 x N BPSK information symbols, with
N =28, 16, 32, 64, 128, 512 and 1024 subcarriers, using
a cyclic prefix of CP =25% N. This stream was trans-
mitted through a (2, 2) Rayleigh frequency selective fading
MIMO channel, with two different sub-channels length val-
ues: L=3 and L =4.

A set of phases {¢} = {0, n/3, n/2, 2n/3} that verify
Eq. (5) is chosen arbitrarily. The associate set of pairs of
symbos s { ], [ ], ). | 1] )

Figure 4 shows the accuracy of time channel variation track-
ing performed by SS-KCE, in the case of a channel speed
variation factor of fp7T = 0.001, with T =4NTj, and differ-
ent values of subcarriers N. It plots the normalized mean
square error (NMSE) of the channel estimation, defined in
Eq. (22), versus the SNR.

LN || Hir —H||
A7

NMSE = (24)

NMC itr=1

where Njysc represents the number of Monte Carlo runs.

For N = 16, Fig. 4 shows that the blind channel estimation
is better (small values of NMSE) compared to other values
of N > 16, so raising the number of subcarriers N may in-
crease the error channel estimation NMSE. This is because
of N cumulative errors issued from N banks of the SS-
KCE channel estimator. However, performance is not good
when N is low, because in the OFDM technique, in order
to convert a frequency selective channel to a set of parallel
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SNR [dB]

Fig. 4. Channel estimation NMSE of the proposed blind MIMO-
OFDM algorithm with (N;, N,) = (2,2), BPSK, L =3, fpT =
0.001 and different numbers of N subcarriers.

flat fading sub-channels, a high value of subdivisions N is
required that is not sufficient for N = 8. So, in this case, the
channel is still not totally flat fading after the conversion
and, as a consequence, the error channel estimation NMSE
is raised.

Gain [dB]

;= h11(1) FdT=0.01 SNR=20dB
* === hl11(1)Est Tapl FdT=0.01 SNR=20 dB
.—— h11(3) FdT=0.001 SNR=30 dB

N B h11(3)Est FdT=0.001 SNR=30 dB :
. i 1 1 i ! i 1 i i
10 0 5 10 15 20 25 30 35 40 45 50
Sample

Fig. 5. SS-KCE tracking of channel coefficients hy; (1) and
h;; (3) for fpT =0.01 at SNR =20 dB and fpT = 0.001 at
SNR = 30 dB, respectively.

To illustrate the time tracking capability of the SS-KCE,
coefficients hy; (1) and hy; (3) of the first MIMO selective
sub-channel for fpT = 0.01 at SNR = 20 dB, and fpT =
0.001 at SNR = 30 dB, respectively, are compared with
their estimates in Fig. 5. It is clear that the higher the SNR
is and the smaller fpT is, the more accurate the channel
estimation performed by the SS-KCE is.

In Fig. 6, the bit error rate (BER) of the proposed algorithm
is plotted versus SNR for fpT = 0.001 and different values
of the number of subcarriers N. One may observe that when
the number of subcarriers N is very high, the performance
of the SS-KCE degrades. This is due to the estimation
errors of the set of N sub-channel matrices, which increase
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Fig. 6. BER of the proposed blind MIMO-OFDM algorithm

with (M, Ny) = (2,2), BPSK, L =3, fpT =0.001 and different
values for the number of subcarriers N.

as N increases. These errors exert a negative impact on
the performance of the detector, which in turn degrades the
performance of the channels’ estimation by SS-KCE. On the
one hand, N should be large enough to guarantee that the
MIMO selective channel is equivalent to a set of parallel flat
fading channels. For the case of N =8, BER is not good,
because the detector is based directly on the output of the
blind channel estimator, which is not very accurate (NMSE
of N =8 — Fig. 4). On the other hand, too large a value
of N degrades the performance of the receiver. Therefore,
the choice of N must result from a trade-off between these
two contradictory requirements.

Finally, in Fig. 7 the performance of the proposed blind
receiver with SS-KCE tracking of the channel variations is
compared with the performances of two other blind MIMO-
OFDM algorithms proposed in [30] and [31], respectively,
for: f[pT =0, N=64, L=4, (N;,N,) =(2,2), and BPSK.
As one may observe, the proposed algorithm outperforms
these two algorithms when SNR is higher than 20 dB.

m
wn
=
Z
—e— proposed alg. with 1, =
' —e— Zhang [30]
—%— Noh [31]
0 5 10 15 20 25 30 35 40
SNR [dB]
Fig. 7. Comparison between the proposed algorithm and two

other blind MIMO-OFDM algorithms for (N;, Ny)=(2, 2), N=64,
BPSK, and L =4.
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6. Conclusion

In this paper, a blind MIMO system that operates over a fre-
quency selective fading channel is proposed. It extends the
already proposed OSTBC to be used with the well-known
OFDM technique to solve the problem of channel frequency
selectivity. This OSTBC offers a double benefit: on the one
hand, it allows to alleviate the ambiguity that occurs in the
estimation of the channel matrix with judicious choice of
the number of subcarriers N, and on the other hand, it
reduces complexity of the detector thanks to its orthogo-
nal property. The performance of the proposed structure
has been evaluated by means of Monte Carlo simulations
and compared with two other similar systems proposed in
literature. The results obtained show that the proposed sys-
tem has the best performance for a reasonable range of
SNR values.
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Abstract—Light fidelity (Li-Fi) systems based on the or-
thogonal frequency division multiplexing (OFDM) scheme
have gained more attention in the communications circles, as
a means to provide high spectral efficiency and ensure stricter
data rate requirements for visible light communication (VLC)
systems. However, common OFDM schemes employ Hermi-
tian symmetry to obtain a real-valued signal which is nec-
essary in intensity modulation and direct detection (IM/DD)
optical systems, at the expense of doubling the required band-
width. In this paper, a novel transmission scheme for an
OFDM-based Li-Fi system is proposed to tackle the issue in
question. A new approach to complex signal mapping (CSM),
based on the pairing function method, has been developed for
Li-Fi systems. It does not require Hermitian symmetry and,
hence, saves about 50% of the required bandwidth. Unlike
existing OFDM-based VLC approaches, the proposed scheme
employs CSM to ensure a real and positive signal without
Hermitian symmetry in order to fully utilize the bandwidth
available to Li-Fi networks. Simulation results show that the
proposed scheme significantly outperforms other systems in
terms of spectral efficiency. The CSM-OFDM based Li-Fi sys-
tem also achieves a good peak-to-average power ratio (PAPR)
reduction with acceptable bit-error-rate (BER) performance,
compared to conventional approaches.

Keywords—Li-Fi, OFDM, signal mapping, PAPR, BER.

1. Introduction

Light fidelity (Li-Fi) technology is an emerging sector on
the optical communications arena. It relies on visible light
communication (VLC) systems using light generated by
light-emitting diodes (LEDs) to transmit data wirelessly.
This technology may be useful in supporting and com-
plementing the existing Wi-Fi systems, since its spectrum
bandwidth is much broader. Higher data rates and capaci-
ties, accommodating more users, can be provided as well.
Report [1] states that the Li-Fi market is predicted to rise to
reach the value of USD 75.5 billion by 2023, with an annual
growth rate of 77%. Along with that, ITU [2] and IEEE [3]
have established first generation standards for VLC sys-
tems. Several vendors, such as Philips, PureLiFi, etc., have
already produced first Li-Fi modems as well.

58

As LEDs have a signaling bandwidth of limited to sev-
eral megahertz, orthogonal frequency division multiplex-
ing (OFDM) may be considered a suitable candidate for
LED-based Li-Fi systems due to its robustness to time-
varying multipaths, its capacity to combat inter-symbol in-
terferences (ISI), its high spectral efficiency and simple
equalization [4]. Since the modulating signals of LED
have to be real-valued and non-negative in intensity mod-
ulation and direct detection (IM/DD) systems, OFDM has
to be modified accordingly. The most popular formats are
DC-biased optical OFDM (DCO-OFDM) [5], and asym-
metrically clipped OFDM (ACO-OFDM) [4]. In these
forms, the input data vector of inverse fast Fourier transform
(IFFT) has to be constrained to have Hermitian symmetry
by adding the conjugate of the complex signal before the
IFFT [4]. This ensures a real-valued time domain signal,
but also reduces spectral efficiency and doubles the required
bandwidth.

In the DCO-OFDM case, the non-negative signal is ensured
after adding a DC-bias to the signal. However, due to the
high peak-to-average power ratio (PAPR) of OFDM, some
negative peaks of the signal will be clipped and the resulting
distortion causes bit-error-rate (BER) performance degra-
dation, even with a high bias [6]. ACO-OFDM converts
the bipolar signal to its unipolar counterpart by clipping all
negative values at zero and then modulating odd subcarriers
only. However, a large part of bandwidth has been sacri-
ficed to guarantee the asymmetrical property. Due to this,
the spectral efficiency of DCO-OFDM is about twice as
large as the spectral efficiency of ACO-OFDM for the same
order of quadrature amplitude modulation (M-QAM). In-
stead of applying Hermitian symmetry and signal clipping,
a simple idea has been presented in [7] to ensure real-valued
OFDM signals by mapping the complex time domain (out-
put of IFFT) into a real value, with the same symbols prior
to QAM modulation in the frequency domain. The work
in [8] presented a new coding scheme by employing zero
cross correlation (ZCC) codes to achieve the same goal and
to eliminate multiple access interference, but this required
large set sizes and, hence, more bandwidth. Motivated by
this and in order to fully utilize the available bandwidth,
this paper proposes a new approach based on complex sig-
nal mapping (CSM) with the pairing function method to
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Fig. 1. System block of a Li-Fi transceiver based on OFDM with CSM.

encode a complex OFDM signal into a real-positive sig-
nal. This will result in improving the performance of Li-Fi
systems utilizing OFDM, in terms of bandwidth efficiency,
BER performance and PAPR reduction.

This paper is organized as follows: in Section 2, system
descriptions are explained. OFDM CSM procedures are
given in Section 3. Detailed simulation results and a dis-
cussion are presented in Section 4, while our concluding
remarks are provided in Section 5.

2. System Description

Figure 1 represents the proposed CSM-OFDM-based Li-Fi
transceiver. The serial data bits are grouped into symbols
and modulated using a QAM modulator. The modulated
symbols are assigned to sub-carriers and then feed to an
N-points IFFT to provide the OFDM time domain signal.
The simulation model is similar to the conventional opti-
cal OFDM-based VLC, only Hermitian symmetry is not
needed for the CSM-OFDM system, and the real-valued
time domain signal can be obtained using the CSM that
maps the time domain complex OFDM symbols into real
integer symbols. A fixed length cyclic prefix (CP) is added
to avoid any ISI, followed by parallel-to-serial (P/S) and
digital-to-analog (D/A) conversions. The resulting signals
are then scaled to be compatible with the LED dynamic
range and pass through the optical wireless channel (OWC)
with an additive white Gaussian noise (AWGN). On the re-
ceiver side, as shown in Fig. 1, data retrieval is the reverse
of the process adopted on the transmitter side.

3. Complex Signal Mapping Mechanism

The general mapping operation for a complex signal may
be expressed as [7]:

xg = f(xc) = f(s,a,b) , M

where x¢ is the complex signal output of IFFT, which may
be written as a+ib in which a is the real part and b is the
imaginary part, while s represents all possible signs to each
pair of real and imaginary samples, and it may be mapped
according to Table 1.
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Table 1
Sign mapping
. . . Binary Decimal
Possible sign pair representation representation, s
- 00 0
-+ 01 1
+ - 10 2
+ + 11 3

Function f maps the complex signal xc into real-valued
xg with the help of the pairing function at the transmit-
ter, and the estimated x¢ can be extracted at receiver by
de-mapping xg using the inverse of the pairing function.
However, the pairing function deals with non-negative in-
tegers [9]. Therefore, fractional a and b need to be modified
and rounded to integers after taking their absolute values
and multiplying them by a certain precision P:

A= llal xp], |Ib|xP], 2

where |.| is the round function which returns the closest
integer value of the given non-integer.
Using the Cantor pairing function, the pair [A, B] can be
paired (encoded) into a single non-negative integer C that
is uniquely associated with that pair [9]. The pair function
is given by:

A2+ 3A+24B+B+B?

C = pair [A, B] = 5

3)
The output of CSM is then to append the sign code with C,
i.e. xcspr = [s: C]. An example of the complete output code-
word is shown in Table 2 for some selected IFFT outputs
with P of 10%.

The inverse function of unpair outputs the pair associated
with each non-negative integer C:

2 2
A—c- YW hd B=Y ;3W—c. &)
With intermediate w equaling:
—1++148C
ol I ©)
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Table 2
CSM approach

Seleglti(;ultFFT N B c OitC};L; io[(;e:vgrd
—0.0738 —1i0.1398 | 0 | 738 | 1398 | 23145 023145
—-0.0245 +i0.0682 | 1 | 245 | 682 | 4346 14346
0.0321 —i0.0619 | 2| 321 | 619 | 4527 24527
0.0340 +10.0849 | 3 | 34 | 849 | 7225 37225

If a free noise case is assumed, then the complex signal
prior to FFT can be obtained by the reverse process that
consists in unparing the received C, dividing A and B by
P to extract a and b, and then combining them with their
signs to form a +ib as mentioned earlier.

The resulting signal from mapping the complex xcsys signal
needs to be scaled according to a specific scaling factor
(SF), as shown later. Biasing is then performed by adding
a DC-bias to the resulting signal to adjust the minimum
value of the scaled signal to turn on voltage (TOV) of the
LED. In this way, the maximum value of the signal will
be fitted to the saturated point of the LED due to the de-
amplification process. The dynamic range of the resulting
DRxcsyr signal may be defined as:

DR)CCSM = max(xCSM) — min(xCSM) y (6)

where max(xcsy) is the maximum value of xcgy and
min(xcgy) is its minimum value. LED dynamic range is:

DRigp =1In—1. , )

where [y is the maximum allowed LED drive current and
I;, corresponds to the minimum LED drive current accord-
ing to the LED data sheet. The scaling factor SF can be
obtained as:

DR
SF = LD ®)
DRxcsm
Hence, the de-amplified signal xp is:
Xp = SF x XCSM 5 (9)

The PAPR is defined as the ratio of the maximum trans-
mitted signal power to the average power:

max (x3)

PAPR = 10log ,
Elxp]

(10)

where max?, is the maximum value of the de-amplified

signal power, E[-] is the average of those values [7]. The
complementary cumulative distribution function (CCDF) of
PAPR is the most commonly used measure for illustrating
the PAPR reduction and it is used here to evaluate PAPR
reduction.

The optimum biasing level may be obtained via:

DCigs = TOV —min(xp) . (11)

Finally, the LED input signal can be obtained after shifting
above signal to its TOV:

60

xrep = Xp + DCpias sz—l—TOV—min(xD) . (12)

The spectral efficiency is defined as the amount of infor-
mation bits transmitted per time unit per available band-
width [10]. As the bandwidth is fully utilized, the SE of
CSM-OFDM-based Li-Fi is twice that of DCO-OFDM, and
four times that of ACO-OFDM. For N-FFT points and M
QAM order, the SE of Li-Fi system based on CSM-OFDM

Ncsm 1s:

N-2
—log, M , 13
N+ Nep 22 (13)

Nesm = 2Mpco = 4Maco =
where Npco [bps/Hz] is the SE of DCO-OFDM system,
Naco 1s the SE of ACO-OFDM system and Ncp is the CP
length.

4. Results and Discussion

In this section, simulation results of the proposed scheme,
related to spectral efficiency, PAPR and BER performance,
are discussed and compared with conventional OFDM ap-
proaches in Li-Fi systems. The simulation is carried out
using Matlab with 16 QAM and 128 subcarriers. CSM
scheme processing is applied to the time domain signal af-
ter the IFFT, to obtain a real non-negative signal without
employing the Hermitian symmetry to the input signal to
fully utilize the available bandwidth in a Li-Fi network, as
shown in Fig. 2. It may be noted that there is no distortion
as all signals (xcsy, xp and xzgp) have the same waveform.
In fact, they are just scaled and shifted.

Normalized amplitude

A WAL NVAAAN A

60 80 100
Time samples index

—Xcsm Xp ™ Xpgp

Fig. 2. Time domain signals of an OFDM-based Li-Fi system.

Spectral efficiency performance, as a function of modu-
lation order, for different schemes using 128 FFT/IFFT
subcarriers, is illustrated in Fig. 3. The proposed CSM-
OFDM avoids the use of Hermitian symmetry, therefore
saving bandwidth compared to conventional DCO-OFDM
and ACO-OFDM systems. It is clear that the proposed
CSM-OFDM scheme outperforms other methods in terms
of spectral efficiency for all QAM orders. This is because
all available bandwidth has been fully utilized in the case
of the proposed CSM-OFDM. DCO-OFDM imposes Her-
mitian symmetry to generate real-time domain signals and,
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hence, spectral efficiency is reduced by half in comparison
to CSM-OFDM, while ACO-OFDM uses only one quarter
of the available bandwidth. Hence, its spectral efficiency
is also one quarter of the proposed CSM-OFDM-based
Li-Fi system.

11
10

SE [bps/Hz]

S—=NWh U IO

4 8 16 32 64
QAM order

— ACO-OFDM mm DCO-OFDM mmm proposed system

128 256 512 1024

Fig. 3. Spectral efficiency versus modulation order for different
schemes.

In order to make a fair comparison between the proposed
CSM-OFDM scheme, ACO-OFDM and DCO-OFDM, sim-
ulations have been performed with the same size of IFFT
and same M-QAM, i.e. IFFT size is 128 and 16-QAM
is used for signal modulation for all optical OFDM for-
mats. Figure 4 shows the CCDF comparison of PAPR
for CSM-OFDM, ACO-OFDM and DCO-OFDM-based
Li-Fi systems. CCDF curves show that DCO-OFDM has
a higher PAPR compared to ACO-OFDM and CSM-OFDM
systems. Clearly, the CSM-OFDM scheme achieves accept-
able PAPR reduction, compared to other methods. How-
ever, the proposed scheme has a slightly lower PAPR
(0.2 dB gain reduction) compared to ACO-OFDM at around
CCDF of 0.1.

6

Complex Signal Mapping for Improving Spectral Efficiency of Li-Fi Systems

BER

10-7 . . I
0 5 10 15 20 25 30

SNR [dB]

—e— proposed system  www ACO-OFDM  —e—DCO-OFDM

Fig. 5. Comparison of BER performance of OFDM-based Li-Fi
signal with different approaches.

In fact, CSM-OFDM is more sensitive to channel change
than other two systems at low SNR values, and it is suit-
able for high SNR when the channel is more slowly time-
varying, which is the case in optical wireless communica-
tion systems.

5. Conclusion

In this paper, a new approach that avoids the use of Hermi-
tian symmetry and signal clipping for transmitting OFDM
signals is developed to increase the bandwidth efficiency
of Li-Fi networks. The proposed CSM scheme encodes
complex OFDM signals into real and positive values and
decodes them prior to FFT at the receiver side, with the
help of the pairing function mapping concept. The pro-
posed CSM-OFDM-based Li-Fi system achieves double the
spectral efficiency of DCO-OFDM and four times the spec-
tral efficiency of ACO-OFDM systems. Simulation results
show that the proposed CSM-OFDM scheme achieves per-
formance that is comparable to ACO-OFDM and DCO-
OFDM, with a much lower bandwidth in terms of PAPR
reduction and BER. In order to obtain further improve-
ment in spectral efficiency of Li-Fi systems, the concepts
of encoding the complex OFDM signal into real and non-
negative values for the IM/DD system need to be studied
and will be included in future works.
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PAPR [dB]

—— proposed system  wwws ACO-OFDM  —e—DCO-OFDM
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Abstract—A high-performance polar code introduced as
a product polar code can be constructed by concatenating
two short length polar codes. The punctured structure of this
code was achieved by puncturing one of its constituent codes.
The constructed polar code provided better performance than
a single polar code in the error floor region. However, its per-
formance in the waterfall region was not as good as that of
single polar codes. This paper proposes a new puncturing al-
gorithm for product codes constructed by two identical polar
codes. Puncturing is conducted on both constituent codes, to
ensure that the new code outperforms the previously punc-
tured product polar and single polar codes. This is evident in
both waterfall and error floor regions.

Keywords—polar codes, product codes, punctured codes, itera-
tive decoding.

1. Introduction

Polar codes are recently invented promising forward error
correction (FEC) codes [1], which are well known for their
low complexity in encoding and decoding. However, the
lengths of codes are not flexible as they are in order of
2" (n=1, 2, ...). This limits their application in video
services and control-based systems, which usually require
unequal error protection in their structure. Similar to other
linear block codes, obtaining an arbitrary length for polar
codes is possible by puncturing a number of bits from its
original codeword.

Several puncturing methods were proposed, which are
mainly applicable for single polar codes (SPC). In one of
the methods, an exhaustive search is performed to delete
rows and columns that maximize the exponent of the re-
duced generator matrix G [2]. This technique offers bet-
ter performance compared to random puncturing. How-
ever, implementation of an exhaustive search algorithm for
determining a good polarized matrix still remains a time-
consuming process. Another class of punctured polar codes
was proposed in [3], where the first 1, unreliable bits in
the bit-reversal order are punctured. An improvement is
presented by Wang et al. [4], where a puncturing pattern
is obtained based on the column weights of the generation
matrix. In [5], puncturing and shortening sets are formed
based on bit-reversal permutation of the most unreliable
bits. Similarly, a technique was proposed to ensure short
polar codes, which do not select consecutive coded bits
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as punctured ones [6]. Finally, limitations of the above-
mentioned techniques are overcome by puncturing bits at
different levels of the code [7].

In general, performance of SPCs is limited due to the exi-
stence of a low minimum weight, or a relatively high mini-
mum weight with high multiplicity. As a solution, product
polar codes (PPCs) were proposed, which are constructed
by the serial combination of two half-rate polar codes [8].
These codes generate the same minimum weight but with
a lower multiplicity compared to SPCs with rate 1. It is
also shown that with the same code rates and lengths,
punctured PPCs provide better performance than punctured
SPCs. The improvement is mainly evident in the medium to
high signal-to-noise ratios. In the proposed method, punc-
turing of the product code is only conducted at one of its
constituent codes. Low performance of PPCs in the wa-
terfall region is mainly related to the weak performance of
their punctured constituent codes [8].

This paper presents an algorithm, which improves the per-
formance of punctured product polar codes, where their two
constituent codes are punctured. In this way, bits having the
highest error probability are punctured from the constituent
codes. This ensures that the most unreliable bits are punc-
tured for the product polar code and allows its constituent
decoders to efficiently recover the original information.
The rest of the paper is organized as follows. A brief intro-
duction of polar codes is given in Section 2. In Section 3,
structure of product polar codes and a new puncturing tech-
nique applied for both constituent codes are presented. The
effects that different puncturing techniques exert on itera-
tive decoding are analyzed in Section 4. Numerical results
are given in Section 5. Finally, Section 6 concludes the

paper.

2. Polar Codes

The generator matrix, of a (N, K, dui,) polar code with
length N, dimension K and minimum weight (d,) is
formed by taking n-th, n = log,(N) Kronecker power of

a binary matrix B = , which is given by Gy = B®".

0
1 1
Codewords of these codes are formed by multiplying
a message vector of length K with a sub-matrix of Gy,

which includes only K rows of the generator matrix (Gg).
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These rows are selected based on the reliability of N-th
bit-channel. For any binary discrete memoryless channel,
the reliability of N-th bit-channels can be recursively con-
structed by [1]:

. 2Z(w) — Z(w))?
Z ])_{ (wi) = Z(w})

wy) = .
o Lzl

if1<j<i
_ , (D)
ifi+1<j<2i

where i is a positive integer and in order of 2 (1 < i<
2"=1) and Z(w};) denotes the Bhattacharyya parameter of
Jj-th bit-channel at stage 2i (2i < N). The code construc-
tion method shown in Eq. (1) was initially designed for the
binary erasure channel (BEC), when the equation is initial-
ized by Z(w}) = 1. For the binary additive white Gaussian
noise (AWGN) channel, with zero mean and variance %
Z(w%) can be given by [9], [10]:

Ec

Z(wi)=e M, )

where E. = RE},, R is the rate of the code and E, is the
energy spent per bits.

The smallest Z(w) value obtained from Eq. (1) refers to the
most reliable bit-channel, known as a good bit-channel. Let
Aj represents a set of good bit-channels. The remaining bits
are known as bad bit-channels and are denoted as elements
of Af. Good channels are suitable for carrying information,
and the rest are recognized as frozen bits.

Letu= (ul up ... uK) be a message vector of length K and
X = (x] X2 ... xN) be the corresponding coded sequence,
which is generated by x = uGg, K € {A;}. This paper
follows the systematic encoding and decoding proposed by
Arikan in [13]. The d,;;, of a systematic polar code is
determined based on weights of its rows, whose indices
are elements of A;. This is given by [14], [15]:

dinin (C5F€) = min{2°)} | (3)
beEA]

where (D) is the number of ones in the binary expansion
of b.

Based on an exhaustive search algorithm, it is proven
that some polar codes have a low minimum weight com-
pared to their length. On the other hand, some codes have
high multiplicity for their relatively high minimum weights.
These specifications deteriorate performance of codes at

medium to high signal-to-noise ratios, which is mainly
dominated by their minimum weight specifications. By
contrast, with the same code rate and length, it is possible
to construct product codes whose minimum weights have
lower multiplicity than those obtained from single polar
codes [8].

3. Product Polar Codes (PPCs)

In (N, K) product polar codes with rate R, every message
with length K = Kj X K, is converted to K> blocks with
length K; and encoded by the half rate (R = g—]‘ = %) outer

(N1, K1, dmin,) polar code. These codewords (X}(2X N]) are
then encoded by another half rate inner (N2, Kz, dmin,)
polar code to form a two-dimensional codeword matrix
(xn, xN,) of (N, K, dpin) product polar codes with R = %,
where N = N1 X Nz and dm,'n = Apmin; X dminz-

Interactive iterative decoding is used to decode the infor-
mation received from the channel. The basic structure
of iterative decoding of PPCs is shown in Fig. 1. Here,
y=MM ¥y ... le]T denotes the noisy received sequence,
where y; = [yi1 yi2, ..., Yin,] is the received block at
time /. In the figure, L., (%X;)s is the extrinsic information
of the estimated codeword (X;) delivered by the m-th de-
coder (m =1, 2). At t-th iteration, log-likelihood ratios
(LLRs) of the decoders are determined by:

w(t—1)

LY%e) = L V(&) +Ya )

Lel'™ (xp)
—1 _
Lt D (Re)+yE

where a € {A;}, B € {Af} and Lego) (%¢) = 0. Here, (0)"
and (o)r1 are the interleaved and de-interleaved informa-
tion of (0). Note that a conventional concatenation tech-
nique is followed in this paper, where the inner code cannot
be smaller than the outer code. This means N, > N; and
K>, > K.

Although product polar codes reduce the multiplicity of
dmin, they are represented as low rate codes. In order to
construct product codes with a rate greater than A—ll, a proper
puncturing technique is required to maintain a high level
of error correcting capability.

m-1

Vo

Ly(x) L,(x)

Decoder] [———¥ 7w

A

Vi

-1
L, (X4) Y Ly(xy)

D Decoder 2

LeZ(Xa)

v
LeZ(Xq)

Fig. 1. Decoder for a two-dimensional product polar code.
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3.1. Puncturing of Product Polar Codes

The arbitrary lengths of product polar codes can be ob-
tained by puncturing a number of bits from codewords.
Puncturing can only be performed at the inner code. In
this case, codewords of the punctured product polar code
are constructed by deleting ny rows and columns from
the generator matrix of (Nz, Kb, dpmin,) code [8]. This
concludes a (Ni(N> —ny),K;.K>) code, whose minimum
weight (d,..) is upper bounded with the minimum weight
of dyin, -(Amin, — (M ),,¢ ), where (n; )n¢ gives the number of
punctured bits with the value of 1. Obviously, punctured
bits are the most unreliable bits of (N2, K>, diin,) polar
code, which are also elements of A§.

Example 1: A (64, 16) product polar code can be formed
by concatenating two (8, 4, 4) polar codes, Ny = N, =8
and Kl = Kz =4.

Let

upp Uy U3 U4
Uzl Upp U3 U4
Uzl Uzp U3 U34
Uql U4p U43  UL4

be the message with length K, which is encoded by the
outer (8, 4, 4) polar code. Its two-dimensional codeword
matrix is given by:

P11 P12 P13 U1l Pra U1z U13 U4
1 P21 P22 P23 U2l P24 Upp U23 Un4
P31 P32 P33 U3l P34 U3 U333 U34
P4l P42 Pa3 U4l Paa U4p U433 U44

&)

where p; ; are the parity bits and i, j € {A}. The x! is
interleaved and encoded by the inner code. The inner code
is punctured by 1y = 2 bits. As the first and fifth bit-
channels, according to Eq. (1), are the most unreliable bits
amongst the eight bit-channels of (8, 4, 4) the polar code,
every message of x! is encoded by removing first and fifth
rows and columns of Gg matrix. This concludes a two-
dimensionally punctured codeword presented in below:

X X X X X X X X

!

/ ! ! ! ! ! !
Pa1 P2 P23 P2a P25 Prs P27 P2g
P31 P3p P33z P3a P3s Pig P37 P3g
Pl Pi2 P13 Uil P4 Ui U3 Urg

X X X X X X X X
P21 P22 P23 U2l P24 Upp UD3 U4
P31 P32 P33 U3l P34 U3 U3z U34
P4l P42 Pa3  Ual Pag U4D  U43 U44

(6)
where p; j» 1, j € {Aj} are the parity bits produced by the
inner code. Indeed, all 8 codewords expressing columns
of the matrix are punctured by two bits. This sums up
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a (48, 16) product polar code formed by combining (8, 4, 4)
and (6, 4, 4) polar codes.

3.2. The Modified Approach

A new puncturing scheme for the product polar code
is constructed by puncturing both constituent codes. In-
deed, a (N', K;.K») punctured code is formed, where
N'"= (N1 —nj )(N2 —ng, ). In this case, ny and ny, are the
numbers of unreliable bits punctured from (N, K, dmin,)
and (N2, Kz, dyin,) polar codes, respectively.

Figure 2 shows steps in the process of construction of
(49, 16) product polar code formed by two punctured (8, 4,
4) polar codes. The bit-channel one is the most unreliable
amongst the eight channels of (8, 4, 4) polar code. There-
fore, encoding at the outer code is performed by removing
the first row and column of its generator matrix. Then, ev-
ery message of u (as shown in Fig. 2) is encoded to form a
punctured codeword of the outer code. As bits in the first
column are already punctured, there are [—1 (I = Ny) bits
remaining in each codeword.

Let X! be the matrix formed by punctured codewords of
the outer code. This matrix is interleaved and each of its
columns is used as the message for the inner code. Hence,
a two-dimensional codeword matrix (X) at the output of
inner encoder is obtained. One may observe that only one
bit from [—1 = 7 codewords of inner (8, 4, 4) code is
punctured. Again, for this code, the first bit of the codeword
is the most unreliable one. Therefore, bits positioned at the
first row of X are punctured to conclude a (49, 16) code.
The minimum weights (d)/, ) of these punctured codes are
given by (dpin, — (1} )”Q;l )-(dmin, — (”Iz)n’m) where (n >”/¢1
and (n’z)”;) , are numbers of bits (with the value of 1)
punctured from (Ny, Ki,dpin,) and (N2, K2, dyin,) pO-
lar codes, respectively. If (1), = (1) )n;l + (né),,;ﬂ and

(nll )n'm = (”lz)n’m, d:7,1in = dilnin + (nll )”/¢l (n/2>n'¢2 Obviously,
d). >d, . . This shows that the product code punctured on

the basis of two constituent codes has better performance
than codes whose puncturing is only conducted on one of
their constituent codes. Based on this analysis, improve-
ment is primarily expected at the medium to high signal-
to-noise ratios, where the codes’ performance is dominated
by their minimum weight specifications.

4. Puncturing Effect on the Iterative
Decoding of PPCs

The effect of puncturing is verified through the iterative
decoding process. In each iteration, LLRs of the informa-
tion are updated and fed back to the input of the decoder
until a maximum number of iterations (ite,,,,) is reached.
At t-th iteration (¢ < itemqy), the iterative decoding pro-
cess can be terminated if the following assumptions on
the extrinsic information at the output of two decoders are
satisfied [11]:
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Fig. 2. Puncturing of two (8, 4, 4) polar codes for constructing a (49, 16) PPC.
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Fig. 3. Average number of iterations for punctured product polar codes.
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e The polarities of soft-output information obtained
from both decoders are not changed at two consecu-
tive iterations. This is done by checking the sign of
LLRs of two decoders, which is given by:

sign (L(tl) (%, ]))

e

=3} = 1]

sign (LE,IZ) (%, ]))

)

where %;; denotes the estimate value of x;; and
ivj € {AI }

e The difference between the magnitudes of the ex-
trinsic information of a decoder input and output is
small.

Figure 3 shows number of iterations applied for iterative
decoding of different polar codes. In simulations, AWGN
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channel is modeled and the code is modulated by binary
phase shift keying (BPSK). The pipeline decoder with the
maximum of 60 iterations is constructed for the decoding
of constituent polar codes. Five iterations are also applied
in process of interactive iterative decoding between the two
decoders.

For (48, 16) and (49, 16) PPCs, puncturing is conducted on
one and two of their constituent codes, respectively. In this
case, two bits from each of eight codewords are punctured
for (48, 16) code, while only one bit of seven codewords
from each of (8, 4, 4) codes is punctured for the (49, 16)
code. As the (49, 16) product code applied a lower num-
ber of punctured bits in its codewords, a weaker impact of
the punctured bits on the LLR calculation of the informa-
tion bits is observed. While the most unreliable bits are
punctured from the inner code of (48, 16) PPC, some bits
recognized as reliable bits for the outer code also punc-
tured. Due to the removal of these reliable bits, interactive
iterative decoding does not provide a good error correct-
ing capability. Hence, decoding of this code is conducted
by a higher number of iterations than in the case of the
(49, 16) code.

Similarly, (736, 256) and (729, 256) PPCs are formed by
puncturing one and both of their constituent codes, respec-
tively. In this case, Ny =N, =32, ny =9 and n’¢1 = n’¢2 =5.
This means that nine bits are punctured from each of 32
codewords, when one constituent code is only punctured.
Alternatively, five bits are punctured from 27 codewords,
when both of the constituent codes are punctured. Al-
though a higher number of bits are punctured to obtain the
(729, 256) code, its iterative decoder applies a lower num-
ber of iterations than that of the (736, 256) code. More-
over, 16 bits are punctured from each of 64 codewords of
the (3072, 1024) code, while nine bits are punctured from
55 codewords of the (3025, 1024) code. As shown in the
figure, a lower number of iterations for the (3025, 1024)
code is applied compared to (3072, 1024) at f,—g <3.5dB.

5. Numerical Results

In this section, the block error rate (BLER) and bit error
rate (BER) performance of product codes under AWGN
channel with BPSK modulation are evaluated. Codes are
decoded by using the belief propagation decoding method.
Again, for product codes, the iterative decoding of their
constituent decoders is conducted with 60 iterations. Five
iterations are considered for the interactive decoding be-
tween two constituent decoders. For SPCs, decoding is
also accomplished by 60 iterations.

Figure 4 shows performance of (48, 16) and (49, 16)
product codes, as well as the (49, 16) single polar code.
As mentioned in previous sections, (48, 16) and (49, 16)
product codes are formed by puncturing one and both of
their constituent codes, respectively. It is observed that
(49, 16) product code has a similar performance to that
of the single punctured code, while it performs better
than (48, 16) product code. In addition, at f]—g > 5.5 dB,
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(49, 16) product code shows a performance better than
that of (49, 16) SPC, as its error floor occurs at BER
< 107>, The confidence interval of (49, 16) product code
at £ =6.0 dB is [0.1276 x 1073, 0.3915 x 107%], which

is [0.1907 x 1073, 0.4945 x 10~3] for the SPC.

10 e s s s
—o- BLER: (49, 16) SPC
— BLER: (48, 16
ot o- BLER: (49, 16)
S —e-BER: (49, 16) SPC
a B —4-BER: (48, 16)
& S >-BER: (49, 16)
g 107k >
/m
P~
8s
2 107
10*E
107

15 20 25 30 35 40 45 50 55 60 65
E, /N, [dB]

Fig. 4. BLER and BER performance comparison of (48, 16) and
(49, 16) product polar codes and (49, 16) SPC.
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=107} 3
10°} 1
107} 1
10°} ]

107 ‘ . ‘ : ‘ : ‘
1.5 20 25 30 35 40 45 5.0 55

E, /N, [dB]
Fig. 5. BER performance comparison of (768, 256) and

(784, 256) product polar codes and (768, 256) SPC.

Figure 5 shows the performance of (768, 256) and (784,
256) product codes, as well as of the (768, 256) single
polar code. The (768, 256) product code is constructed
by con-catenating (32, 16, 4) and (24, 16, 4) polar codes,
whereas (784, 256) product code is formed by combin-
ing two (28, 16, 4) polar codes. In the (768, 256) prod-
uct code, 1y = 8 bits from every codeword are punctured,
whereas half of 1, bits are punctured from 28 codewords
of the (784, 256) product code. The effect of interactive
decoding is observed at f,—g > 4.5 dB for these codes, when
the decoder can properly recover the punctured information
from a block of information. As a lower number of bits is
punctured from codewords of the (784, 256) product code,
this code provides a better performance than the (768, 256)
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product code for 2.0 dB < £ < 4.0 dB. The (784, 256)

product code also provides better BER performance than

(768, 256) single polar code for f]—g > 4.5 dB. Figure 3b

shows also that a lower number of iterations is required for

this product code. By contrast, for the single polar code,

256 bits are removedEfrom the codeword, which means that
b

its error floor is at M2 4.5 dB. No error floor has been

observed for the product code.

10 —— ————T—
—o- BLER: (3072, 1024) SPC
10" . — BLER: (3072, 1024)
—o- BLER: (3025, 1024)
5 —s-BER: (3072, 1024) SPC
102} —<BER: (3072, 1024 ]
v —o-BER: (3025, 1024
m 3
2 107
&
o 10tk ]
m
105}
10°]
107 A S S A S S—
15 20 25 30 35 40 45 50 55 60

E, /N, [dB]

Fig. 6. BLER and BER performance comparison of (3072, 1024)
and (3025, 1024) product polar codes, and (3072, 1024 ) SPC.

Figure 6 shows the BER and BLER performance of
(3072,1024) and (3025, 1024) codes. It is seen that both
product codes have a better performance compared to that
of the single code at the waterfall region. This is achieved
for £ < 3.0 dB. For £ > 3.0 dB, (3072, 1024) SPC and
PPC formed by puncturing of one of their constituent codes
demonstrate a similar performance. At the same time, their
confidence intervals are [0.4404 x 1073, 0.7497 x 1077]
and [0.3970 x 1073, 0.6932 x 103], respectively. However,
the (3025, 1024) PPC constructed based on the puncturing
of two constituent codes outperforms them.

6. Conclusions

The paper proposed a framework of product punctured po-
lar codes, where puncturing is applied to both of the con-
stituent codes. The analysis and simulations concluded that
codes constructed by this method outperform the previously
proposed ones, with a lower number of iterations applied
in their iterative decoding structure.
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Abstract—The gap waveguide technology is a new technique
used for designing and fabricating microwave components, en-
suring a low-loss and easy fabrication process, especially at
high frequencies, and allowing for the production of multi-
layer structures due to the lack of requirement of an elec-
trical connection between the metal layers of the waveguide
structure. This paper presents the design and areas of imple-
mentation of single-hole and multi-hole 20 dB Bethe couplers,
using the groove gap waveguide (GGW) technology for Ku
band. Simulation results show that the operating bandwidth
of the proposed design is over 40% wider, and its isolation
rate is more than 25 dB higher. By using the multi hole con-
figuration, a bandwidth that is more than 59% wider and the
isolation rate of over 30 dB may be obtained.

Keywords—Bethe hole coupler, multi-hole coupler, groove gap
waveguide.

1. Introduction

Microwave components are currently designed using con-
ventional metallic waveguides, microstrip lines, strip lines
and SIW. Such technologies suffer from certain disadvan-
tages that limit their application. Conventional waveguides
offer the lowest loss rates and the highest power handling
capabilities. However, the process of their fabrication is
expensive challenging at high frequencies, due to the need
to provide a fine electrical contact between metal plates.
Microstrip and coplanar lines are a low-cost solution that
is suitable for integrating active microwave components on
a PCB, but they suffer from a high insertion loss rate at
high-frequencies, and offer a low power handling capabil-
ity. SIW structures are compact, planar and generate no
undesired radiation, but they suffer from high dielectric
and radiation losses at millimeter wave frequency ranges,
due to the discrete nature of sidewalls which do not provide
a perfect shielding [1]-[3].

The gap waveguide technology has recently gained in pop-
ularity due to its easy manufacturing combined with the
lack of the requirement to ensure an electric contact be-
tween the metal plates, especially at millimeter-wave fre-
quencies. The other advantages of the solution include the
following: easy assembly (especially for multi-layer con-
figurations) and low loss rates due to the lack of presence
of a dielectric material in the propagation path, as well
as no parasitic radiation and high-quality rates. So far,
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several microwave components based on the gap waveg-
uide technology have been implemented, including various
types of antennas [4]-[9], power combiners [10], diplexer-
power dividers [11] and filters [12], [13]. Four different
types of gap waveguide structures include the following:
ridge gap waveguide (RGW) [13], groove gap waveguide
(GGW) [14], inverted microstrip gap waveguide [15] and
microstrip-ridge gap waveguide [16].

The purpose of this work is to design a Bethe hole coupler
using the groove gap waveguide technology. In Section 2,
we discuss the GGW structure. The design and simulation
results of single-hole and multi-hole Bethe couplers are
presented in Sections 3 and 4, respectively. In Section 5,
the performance of both couplers is compared. Finally, in
Section 6, concluding remarks are presented.

2. Groove Gap Waveguide Structure

GGW technology is based on the propagation of waves
in the gap between two parallel metallic surfaces provid-
ing a non-metal contact-guiding structure [14]. Depending
on the geometry of the groove, it is possible to use verti-
cal (GGW-VP) or horizontal (GGW-HP) polarizations [17],

(@) (b)

© l ) l

ERINER

wg

Fig. 1. GGW geometry: (a) GGW-VP, (b) GGW-HP, (c) E field
distribution in GGW-VP, (d) E field distribution in GGW-HP.
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as shown in Fig. 1. GGW is equivalent to a conventional
rectangular waveguide that supports TE modes. There is
no need to ensure electric contact between the top and
bottom plates of the waveguide, which makes it suitable
for designing microwave circuits operating at high frequen-
cies. In this paper the GGW-VP version of the design is
examined, based on the concept and design guidelines orig-
inating from [14].

3. Single-hole Bethe Coupler Design

The geometry of the proposed GGW Bethe hole coupler
is shown in Fig. 2. It includes two layers of GGW which
are coupled together through one circular hole located in
the broad wall. 3D and 2D views of the structure are de-
picted in Fig. 2a and in Fig. 2b-c, respectively. The initial
ro value for the hole diameter and its position relative to
the center line of GGW are calculated using the formulas
from [18] for the coupling coefficient of —20 dB. Accord-
ing to [19], zero thickness is considered for the coupling
slot. Then, fine tuning is performed by full wave simula-
tion of HESS software to obtain optimum performance in
terms of bandwidth, for the case in which the coupling slot
has non-zero thickness.

The impact of slot thickness on the coupling coefficient
is investigated for three frequencies within the operating

@

Isolated

Through

(b)

A
O
w
0
w
w
0
O
[
O

©

I
UHHHHHHMHM@U S

‘Wave port
hg/m hyin

Fig. 2. GGW single-slot Beth hole coupler structure: (a) the
expanded 3D view, (b) top view, (c) side views.
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Fig. 3. The impact of slot thickness on the coupling coefficient
(ro = 2.7 mm).
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Fig. 4. The impact of slot thickness on bandwidth for the fixed
coupling coefficient of —20 dB.

Table 1
Parameters of the designed coupler
Parameter Value [mm] ‘

a 15

d 3.1

hg 1
hpin 6

hs 1

L 83.6

10 3.6

S 6.8
Xpin 2

bandwidth, as shown in Fig. 3. It can be observed that the
coupling coefficient decreases as slot thickness increases.
To compensate for this effect, the slot radius can be in-
creased in order to enhance the coupling coefficient. The
maximum bandwidth for the coupling coefficient —20 dB
could be obtained using different slot thicknesses and cor-
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responding slot radiuses, as shown in Fig. 4. For a fixed
coupling coefficient (—20 dB), as the slot thickness in-
creases, a larger coupling slot is needed. However, the
operating bandwidth decreases due to the increasing dif-
ficulty in matching impedance between upper and lower
layers. Based on the results shown in Figs. 3 and 4, the
coupling slot thickness of 1 mm was selected to ensure
maximum bandwidth. The calculated dimensions of the
designed 20 dB coupler are listed in Table 1.

The coupler design was then simulated using HFSS soft-
ware, and the results are compared with those obtained
means of CST software.

S parameters [dB]

12 13 14 15 16 17

Frequency [GHz]
HF S s ............................... C s T

Fig. 5. S parameters of the designed coupler.

The simulation results of the designed single-hole Bethe
coupler are shown in Fig. 5. S is below —10 dB over the
entire bandwidth (12-17 GHz), while S, is above —0.5 dB.
The coupling coefficient C is about —20 £2 dB, and the
isolation rate is better than —25 dB over the entire band-
width. Table 2 summarizes the results.

Table 2
S parameters and corresponding bandwidth

‘ S parameters boundary ‘ Frequency [GHz] ‘

of the multi-hole coupler for the coupling coefficient of
—20 dB,with the thickness of coupling slots being consid-
ered to equal zero. 3D and 2D views of the coupler design
are shown in Fig. 6a and Fig. 6b, respectively.
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Fig. 6. Multi-hole GGW Bethe hole coupler: (a) 3D view, (b) top
view.

S parameters [dB]

11 12 13 14 15 16 17 18
Frequency [GHz]

HFSS

BW (S1; < —10 dB)
BW (C = —20 +2 dB)
S14 < —-25dB
S1p>—-0.5

12-18 (50%)
12-16.82 (40.16%)
12-17
12-18

4. Multi-hole Coupler Design

The multi-hole technique is used to increase the directivity
and bandwidth. To eliminate output power at port 4, the
distances between the holes must be about A, /4, where A4
is the guiding wavelength of the dominant TE |y mode at the
center frequency [18]. In Fig. 6, the geometry of the de-
signed four-hole Chebyshev coupler for Ku band is shown.
Formulas from [18] were used to calculate the dimensions
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Fig. 7. S parameters of the designed 20 dB multi-hole coupler.

Similarly to the single-hole coupler, the effect that the thick-
ness of slots has on the coupling coefficient are investigated
at three frequencies within the operating bandwidth, and
the same behavior as in the case of the single-hole cou-
pler was observed. To achieve the desired coupling coeffi-
cient of —20 dB, the dimensions of the slots are fine-tuned:
ro=2.8 mm, r; =3.1 mm, and S = 3.75 mm.

The S parameters for the coupling slot thickness of 1-mm
are shown in Fig. 7 and in Table 3.

S1:1 is lower than —10 dB and Sy, is more than —0.3 dB
over the majority of the frequency band, evidencing proper
impedance matching, as well as a low loss rate. The cou-
pling coefficient S;3 is almost —20 dB, which indicates
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Table 3
Summary of simulation results

‘ S parameters boundary ‘

Frequency [GHz]

BW (S;; < —10 dB)
BW (C = —20 +2 dB)
S14 < =30 dB
S1p>-0.3

11-20 (81.81%)
11.22-17.86 (59.44%)
11-17.51
11-20

a flat and proper coupling performance. Si4 also remains
below —30 dB, which confirms very good isolation between
ports.

5. Comparison of Single-hole and
Multi-hole Couplers

The results shown in Figs. 5 and 7 confirm the improvement
in the structure’s performance in terms of insertion loss
(S12), return loss (S;1), bandwidth and isolation, with the
said improvement originating from the increasing number
of holes. In both cases the coupling coefficient is very near
to the desired value of —20 dB, and it remains flat over
the entire bandwidth. Figure 8 compares the performance
of the designed single- and multi-hole couplers in terms
of directivity, showing that the multi-hole version provides
higher directivity.
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Frequency [GHz]
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Fig. 8. Directivity of both structures.

6. Conclusions

In this paper, two types of 20 dB Bethe couplers are de-
signed and simulated using groove gap waveguide tech-
nology. Simulation results show desirable performance of
both designed structures. The couplers are suitable for Ku
band operation. However, it is observed that the multi-hole
version shows better performance in terms of insertion loss,
return loss, bandwidth and directivity.
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Abstract—A Cognitive Internet of Things (CIoT) is a brand
of Internet of Things (IoT) with cognitive and agreeable
mechanisms, which are incorporated to advance performance
and accomplish insights into real world environments. CIoT
can perceive present system’s conditions, analyze the appar-
ent information, make smart choices, and increase the network
performance. In this survey paper, we present classifications
of data perception techniques used in CIoT. This paper also
compares the data perception works against energy consump-
tion, network life-time, resource allocation, and throughput,
as well as quality of data and delay. In addition, simula-
tion tools for IoT and their performance are discussed. Fi-
nally, we provide the model of cognitive agent-based data per-
ception in CIoT for future research and development, which
ensures the network performance in terms of reliability, en-
ergy efficient, accuracy, scalable, fault tolerant, and quality
of data.

Keywords—Internet of Things, Cognitive IT, data perception,
cognitive agents.

1. Introduction

Minerva et al. in [1] described that Internet of Things (IoT)
is a novel paradigm which enables many relative small de-
vices like sensors/actuators, to acquire and transfer infor-
mation to distributed frameworks without or with negligible
human intervention. The advancement of IoT has brought
an awesome impact to lot of applications in then allows to
use technologies like social insurance, transportation, as-
sembling, as discussed by Gubbi et al. and Luong et al.
in [2], [3]. The IoT associates every one of the things in
the physical world to the Internet, and cloud computing,
deep learning, cognitive computing. The communication
utilizing IoT for different applications is given in Fig. 1.
This figure comprises with three layers for IoT communi-
cations is as follows:

e Mobile-to-mobile (M2M) device. A “thing” (in IoT)
is an object equipped with sensors or/and actuators.
Sensors gather data which next are transferred over
a network. Actuators allow things to act (for exam-
ple, to switch on or off the light. This concept in-
cludes the sensors in various domains like medical
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Fig. 1. Communications scheme in IoT.

and healthcare, public safety and environment moni-
toring, smart home/building, smart grid, smart mo-
bility and smart tourism, industrial processing, agri-
culture, breeding, logistics, and product lifetime man-
agement.

e Core network. Specifies various access points
(through wireless/wired) which transmits and re-
ceives data from gateways.

e Applications. Includes M2M and client applications.
Applications are software components which acts as
interface between an IoT system and users. These
applications facilitate the users by giving options to
monitor and control their devices (while they are con-
nected to a network of similar devices, for example,
homes or cars and controlled by a central system).

Therefore, the data sensed or gathered by various devices
is accessed through wireless or wired network by gate-
ways and connected to the end users of various applications
where data is monitored and controlled.

Dynamic innovations in the fields from wireless sensors to
nanotechnology are required for the development an IoT
system. However, without comprehensive cognitive capa-
bility, IoT is just like an awkward stegosaurus, all brawn
and no brains. To fulfill its potential and deal with growing

75



Lokesh B. Bhajantri and Prashant Baluragi

Table 1

Comparative analysis of the performance parameters employed in IoT applications

Author corirlllfrrli)t/ion Life time ;}fosé);?gi Throughput | Response time 019 él:rliltl}; e Delay
Li et al. [4] Low - Good - - - High
Hong et al. [5] Low - - - Low - -
Baloch et al. [6] Low - Poor - High Better -
Zhu et al. [7] Low - - High - Good -
Yang et al. [8] Low - Good - - - -
Bhardwaj et al. [9] Low - Good High - Good Low
Chen et al. [10] Low Better - High - - High
Naser et al. [11] Low - - - Low - -
Feng et al. [12] - - - Low - Better -

Table 2
Comparison of few platforms used to build various applications in IoT and CIoT
Platforms Pros Cons Applications

NS2 Simulator

relatively cheaper and can be
used in testing complex sce-
narios

simulates across various pro-
tocols and platforms

e simulating real system
cannot be relied

e uncertainty in results
statistics

e can be used to demonstrate
data traffic from sensors to
host

Cooja Simulator

can be used to visualize the
status of each node
parameters like transmission
range, radio interferences,
propagation delays, receiver
power can be obtained

e security key exchange bet-
ween nodes can be demon-
strated

e helps evaluate interoperabil-
ity among network stacks,
energy consumption

e comparatively slower
emulation at the hard-
ware level

Matlab tool

remove noise and outliers
perform statistical analysis
on channel data and explore
trends

e works with ESP8266 chip

e it is a paid software tool and Raspberry Pie

Opportunistic Network
Environment (ONE)
simulator

generates node motion using
movement models

helps in visualizing both mo-
bility and message passing in
real time with a GUI

e no physical and MCA
layer support

e event can happen only
before or after simula-
tion

e used in demonstrating DTN
protocols to analyze delays
in data transfer of no end-to-
end paths communication

Java programming

require less processing power
portable across various hard-
ware platforms

e compiler is not well
optimized

e byte-code interpretation
is slow

e can be used to run embedded
and small devices

C++

capable of handling complex
tasks with high speed of
execution

hardware level programming
is comparatively simpler

e no sophisticated garbage
collection

e strongly typed language
aids in remembering all
syntaxes

e used in developing resource
constrained devices

o useful for embedded system
developers

challenges, we must take the cognitive capability into con-
sideration and empower IoT with high-level intelligence,
i.e., brain-empowered IoT or CIoT.

In this paper, we have analyzed some measures like en-
ergy consumption, network life time, resource allocation,
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throughput, time duration, quality of service and delay re-
searched by various authors (Table 1). Since their vital role
in any network, we tried to consider and compared these pa-
rameters, which would give us the scope to consider their
importance while designing and implementing/simulating
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methodology for data perception in research work. Some
of the parameters are considered for performance of IoT
applications, these are shown in Table 1:

e Energy consumption. The energy is the major con-
straint resource of IoT/CIoT. The energy consumption
is based on the amount of data perception or data pro-
cessing or data gathering by the various nodes in the
environment. Which will also depend on the appli-
cations used in the environment.

o Network lifetime. It is defined as the increase the
probability of cognitive approaches in IoT as the in-
crease the network lifetime of IoT. This is the major
important metrics for the networks evaluation. The
network lifetime parameter is also depending upon
the efficient resources utilization in IoT/CIoT envi-
ronment.

e Resource allocation. The mechanism for allocating
resources (could be bandwidth, energy, nodes, etc.)
allows to perform better network lifetime and in-
crease the fault tolerance of IoT/CIoT.

o Throughput. It is the average rate of successful mes-
sage delivery over a network (i.e. the number of data
sent and received successfully over the network). It is
an important representation of the performance and
quality of a network connection.

e Response time. Response time is a measure of the
total elapsed time between the start and completion
of a task. All IoT/CIoT objects should be responding
within the time constraints. There are two types of
response time in IoT/CIoT like hard response time
and soft response time. In hard response time, all
IoT/CIoT objects should be responded to within the
time constraints but should not violate the time con-
straints whereas soft response time, objects may vio-
late the time constraints occasionally in the network
environment.

e Quality of Service. QoS refers to any technology
that manages data traffic to reduce packet loss, la-
tency and jitter on the network. QoS controls and
manages network resources by setting priorities for
specific types of data.

e Network delay. The network delay specifies how
long it takes for a bit of data to process across the
network from one node to another.

In this paper, we have also identified few platforms used to
build IoT applications, their pros and cons, and application
(Table 2).

While the current development stage renders itself as
a promising answer for enhancing availability, its reason-
ableness with regards to IoT is restricted for primary rea-
sons are high cost, energy utilization, and lifetime. Cur-
rently, the most recognized attributes of IoT is that the
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expanding between network among general things or items
and various intriguing services or applications. In any case,
so far huge numbers of the current IoT applications are as
yet subordinate exceedingly on individuals for cognition
processing. This perception fills in as one of the essential
inspirations of this paper to present CloT, where general
objects behave as agents and associate with physical envi-
ronment as well as social communities with least human
intercession.

2. Cognitive IoT

IoT is a technological revolution that brings into a new ubiq-
uitous connectivity, computing, and communication era as
described by Qihui er al. [13]. The fundamental concept
is to equip any physical objects with sensors and collab-
orate with Internet to synchronize the physical and digital
world, which is together to achieve many ubiquitous and
pervasive computing-based applications and further used
for the automation. The second generation of IoT is known
as Cognitive Internet of Things (CIoT). Currently, the data
gathered by the sensors/objects are not utilized properly
interms of bandwidth, security, and privacy constraints as
well as enormous unstructured data from logs and social
frameworks are abundant in quantity of data. These data
can be combined in a real time basis and valuable informa-
tions can be extracted by CIoT capabilities. The followings
are the list of issues and challenges in CloT mentioned by
Dohr et al. [14]:

e standards for cross interoperability with heteroge-
neous networks,

e machine to machine standardization,

o self aware and self organizing networks,

e open framework for the CloT,

o fault tolerance,

e adhoc deployable and configurable networks,

e dynamic and adaptable interoperability,

e open platform for CloT,

e distributed energy efficient data processing,

e security and routing,

e access control and accounting schemes for IoT,

e low cost, secure, and high performance authentica-
tion,

e cognitive computing for IoT,
e context-aware computing,
e resource management for CIoT,

e connectivity,
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® power,
e adaptability,

e data perception,
e scalability.

In addition, the knowledge of IoT has been accentuated
to an ever-increasing extent. After an intensive examina-
tion on the models of IoT, Zhang et al. [15] additionally
trusted that the knowledge still can’t fulfill the need of use.
Subsequently, another idea of CloT is proposed through co-
ordinating insight into IoT. A CIoT is an IoT with cognitive
capacity which is incorporated to advance execution and
accomplish insight is characterized by Kasnesis et al. [16].
CloT can apperceive current business writes and organize
conditions, break down the apparent data in light of the
earlier learning, make intelligent choices, and perform ver-
satile and control activities, which aims to expand network
execution and meet the application necessity.

In our investigation, we have incorporated cognition into
IoT and present another idea of CIoT. The idea of CIoT is to
allocate the intelligence in IoT. Cognition can impenetrate
any parts of IoT and goes about as an essential part for
a given application with a specific end goal to accomplish
above examined points. The network model of CloT is
presented and it consists of three imperative parts showed
up in Fig. 2:

e Access layer. Specifies the data access through in-
ternet from various sensors and actuators equipped
in many physical devices and data from different

= ¥ Bg &% =
8 %0 = o
(e RS 1 QS =
Access Different things of [oT
layer
Core j instruction —»é
network Gateway ~— \  control Gateway
e
X E Gateway
é hd I
IoT objects domain
Application & @
layer Smart  Smart E-health
IoT server(s) city traffic ~ care
domain monitoring

O Cognitive node g Access point

Fig. 2. ClIoT network model.
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domains like medical and healthcare, databases. Data
analysts make use of such data to find trends and gain
actionable insights.

e Core network. Consists of network instruction con-
trol channel where in gateway that involves in prepro-
cessing and filtering before moving it to the access
points (to reduce the volume of data for detailed pro-
cessing and storing) and transmits control commands
going from the Internet to access points and finally
to IoT based applications.

e Application layer. Cognitive agents having high rea-
soning capabilities process the data from core net-
work and resolves real time problems that have a high
degree of dynamism which is very essential for data
perception in IoT. The solution to real time problems
is realized in the various user applications like health-
care, traffic monitoring, and smart city/building.

The model incorporates core network and different access
network spaces. The core network is principally comprised
of access, remote, transmission routers, and so on. The
access network spaces cognitive nodes, simple nodes, and
different terminals. The implications of components are
depicted in Fig. 2.

e ClIoT objects domains. CloT objects domains are
high coupled and relatively independent. It is ob-
served that, CloT application consist at least one ob-
ject domain but object domain can be divided into
several sub-object domains. Based on the capabil-
ities of data accessing nodes, these can be divided
as cognitive nodes (CNs) and simple nodes (SNs).
There are different numbers of CNs in different ob-
ject domains and possible only one CN in an object
domain under special circumstances. If object do-
main includes multiple CNs, two or more CNs can
work together to achieve goals according to require-
ments. Furthermore, two or more object domains can
also cooperate if necessary.

e CIoT servers domain. Object domains can apper-
ceive the crude data, however without the ability
to manage it. The data will be sent to server run-
ning unique schedules to be handled. For the most
part, servers for an application are coupled and fault-
tolerance, in this way, they are named as server do-
main. Now and then, server domain might be just
a normal PC or a control terminal.

e Cognitive nodes. For multi domain cooperation
(MDC), it alludes the particular CN to choose from
every space to do agreeable assignments. There is
diverse number of CNs in various spaces, possibly
just a single. The demonstrating of CIoT design to
locate new research thought for IoT and additionally
an application which be acquainted with the proposed
engineering and show that the work will have far ex-
pansive application prospect.
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Zhou et al. [17] has proposed a profound slant sentiment
model inside the space of CIol. Data recovery in social
media is an overwhelming task which requires a great deal
of specialized bits of knowledge. As a great instrument for
large scale data recovery, hashing methods have likewise
been widely utilized for content recovery. Deep sentiment
hashing model is introduced, which is made out of follow-
ing three stages are:

e a progressive consideration based long short-term
memory network (LSTM) is prepared to acquire as-
sessment particular report portrayals,

e given the record embeddings, k-nearest neighbor
(kNN) calculation is utilized to develop a Laplacian
matrix which is anticipated into hash marks by means
of Laplacian eigenmaps (LapEig) later,

e model for hash functions learning, which is regulated
by both the produced hash names and the first senti-
ment names.

Such joint supervision guarantees that a definitive hash
codes delivered by the learned hash functions keep up sen-
timent level closeness.

Zhan et al. [18] have proposed the cloud assisted CloT
in view of the registering and information storage capac-
ities of cloud virtual machines, which make ensuring vir-
tual machine, file system critical for the entire framework
security. Agent less intermittent file system screens are
ideal solutions for ensure cloud virtual machines on account
of the safe and low-overhead highlights. Notwithstanding,
the greater part of the intermittent screens generally check
the majority of the virtual machine file system or ensured
documents in each scanning survey, so plenty of secure
records are examined over and over despite the fact that
they are not defiled. A novel agent less occasional file sys-
tem screen system is introduced for virtual machines with
various image formats to enhance the execution of agent
less intermittent screens. Cognitive radio with context of
IoT is concerning a joined plan of future Internet and cog-
nitive radio with respect to IoT. It proposes an embedded
and simplicity agreeable spectrum identifying arrangement,
which has been probably completed. Additionally, Alberti
et al. [19] exhibited a dispersed programming-controlled
sector aware spectrum distinguishing configuration to col-
lect and dismember the range utilizes information. Finally,
the proposed technique is joined to a future Internet con-
figuration called NovaGenesis.

A device level multimodal data correlation mining
(DMDC) demonstrate is quickly made in light out of the
CCA to change the data incorporate into a subspace and
dismember the data relationship. The relationship of the
device is obtained in perspective of the intensive of data
association and the region information of the device. By
then a heterogeneous clustering model (HDC) is proposed
by utilizing the result of the association examination to por-
tray the device.
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Lin et al. [20] proposed a device clustering algorithm in
perspective of multimodal data correlation for CIoT, which
joins the components of multimodal data association sepa-
rate with device clustering. Somov et al. [21] proposed to
improve crude sensor information with context data for fa-
cilitate utilization in CIoT. To do as such, authors have cre-
ated virtual portrayals of real sensors called virtual items.
These CIoT objects create crude sensor estimations, as well
as enhance those with setting data also. The approach in-
cluded, real sensor network organization for traffic checking
in the city. Specifically, the work done exhibited how to
improve crude information and how to separate knowledge
from the accessible information.

The remainder of this paper is organized as follows. Sec-
tion 3 presents the data perception in CIoT, pros and cons
of the methods used for data perception by various authors.
Section 4 presents architecture of cognitive agent and few
data management techniques used by cognitive agent in
ClIoT. Section 5 describes proposed methodology for data
perception in CIoT and applications.

3. Data Perception in CIoT

The current investigation in CIoT is far from the acknowl-
edgment of conceptualized applications. There are differ-
ent open research issues and difficulties are into this space
and one of the significant issues in CIoT is data perception.
Data perception is a procedure to guarantee the information
being detected by the sensors that have better visuality as
far as applications. It additionally guarantees that how well
the information is recouped from the sensor network with-
out having any redundancies. The accompanying is some
one of a kind qualities of sensor information amid data
perception like: heterogeneous, high dimension, context-
aware information, and nonlinear reparability. Because of
these blended qualities it is exceptionally testing to pro-
cess enormous information in CIoT applications, which are
coordinated various advances and protocols. The improve-
ment of viable semantic advances and information revela-
tion strategies is still in early stage. Thus, the information
observation in CIoT is as yet an open issue.

The perception and access technique in perspective of IoT
for hard assembling resources, computational assets, and
insightful assets were analyzed by Tao ef al. [22]. A five-
layered structure resource skillful perception and access
framework in context IoT is arranged and shown. The
key progressions for sharp perception and access of differ-
ent assets (i.e. hard gathering and computational resources,
and adroit resources) are depicted. Authors proposed an-
other thought of CIoT and its relating insightful plan. CIoT
contains protocol plane, cognitive plane and control plane
modules and incorporates some novel arranged models, for
instance, layer tradition stack, 3-layer cognitive rings. In
paper [23], a number of STS sub-regions are found that re-
spond selectively to certain types of social input, organized
along a posterior to anterior axis. Authors also identified
the regions of overlapping response to multiple contrasts,
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Table 3

The methods used for data perception by various authors

Author

Method

Pros

Cons

Benincas et al. [25]

Cognitive-based percep-
tion oriented situation
awareness

A novel approach, in view of the
idea of perception; situation aware-
ness improves basic decision-making
processes and gives capable results

Enhancement of the proposed
approach for managing ex-
tremely versatile circumstances
can be done

Cui et al. [26]

Sparse representation in
cognitive based robotic
perception

Intensively including learning algo-
rithms to accomplish highly adaptive
and intelligent behaviors, including
actuation, sensing, perception and
adaptive control

Better execution is required as
far as perception

Pappas et al. [27]

Cognitive and affective
perceptions with fuzzy-
set qualitative compara-
tive analysis

More interactive to target clients’
cognitive and affective perceptions,
and increment their expectation to
purchase

Suggesting that distinctive sorts
of perceptions may co-exist so
as to enhance perception

A new approach in light
of fuzzy logic with cog-

Capable of evolving rapidly and
improved decision making

Improvements can be made to
refine and extend the utiliza-

nition;

Fuzzy cognitive mapping
(FCM) for stakeholder
perceptions

Gray et al. [28]

More accurate, less time consuming

tions of fuzzy logic method;
Limited life time

A multi-hop routing for

Guirguis et al. [29] cognitive radio networks

Better shows in good put routing
overhead, average size

Leads to a higher aggregate
end-to-end delay

Perception based assess-
ment for multidimen-
sional data visualizations

Araujo et al. [30]

Provides beginnings for further re-
search on the role of perception in
multidimensional data projections

May expand this by investigat-
ing additional datasets, more
projection techniques

SIoT (Social Internet of
Things) paradigm for the
sensing of channel status
to execute cognitive radio
solutions

Nitti et al. [31]

Enables faster and reliable informa-
tion/service

Less iterations are expected

including regions responsive to both language and theory
of mind.

A creative approach presented by Chai er al. [24] re-
lies upon fuzzy logic to show the fundamental cognitions
and individual conduct standards of people on foot as de-
duced from perception in demand to evaluate age and sex-
ual introduction effect of walkers in convergence a sig-
nalized crosswalk. Fuzzy sets and guidelines are made to
show the association in the midst of human bits of knowl-
edge and decisions of a man by walking. Through chang-
ing the enlistment components of different age and sexual
introduction social events, individual direct principles of
individuals by walking are surveyed and considered. Re-
markable in connection to most past examinations, both
more prepared and more energetic walkers are seen to
be less risk taking than grown-up individuals by walk-
ing. Additionally, tremendous sexual orientation differen-
tiates is found only for insights of most dangerous con-
ditions.

As a summary the pros and cons of the methods used for
data perception other authors are shown in Table 3.
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4. Cognitive Agents

Cognitive agent (CA) is software that exhibits the core skills
of a human brain to perform tasks like learning, reasoning,
understanding, grasping and acquire knowledge. CAs in-
volves in resolving real time problems that have a high
degree of dynamism, which is, essential for data perception
in CIoT as shown in Fig. 3. The following functions of CAs
agents are:

o Beliefs. The beliefs represent to the data about the
condition of the environment that is refreshed suit-
ably after each detecting activity. The beliefs can be
seen as the informative part of the framework state.
Beliefs generate choices/options for desires.

e Desires. The desires are the motivational condition
of the framework. They have data about the destina-
tions to be expert, i.e. what needs or adjustments
are related with the different current destinations.
The way that the agent has a desire does not im-
ply that the agent will do it. The agent completes
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Fig. 3. Architecture of cognitive agents.

a deliberative procedure in which it stands up to its
desires and beliefs and picks a set of desires that can
be fulfilled. Desires generate objectives/plans to be
implemented.

o Intention. The intention is a desire that is executed
by a plan, since it can be done by the agents’ be-
liefs (since it isn’t rational that the agent completes
something that it doesn’t believe). Intentions gener-
ate actions as an output of this model architecture.

o Knowledge base. This is a repository that repre-
sents the agent’s intentions on the basis of its cur-
rent beliefs, desires, and intentions.

The desires can be conflicting to each other but not the
intentions. The intentions represent the presently picked
course of action. The intentions are insistent. An agent
won’t abandon its intentions — they will persist, until the
point when the agent believes it has effectively accom-
plished them. In CIoT, the agent’s techniques and behavior
are depicted as the agent’s beliefs. The choice of what to
do and when to do it are the desires and intentions of the
agent. Along these lines, a determined methodology (be-
lief) of the agent is initiated if a desire of the agent turns
into an intention. Followings are few data management
techniques used by CAs in CloT.

Bayesian networks. Perception is one of the required
characteristics of cognitive process. The entire data that
is perceived may not be important for cognitive process.
Hence the classification of the perceived data is important
and ideal, which is beneficial in saving working memory
and ideal in long term memory. Thereby performance of
the cognitive process can be enhanced as only relevant in-
formation is made available. The process of classification
is carried out based on BDI model (belief, desire and in-
tention) model using naive Bayes classifier is presented by
Vishwanath et al. [32]. SWI-Prolog is used for the imple-
mentation purpose and results obtained, successfully clas-
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sified perceived data as efficient and trivial perception based
on BDI model using naive Bayes by first estimating the
prior probability for effective and trivial perception and then
likelihood probability. Anchisi er al. [33] have proposed
that placebo analgesia as an aspect of pain perception, oth-
ers being the modulating effects of emotions, cognition and
past experience. Here authors suggest that computational
considerations of pain may present a unifying justification
of these phenomena. It is also shown how Bayesian de-
cision theory can explain for such features which are de-
scribed by a model of pain that is successfully tested against
experimental data.

Fuzzy logic. Data perception using fuzzy cognitive map-
ping (FCM) has been used as a part of a different course
of action of contexts ranging from fisheries organization to
agricultural development, with a final objective to create
clear graphical models of complex structures presented by
Gray et al. [34]. This extension in reputation is an after ef-
fect of FCM’s base up approach and its ability to merge an
extent of individual, group level and master learning into an
open and organized course of action. Regardless of the way
that there has been an extension in the usage of FCM as
ecological planning and learning device, limited progress
has been made with regards to the methodology’s relation-
ship to existing adaptability structures and how the use of
FCM contrasts and other participatory showing/approaches
open. Li et al. [35] have composed a transmission schedul-
ing technique named cognitive access for regular topology
(CART) in cognitive radio sensor systems (CRSNs) with
insignificant control of channels and high transmission pro-
ductivity. CART comprises of a timeslot and channel al-
lotment method, an agreeable spectrum sensing plan, and
a plan for detailing spectrum sensing results (SSRs). This
paper likewise dissects CART’s agreeable spectrum sens-
ing for various transmission interference range and scope
designs.

Neural networks. The multimedia neural cognitive com-
puting (MNCC) model was designed by Liu et al. [36]
based on the nervous mechanism and cognitive archi-
tecture. Furthermore, the semantic-oriented hierarchical
cross-modal neural cognitive computing (CNCC) frame-
work was proposed based on MNCC model and formal
description and analysis for CNCC framework was given.
It would effectively improve the performance of seman-
tic processing for multimedia and cross-modal information.
Zhang et al. [37] have proposed a unified deep learning
based framework that enables effective human-thing cog-
nitive interactivity in order to bridge individuals and IoT
objects. They designed a reinforcement learning based se-
lective attention mechanism (SAM) to discover the distinc-
tive features from the input brain signals. In addition, au-
thors proposed a modified long short-term memory (LSTM)
to distinguish the inter-dimensional information forwarded
from the SAM. Two practical real-time human-thing cogni-
tive interaction applications were presented to validate the
feasibility of their approach.
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Context aware computing. Jamnal et al. [38] have pro-
posed a new form of ambient intelligent architecture for
smart homes by anticipating occupant’s intentions for un-
derstanding purpose. This is achieved with a combined
knowledge from traditional context aware pervasive sys-
tems and present epoch of ClIoT technologies. Architecture
of ambient cognition model (ACM) is prepared with artifi-
cial intelligence machine learning algorithms of subtractive
clustering and hidden Markov model to identify the patterns
in daily activity living. The main objective of ACM model
is to provide comfortable living environment for occupant.
This model can be successfully adopted in elderly health
care systems, smart classrooms, and smart spaces for auto-
mated environment.

Knowledge structure tree. Cognitive model-based evolu-
tionary mechanism was presented by Lu er al. [39] with the
knowledge structure tree (KST). The information present in
IoT was analyzed by mimicking the information processing
system of human brain and the evolutionary mechanism of
information status based on cognitive model was explained.
The analyzed information can play a vital role for the im-
plementation of intelligent information processing under the
environment of IoT.

Clustering. Zhang et al. [40] have presented spectrum
sensing method based on clustering algorithm and signal
characteristic is proposed for cognitive wireless multime-
dia sensor networks. Initially the wireless communication
signal characteristics were acquired according to the sam-
pling signal covariance matrix. Then, the clustering algo-
rithm was used to classify and test the signal characteris-
tics. The results from the experiment conducted were sat-

isfactory and convinced about better sensing performance.
Belk et al. [41] have focused on modeling users’ cognitive
approach on a set of web usage mining methods on nav-
igation patterns and clickstream data. The purpose is to
investigate whether k-means clustering can group users of
particular cognitive approach by using measures acquired
from a series of psychometric tests and content navigation
activities. Three navigation metrics are proposed and used
to find identifiable groups of users which have comparable
navigation patterns in relation to their cognitive approach.
The results of the experiment have been assessed with
a user study which entailed a psychometric-based method
for extracting the users’ cognitive approach, combined with
areal usage scenario of users navigating in a controlled web
environment.

5. Proposed Methodology

The prime goal of the proposed study is to introduce a novel
analytical modeling of data perception in CIoT for ensuring
a robust, scalable, and cost-effective big data utilization.
The paradigm of the proposed methodology is as follows
(Fig. 4):

1. Deployment of wireless sensor network randomly.
2. Deployment of CAs in the WSNs.

3. Member nodes forward the context data to CH where
CA is active.

4. CH after receiving data applies statistical measures
to eliminate redundancies and forward the uniform
data to gateway, which are further queued.

User
B
't
WSN-1 Advanced message E‘ g
. =
queuing protocol o8
&
Semantic TCP/IP
archive model
=
g ™| Ontology || | Data
9] management format
N § Rule
. - - = Application
( N - pp
ofl C imeffif’ 3 management layer
3 service
E 1| Decision Internet
making layer
® L] Context Network
awareness link layer
© Member node B Gateway node
® Cluster head % Cognitive agent
® Base station =3 Aggregated data

WSN-n

Cl1, C2, C3,...Cn Number of clusters

Fig. 4. Framework of data perception control using CA in CIoT. (For color pictures visit www.nit.eu/publications/journal-jtit)
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5. Gateway implements advanced message queuing pro-
tocol to process all the incoming queues of data
from CA.

6. The filtered aggregated data is then forwarded to the
proposed framework via gateway where ontological
operations are carried out followed by semantic op-
eration.

7. The cognitive agent performs the rule management
services to construct and impose rules (business-
based rules) of data perception.

8. The processed data from rule management assists in
decision making by using comparative analysis (in-
coming data and rule set) in CIoT.

9. Finally, the system model multiple contexts of data
to further confirm the success factor of the rules (in
order to avoid false positive).

. Role of user is to query a particular request and re-
ceive specific and accurate response from the frame-
work. The system is independent of any user-inter-
vention.

Figure 5 illustrates the layout of proposed cognitive lay-
ered architectural model, the model consists of five lay-
ers: physical, data-perception, network, cognitive comput-

A Survey on Data Perception in Cognitive Internet of Things

ing, and application layer. The physical layer is associ-
ated with different heterogeneous (data sensed by various
things/devices) WSNs. The access points are used as net-
work administrators to access data sensed by physical layer.
It’s just not enough to collect the data from the access points
but data should be addressed for various data characteristics
like validity, completeness, accuracy, consistency, availabil-
ity, and timeliness. Data perception layer consists of set of
data functions like gathering, mapping, management, mon-
itoring, merging, and semantic-ontology.

Cognitive nodes of network layer have cognitive computing
features like:

e adaptive (ability to adjust to any surroundings),

e highly interactive (easy interaction with users),

e stateful (up-to-date),

e contextual (understand, identify the meaning).
Application layer includes different application domains
like smart health care and monitoring, smart city/building,
and so on. Finally, end user can access the CIoT applica-

tions. The objective of cognitive layer is to provide contin-
uous services to users.

] ey g i
~
End users @ - ¥ T ‘ L ¥ 3
Smart healthcare Smart Smart risk Smart
Application and monitoring city/building| | management agriculture
layer Smart environment Smart Smart power Smart
monitoring shopping management | | transportation
Cognitive Resource Data Secured Clot —
computing management perception routing services
layer
Network L
layer Cognitive nodes
Data perception Data Data Data Data Declalon Semantic
layer gathering merging management || routing making ontology
= ‘ S
o o ot Gateway -
= . <=\~ Tnodes” = —__
Physical Different wirelles -
layer < Sensor nodes
O \((‘ ) @—
Het é Base station
¢ e{)ovgsc;leous Sink node
Different IoT
things

Fig. 5. Proposed layered architectural model in CIoT.
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Data from IoT environment

Data perception by Action
cognitive agent
) Network Things Network
Belief behavior behavior resources
Object Contex Data
) authentication awareness management Cognitive
Desire Data Data Data Reasonin agent
aggregation planning mapping £ knowledge
base
Intention Data perception

Fig. 6. Framework of cognitive agent BDI model for data perception.

5.1. Proposed Cognitive Agent BDI Model for Data
Perception

The belief desire intention (BDI) model demonstration
is given in Fig. 6. The cognitive agent constructs the be-
lief model based on the data sensed or gathered by WSNs.
CAs set the belief of the users based on the network be-
havior, things (from IoT) behavior and network resources.
It is assumed that user is accessing the data from proper
location and use the available network and devices. Based
on the belief model, CA set the goals of the current en-
vironments, i.e. object authentication, context awareness,
data management, data aggregation. Finally, agent defines
the intentions of the environment which is to achieve data
perception.

6. Conclusion

This paper describes the wide-ranging introduction of IoT
and CloT which covers issues and challenges and com-
parative analysis employed in IoT against the performance
parameters like energy consumption, life time, resource al-
location, throughput, time duration, quality of service, and
delay. Also discussed CIoT environment reviewed on var-
ious pros and cons of different approaches for data per-
ception in IoT environment. The review of cognitive agent
based data perception is to present a new analytical demon-
strating of data perception in ClIoT for ensuring an effective
use of big data. Presented the proposed methodology and
model for data perception in CloT using cognitive agents,

84

provide benefits like minimizing and simplifying the data
process and minimizing handling of sensor data, ensure
better quality of experience, better quality of information
and more.
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