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Abstract — In this paper, two different architectures based on
completely and sectionally clustered arrays are proposed to
improve the array patterns. In the wholly clustered arrays, all
elements of the ordinary array are divided into multiple unequal
ascending clusters. In the sectionally clustered arrays, two types
of architectures are proposed by dividing a part of the array into
clusters based on the position of specific elements. In the first
architecture of sectionally clustered arrays, only those elements
that are located on the sides of the array are grouped into unequal
ascending clusters, and other elements located in the center are
left as individual and unoptimized items (i.e. uniform excitation).
In the second architecture, only some of the elements close the
center are grouped into unequal ascending clusters, and the
side elements were left individually and without optimization.
The research proves that the sectionally clustered architecture
has many advantages compared to the completely clustered
structure, in terms of the complexity of the solution. Simulation
results show that PSLL in the side clustered array can be reduced
to more than —28 dB for an array of 40 elements. The PSLL
was —17 dB in the case of a centrally clustered array, whereas
the complexity percentage in the wholly clustered array method
was 12.5%, while the same parameter for the partially clustered
array method equaled 10%.

Keywords — beam pattern, clustered array, genetic algorithm,
sidelobe.

1. Introduction

Synthesizing a large antenna array for modern communication
applications, such as MIMO in 5G, is one of the most difficult
challenges that designers face in practice. Therefore, it is nec-
essary to use adapted techniques to simplify the construction
process. Relying on subarrays is an important technique that
is widely used in synthesizing large arrays to reduce com-
plexity of the system by controlling the exciting points at the
subarray level instead of the individual elements [1]. Such
a reduction materially simplifies the manufacturing of large
arrays and, thus, their cost may be reduced. The subarray
technique means that the array containing N radiating ele-
ments is portioned into small classes (called clusters), with
each cluster containing C' radiating elements, so that C' < N,
and only C control points are required in the excitation of the
array [2]. Each cluster has only one controller to feed the clus-
ters in terms of amplitude and phase, or both. Although the
desired beamwidth and directivity are still achieved, the use
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of the cluster architecture offers limited operating bandwidth
and low reconfiguration capabilities due to the quantized dis-
tribution of the excitation across the aperture array [3]. For
example, if a linear array is portioned into equal clusters, the
radiation pattern will suffer from the appearance of grating
lobes, and the number of these lobes increases with the grow-
ing number of elements in the cluster. To bypass this problem,
arrays made of irregularly arranged or polyomino-shaped
clusters are used in large planar arrays [3], [4].

In the past years, several efficient methods have been proposed
to address the problems of cluster synthesis. As far as we
know, two types of methods based on evolutionary algorithms
are used, such as genetic algorithm [2], [3] and particle
swarm [5] algorithm. Mathematical analysis strategies, such
as compressed sensing [6]—[8] are relied upon as well. In [2],
two different structures are proposed to build linear clustered
arrays based on a genetic algorithm. In the first structure, all
the elements in the large array are fragmented into equal-
sized clusters, meaning that unwanted side lobes may appear
in the radiation pattern. This problem was solved through
the use of a second structure, where the edges of the linear
array were divided into clusters, while the center elements
remained without clustering, i.e. by optimizing the center
elements individually. This leads to a lower reduction in
the system’s complexity. In [3], two structures based on the
genetic algorithm are proposed as well. In the first structure,
the radiating elements in the main array are divided into
several irregular clusters, and in the second structure, only
the elements located at the sides are divided into irregular
clusters. In the two methods, high degrees of freedom were
obtained to address the problem of undesirable side lobes,
but the complexity remained rather high.

In this paper, the methods described in [2] and [3] have been
extended and simplified by proposing fully and partially clus-
tered architectures that are arranged in ascending order in
terms of the number of elements in each cluster needed to
build the desired radiation pattern under the applicable con-
straints. In the fully clustered array, the original linear array
is divided into a group of clusters, with each one of them hav-
ing an unequal number of elements. The clusters are arranged
in an ascending order (in terms of the number of elements),
starting from the edges and heading towards the center. Such
a solution is referred to as a completely clustered array (CCA).
Meanwhile, in the case of the partially clustered array, two
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Fig. 1. CCA architecture.

architectures are proposed. In the first approach, the elements
located on the sides are divided into ascending groupings,
while the elements located in the middle are left without
clustering and optimization. Such a solution is referred to
as a side section clustered array (SSCA). In the second ar-
chitecture, in turn, the elements located in the middle are
divided into ascending groupings, while the elements located
on the sides are left without clustering and optimization. Such
a solution is referred to as a center section clustered array
(CSCA). The sectionally clustered array architecture is char-
acterized by a lower degree of complexity than the completely
clustered array structure. The two proposed architectures are
capable of ensuring good radiation properties with a sim-
plified excitation network. To suppress unwanted quantized
sidelobes existing in the desired radiation pattern, an upper
boundary sidelobe limit constraint exempting the main lobe is
proposed.

2. Formulation of the Proposed Clustered
Structures

In this section, wholly and partially ascending clustered ar-
ray architectures are presented and their practical advantages
are demonstrated. For both architectures, the array factor and
the cost function are declared with the constraint condition.
The genetic algorithm is used under the following specifica-
tions: population size 60, mutation rate 0.16, and single-point
crossover is used to construct the desired radiation pattern.

2.1. CCA Elements

Let us consider a linear array containing an even number of
N radiating elements. The elements are arranged and fed
symmetrically around the center of the array, meaning that
half of the elements are dealt with instead of all of them,
as is the case in the optimization process. This means that

complexity will be reduced by half as well. In CCA, all the
elements in the array are portioned into several C' clusters
and each c cluster contains B elements. B is always lower
than NV and NV must be chosen so that the quotient of N/B is
zero (i.e. C must be an integer). Figure 1 shows the structure
of the proposed CCA. It can be seen that each cluster contains
a set of elements. These clusters are arranged in an ascending
order, starting from the edges to the center, depending on
the number of elements. This means that the first cluster
contains the least number of elements (for instance two) with
the number of elements increasing by one in the next cluster,
and so on. Such a gradual increase in the number of elements
prevents the appearance of periodic quantized lobes in the
desired radiation pattern.

To represent the mathematical function of controlling the
upper bounds of the side lobes constraint in the optimization
process, we start by writing the array factor (AF) of the
clustered array as [3]:

2n —1

M o)
M vl

AF(0) =2 We BenWn, COS [ kd sin(@)} , (D

c=1 n=1

B = { 1, if the n-th elements belong to the c-th cluster @)

0, otherwise

where w, is the complex weight for each cluster output and
equals w. = A.e/Pe, A, and p,. are the amplitude and phase
excitation, respectively, w,, is the complex weight of each in-
dependently exciting element in the main array and equals
wy, = A,e’Pn, A, and p,. are the amplitude and phase exci-
tation, respectively, k is the wave number equal to 27/ and
A is the free space wavelength, d is the distance between any
two elements in the linear array, while 6 is the angle of the
main beam’s direction.

It is clear from Eq. (1) that the number of clusters on each
side of the linear array is equal and is arranged symmetrically.
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Thus, half of the clusters will be dealt with in the optimization
process. To further simplify the exciting network, amplitude-
only weights are used, meaning p. = p,, = 0. Therefore,
Eq. (1) can be simplified to:

2n —1

M vl

Ac

1 n

M e

AF(0) =2 ,@mAncos[ kdsin(0)], @)

1

c

Equation (3) will be used in the optimization process to
determine the optimal weight values for the elements of each
cluster in the array system. A, and A,, weights are optimized
at the initial stage to construct the desired radiation pattern.
After that, the average value of A;, Ao, ..., A, weights is
taken within the cluster until C'is calculated. In this way, the
weights of Ay, As, ..., A, are quantitatively determined by
the value of A..
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2.2. SSCA and CSCA Elements

In this section, a new method based on a partial cluster is
presented. Two architectures are proposed to build a low-
complexity array system. In the first architecture (SSCA),
some elements in the linear array located on the edges are
selected to be converted into ascendingly arranged clusters,
with the center elements remaining without clustering and
with uniform weights. Figure 2 shows this proposed architec-
ture. The second architecture (CSCA) is the opposite of the
first approach, as a group of elements close to the center is
converted into ascending clusters, while the edge elements
remain without clustering and improvement (i.e. uniform
exciting — see Fig. 3).

The main advantage of these architectures is that the level of
complexity of large array systems is lower compared to the
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Fig. 4. Comparisons between the proposed CCA architecture and the existing structures from [2], [3].

first approach and to the structures proposed in [2], [3], while
a good and desired beam pattern is guaranteed. Hence, the
AF of these systems can be written as:

AF(0)ssca = b, cos [?kd sin(@)}

|
[\
M

u=1

u individually exciting elements

Z BenAn cos[

1 7(N U)+1
- 2

|

_l’_
1

kd sm(@)} ,

Q
Il

% clusters on each side of the linear array

(C))
Q n— (N—U)+1
AF(0)csca = Z Z Ben An cos [an !ed sin(e)]
% individually exciting elements
u
- 2n — 1
+ 23 bucos [ kd sin(@)] , )

u=1

% clusters individually exciting elements

where b,, represents the uniform weights of the individu-
al elements in the main array. For the objective functions
described in Egs. (3)—(4) to work precisely in the optimiza-
tion process, an additional condition is added to these func-
tions that draw a definite borderline to control the levels of
the side lobes in order to prevent them from being higher
than the required levels. This will be referred to as the up-
per sidelobe boundary constraint (USBC). Then, it may be
written as:

Additional cost function = Z |AF(0) — USBC’|2

3. Computer Simulation Results

In order to check the effectiveness of the proposed systems,
i.e. CCA, SSCA, and CSCA, several tests have been per-
formed. In all simulations, phase excitation (p. = p, = 0)
of the elements is set to zero, i.e. amplitude-only weights
are used in the optimization process. The total number of
elements used in the main array is chosen to be 40, with
20 elements on each side. The number of elements in each
cluster C'is specified, and then this number is increased by
one in the next cluster. For example, if the number of ele-
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ments in the first cluster b = 2, then the second cluster will
contain three elements b = 3, and so on (when b = 1, it rep-
resents a non-clustering condition). Because a symmetric
linear array was used in all tests, only one aspect of the radi-
ation pattern and amplitude distribution of the elements is
shown.

In the first test, the wholly clustered array methods presented
in [2], [3], i.e. the fully regular clustered elements (FRCE)

Beam Pattern Optimization Via Unequal Ascending Clusters

method and the fully irregular clustered elements (FICE)
method, are enhanced. Figure 4 shows the results of the pro-
posed CCA method, compared with the results of FRCE and
FICE methods in terms of radiation pattern and amplitude-
only taper distribution. For the FRCE structure, the number of
clusters of C' = 5 on each side, and the number of elements
in each cluster of ¢ = 4. Here, we expect the appearance of
uncontrolled periodic high-side lobes, and these lobes in-
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Fig. 5. Comparisons between the proposed SSCA and CSCA architectures, and the existing structures from [2], [3].
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crease as the number of elements in the cluster grows. To
solve this problem, the FICE method described in [3] is used.
Here, the method depends on constructing irregular and un-
ordered clusters, so there is a possibility of exceeding one of
the periodic side lobes of the specified constraint border, es-
pecially if the lobes’ constraint border is less than —25 dB.
The proposed CCA approach solves the problem of period-
ic sidelobes definitively with an orderly arrangement of the
complete feeding network, as such a solution facilitates its
construction in practice.
In the second test, SSCA and CSCA architectures are illus-
trated. To show the performance of these two architectures
in terms of obtaining the desired radiation pattern and sim-
plifying the feed network significantly, these two methods
are also compared with the partially regular clustered el-
ements (PRCE) approach and the partially irregular clus-
tered elements (PICE) scenario shown in papers [2] and [3],
respectively. Through these four methods (PRCE, PICE,
SSCA, and CSCA), we find that the two proposed archi-
tectures offer a significant reduction in the feeding net-
work while reducing the level of side lobes (to a degree
that is close to the one achieved by the other two methods).
Figure 5 shows the results achieved by those four methods
with 2N = 40, C = 4, and the number of individually excited
elements b = 6. In PRCE and PICE methods, the individual
elements are optimized, while in the two proposed methods,
they are fed uniformly, without improvement. From Fig. 5 it
may be seen that the level of the side lobes can be reduced
to —28 dB in the three methods (PRCE, PICE, and SSCA),
and to —17 dB in the case of the CSCA method, because the
weights of the individual elements at the sides are higher than
the weights of the clusters in the middle.

The complexity ratio of the three proposed methods (CCA,
SSCA, and CSCA) may be defined as the ratio of the number
of ascending clusters to the total number of elements in the
main array:

Complexity of the CCA SSCA and CSCA methods = % x 100 [%)] .
(N

e o — =— PRCE method
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Fig. 6. Comparisons between the proposed SSCA and CSCA archi-
tectures, and the existing structures from [2], [3].
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The complexity percentage in the CCA method was 12.5%
(5 clusters were used symmetrically on each side), while
in the SSCA and CSCA methods it equaled only 10%
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(4 clusters were used symmetrically on each side with 6
uniform exciting elements), with the individual elements not
taken into account in the complexity calculation. The compu-
tation of the complexity percentage in the PRCE and PICE
methods will consider the individual elements, so the com-
plexity percentage will increase. Its level amounted to 27.5%.
It is noticed that there is a clear reduction in the complexity
ratio in the proposed methods.

Figure 6 shows the variation of the cost function with the
number of iterations for the proposed methods, comparing it
with the methods described in [2] and [3]. It can be seen from
this figure that the two methods (SSCA and CSCA) require the
least number of iterations to converge, due to having the lowest
number of degrees of freedom compared to other methods.
This offers other advantages to the methods proposed in
this paper.

The idea of an unequal ascending clustered array was extended
to the two-dimensional (planar) array with a size of 40 x 40,
and the results are illustrated in Fig. 7. The number of ele-
ments in each 2D cluster is selected to build two-dimensional
ascending clusters. Here, the SSCA method was adopted
when building the planar array. It is observed from Fig. 7
that 11 x 11 elements in the center of the planar clustered ar-
ray remain excited regularly, in addition to the presence of
symmetry in the four quadrants of the amplitude distribution,
which means that there is a significant reduction in complex-
ity in practice. Moreover, radiation-related properties have
been satisfied as well, as evidenced by the three-dimensional
array pattern.

4. Conclusion

It is clear from the simulation tests that the desired beam
pattern can be obtained with the required restrictions using
three types of wholly and partially clustered architectures,
depending on the ascending order of the clusters. The use
of such architectures has resulted in a significant reduction
of the exciting network and the associated costs. The com-
plexity percentage in the proposed CCA method equaled
12.5%, amounting to 10% in the proposed CSCA and SS-
CA methods. The use of an ascendingly arranged cluster
architecture helps completely suppress the periodic side-
lobe levels that were inevitable with regular and irregular
clusters.

In addition, the suggested concept was expanded and de-
ployed in 2D planar arrays, where each cluster’s components
may be created as tiles. Subsequently, the array radiation
layout was adjusted by means of optimal sub-arraying ar-
rangements. As a result, the suggested concept may be ef-
fectively implemented in large solutions, such as massive
MIMO arrays.

Beam Pattern Optimization Via Unequal Ascending Clusters
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Abstract — The approach described in this paper uses evolution-
ary algorithms to create multiple-beam patterns for a concentric
circular ring array (CCRA) of isotropic antennas using a com-
mon set of array excitation amplitudes. The flat top, cosec?, and
pencil beam patterns are examples of multiple-beam patterns.
All of these designs have an upward angle of 8 = 0°. All the
patterns are further created in three azimuth planes (¢ = 0°,
5°, and 10°). To create the necessary patterns, non-uniform ex-
citations are used in combination with evenly spaced isotropic
components. For the flat top and cosecant-squared patterns,
the best combination of common components, amplitude and
various phases is applied, whereas the pencil beam pattern is
produced using the common amplitude only. Differential evo-
lutionary algorithm (DE), genetic algorithm (GA), and firefly
algorithm (FA) are used to generate the best 4-bit discrete mag-
nitudes and 5-bit discrete phases. These discrete excitations aid
in lowering the feed network design complexity and the dynam-
ic range ratio (DRR). A variety of randomly selected azimuth
planes are used to verify the excitations as well. With small
modifications in the desired parameters, the patterns are formed
using the same excitation. The results proved both the efficacy
of the suggested strategy and the dominance of DE over GA as
well as FA.

Keywords — cosec? beam, differential evolution algorithm (DE),
firefly algorithm (FA), flat top beam, genetic algorithm (GA),
multiple shaped beam patterns, pencil beam

1. Introduction

The concentric ring array antenna with 360°azimuthal sym-
metry is highly helpful in wireless communications, especial-
ly for satellite and radar-related applications. Furthermore,
a large sidelobe with a significant ripple issue was observed
while producing the structured beams, including the flat-
top, cosec?, as well as pencil-shaped beam, at a variety of
azimuth planes with similar excitation amplitudes. A vari-
ety of methods exist for creating array patterns and multiple
beam patterns that have been documented in literature. These
include, inter alia, [1]—[14]. With the help of a simulated
annealing optimization technique, Diaz et al. suggested, in

paper [5], a technique which enables the effective synthesis
of multiple-patterns of linear array antennas characterized by
constant amplitude dispersals that differ in phase only. An
efficient iterative approach for the power synthesis of pro-
grammable array antennas is provided by Buttazzoni and
Vescovo in [6]. The approach is applicable to arrays of any
shape, covering situations when there are many items present.
The excitation magnitude of every array element remains
unchanged throughout the configuration process thanks to
phase-only control, which determines how reconfigurability
is accomplished.

According to a procedure suggested and created by Lei et al.
in [7], an isotropic array of linear antenna components may
produce a cosecant-squared beam pattern by including op-
timal amplitudes and phases. Paper [8] shows that a single
array antenna may need to emit more than one pattern per
area or financial constraints. Each pattern is chosen and elec-
tronically controlled in way, where only the phase may be
changed. With such a scenario, a synthesis approach is provid-
ed that can simultaneously calculate the common amplitude
and the individual phases. Additionally, the strategy is adapt-
able enough to accommodate extra restrictions and permits an
effective deployment. Phase-only as well as amplitude-phase
syntheses of an identical dual beam pattern of a linear array
antenna employing real-valued and floating-point genetic al-
gorithms are compared by Mahanti et al. in paper [9], with
sum and sector array patterns serving as two examples.

To create customized beam patterns, uniform as well as Gaus-
sian distributions of identical magnitude are used (flat top and
cosec?). Additionally, various beam patterns require distinct
kinds of phases. Durr et al. in [10] proposed the Woodward-
Lawson approach to identify such excitations. With the use
of evolution algorithms, Dubey and Mandal [11] describe
a pattern synthesis technique for creating dual array patterns
of an isotropic planar array antenna of rectangular shape.
The cosec? pattern and a pencil beam pattern are two ex-
amples of dual-beam patterns that are both directed at an
upper angle of twenty degrees. Chakraborty et al. in [12] pro-
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vide a technique for figuring out the phase allocation of an
array having a linear structure of discrete excitations with
a given array pattern with specified aperture magnitude dis-
tributions. The infinite series, whose terms are individually
expressed as integrals, is created from the specific series that
represents the beam pattern. The asymptotic assessment of
the integral using the stationary phase approach serves as
the basis for synthesis. Sector and cosecant beam computed
outcomes are displayed. Again, for shaped-beam radiation
patterns and a synthesis utilizing both line sources or even-
ly separated arrays, Stutzman [13] introduces the iterative
sampling technique. A number of corrective patterns are ap-
plied to an original pattern that approximates the intended
pattern. This method is used repeatedly until the required per-
formance is attained. A matching set of adjustments leads to
the discovery of the current distribution. Numerous examples
demonstrate the possibility of obtaining patterns having ei-
ther low major-beam ripple (A), low sidelobe level, or abrupt
separation from the main lobe.

Using the concentric ring array antenna’s best combinations
of radial magnitudes and phases, Chatterjee et al. [14], [15]
suggested a technique for producing twin beams. The gravi-
tational search algorithm (GSA) is used to generate such
excitations. They also suggested using the firefly algorithm
(FA) to create the dual configuration for an array of concen-
tric rings of antennas. The excitations employed in the circles
of the CCAA uphold the supplied components, which are
isotropic. By applying particular modes or switching combi-
nations, the intended patterns are produced. Mangoud and
Elragal [16] suggested using the enhanced practical swarm
optimization (EPSO) method to create patterns from linear
arrays. To increase the precision of the converging of tradi-
tional PSO, updated formulae of the global optimal particle
location and velocities are adjusted. To produce adaptable
wide nulls steered under the limitations of peak SLL as well
as lowest principal beam width, the cumulative several deep
nulls technique and the straight weights perturbations tech-
nique are taken into consideration. By carefully adjusting
an element’s existing magnitude or complex weights, begin-
ning with the original Chebyshev pattern, one or more broad
nulls may be produced, which can then be either symmetri-
cally or asymmetrically oriented with respect to the primary
beam.

Using a rectangular array of isotropic antennas, Mandal et
al. offer, in [17], a pattern synthesis technique focused on
the differential evolution algorithm (DE) to generate twin
beam patterns. These include the pencil beam pattern plus the
cosec? pattern. Such patterns are created by determining the
best possible combinations of identical element magnitudes
and phases for the cosec? pattern alone. To simplify the con-
struction of the feed network, 5-bit discrete phases with 4-bit
discrete amplitudes are employed. In article [18], the meth-
ods for keeping lower minor lobes in concentric ring array
(CRA) antennas are thoroughly reviewed. The level of peak
SLL reduction across a predetermined round field-of-view is
suggested for directional uniform-amplitude concentric circu-
lar ring array antennas, thus introducing an iterative convex
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optimization (ICO)-driven array design synthesis methods.
The ICO method optimizes the circle radii with the rotation-
al angle for a particular size of rings and the size of equally
balanced items within each ring, with potential limits on the
minimum component spacing and greatest array size. Yi Jiang
et al. [19] introduced modified integer genetic algorithm that
gets around the ineffective searching and the significant pro-
cessing burden of genetic algorithms. IIGA is used in [19]
to create uniformly stimulated concentric ring arrays having
aperture diameters ranging from tiny to larger, where the di-
ameter of the array is nearly SO\. All of the arrays that were
produced adhere to the half-wavelength optimum component
separation requirement.

In this paper, flat top, cosec?, and pencil beam patterns of
an antenna with sixty isotropic components are obtained by
applying evolutionary algorithms to identify the best combi-
nation of common element magnitudes for all patterns as well
as a band of phases for the flat top and cosec? shaped beam.
Here, the geometry of the array is a concentric circle. The
excitations produced through DE, FA, and GA were used to
construct the patterns in three predetermined azimuth planes.
With this method, instead of using a singular ¢ plane, it is ad-
ditionally confirmed that the patterns maintain their required
characteristics across a variety of azimuth planes. These have
also been demonstrated by choosing a random set of ( planes,
applying the identical excitations with each evolutionary al-
gorithm, and obtaining patterns that are comparable but with
a few slight differences. For a reduced dynamic range ratio
(DRR), the acquired magnitude (4-bit) and phases (5-bit) are
indeed digitized. Such discontinuous excitations are employed
to reduce the feed network’s design complexity, since they
produce fewer attenuators as well as phase shifters due to the
reduced DRR. These three evolutionary algorithms: differen-
tial evolution algorithms (DE), firefly algorithms (FA), and
genetic algorithms are compared in terms of performance.

2. Problem Formulation

An array with a concentric circular layout, consisting consists
of isotropic components is depicted in Fig. 1. The array pattern
in the far field may be put into the following terms [1]—[3]:

M N
AF(O,0) = 5 3 Ipellerm smocosteeommtone (1)

m=1n=1

where:
— m = quantity of concentric circles,

— in the m-th ring, the number of isotropic components is
N,

— I, = excitation magnitudes of mn-th component,
— d,, = inter-component rotational gaping (0.5)),

— 0, o = vertical and horizontal angle, item @,,,,, = %\7—” the
arc stand of mn-th component; the range on n mentioned
asl<n<N,,

- Ty = % radial distance of m-th ring,
— the wave number is denoted as k = 2%,

A
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Fig. 1. Geometry of a CCRA array of 60 isotropic elements.

The objective functions of multiple shaped beam patterns are
expressed as:

F(p) =k {peakSLLd1 — oo [AF;B(G,@)} }2 + ko X Ay

ks {peakSLL®™ — 9 [AFS(0,0)] }” + ka x Ao

+ks {peakSLL™ — o [AFQ’B(@,W)}}Q ;

0cAs
2)
where A1 and A, are defined as:
Ay = Z |AF 5 (Orippte, ) — D1 (Orippie, )| »
QT,-ppleE{O to 30°}
3)

Ap = Z |AF )5 (Orippte, ©)— D2an (Orippie, 9)| -
Oripple €{—15 to +15°}
4)
In Eq. (2), p is the unspecified parameter combination for
both techniques and is expressed as:

1
P = Imn,0lmn, 02mn; { 1 (©)

NN

m < M,
<N

n m

peakSLLY, peakSLL* and peakSLL% are the expected
outcomes of max SLL, while A;, A5 and A3 are the sidelobe
regions for the cosec? beam, flat top beam and pencil beam
pattern, respectively. D14g (0ripple; ©) and Dagg (Orippie, @)
are the desired patterns at azimuthal angles of 0°, 5° and 10°
planes for cosec? beam and flat top array pattern, respectively.
The estimated span of 0.5, for the cosec? pattern ranges
from 0° to 30° and for the flat top array pattern from —15 to 15
degrees. ki, ko, k3, k4, and k5 are the weighting factors.
With the use of several evolutionary algorithms, such as the
DE, GA, and FA, these objective functions must be reduced
to their minimum value.
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3. Evolution Algorithm (EA)
3.1. Overview of Differential Evolution Algorithm

Evolutionary algorithms have been widely applied in a va-
riety of problem areas over the past decade, and they have
consistently found near-optimal solutions. DE is one such
evolutionary method, and a full description and its features
may be found in [20]-[26]. DE offers the following benefits:
a straightforward construction, simplicity of use, efficien-
cy, and durability for using in real-world situations. It has
been used to find effective solutions to virtually intractable
issues in a variety of scientific and engineering applications,
without relying on expert knowledge or sophisticated design
procedures. DE can provide the mechanism for obtaining
the highest potential performance from a system that may
be properly assessed. It uses mutations as a search query,
with directing its searches towards the most probable loca-
tions in the available space. Using selection processes, genet-
ic algorithms build a succession of populations. Crossover
and mutation have been applied as search techniques
in GAs.

The major difference between GAs and DE would be that
GAs rely on the crossover approach to discover effective op-
tions, i.e. a stochastic and beneficial process for exchanging
information across alternatives. So, even though evolution-
ary processes utilize mutation also as their primary search
framework, DE seems to be an inhabitant searching tech-
nique which is capable of populating D-dimensional factor
matrices with NP elements for each repetition. If there is no
data about the situation, the starting crowd is chosen ran-
domly. In a situation with an accessible preparatory answer,
the initialization is often increased by combining uniformly
distributed random variances to the existing preliminary so-
lution. DE is based on such a revolutionary and experimental
factor generation mechanism.

[ Initialization of population J

!

Mutation
operation

!

Recombination

!

Selection

Next generation ‘l

Stopping
criteria

[ Solution J

Fig. 2. Differential evolution algorithm (DE) flow chart.
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Figure 2 depicts the DE process. The aim is to reduce function

f(Y), such as:
Y = [y1, Y2, Y3, Ya,---, Yny |, (6)

where D; is the dimensionality or quantity of the search area.
The population matrix as well as the assumed size N7 of
population are presented as follows:

k) y;qy,,Dl} k) (7)

N1, and g is the number of iterations.

g — g g g g
i = Y1 YUnos Unss Ynar- - -

wheren =1, 2, 3,...,
The starting population is produced randomly between the
higher ™ and lower bounds of y”. The DE algorithm has
three main steps: mutation, recombination, and selection
which follow randomized initialization as well as creation in
D, dimensionality searching field.

Three distinct vectors, y?,,., y%,, and y7,, , were chosen from

each input vector for the mutation procedure. Now it is possi-
ble to write the donor vectors s¢*1 as:

SgL-‘—l = ygln + F(y£2n - ygSn) ) (8)
where scale factor F' has a value ranging from O to 1.
9+

Target vector y;, ; and donor vector s; ;" are used to create

the trial vector ¢97 + during the recombmatlon procedure.
The target functlon values are ﬁnally weighed against each
target vector yn ; and trial vector ¢7 t in the selection process.
For the followmg generation, those that provide the lowest
function value, or the best fitness function, are chosen. These
operations are repeated until the predetermined value of
generation is reached. The outcome or the best objective
function solution in the present population is written as

YE)est,G-
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Fig. 3. DE utilized to produce various beam patterns for: a) o = 0°,
b) ¢ = 5°, and ¢) ¢ = 10°planes.
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Fig. 4. FA utilized to produce various beam patterns for: : a) o = 0°,
b) ¢ = 5°, and c) ¢ = 10°planes.

The population size for such an optimization model is set
to 50, the scaling factor (F) is set at 0.8, and indeed the
DE’s configured crossover rate (C'R) is 0.2. This non-linear
challenge is solved using the D E'/best /1 /bin technique, with
iterations up to 3000 [20]-[26].

3.2. Parametric Setup of Genetic Algorithm and Firefly
Algorithm

The genetic algorithm (GA) [4], [30]-[34] is a technique
that is capable of solving not only particular problems. It
also allows to study in a direction where practice of intercon-
nection with natural-inspired modification and significance
of these in computation. With the purpose of discovering
true solutions of fitness functions, GA is a helpful search-
ing methodology commonly applied in computing. It is an
evolutionary algorithm which is stimulated by evolutionary
biology. The most straightforward GA has three types of op-
erators, including selection, crossover, and mutation. Usually,
this evolution method involves a population that is generated
randomly using specific individuals. Here, each possible solu-
tion is known as an individual and the group of all individuals
is called the population. For the GA algorithm, a significant-
ly higher proportion of individuals or chromosomes makes
up a set of artificially adapted structures at position ¢. The
initial batch of individuals is generated at random, so each
individual is subsequently built using a selection process and
a collection of operators. Step 1 creates the initial iteration,
is followed by step 2 creating the next iteration, and so on.
This means that GA utilities sequence ¢ to start generating
a correct number of chromosomes for another iterative pro-

11



Sanjay Kumar Dubey and Debasis Mandal

a) 0
P N
! _::.f A “3
g -10 foa "\
:’ ! J 1;\
E w0l — ™ \:‘ ""Il ,'l.\ T
- T LYY L -
£ l’ll - Yy e ""f-}-.r T
-90 —60 =30 0 30 60 90
b)
0 -
sd ~
P “'\3‘
= -10 I ! .
&) i \_l
= [ -~ ) R \.
S, o
T IR 7 A Y B s
L KO I I 3 BV
—-90 —60 =30 0 30 60 90
<)
0 Bl Y 2
S F h T === cosec
EAE L}
—_ I l B ‘.\‘| — — — flat top
§ -10 { ot E [ETTTITTI pencil
— f ot
E :! \
< R L B | -
= e S o - .
20 ST _____.Ti__:‘ ~e
5 LT P Rt
—-90 —60 -30 0 30 60 90
0°]

Fig. 5. GA utilized to produce various beam patterns for: a) o = 0°,
b) ¢ = 5°, and ¢) ¢ = 10°planes.

cess at time ¢ + 1. The algorithm performs between 1 and
T repetitions, where 7 is a fixed variable or the stage where
the most powerful individual is found or another terminating
requirement is fulfilled.

The swarm-based firefly algorithm (FA) [14], [27]-[29] is
based on the assumption that the majority of fireflies of near-
ly two thousand species produce short and rhythmic flashes.
Although these are unisexual insects, regardless of their sex,
every firefly is attracting too many other fireflies. The pattern
by which both males and females attract each other is cre-
ated using rhythmic flashes. The rate of the flashing and the
duration of each blink are monitored. Brighter fireflies are at-
tracted to those fireflies with a lower level of brightness. The
flashing light is produced by bioluminescence, and the precise
functions of such a communication system are indeed up for
discussion. However, these flashes serve two main purposes:
to draw in potential prey and to draw in mates (communica-
tion). Flashing can also serve as a warning mechanism for
safety.

The two-point crossover strategies are chosen with a pop-
ulation size of 50 in GA. The odds for both crossover and
mutation are set at 0.08 and 0.01, respectively. For this sug-
gested scenario, the roulette wheel method is considered
throughout the selection procedure, and just a termination
or ending condition of a limit of 3000 iterations is selected
as the method applied. Additional GA variable configura-
tions are chosen from the list provided in [4], [30]-[34]. In
FA [14], [27]-[29], 50 fireflies were taken, with v = 0.25,
Bo = 0.20, a = 1. The search space dimension and 48 ran-
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domly selected fireflies are used as the original population,
with the search space dimensions being taken into account
(3000 at the most iterations).

A four circular rings of array consist of sixty isotropic com-
ponents have been estimated. The number of components in
each round is a factor of six, i.e. 6m, where m denotes the
count of the circles. The radius for the first, second, third and
fourth ring is 0.4775), 0.9549), 1.4324 )\ and 1.9099 ), re-
spectively. The population for DE and FA for each individual
case is:

P= [11’171172, ceuy ]1,67 12,1, ey 12712713,1, ceey 13,187

1417 ey ]4,24, 041171, CM11727 ey a1176, 0412’1, ey a12’12,
Oé1371, ey a13713, 0414,1, ey 0414724, 0421,1, 042172, ey a2176,
Ot22,17 ey Ot22,12, 0623,17 ey Ot23,18, 0424,17 ey Ot24,24] .

(©)

The limits of the variable are:

0<Imn<1l; —7<almn <, —7T<2mn <7, (10)

where: m = 1, 2, 3, 4, for the firstringn =1, 2, ..., 6,
for the second ringn = 1, 2, ..., 12, for the third ring n =
1, 2, ..., 18, and for the fourthringn =1, ,2, ..., 24.

The number of elements in this case is set to 60 and corre-
sponds to the length of the search process which expands
to 180.

4. Results
An antenna with 60 equally spaced isotropic components has

been proposed as a concentric circular ring array. Here, M is
the number of concentric rings. 4 rings have been considered,

o
=
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x [in terms of 4]

Fig. 6. Element-wise excitations using DE.
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and each ring has V,,, different components. This array has 6
isotropic elements in the first ring, 12 in the second, 18 in the
third, and 24 in the fourth ring. The inter- element separation
is taken into account and equals 0.5, as shown in Fig. 1. So,
the ring radius becomes 0.4775\ for the first ring, 0.9549\
for the second ring, 1.4324\ for the third ring, and 1.9099\
for the fourth ring.

Tab. 1. Expected and achieved outcomes of the designed specifica-
tions.

B P t
@ eam arameters GA FA DE
cut | type [dB]
Expected | —20.00 | —20.00 | —20.00
SLLmax
Achieved | —17.04 | —14.51 | —19.57
Flat top
A Expected 0 0 0
Achieved | 20.85 | 21.95 | 21.76
0° SLLn Expected | —20.00 | —20.00 | —20.00
5 Achieved | —16.82 | —12.21 | —17.05
cosec
A Expected 0 0 0
Achieved | 23.20 | 74.36 | 24.63
E ted | —20.00 | —20.00 | —20.00
Pencil | SLLmax xpecte
Achieved | —16.77 | —22.30 | —18.08
SLLu. Expected | —20.00 | —20.00 | —20.00
Achieved | —17.13 | —14.76 | —19.33
Flat top
A Expected 0 0 0
Achieved | 21.93 | 18.16 | 22.79
5° SLLu.. Expected | —20.00 | —20.00 | —20.00
5 Achieved | —17.69 | —12.21 | —18.17
cosec
A Expected 0 0 0
Achieved | 21.10 | 47.60 | 19.77
E ted | —20.00 | —20.00 | —20.00
Pencil | SLLmax xpecte
Achieved | —16.77 | —22.30 | —18.08
Expected | —20.00 | —20.00 | —20.00
SLLmax
Achieved | —17.16 | —14.71 | —19.36
Flat top
A Expected 0 0 0
Achieved | 21.91 | 18.11 | 22.77
10° SLIn. Expected | —20.00 | —20.00 | —20.00
5 Achieved | —17.15 | —09.46 | —18.05
cosec
A Expected 0 0 0
Achieved | 23.24 | 36.86 | 20.60
E ted | —20.00 | —20.00 | —20.00
Pencil | SLLmax Apecte
Achieved | —16.77 | —22.30 | —18.08

Table 1 shows the design specifications for the multiple-beam
patterns and the corresponding outcomes. It shows that the
maximum side lobe level for the flat top beam pattern on
3 separate preset planes was achieved by applying DE and
equaled —19.57 dB, —19.33 dB, and —9.36 dB, respective-
ly, matching to its target value of —20.00 dB. The overall
difference between the achieved and the intended values is
calculated using the ripple A parameter within the angular re-
gion (f = —15°to +15°). The value of ripple A is 21.76 dB,
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22.79 dB, and 22.77 dB for ¢ = 0°, ¢ = 5°and ¢ = 10°,
respectively.

It has also been observed from Tab. 1 that using GA, the
peak side lobe levels for the flat top radiation pattern in three
separate preset planes (¢ = 0°, ¢ = 5°, and ¢ = 10°) were
achieved and correspond to the intended level of —20.00 dB
at —17.4 dB, —17.13 dB, and —17.16 dB, with ripple A
amounting to 20.85 dB, 21.93 dB, and 21.91 dB, respectively.
The desired value of ripple A is 0 dB. The peak SLL as well
as ripple A values (acquired and intended) obtained using
FA are presented in Tab. 1. Maximum SLL is attained and
equals —14.51 dB, —14.7 dB and —14.71 dB, with ripple A
amounting to 21.95 dB, 18.76 dB, and 18.11 dB, respectively.

In contrast, the peak SLL for every pencil shaped beam
pattern was measured to be —18.08 dB for DE, —16.77 dB
for GA, and —22.30 dB for FA, when applied along the same
predetermined azimuth planes.

From Tab. 1, it is additionally clear that the peak side lobe
levels for the cosec? beam pattern along three separate preset
planes were achieved employing the same DE method and
equaled —17.05 dB, —18.17 dB, and —18.05 dB, respectively,
in lieu of the desired value of —20.00 dB. Only within the
angular range of (§ = 0°0 to 30°), the quantity ripple A is
used to evaluate the overall discrepancy between the achieved
and the intended quantities. For the azimuth angles of 0, 5,
and 10°, the values of ripple A are 24.63 dB, 19.77 dB and
20.60 dB, respectively.
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Fig. 7. Element-wise excitations using FA.
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Fig. 8. Element-wise excitations using GA.
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Fig. 9. Employing identical excitations acquired from DE, several
shaped beam patterns have been achieved for three randomly selected
planes: a) ¢ =2.5°,b) p =7.5°, and ¢) p = 11.5°.
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Additionally, it is noted that using GA, peak side lobe levels
obtained for the cosec? beam pattern in three distinct pre-
determined azimuth planes (0, 5, and 10°) are —16.82 dB,
—17.69 dB, and —17.15 dB, respectively, compared to the
desired level of —20.00 dB. Ripple A equals 23.20 dB,
21.10 dB, and 23.24, whereas the anticipated value is 0 dB.
Similarly, Tab. 1 displays the expected and actual values of
the FA’s peak SLL and ripple A. Along with A of 74.36
dB, 47.60 dB, and 36.86 dB, the measured maximum SLL is
—12.21 dB, —12.21 dB, and —09.46 dB.

The element-wise identical magnitudes of the array elements
acquired employing DE, FA, and GA for creating multiple
beam patterns are displayed in Figs. 6a, 7a, and 8a. These
normalized magnitudes range from 0.625 to 1 and have 16
separate levels (24).
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Fig. 10. Employing the identical excitations acquired from FA,
several shaped beam patterns have been achieved for three randomly
selected planes: a) ¢ =2.5°,b) ¢ =7.5°, and ¢) ¢ = 11.5°.

The DRR is lower, as the lowest value of normalized am-
plitudes is 0.625 and the highest value is 1. The proposed
technique uses 4-bit amplitudes of the components in the
array, which guarantees that the DRR remains lower than
the 16-point restriction, which really is beneficial in terms
of a dependable network feed arrangement. Separate excita-
tions as well the decreased quantity of attenuators and phase
shifters, will additionally lower the price and complexity of
the mechanism.

Similarly, the phases having 2° i.e. 32 levels within —180°
to +180°are incorporated. Such 5-bit discrete phases are
shown in Figs. 6b-c, 7b-c, and 8b-c for DE, FA, and GA,
respectively.
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Fig. 11. Employing the identical excitations acquired from GA,
several shaped beam patterns have been achieved for three randomly
selected ¢ planes: a) ¢ =2.5°,b) ¢ =7.5°,and ¢) p = 11.5°.

Figure 6b shows the required phases applied for generating
flat top beams, while Fig. 6¢ refers to the cosec? beam pat-
tern with a common distribution of amplitudes. Figure 6a
uses DE, whereas Figs. 7b and 8b show the required phases
applied for generating flat top beams. Figures 7c and 8c re-
late to the cosec? beam pattern with a common distribution
of amplitudes, while Figs. 7a and 8a are concerned with FA
and GA, respectively.

In Figs. 9, 10, and 11, the same excitations result in somewhat
different beam patterns in three randomly selected azimuth
planes. The very first random azimuth angle in each figure
is 2.5°(0°< 2.5°< 5°between the ¢ plane’s boundaries),
the second is 7.5°(inside the chosen ¢ plane of 5°and 10°),
and the third is 11.5°(> 10°past the fixed azimuth plane),
respectively.

The optimal excitations are produced using DE in both sit-
uations. Figure 3 depicts the multiple array pattern in pre-
determined azimuth planes and Fig. 9 depicts the patterns
in randomly chosen azimuth planes. Additionally, Figs. 10
and 11 depict multiple array patterns in randomly selected
azimuth planes, while Figs. 4 and 5 depict the patterns in pre-
determined ¢ planes. In both situations, the best excitations
are produced using FA and GA in tandem.

The obtained flat top and cosec? beam patterns are following
the desired beam patterns within the coverage range of —15°to
+15°and 0°to 30°, respectively.

With all three EAs taken into consideration, the results of the
design requirements are presented in Tab. 2 for random angles.
Comparable design parameter values were found for ¢ planes
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that were chosen at random and those that were predetermined.
Therefore, it is not necessary to take into account all azimuth
planes for such an array synthesis technique. However, there
are some preset azimuth planes that provide a span where
the pattern retains the required feature. The converging curve
for DE, FA, and GA algorithms is shown in Fig. 12. Such
convergence curves make it obvious that DE is superior to
FA and GA, since its fitness value is lower.

Tab. 2. Expected and achieved outcomes of the designed specifica-

tions.
© Beam | Parameters
cut type [dB] DE FA GA

Flat to SLLax —16.91 | —15.07 | —15.99
P A 2235 | 2275 | 21.59

2.5° consec? SLLax —17.05 | —12.21 | —16.82
A 24.63 74.36 23.20

Pencil SLLnax —18.08 | —22.30 | —16.77

Flat to SLLnax —16.90 | —15.11 | —15.99
P A 2338 | 2047 | 22.65

7.5° consec? SLLax —18.17 | —12.21 | —17.69
A 19.77 47.60 21.10

Pencil SLLax —18.08 | —22.30 | —16.77

Flat to SLLax —16.93 | —15.05 | —16.02
P A 2336 | 2040 | 22.63

11.5° consec? SLLmax —18.05 | —09.46 | —17.15
A 20.60 36.86 23.24

Pencil SLLax —18.08 | —22.30 | —16.77

Tab. 3. Comparison of DE, GA, and FA performance.
Algorith Best fitness W M Standard
gorithm (out of 15) orse ean deviation

DE 356.983 | 369.960 | 359.1682 | 3.1523
GA 390.444 | 408.513|397.5156| 4.2589
FA 398.555 |410.987 | 402.6547 | 4.4783

The accuracy of DE, FA, and GA is compared to show design-
related difficulties (Tab. 3). The algorithm that turns out to
be the best and most consistent in terms of this issue is DE,
as it has a lower average fitness value than GA, PSO, and
FA. As far as this kind of design requirements is concerned,
Tab. 4 shows the results of the Wilcoxon rank sum test for
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Fig. 12. Convergence curve for DE, GA, and FA.
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Tab. 4. P-value for Wilcoxons two-sided rank sum test.

Contrasting pair P-value
DE-GA 3.3928 -1076
DE-FA 4.4938-106

DE-FA and DE-GA pairings. The greatest support for the null
hypothesis stating that the best final fitness value achieved
by the best algorithm is statistically meaningful comes from
any generated values that are lower than 0.05 (5% importance
threshold).

5. Conclusions

In three separate azimuth planes, a multiple-beam concen-
tric circular ring array antenna has been created employing
three well-known evolutionary algorithms. Three separate
beam patterns (flat top, cosec?, and pencil beam) are creat-
ed in three distinct azimuth planes. To achieve the necessary
pattern characteristics, every evolutionary algorithm creates
the best 4-bit discrete amplitudes as well as 5-bit discrete
phases. The approach adopted demonstrates its capability to
generate the very same beam pattern not only in the prede-
termined azimuth planes, but also across a span of azimuth
planes, upon choosing and obtaining the identical pattern in
random planes. By determining the ideal combination of ar-
ray excitations using the DE, GA, plus the FA algorithm, such
design requirements as peak side lobe level (peak SLL) and
ripple A are decreased. By employing these digitized excita-
tions, the dynamic range ratio is significantly decreased, thus
requiring fewer attenuators and phase shifters in the circuit
configuration.
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Abstract — Sparse code multiple access (SCMA) is a multi-
dimensional codebook based on a class of non-orthogonal multi-
ple access (NOMA) technologies enabling the delivery of non-
orthogonal resource elements to numerous users in 5G wire-
less communications without increasing complexity. This paper
proposes a computer-generated sparse code multiple access
(CG-SCMA) technique, where the minimum Euclidian distance
(MED) of a star 16-point quadrature amplitude modulation is
maximized by CG-SCMA, thus creating a complex SCMA code-
book based on optimizing the difference between the first and
other radiuses over rotated constellations. To specify the most
suitable values for this constellation, it is divided into four sub-
constellations using trellis coded modulation (TCM) in an effort
to optimize MED. The new codebook has four sub-constellations
with MED values of 3.85, 2.26, 2.26, and 3.85, respectively. Ap-
plication of the message passing algorithm (MPA) ensures low
complexity of the decoding process.

Keywords — codebook, Euclidian distance, MPA, multiple access,
sparse code.

1. Introduction

The fifth generation (5G) of mobile communication systems
as well as other important technologies, such as the Internet
of Things, spread quickly throughout the world, combining
various approaches and services to ensure high-throughput,
mass-scale connectivity of contemporary networks [1], [2].

A novel code-domain non-orthogonal multiple access (NO-
MA) technique, referred to as sparse code multiple ac-
cess (SCMA), has been created to allow for future massive
machine-type communication networks. Multiple users in SC-
MA are distinguished by being assigned with unique sparse
codebooks (CBs) serving as an upgraded version of code
division multiple access (CDMA). The message passing al-
gorithm (MPA), making use of the sparsity of CBs to produce
error-free performance approaching the maximum potential
of the receiver, is used at the receiver to perform efficient
multiuser identification. To the best of our knowledge, de-
spite multiple research initiatives undertaken in recent years,
a thorough tutorial of SCMA covering the background, its
fundamental concepts and new advancements, is still to be
revealed [3].

The main contributions of this work can be summarized as

follows:

— in contrast to the existing CG-SCMA codebook design
method, this work uses a dedicated software to optimize
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the difference values between the first and other radiuses
over the rotated constellations,

— amodified CG-SCMA symmetric codebook architecture
is suggested to increase the MinED of star 16-QAM by
employing TCM to subdivide the constellation,

— the proposed SCMA codebook is designed to maximize the
space between star 16-QAM constellations, so that BER is
decreased along with the increase in SNR.

2. Related Work

Several papers may be found in the literature concerned with
the process of designing an efficient SCMA scheme. Kosasi-
het et al. [4] proposed a low-complexity detector technique
for SCMA that is capable of addressing difficulties associat-
ed with MPA-SCMA and allows for the use of SCMA in very
large MU-MIMO systems. Lou ez al. [5] proposed a procedure
for combining data bits in QAM symbol mapping and spread-
ing, while providing direct mapping of bits to codewords. Liu
et al. in [6] generated an optimized SCMA codebook by di-
viding round 16-QAM into several subsets to maximize the
MinED. Tabra et al. [7] worked with star QAM constella-
tions and proposed an improvement in MinED values using
trellis coded modulation, while Chen and Chen [8] creat-
ed a minimum complexity algorithm for nearly ideal CBs.
In [9], Hussain et al. examined the effectiveness of various
strategies of codebook generation and difficulties of SCMA
optimization in real-world applications, across various appli-
cations. Zhang et al. [10] reviewed selected codebook designs
and available SCMA detectors after presenting a compre-
hensive survey on the state-of-the-art in SCMA and of its
fundamental principles. They also used the less complicat-
ed max-log-MPA approach instead of the MPA techniques.
Waghmare et al. in [11] presented an effective method for
designing and assigning the SCMA joint codebook based
on the optimization of a 32-QAM constellation with large
MinMED, high channel capacity and low detection complex-
ity in the downlink network. In [12], Lin et al. developed
a DL-SCMA deep neural network (DNN) to decode SCMA-
modulated signals contaminated by additive white Gaussian
noise (AWGN). In [13], Mohamed and Abdullah suggest-
ed a new SCMA codebook design method based on chaotic
Arnold’s cat map interleaving, characterized by a lower degree
of complexity compared with the traditional method of in-
terleaving.
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3. SCMA Codebook Design

SCMA uses a codebook similar to the signature matrix relied
upon in the low-density signatures (LDS) technique. It uses
spreading to allow multiple users to share a single resource
block. In NOMA, overloading is permitted when factor S/ K
exceeds 1. Consequently, K resource block (RB) accessed
from S sources competes with the X > S rule. The following
equation may be used to determine the maximum number of
sources for a given number of resources [6], [7], [14]:

KK-1..K—-dv+1

S = Cdv _
k dv.dv—1...1 ’

(¢Y)

where dv represents the number of resources that may be
utilized by a single user.

For each user, log, (L) bits are transmitted by a K-dimen-
sional complex codebook with L codewords. The expression
for the signature matrix for S = 6 users sharing K =4 re-
source blocks is:

111000
100110
010101
001011

The amount of non-zero items in each column of the usual
SCMA signature matrix (dv) refers to RB as a function
node (FN). The number of non-zero elements in each row
(df ) refers to the number of users that each RB can serve,
identifying each user node as a variable node (VN). Matrix
(2) is used to map log, (L) bits to a K-dimensional complex
SCMA codebook with size L. To create the sparser codebook,
the number of non-zero values in a codeword dv should be
as low as possible, such that dv < K [6], [7], [14]. For
the purposes of codebook generation, constellation shaping
gain and receiver complexity reduction, SCMA uses multi-
dimensional constellations [8]. Even when two users share
one resource block, the other resource block used is capable
of distinguishing between them. The design of the codebook
allows to reduce the number of constellation points used. This
leads to lower complexity, hence log-MPA can be used for
decoding data at the receiver side [7], [14]. Due to the sparse
property of the SCMA codebook, the log-MPA technique
can be applied at the receiver to reduce complexity while
maintaining the desired performance.

3.1. The Proposed CG-SCMA Codebook Generating
Method

To serve a lot of users while relying on a reasonable amount
of resources, SCMA was developed — an approach that com-
bines both modulation and multiple access and is capable of
operating in a MIMO environment [6], [7], [14]. In a situa-
tion in which multiple users require data at the same time, but
there are only a few resource blocks available, multiple ac-
cess techniques allow to coordinate access to these resources
by numerous users. Modulation and MA are combined in the
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proposed SCMA codebook to provide users with access to
a small number of resource blocks.

To allow this, an SCMA complex constellation codebook is
created by a dedicated algorithm that maximizes the minimal
Euclidian distance for better decoding results. Demodulation
and demultiplexing are performed at the decoder using the log-
MPA block and modified CG-SCMA. As a rule, the number
of users in OMA ought to be lower or equal to the number of
RBs, but overloading is permitted with NOMA, by a factor of
J/K > 1. Therefore, there is competition among J mobile
sources to provide K with access when J > K.

The proposed CG-SCMA scheme is characterized by the
following parameters: J, K, L, df, dv = 6, 4, 4, 3, 2,
respectively, and the proposed factor graph is shown in
Fig. 1 [6]. Each source can access only dv RBs, with a non-
zero dv value in the codeword. Two users are allowed to share
two RBs. This is done based on the F matrix in Eq. (2) that
uniquely maps each user to the RBs, where the set of the re-
sources that may be accessed by each user is represented by
“1”in F. The star QAM constellation design is generated by
extending the standard 16-QAM to four rings, as presented in
Fig. 2 [6], [7].

OO0 D

Variable
node (VN)

Function node (FN)

Fig. 1. Factor graph for J = 6 and K = 4.

&
oeoCe

Rotate

—

Fig. 2. 16-QAM modulation constellations [6], [7], [14].

The proposed CG-SCMA method follows the procedure
presented below.
Let Ry = 1, as proposed in [6], [7].
Let D, be the difference between Ry and R, and D5 be the
difference between R3 and R as:
D1 =Rs— Ry, 3)
Dy =Rs— Ry . )

Let us define the constellation’s ratio between two succes-
sive points as % = %‘3‘, which is called (3 [6], [7], and the

ratio between non-successive points as % = %, which is
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Cmap(1) Cmap(2)

Cmap(3) Cmap(4)

Fig. 3. The mother 16-QAM constellation is divided into four smaller constellations.

Scan value of Dy € [0.5, 0.7]
and D, €[1.8, 4]

!

Compute R,, R3, and Ry for R=1

!

Compute a and

.

Compute MinED and MaxED

!

Is MinED>1.6
and
MaxED<2.4?

Save D|-Dy, a and

Fig. 4. Flowchart of the proposed CG-SCMA method.
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called «. These ratios are then utilized to create the mother
codebook [6], [7]. According to Eq. (4), Re = D1 + Ry
and R3 = Dy + Ry, to keep the ratio of o and 3 constant
Ry= Rf{—lf? The next step is to search for Dy € [0.5, 0.7] and
Dy € [1.8, 4] and then to determine « and 3 that achieved
the minimum Euclidian distance (MinED) and the maximum
Euclidian distance (MaxED) using the following formulas:

MingD < Bmin _ [ (1 = Ricos0)? + (Rysin )
VE IR+ B+ B+ )
2 —2cosf)
=\ 5
\/ 14+ a2)(1+ 32) ©)
2
MazpD = S [ 2 4234 -
VE 7(R + RS + RS + R})
382 1
= 16— 6
\/ 1+62 1+ % 6)

where () = ;7 refers to the rotation angle. If MinED is
greater than 1.58 and MaxED is lower than 2.4 [6], then these
values are selected to generate the mother codebook, or are
else used to select another value for D; and Ds.

Using the obtained values, the following is a representation of
the suggested mother codebook design relying on symmetric
mapping [6], [7].

ab —a —b
cd —c —d
Mother codebook = . @)
e f—e—f
gh —g —h
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where a = R3,b= Ry cosl),c = Ry,d = Rycosl,e = Ry,
f=Rscosl),g = Ry, and h = Ry cos ).

Partitioning the star 16-QAM constellation using trellis cod-
ed modulation subsets allows to obtain the users’ code-
books, as shown in Fig. 3. User codebooks are generat-
ed by substituting Cmap(i) of the i-th subset of the moth-
er codebook constellation for each 1 in the F matrix in
Eq. (2), thus resulting in a new F’ matrix, as presented in
Eq. (8) [6], [7]:

Cmap(2) Cmap(l) Cmap(4)

P Cmap(1) 0 0
0 Cmap(2) 0
0 0 Cmap(1)
(®)
0 0 0

Cmap(3) Cmap(2) 0
Cmap(4) 0 Cmap(3)
0 Cmap(3) Cmap(2)

Figure 4 shows the flow chart utilized to identify the ideal
constellation points needed to create the CG-SCMA mother
codebook [6], [7].

4. SCMA Encoder-Decoder Design

The method for encoding and multiplexing data for transmis-
sion and using a mother codebook to create user codebooks is
illustrated in Fig. 5. A specific codebook is assigned to each
user based on sparse matrix V. When all six users provide
data concurrently, information bits from user 1 through 6 are
relayed in the order shown in Fig. 6 [11]. The user-specific
codebook is added to the four time-frequency resource blocks
currently in use. A single user owns each codebook, which is
a4 x 4 complex matrix. Each user’s codebook contains four
codes [11]. Users that need to send their encoded data should

CG-SCMA Codebook Design Based on Maximized Euclidian Distance

construct codewords by multiplying their codebooks with en-
coded data. Finally, all users’ codewords are multiplexed and
sent to the destination [9], [14]. To guarantee good perfor-
mance of the SCMA design, the potentially highest minimum
Euclidian distance needs to be obtained. The general formula
for estimating MED is:

MED = (min or max) ||z —y]|,
V x,y € mother codebook and x # y . )

4.1. SCMA Decoder

The message passing algorithm (MPA) is an iterative paral-
lel decoding method that works by moving extrinsic data
from function nodes (FNs) to variables nodes (VNs) and
vice versa [9], as shown in Fig. 1. Each FN of the factor
graph computes its outgoing message to a particular VN
in each iteration based on the incoming messages from the
other VNs. Then, each VN responds with a different mes-
sage in response to the FNs’ reminder messages. The cy-
cle is finally declared complete when one outgoing mes-
sage has traveled over each edge, in both directions. The log
likelihood rates (LLRs) of each coded bit are determined
after many iterations to estimate the bits of each user. Al-
gorithm 1 illustrates the three basic processes that make
up the MPA [1] for an SCMA system of J users employ-
ing M constellation points through K orthogonal R re-
sources.

Algorithm 1. Message passing algorithm
Input: y, No,Cj, hj, 5 =1,...,J

Result: Calculate each user’s coded bit value for each user j,
users are referred to as variable nodes (VNs), and resources
or subcarriers are referred to as function nodes (FNs),

U(k) ={j, 1 <j < J| VN; is connected to FNj },
R(j) = {k, 1 < k < K| FNj, is connected to VN, }.
Step 1. Initialization.

al| b |-a]|-b
User 1 codebook
c|d|-—c|-d i
0 0 0 0 n
SCMA
ojojojo —_— encoder n
B S \
c | al-—c|-d —>| User 2 codebook | T~ @
B —
e —e | -
/ / > | User 3 codebook | /
& | h | 8|-h User 6
data
Mother codebook olololo — SCMA n
encoder n
0j]0]0]O0
e f|l—e|-f T
User 6 codebook & | h | 8 |-h

Fig. 5. SCMA encoder scheme.
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User 2

T
il

User 3
1,1) \ (1,0) \ (1,0)

User 4

iy

User 5

Fig. 6. SCMA encoding principle.

Each codeword’s prior probability is given by:

1
— . j=1,...,J, ke R(j).

n) = Plam)=1;

Vj*)k‘(
Step 2. Iterative message passing along edges.
While N, do

FN update. The message from FNy, is to be passed to one of
its neighbors VN;, k= 1,..., K, j € U(k).
For a given codeword z,, € C;, m =1,..

_ 1

> e
@; [i€U(k\J

1} IT v

- Zhj,kmm,k
J 1€U (k)\J

VN update. The VN, has a message that should be de-
livered to one of its neighbors FNy, for a given codeword
m € Cj, Vék(xm) is given by:

[icryk Uis) (m)
> HieR(j)\k Ui—»j(xl)
{L’IGCJ‘

L MU}, is:

U;—)k} = Yk

To maintain the method numerically stable, normalization
is required.
End while

Step 3. Decision on LLR at each VN.
For each layer j the a posteriori probability of codeword z,,

is defined as:
- 1 vt
kER(j

Each coded bit’s log—likelihood rate bi, where 1 < i <
log, (M) is represented by:

22

P(zm)
{QCWLECJ' |bZ=O}

P(zm) '
{2meC; bi+1}

P(bi =0)

= log

The value of each bit’s LLR is determined as follows:
. { 1 if LLR(bi) <0
1 =

0 otherwise

5. Simulation Results

The best values for the star 16-QAM constellation are deter-
mined by using dedicated software. The program outcome is
that the best values of D; and Ds produce the optimal ratio
values o = 3.153 and 3 = 1.70. These ratio values result in
MinED = 1.60 and MaxED = 2.36 for the mother codebook.
According to these ratio values, the four constellation point
values are found to be R = 1.00, Ry = 1.70, R3 = 3.15, and
R4 = 5.36, respectively. Based on these inputs, the mother
codebook is:

3.15410.00 0.92 +10.38 —3.15 4+ 10.00 —0.92 —i0.38
5.36 +10.00 1.57 +1i0.65 —5.36 +10.00 —1.57 —10.65
1.00 +1i0.00 2.91 +1i1.20 —1.00 +i0.00 —2.91 —i1.20
1.70 +1i0.00 4.95 4-12.05 —1.70 +i0.00 —4.95 —i2.05

MinED is increased after the division of the main
constellation into sub-constellations. After performing
TCM, the four sub-constellations have achieved MinED =
{3.85, 2.26, 2.26, 3.85} —see Fig. 7.

Two sub-constellations are assigned for each user to generate
their codebooks. The improvement in MinED is higher than
that of the sub-constellation proposed in [6]—[8]. Table 1
summarizes the obtained values of MinED, MaxED,
D;, D, parameters for the proposed CG-SCMA and so-
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90 b 90 c) 90 d 90
a) o 6 6y ) W 4 60 W 6 6 : W * o0
4 3 4 3
S % 8 2 % & % S 2 %
2 | 2 * 1 +
% X X X X g o y ht o—0 * * 0 + + 0
* +
% ¢ % &% ¢ % ¢
Ots o Oss o Oss o 85 o
0LT 0LCT 0LT 0LT
Fig. 7. Users’ sub-constellations for: a) Cmap(1), b) Cmap(2), ¢) Cmap(3), and d) Cmap(4).
Tab. 1. Comparison of MinED and MaxED for the main constellation and sub-constellations.
MinEd MaxEd D D MinEd
of MC of MC 1 2 for sub-constellation
Optimized SCMA [6] 1.58 2.40 0.58 2.00 3.35,2.11, 3.35,2.11
CG-SCMA [7] 1.58 2.33 0.60 2.05 3.46,2.16, 2.16, 3.46
Proposed CG-SCMA 1.60 2.36 0.70 2.15 3.85, 2.26, 2.26, 3.85
lutions from [6], [7]. Furthermore, Fig. 8 presents the new- References

ly generated codebook, the CG-SCMA codebook and two
other codebooks from [6], [7] in terms of BER. Figure 8
proves that the proposed method outperforms other known
approaches.

107 : . :
optimized method [6]
T O CG from [7]
T % proposed method
5
*
107+ . |
o
*
=]
*
=)
*
10 : . . . . . %
1 2 3 4 5 6 7 8 9

Fig. 8. BER comparison for classic and modified SCMA methods.

6. Conclusions

The paper presents an CG-SCMA codebook featuring maxi-
mization of MinED and compares it with other existing code-
books described in the literature. Using the CG-SCMA code-
book for encoding data from different users, the differences
between the first and others radiuses are optimized over ro-
tated constellations. To increase MinED of a star 16-QAM,
a novel CG-SCMA symmetric codebook architecture is pro-
posed by employing TCM to subdivide the constellation.
The SCMA codebook maximizes the space between star
16-QAM constellations, simultaneously decreasing BER and
improving SNR.
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Abstract — In this paper, by differentiating the entropy’s gen-
erating function (i.e., h(t) = [ Sx F! (x)dz) using a Ca-
puto fractional-order derivative, we derive a generalized non-
logarithmic fractional cumulative residual entropy (FCRE).
When the order of differentiation o« — 1, the ordinary Rao
CRE is recovered, which corresponds to the results from first-
order ordinary differentiation. Some properties and examples of
the proposed FCRE are also presented.

Keywords — cumulative residual entropy (CRE), entropy’s generat-
ing function, fractional calculus, information measure, Riemann-
Liouville/Caputo fractional integral/derivative, Tsallis/Rényi en-

tropy.

1. Introduction

In keeping with the concept of entropy proposed by Clau-
sius [1] in thermodynamics and Boltzmann [2] in classical
statistical mechanics, Shannon proposed, in [3], a similar con-
cept, in the context of communication theory, as a measure of
surprise or uncertainty associated with the probability dis-
tributions of a random variable (RV). For a discrete RV X
taking values in X = {1, 2, ..., xy} and having a prob-

N
ability mass function p; = P(X = ;) with >_ p; = 1 and

i=1
p; = 0fori=1, ..., N,itis given by:
N
SO(X) == pilogpi. 0
=1

Due to its properties, which agree with the intuitive notions
of randomness, such a measure of uncertainty suggested in
Eq. (1) has proved to be useful in solving statistical problems
related to the communication theory.

In the literature concerned with information theory and math-
ematical statistics, one can frequently encounter many contri-
butions to generalize the concept of entropy in an attempt to
explore and exploit the outcomes of its applications in dif-
ferent fields of engineering and physics. Perhaps the most
popular among these contributions are the two developed by
Tsallis [4] and Rényi [5], given by:

SéT)—qil<1Z;p?>, gER, @
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and

1
S (Zp;?), g>0,q#1, ()

respectively.

Both entropies (S,gT) and SSR)) reduce to Shannon’s entropy
defined in Eq. (1), within the limit ¢ — 1. The Tsallis
entropy SlgT) has applications in Fokker-Plank systems [6]
and diffusion equations [7]. Since the Rényi entropy SéR) has
an inverse power law equilibrium distribution [8], it satisfies
the zeroth law of thermodynamics [9]. Based on entropy SéT)
defined in Eq. (2), Tsallis et al. have developed the theory
of non-extensive statistical mechanics [4], where parameter
q classifies a particular statistics, such that for ¢ — 1 it
reproduces the standard Boltzmann-Gibs statistics.

Abe in [10] has shown that while the Shannon entropy S

and the Tsallis entropy S,gT) share the same generating func-
tion, h(t) = > pt, the difference between their entropic forms

is due to the differentiation operators considered. Namely, by
applying the classical first-order differentiation operator, we
can generate the following Shannon entropy S(%):

d _ oz ps = SO
— ),y = —sz logp; = S @

Otherwise, the Tsallis entropy SgT) can be generated by
applying Jackson’s g-differential operator given by:

(Jqu) (z) = flgz) — f(z) 7

qr —

(&)

instead of the first-order ordinary differentiation operator
d/dt. This indicates that if one adopts other families of
differentiation operators, new classes of entropies may be
created.

Known as the differential entropy, the continuous analogue
of the discrete entropy defined in Eq. (1), for a continuous
RV, is given by [11]:

h(X) =~ Ix(x)log fx(x), (6)

Sx

where Sx and fx (x) are the support and probability density
functions (PDF) of the RV X, respectively. However, this
direct extension of the concept of entropy from discrete to
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continuous schemes raises some concerns, including the
following:

— it may be negative,
— it may become infinitely large,

— it does not necessarily remain invariant under the transfor-
mation of the coordinate systems,

— it is so difficult to be estimated through empirical samples.

For further discussions on these and more concerns, please
refer to [12].

Among the proposed solutions intended to overcome these
limitations, is the one named cumulative residual entropy
(CRE) [13], [14]. It is given by:

+oo
FER(X) = — / Fx(z)log Fx (), ©)
0

where Fx(z) is the complementary cumulative distribu-
tion function (CCDF) of the RV X. CRE is a non-negative
quantity. It is well-defined for both discrete and continu-
ous RVs and can be easily estimated using empirical en-
tropy samples [13]. Some extensions and generalizations for
the CRE have been proposed in [15]-[20]. Other CDF or
CCDF-based information measures including the cumula-
tive Shannon entropy [21]—[23], cumulative residual Tsal-
lis/Rényi’s entropy [24]—[26] and cumulative residual K-L
divergence [27], [28], were proposed.

By benefiting from Abe’s idea [10], Ubriaco in [29] seems to
be the first who has proposed an FC-based entropy given by:

H (X) =) pi(~logp)®, 0< g < 1. ®)
=1

In the limit ¢ — 1, we get Shannon’s entropy (%) (X') defined
in Eq. (1).

Following Ubriaco’s approach, Mitsohiro in [30] proposed
a new class of fractional entropy.

In this paper, inspired by Mitsohiro’s work in [30], we pro-
pose a new class of FCRE by relying on the CCDF-based
entropy’s generating function h(t) := |, Sx F% (z)dz and
using the theory of fractal calculus (FC). The use of FC al-
lows us to measure the information in a generalized met-
ric space. The main area in which FCRE may be used
directly is information theory. It can also be applied in
computer vision solutions, where information-related mea-
sures, and in particular those related to CE, are of great
importance. Among the recent works on FCRE are [31]
and [32].

The remainder of this paper is organized as follows. In Sec-
tion 2, from the theory of FC, we recall some definitions
concerning the RL fractional integral and the Caputo frac-
tional derivative. The generalized FCRE derived from a Ca-
puto fractional-order differentiation of the aforementioned
entropy’s generating function with order o along with some
of its properties and examples are then presented in Section
3. Finally, Section 4 concludes the paper.
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2. Review of Fractional Integrals
and Derivatives

Fractional calculus (FC) is a mathematical analysis branch
which studies different possible approaches to define
fractional-order integrals and derivatives. Based on FC, the
theory of classical integer-order differential equations has
been then generalized to the broader theory of fractional-order
differential equations. FC can be traced back to a letter writ-
ten to I’Hopital by Leibniz in 1695 [33]. In 1832, Liouville
carried out a heavy-handed investigation on FC [34]. After
that, the Riemann-Liouville (RL) fractional integrodifferen-
tial operator was introduced by Riemann in [35], along with
a comprehensive theory of FC. FC has led to many break-
throughs in different fields of physics and engineering, where
various processes can be modeled in a more accurate and
authentic way [36].

The left-sided Rieman-Liouville (RL) fractional integral
RLI{% f of order &« € R(a > 0) of an integrable function
f:la,b] = R, (0<a<b< o00)is defined as [37]:
("I f) () = TR [f(@)] (1)
_ 1 ' a—1
- i [ e e, o)

witha € R, ¢ > a, @ > 0.T(.) is Euler’s gamma function
defined as I'(a) = f0+°o 2% te=%dz, 0 € R(a > 0).

The left-sided Caputo fractional derivative CD;’+ f of order
a € R(a > 0) of an integrable and differentiable function
fila,b) = R, (0 <a<b< oo)is defined as [37]:

(°D2ef) (1) = “D2 [f(2)](t)
(e (2) o

witha € R,t > a,a > 0,n=[a] + L.
When 0 < a < 1, we get:

(CDf) (1) = (RLI;IQ% )@, @eRi>a). (b

3. Caputo Fractional Derivative-based
FCRE

Definition 1 — CRE [13]. The FCRE of a non-negative contin-
uous RV X with a PDF fx (z), a CCDF F'x (z) and support
Sx = [0, 400] is defined as:

REQL(X): = — Fx(z)log Fx (z)dx
() JQX (2)log Px (x)

Fx(X) logFX(X)
fx(X) ’

Ex [— 12)

when the integral exists.

Ex [X] is the expected value of the RV X.

Remark. Throughout the entire paper, the base of the loga-
o 1

nl

rithm will be set to Euler’s number e = >
n=0
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Our basic idea consists of rewriting Eq. (12) as follows:

CREp(X) := —lim 4 Fi(z)dx . (13)
t—1 dt Sx

Then, we deform the ordinary differential operator % in

Eq. (13) to the Caputo fractional differential operator CD;"+
defined in Eq. (11) (which reduces to % in the limit o — 1).

Definition 2 - FCRE. The FCRE of a non-negative continuous
RV X with a PDF fx (z),a CCDF Fx (z) and support Sx =
[0, +00] is defined as:
R (X) = ~ lim CD3+/ Fy(z)dx.  (14)
t— Sy

Based on these ideas, we derive in the following theorem
a new class of FCRE.

3.1. Fractional CRE

Theorem 1 — FCRE. The finite-value FCRE of order o of
a non-negative continuous RV X with a CCDF F'x (x) and
support Sx C [0, 4+o0] is defined as:

FCREpo (X)) ::fsx G o (1; 1—a; logF‘X(a:)) dz,

I'(2—a)
0<a<l1, (15)

where 1 F (p; ¢; x) is the confluent hypergeometric function
of the first kind — see Eq. (13.2.2) in [38].

Proof. Using the operator defined in Eq. (11), where the lower
limit of the RL-integral is taken to zero, i.e. a = 0, without
loss of generality, Eq. (13) can be re-written as follows:

FCREha(X) =
—lim 4 (RLfgﬂ[fSX etlos FX(I)dx} (t)) (0 <a< 1).

t—1 dt

Therefore, we need to solve the following integral:

FCREha (X) =

t
—1 . d —a log Fx (z
T(i—a) }T} at fsx (Of(t —y) “e¥ B x( )dy) dx ,

= log l‘fx(w)
incomplete gamma function of the first kind, i.e. y(u, z) =
fow et 1dt, we get:

FCREha (X) = F(;}Q)

By letting ¢t — y and using the definition of the

xlim s, [(log Fx () e Fx @)y (1—a, tlog Fx (z))] da.

Now, we use the following relation:
Y, x) = ptate ™ Py (11 + ) .

Then, we refer to Eq. (13.3.18) in [38] to take the ordinary
first derivative and we set ¢t = 1 to get the results in Eq. (15).

|
The standard CRE defined in Eq. (12) can be recovered from
the FCRE in Eq. (15), for o — 1, with the help of the limit:

gir%b 1F1(1;b;2) = xe® .
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The expression in Eq. (15) allows us to calculate the FCRE
(h*(X)) for different values of o and compare them to each
other and to the conventional CRE (« = 1), simultaneously
get further insights on its behavior.

3.2. Properties of FCRE

The FCRE defined in Eq. (15) is a generalized entropy. In
the following section, we consider some of its mathematical
properties.

3.2.1. Positivity of the FCRE
Let us consider the integrand of Eq. (15):

pe — (2= 1) 1P (11— oz log Fx (2)), 0 < a<1. (16)

r'2-ow
With the help of the asymptotic expansion of 1 Fy (.; .;.) for
a_large argument (see Sect. 13.7 in [38]) for thg case where
Fx(z) = 0, we can easily find that h* = 0. For Fx (2)* =1,
however, we get:

a_ la=1)
h CT2-a)’

In this case, h* is negative for o € (0, 1) and it is equal to
zero for o — 1. These results imply that, as a unique property,
the FCRE introduced in Eq. (15) is not positive unless ¢ — 1.

3.2.2. Concavity of FCRE
The second ordinary derivative with respect to Fx (z) of the
integrand given in Eq. (16) is:
PPh> —a
OFx(2)?2  T(3—a)Fx(z)

1 (1704; 3—q; flogFX(x)) ,
(17)

which is less than zero for a € (0,1), 0 < Fx (x) < 1. This
means that the FCRE defined in Eq. (15) is concave.

3.2.3. Homogeneity and shift-independence of FCRE

Let X beanRV.IfY = aX + b, witha > 0 and b > 0, then:
FCREha(Y) _ aFCREha(X) ) (18)

Proof. Recall that Fy (y) = 1 — Fx (UT‘”) z € [0, +00].
From Eq. (15), the equality in Eq. (18) is obtained. |

The result of Eq. (18) shows the effect of linear transformation
of the RV on the FCRE. It demonstrates that the FCRE is
homogeneous and shift-independent.

3.3. Examples on the FCRE

In the following section, we give a few examples of the FCRE
for some common continuous probability distributions.

Example 1. Let X be a uniformally distributed RV in [0, a],
a > 0,i.e. X ~ Uniform (0, a). Then, its FCRE is given by:
aa(l — «)

FCRE ; o
hH(X) = 20+1T(2 — @)

B, (a31), (19)

where B_ (.; .) is the incomplete beta function (see Eq. (8.17.1)
in [38]). To get further insights on the behavior of FFREp (X))
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as a function of «, one may refer to Fig. 1 where Eq. (19) is
plotted.

X ~ Uniform(0,1)

0.45

0.40 \
0.35

0.10
0.05 ™S
~N
0 ™~

01 02 03 04 05 06 07 08 09 1

a

Fig. 1. The "REp ( X) as a function of o of a uniformally distributed
RV in [0, a], with a = 1.

Example 2. Let X be an exponentially distributed RV with
a rate parameter )\, i.e. X ~ e*. Then, its FCRE is given by:

“+oo
/ 1F1 (1 —a;—z)dz, (20)

0

FCRE p, o (X) _ )\;0(42*_12[)

where I'(.) is the Euler’s gamma function (see Eq. (5.2.1)
in [38]).

Example 3. Let X be a normally distributed RV with a mean
1 and a standard deviation o, i.e. X ~ N (1, 0). Then, its
FCRE is given by:

FCREha (X) —
+oo

% / 11 [1; 1— a;log (erfc (I%"u))} dz, (21)

0

where erfc(.) is the complementary error function (see
Eq. (7.2.2) in [38]).

4. Conclusion

In this paper, we have introduced a new entropy function-
al FEREp(X') which generalizes the conventional CRE,
CRER(X), by applying the Caputo fractional-order deriva-
tive. The FCRE has inherited the merits of the conventional
CRE. We have verified that this entropy has useful features.
Other properties, e.g. stability, are worth exploring separately
in the future. The possibility of estimating it from empiri-
cal random samples merits attention. Testing its reliability
through simulations on the logistic map and its applications
in computer vision-related fields are also activities that are
worthy of consideration.
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Abstract — Modern integrated information and telecommunica-
tion systems are upgraded on a continuous basis. Such systems
contain both new and old components. The approaches to de-
veloping individual components of access control systems are
different in the majority of cases. As a rule, modernization of
outdated but efficient systems that have been operating without
any failures for long periods of time is economically unfeasible.
Such an approach requires that different subsystems function
based on shared data. This necessitates the coordination of vari-
ous access control systems in order to ensure proper information
security levels. This article examines how joint functioning of
various versions of access control systems deployed in IT and
telecommunication spheres may be achieved at the stage of their
modernization. Potential ways in which information flows may
bypass the security policies of one of the access control sys-
tems concerned are determined. The authors discuss traditional
access control models. For role-based and thematic access con-
trol models, specific hypotheses are formulated to comply with
security policies when different versions of access control sys-
tems work together. The structure of the model assuming that
different versions of access control systems operate jointly has
been developed. Based on the model, the necessary and suf-
ficient conditions are determined under which unauthorized
information flows are prevented. The security theorem for the
joint functioning of different versions of access control systems
is presented and proved. The results of the study showed that
the methodological basis for coordinating access control models
applicable to information and telecommunication systems un-
dergoing modernization consists in observing, separately, the
equality of information flows between shared objects in each of
the versions of the access control systems. The approaches devel-
oped in this article can be extended to combined access control
systems.

Keywords — access control model, concept, information and
telecommunication system, modernization.

1. Introduction

Modern information and telecommunication systems (ITS)
have a large number of subsystems (components) that are
distributed across various geographical locations. A special
feature of such systems is the requirement to operate in real
time, and even short-lasting periods of unavailability or shut-
downs may lead to serious damage on a nationwide scale.
One of the ways in which reliability of such systems may be
ensured is to guarantee the security of information flows. In-
formation security can be described using such properties
as: confidentiality, integrity, and availability [1], [2]. Com-
pliance with these properties is ensured in ITS solutions,
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in particular, by the access control system allowing users to
access or prohibiting them from accessing a given organi-
zation’s resources [3]. Many studies focused on analyzing
existing access control systems. The traditional access control
models are compared in Table 1 [4].

Tab. 1. Comparison of traditional access control models.

Criteria DAC MAC RBAC ABAC

Principle of

least privilege N - + t

Dynamic

behavior B B o +

Safety of models - +

Separation of
duties

Capability
delegation

Configuration

flexibility T N + N

Auditing + + + +

where: DAC — discretionary access control, MAC — mandatory
access control, RBAC — role-based access control, and ABAC —
attribute-based access control.

Other authors considered theoretical aspects of the process
of establishing information security models [4], [5] and ex-
amined the formation of combined models based on the tra-
ditional components [4]—[7]. However, all authors take into
consideration one paradigm of the access control system mod-
eling process, namely whether the system is of the traditional
or combined variety (Fig. 1).

Access
U control Resource
- system (data)

Fig. 1. Typical application of access control systems.

Some of the ITS that are in use currently were developed
a long time ago. The integrated ITS of the State Border Guard
Service of Ukraine may serve as a good example here. It
consists of numerous subsystems [8] and was created by in-
tegrating individual ITS data sets into a higher-level data
structure. The adoption of such an approach was conditioned
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by completely different requirements that needed to be satis-
fied (Fig. 2).

I

| I
I Access I
| control I
| system |
| |
L

Resource

Users (data)

ITS 2

control
system

I
I
I Access
I
I

Fig. 2. Typical application of an access control system.

The development of access control systems (ACS) operating
within various ITS that interact with one another as part
of the same supersystem can be carried out both according
to the same and different models of access differentiation.
While upgrading the solution, the problem of coordinating
various components needs to be taken into consideration,
thus requiring that a concept ensuring their joint operation
be designed. Unfortunately, information security models do
not provide for joint functioning with other similar models in
a common data field, and such a scenario may be encountered
while performing modernization work. All models cover the
functioning of a single system (security monitor, security core,
etc.) and ensure compliance with its security policy. Recently,
separate methods for coordinating access differentiation have
been developed (as described in [9]—[11]), but a general
approach has not been formed yet.

2. Aim of the Article

This paper analyzes the joint functioning of existing infor-
mation security and focuses on the stage of modernization of
specific information and telecommunication systems in order
to:

— determine potential information flows bypassing one of the
security models,

— determine hypothetical conditions under which their joint
functioning is possible,

— define a concept for their safe joint functioning.

3. Joint Operation of Access Control
Models

3.1. General Theoretical Provisions

It is not possible to define an ITS security policy which en-
sures the reliability of the information flow without relying
on information security models serving as a formalized de-
scription of the basic principles of the solution to be adopted.
Only with the help of formal models, the system’s security
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may be proven based on mathematical conditions. Securi-
ty models define the basic principles of security policies,
are used in their design and in the creation of technological
solutions offering suitable levels of information security. In
the context of ITS upgrades, if information security func-
tionalities are implemented, in advance, in both the old and
new versions of the software in order to eliminate conflicts
caused by differences in models, it is necessary to perform
their verification. So far, a number of strategies for modeling
the behavior of security systems have been proposed in the
literature [12]—[16]. Furthermore, each known model oper-
ates based on three elements: subject, object, and operations
the former may perform on the latter (reading, writing, dele-
tion, etc.). To represent an ACS, three sets of elements need
to be defined:

— objects {O} — terminals, network nodes, communication
channels, external devices, applications, volumes, directo-
ries, files, records, recording fields,

— subjects {S} — users or processes running on their behalf,
i.e. administrators, applications, processes, terminals,

— operations {2} — sequences of the subject’s actions con-
cerning the object (information flow).

Based on such an assumption, an ACS is an object of set-
theoretic calculus, i.e. a Cartesian product of the form: S x
O x Q. This means that access control rules will be described
by an information security model, the results of which will
cause operation w; performed by outside s; and related to o;
being permitted or prohibited.

If the old version of the ACS is represented as: 51 x O1 X {21,
and the new version as: S5 X Oy X ()9, then for the case where
such an expression is true:

(SlﬂSQIIB/\(Olﬂ)QIw)/\(Qlﬂﬂgzw
\/(51\5’2IQI)/\(Ol\OQIQ))/\(Ql\QQZID). D

Equation (1) assumes that there are no conflicts between the
new and old versions of the ACS in ITS. Other cases are not
included in the scope of the research.

The studied contradictions occur if the result of taking the
Cartesian difference between S7 x O1 X 21 and S5 x Oy X ()
is different from () subset S x O x Q g which, generally, will
consist of components of both generations of the ACS of a het-
erogeneous system. The elements of this set form a common
field through which the interaction of different components
of the ITS is carried out. Let us analyze what properties the
ACS structure should have and what requirements it should
meet Sg X Or x Qg to eliminate inconsistencies that lead
to the possibility of a violation of the security policy or the
occurrence of a hidden information flow.

By hidden information flow, we mean a mechanism by which
information may transferred between various entities within
the ITS, bypassing the access control rules (policies).

In this article, the following models are selected in order
to study the joint functioning of different computer system
security models: discretionary, role-based, mandated, and
thematic access control. Information flow security-based and
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subject-oriented models used in isolated software environ-
ments are taken into consideration as well.

3.2. Discretionary Access Control Models

The known discretionary access control models, i.e. Harrison-
Ruzzo-Ullman, typed access matrices, Take-Grant, and ex-
tended Take-Grant varieties, operate with an access matrix
Ms, o], where rows correspond to subjects, and columns re-
late to system objects. The cells define the rights that subject
s has to access object o [5].

In a scenario in which different versions of these models work
together, two situations may take place in which a security
policy violation may occur. First, the values of access rights
of different versions of ACS for familiar entities and objects
are different:

ds;,Jo; when M [s;,05] # Ma [s;,04] ,

where s; € S, s; € Sa, 0 € Oq, 0; € 0.

In this case, it is a clear violation of the security policy ap-
plying to the subject and concerning a given object. A given
operation is allowed in one version of the ACS and is prohib-
ited in the other. In the second case, the values of access rights
of different ACS versions for familiar entities and objects
are the same, i.e. M [s;,0;] = My [s;, 0], for Vs; € S,
Vs; € S2, Vo; € O1, Yo; € O,. At a given moment, the
presence of entities and objects not included another ACS
version means that information flows may bypass the security
policy of one of the versions (Fig. 3).

r o

ACS;

ACS,

Fig. 3. A variant in which information flow bypasses the security
policy of one of the versions of the access control system.

Figure 3 shows one element (subject S7) present in the first
ACS and absent another ACS, through which the information
flow is carried out, bypassing the access matrix Ms|[s, o].

So, when determining the “bypass” data stream, it is necessary
to consider all objects and subjects of the system.

3.3. Role-based Access Control Models

Role-based access control models are a further development
of discretionary access control policies. The difference is
that access rights assigned to specific system entities are
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combined to form groups with the same rights. The said
groups are determined taking into account the specifics of
their functional tasks within the system [5]. Thus, when two
ACS solutions relying on the principle of role-based access
control work together, an information flow may bypass one
of the ACS versions in the same way as it was the case with
discretionary access control.

However, equality of rights for each role is not mandatory in
the context of the joint functioning of different ACS versions.
In this case, if there is an old role r} and a new ACS 73
under which the rights to object oy, are set (if those rights
are different, then a clear violation of the security policy of
one of the ACS versions is noticed. This is due to the fact
that a user performs an operation with role 7} concerning an
object that one ACS version considers forbidden in role 1% of
a different version or vice-versa.

Such a hypothesis has been advanced after researching in-
formation flows in scenarios involving joint functioning
of different versions of role-based access control systems.
To comply with the security policy and ensure coordinat-
ed operation of both versions of role-based access control
systems, equal sets of access rights for roles of different
versions of ACS for combined objects are necessary and
sufficient.

3.4. Mandated Access Control Models

The classical Bell-LaPadula model, the secure transition
model, the military message system model, the low-watermark
policy, the Bib integrity model, and others allow to analyze
the conditions under which information flows from objects
with a higher level of privacy to the ones with a lower level of
privacy are impossible [5]. The occurrence of an unauthorized
information flow in one of the cooperating versions of ACS
solutions is possible if:

— there are inconsistencies in the lattices of the privacy levels
of ACS objects which may lead to an information flow
prohibited in one of the versions (Fig. 4),

ACS,

Fig. 4. Information flow bypassing the security policy of one of the
ACS versions in a scenario in which the lattices do not match the
privacy levels.

JOURNAL OF TELECOMMUNICATIONS
AND INFORMATION TECHNOLOGY

1/2023



— there is a mismatch between access matrices Ms, o).

It is worth noting that the existing regulatory framework
clearly defines the grid of privacy levels of specific objects.
Hence, the occurrence of an unauthorized information flow in
the first method is rare. At the same time, the second method
may be implemented in a manner similar to the discretionary
access control model.

3.5. Thematic Access Control Models

Thematic access control models operate with a thematic
hierarchical classifier (rubricator) which includes a finite set
of thematic headings on which a partial order is established
and determined by the root tree. Many entities in thematic
access control models X = S U O are classified based on
their mapping to a set of multi-rubrics defined in the root tree
of a hierarchical rubricator.

The occurrence of an unauthorized information flow in one of
the versions of thematic access control systems during their
joint operation is possible if the topics of the system entities
do not match (Fig. 5).

R it R

1
'ACS,

T

Fig. 5. Information flow in a scenario in which thematic hierarchical
classifiers do not match in different versions of access control
systems.

As an example, two cases of contradictions in information
flows in different versions of thematic access control systems
with four shared objects are:

— in the first ACS; objects 0; and oy are located in entities
that are not comparable in terms of their subject matter.
Consequently, such flows are prohibited. At the same time,
in ACSq, these items are related to the same topic, so
information flow between them is allowed;

— in the second ACS; object o3 is located in an entity with
a broader theme and o4 with a narrower one, so this flow
is prohibited. While in ACS, these items are on the same
topic, the information flow between them is allowed.

To comply with the security policy when coordinating both
thematic access control arrangements, the hierarchical equal-
ity of thematic classifiers for objects shared in different ACS
versions is necessary.
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3.6. Security-based Information Flow Models

Non-withdrawal and non-interference models are based on
the distribution of all potential flows between objects within
the system into two non-intersecting sets, i.e. authorized and
unauthorized flows [5]. Thus, the main task of the security
system relying on the security-based information flow model is
to prevent the occurrence of unauthorized information flows.
This information flow segregation model is mainly based on
other security policies, such as discretionary or mandated
access control. Thus, when different versions of access control
systems relying on the security-based information flow model
work together, a violation of security policies is possible. For
example, such a breach may occur if the privacy levels do
not match or if the access matrices in other types of security
policies are not consistent.

3.7. Subject-oriented Model of an Isolated Software
Environment

The subject-oriented model of an isolated software environ-
ment is similar to the information flow security model and
operates with two non-overlapping sets: streams that rep-
resent unauthorized access and streams that represent legal
(authorized) access. It is worth noting that this model does
not specify any known security policies. The security poli-
cy describes only the criterion for dividing all information
flows into the two subsets. Thus, the subject-oriented model
of an isolated software environment is invariant to the secu-
rity policy adopted in the system and has its disadvantages
when different versions of the access control system work
together.

4. Methodology for Coordinating Access
Control Models

According to [17], threats related to unauthorized access
to information constitute a privacy violation. That is why
research focusing on access control systems aims to ensure
the confidentiality of information. The “information threat”
concept requires, in essence, that a subject-object model of
a computer system be used, as the need exists for the subject
to be an element of the system that becomes acquainted with
the information and an object — a material data medium.
In the absence of at least one of those two components, we
can no longer talk about violating confidentiality. Moreover,
it is necessary to introduce a third concept — the flow of
information from the object to the subject, since the absence of
such flow offers no threat to confidentiality. There are different
approaches to defining subjects, objects, and information
flows. This work is based the following definitions:

— A subject is a representation of a physical user of a com-
puter system that is created during the user’s entry into
the system and is fully characterized by its context (alias,
identification code, permissions, etc.);

— An object is a computer system resource that is managed
by a set of security tools and is characterized by specific
attributes and behaviors;
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— Information flow is a transfer of information from one
object of a computer system to another.

In order for a confidentiality threat to be present, the concept of
“familiarization” of the subject with the information contained
in the object needs to be taken into consideration as well.
Familiarization consists in the user becoming acquainted with
the process and with the information contained in the object.
It is worth noting that according to the definitions adopted,
a confidentiality violation occurs when the user has read the
information and the respective process has received it.

When developing or upgrading an ITS, the developer imple-
ments the ACS based on proven security policies and ensures
information protection based on the criteria established by
the customer. At the same time, the upgraded components are
implemented in the system in stages and over a certain peri-
od of time during which the old version of the ISS functions
simultaneously with the upgraded ACS. Such an approach
leads to uncontrolled actions concerning individual objects
being undertaken by one of the versions of the ACS. This
means that information flows may emerge that comply with
the security policy framework and ones that fail to do so.

ACS, ACS,
o Q%

Fig. 6. Model of a scenario in which different versions of access
control systems operate jointly.

In general, the modernization period is characterized by the
occurrence of information flows that are not allowed in one of
the versions, thus leading to a violation of the confidentiality
of information. The confidentiality requirement will be met
when equal information flows are ensured for common sub-
jects and objects of the system in both versions. To prove the
safety theorem for matching different versions of ACS, we
describe a structural model of their joint functioning (Fig. 6):

Sgr = 51 NSy are common subjects for both versions,
Opg = 01 N Oy are shared objects for both versions,

079, Q5 are information flows between ACS subjects and
objects,

QRS0 QSO are information flows between familiar entities
and ACS objects,
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099, O99 are information flows between ACS objects,

Q799 Q590 are information flows between shared ACS

objects.

In addition:
00 C 079 C 0y, 9559 C Q59 C O,
Q0 C QP C Oy, QFO° C Q90 C O,

Note that a violation of confidentiality or the rules of the
ACS security policy is only possible if there is an unautho-
rized information flow between the object containing the
information and the subject. Therefore, information flows be-
tween subjects are not considered in this model. Obviously,
if all information flows are equal, no violation of confiden-
tiality takes place.

Let us define a necessary and sufficient condition under which
an unauthorized information flow is impossible. To this end,
we will consider four degenerate variants of joint functioning
of both versions of the ACS, provided that each system fully
ensures the confidentiality of information following the basic
models of the ACS:

Option 1. In the case when Sgp = (), Ogr = 0 the ACS
involved do not have any common elements and function
independently of each other. There are no unauthorized
information flows.

Option 2. In the case when Si # (), Or = () the ACS only
have familiar users. The presence of an object containing
information prohibited from being made available to the
user is a necessary condition for violating the privacy
requirement. Concurrently, the ACS security policy will
not allow such information to be present in an object that
belongs to the user (the has access to such an object).
Thus, in this case, there is no violation of confidentiality.

Option 3. In the case when Sp = (), Og # 0 the ACS
have only common objects. This option allows for an
information flow between objects not provided for in one
of the versions of the ACS, which in turn will lead to an
unauthorized information flow to a particular subject.
Thus, this option may violate confidentiality.

Option 4. In the case when Sg # 0, Or # () the ACS have
common subjects and objects. This option combines
the second and third cases and allows for an information
flow between objects not provided for in one of the
versions of the ACS. Thus, this option may violate
confidentiality.

The analysis of various options concerned with the sharing
of ACS elements has shown that an unauthorized information
flow can only occur if there are common objects in different
versions of ACS. Thus, to prevent unauthorized information
flows during the joint functioning of both versions of the ACS,
equality of data flows between objects shared in each of the
ACS is necessary. Such an approach serves as a formulation
of the security theorem for the joint functioning of different
versions of ACS. The proof of the theorem is clear from the
above.
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It is worth noting that the developed approach is invariant to
the access differentiation models themselves, which makes
it possible to coordinate not only systems of the same type,
but also systems built based on different access control
models.

5. Conclusions

The study was concerned with the joint operation of various
versions of access control systems that are based on security
models applicable to computer systems. This article has
identified potential ways of ensuring that information flows
bypass the security policies of one of the versions of the
access control systems involved.

Discretionary access control models rely on an access matrix
and use a privacy level grid. This means that some degree
of coordination is required when different versions of ACS
operate together. For role-based and thematic access con-
trol models, specific hypotheses are formulated allowing to
achieve compliance with the security policies applicable to
the joint operation of different versions of ACS.

The results of the study showed that the methodological basis
for coordinating access control models applicable to infor-
mation and telecommunication systems undergoing mod-
ernization consists in observing, separately, the equality of
information flows between shared objects in each of the ver-
sions of the access control systems concerned. By relying on
the methodological basis developed, we will be able to con-
tinue with the development of other methods for coordinating
various access control models.
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Abstract — Sentiment analysis is an efficient technique for ex-
pressing users’ opinions (neutral, negative or positive) regarding
specific services or products. One of the important benefits of
analyzing sentiment is in appraising the comments that users
provide or service providers or services. In this work, a solution
known as adaptive rider feedback artificial tree optimization-
based deep neuro-fuzzy network (RFATO-based DNFN) is im-
plemented for efficient sentiment grade classification. Here, the
input is pre-processed by employing the process of stemming and
stop word removal. Then, important factors, e.g. SentiWordNet-
based features, such as the mean value, variance, as well as kurto-
sis, spam word-based features, term frequency-inverse document
frequency (TF-IDF) features and emoticon-based features, are
extracted. In addition, angular similarity and the decision tree
model are employed for grouping the reviewed data into specific
sets. Next, the deep neuro-fuzzy network (DNFN) classifier is
used to classify the sentiment grade. The proposed adaptive rid-
er feedback artificial tree optimization (A-RFATO) approach
is utilized for the training of DNFN. The A-RFATO technique
is a combination of the feedback artificial tree (FAT) approach
and the rider optimization algorithm (ROA) with an adaptive
concept. The effectiveness of the proposed A-RFATO-based
DNFN model is evaluated based on such metrics as sensitivity,
accuracy, specificity, and precision. The sentiment grade classi-
fication method developed achieves better sensitivity, accuracy,
specificity, and precision rates when compared with existing
approaches based on Large Movie Review Dataset, Datafiniti
Product Database, and Amazon reviews.

Keywords — deep learning network, feedback artificial tree, nat-
ural language processing (NLP), rider optimization algorithm,
sentiment grade classification.

1. Introduction

Sentiment analysis [1], [2] is a growing field of research
focusing on analyzing product and service reviews published
online. Sentiment analysis is considered to be a “baggage
issue”, which deals with polarity identification [2], [3] aspect
extraction [4], [5], and natural language processing (NLP)
tasks [2], [6]. Aspect-level sentiment classification is the
basic approach in sentiment analysis, and it serves to deduce
sentiment polarity. For instance, whether a given sentence is
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classified as neutral, positive or negative in sentiment depends
on finding a specific element therein [2]. Sentiment analysis
is effective for evaluating users’ opinions with regards to
services or products described by text data [7], [8]. Therefore,
its primary task is to identify and categorize the user’s polarity
based on content [9]—[11]. Sentiment analysis is also the main
research area in NLP, relied upon to analyze the opinions and
emotions of users from the texts they provide [12].

Sentiment analysis is usually harnessed by e-commerce web-
sites and online social networks [13] for predicting their
users’ needs based on polarity or sentiment categories [4].
The analyses are performed with the intention to identify
specific options and recognize their polarity. Sentiment is
categorized into three sets (neutral, negative, and positive)
with five different groups existing within each of those sets
(strong opposition, opposition, support, strong support, and
neutrality) [14].

Subjective information from the text concerned is recognized
automatically using emotions, opinions, attitudes, etc. [15]
and plays a vital part in NLP and data mining [16]. Three
levels (target, sentence, and document) are taken into consider-
ation when analyzing sentiment. The sentence and document
levels are intended to categorize sentences and documents,
and they consider the entire document or sentence as the ba-
sic information-carrying component. Polarity sentiment is
also analyzed based on textual content retrieved from a sen-
tence or document [17]. The features extracted from texts are
subjected to classification in the corpus-based approach. In
addition, the intensification and negation process is conduct-
ed by combining a lexicon-based technique for identifying
scores from input text based on keywords and phrases dictio-
nary [18]. Strength and polarity are specified, in sentiment
dictionaries, using corpus words and phrases [12]. The entire
process is relied upon for boosting sales and creating product
rankings [19], [20].

Recently, neural networks have been used in several areas,
such as discrete-time signals, computer vision, and NLP for
sentiment classification [2], as a widely utilized approach
for an attention model for aspect-level sentiment classifica-
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tion to recognize the sentiment polarity of targets in con-
text [21], [22]. The deep learning technique [23], [24] per-
forms better than the machine learning approach when it
comes to sentiment classification, due to the fact that GPU ac-
celerators are capable of relying on large databases [8], [25].
Adaptive RNN is used in the target-based classification ap-
proach, where the sentiment of the wording is transferred
to the target based on syntactic and context-related pat-
terns [14], [26]. Tree structures of Long Short-Term Memory
(LSTM) networks are also used in the sentiment classification
process [16], [27], as are the Gated Recurrent Unit (GRU),
LSTM, and gated RNN with LSTM [4].

The major goal of this work is to design and develop an
A-RFATO-based DNFN for sentiment classification. The
paper provides a meaningful contribution to two main topics:

— Adaptive RFATO-based DNFN for efficient sentiment
grade classification with a DNFN trained by A-RFATO,

— Adaptive RFATO developed by integrating FAT and ROA
approaches with the adaptive concept.

The rest of the paper is organized as follows. Section 2 reviews
the literature and Section 3 elaborates on the proposed A-
RFATO-based DNFN model. Section 4 presents the results
and the discussion, while the conclusion is given in Section 5.

2. Literature Review

The CNN approach was developed by Kim and Jeong in [28]
to classify sentiment. The input image was taken from
a database and then its significant features were extracted
for further processing. The flattening process was execut-
ed for converting a two-dimensional feature map to a one-
dimensional structure. This approach easily confines higher
level and local patterns for better precision. However, this
method has not identified any improved patterns for sentiment
classification. Fu et al. [29] introduced a semi-supervised
aspect level sentiment classification approach using a varia-
tional auto encoder (AL-SSVAE) and employed in during the
classification process. The topical word embedding (TWE)
method was utilized for identifying aspect-specific word em-
bedding, while joint sentiment topic (JST) was employed for
obtaining sentiment from given words. The proposed method
efficiently extracts sentiment features and provides global se-
mantics for better performance. Nevertheless, this method
did not include a particular neural network for identifying
aspect-level sentiments of various texts.

A multi-layer attention-based CNN was modeled by Zhang
et al. [14]. In this paper, every conventional layer output is
considered to form a context representation for capturing
additional context features. This method extracts high-level
features, like fractional context, and low-level features, such
as semantic relationships, phrases, and words, using these in
the classification process. This technique utilizes sentiment-
related vocabulary for the classification process, but offers
poor results in complicated modeling.
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Chen et al. [2] proposed a fusion model with multi-source da-
ta to classify sentiment with unified data structure. The model
collects knowledge from different types of resources. After
that, aspect-level sentiment is categorized using bidirection-
al encoder representations from transformers (BERT). The
use of BERT means that the classification is performed in a
precise manner, in the form of a good aspect-specific sen-
tence representation. Unfortunately, this method fails to cover
various resources, such as sentiment knowledge bases and
document-level corpora in aspect-level classification.

A graph convolutional network (GCN) was introduced by
Zhao et al. in [30]. Initially, aspect-level representations were
captured by employing a bi-directional attention model using
position encoding. Then, a multi-aspect sentiment classifica-
tion structure was developed to efficiently confine sentiment
dependencies among several features. This model effectively
classifies the sentiment based on various aspects, but fails to
overcome the problem of over-fitting. Salur and Aydin intro-
duced, in [8], a hybrid deep learning technique to classify sen-
timent. At first, features were extracted using character-level
embedding based on CNN and BiLSTM. Next, the extract-
ed features were integrated and broadcast to the SoftMax
layer for the classification process. The approach produced
high level of classification accuracy. However, attention-based
approaches were not deployed for increasing performance.
Zhang et al. [31] introduced a bi-channel capsule network
(SC-BiCapsNet) for sentiment classification. The Cot-Att
scheme was used in text semantic representation to optimize
text expression and coding patterns. Finally, a capsule network
was developed for improving the weight value of significant
features in the text classification phase. This method effi-
ciently increases accuracy of the classification process, but
failed to incorporate other auxiliary networks in order to de-
crease computational cost. A multi-task learning technique
was devised by Jin et al. in [32], with multi-scale CNN and
LSTM helping classify sentiment. This approach effectively
enhances the quality of the encoder and emotion classifica-
tion. Time complexity was reduced significantly, but it failed
in enhancing sentiment classification outcomes for multitask
learning.

3. Proposed A-RFATO-based DNFN

The proposed A-RFATO technique is a combination of the
adaptive ROA concept and the FAT approach. The diagram
of the classification model is presented in Fig. 1.

A dataset P containing reviews can be expressed by:

P={Xop}1<a<A, 1<0<B, 1

where X, ;, represents data from the a-th review and with
a b-th attribute, A and B indicate all data points and attributes.

The input review data is treated as input in the pre-processing
stage and is subjected to stemming and stop word removal
processes.
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Fig. 1. Diagram of the A-RFATO-based deep neuro-fuzzy network for sentiment grade classification.

3.1. Stop Word Removal

It is an important process in the pre-processing stage, as it
allows to avoid processing huge amounts of data in a speedy
manner. The current goal is to perform the text examination
phase while keeping the negation and intensity of the words in
mind in order to effectively complete the sentiment analysis.
The Python natural language toolkit (NLTK) package has been
used to remove the stop words. Negation words are deleted
from the list of stop words and are applied to the input review
text. The stop word removal method decreased the amount of
information noise by eliminating non-informational behavior
from the sentences.

3.2. Stemming

The retrieved words are trimmed to their base form by ap-
plying the stemming process, as the processing of large da-
ta sets increases complexity of the sentiment classification
process. The stemming process allows to avoid complica-
tions by eliminating unnecessary words from the input text
file. The stemming process generates a compressed docu-
ment by removing prefixes and suffixes. The output is formu-
lated as:

X={Ca,1<d<n}, (@)

where Cj is the pre-processed data and n is the total number
of reviews.

After data pre-processing, the extraction of features is per-
formed. The features taken into consideration are explained
below.

3.3. SentiWordNet Features

The establishment of a SentiWordNet structure is a two-step
procedure comprising exploration of WordNet and deter-
mination of a subset of WordNet. Initially, WordNet term
relationships, such as hyponyms, synonyms, and antonyms
are explored for enlarging the seed word’s core. Next, a sub-
set of WordNet terms, i.e. negative and positive labels, is
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identified [33]. Positive and negative scores of SentiWordNet
features are given by:

{M. N} = SW(Cq), ©)

where a positive score is given by M, and a negative score
is denoted by N, while SW(Cy) indicates the SentiWord-
Net features with Cy; data. The features identified from the
negative and positive score are:

m{ =M, , mj =N, , 4)

where m¢ and m$ are features acquired from positive and
negative scores of SentiWordNet. These features are applied
to train the classifier algorithm. After that, the mean, variance,
and kurtosis of positive and negative scores of SentiWordNet
are extracted.

The mean offers an estimation of the average amount of data
in a document and is expressed by:

g _ 1%
==Y " E;, 5
mi=—%" s)
i=1
where: =1, ..., e, e = 1 or 2, which means positive and

negative scores, respectively. The total amount of positive
and negative data enclosed in a document is specified as E;
while m¢ indicates the mean value.

Variance is based on the mean value that is specified as m4,
and is formulated as follows:

mi =13 (B —mg)”. ©)

Kurtosis is a measure of tailedness of a distribution, i.e.
how much density there is in the tails, and is denoted
by mg.

3.4. TE-IDF Features

TF-IDF features are extracted using pre-processed data, based
on the vector space model (VSM), while the weight of words
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is estimated by IDF, whereas the occurrence of words is
evaluated by DF. The TF feature is expressed by:

le]
1 .
mg=—> TF;, )
z=1
YyEZ

where mg represents the TF' features acquired from the
review document. The word count and frequency of a z-th
word in a d-th review is denoted as |e| and T'Fy;. The IDF
feature is calculated by:

el
md = Z IDF,, ®)
z=1

Y€z

where my is the IDF feature and it is extracted from the review
document.

3.5. Feature Based on Spam Word

Identification of spam is an important step, as it identifies
precise feedback using customers’ product reviews. Spam
reviews (not valid) also help estimate the best sentiment
scores using various reviews. The spam-based feature is
estimated by analyzing the content present in the reviews
using such review properties as large word count, or detection
of a higher number of pronouns. In contrast, reliable reviews
involve more coordinating conjunctions, adjectives, nouns,
determiners, and prepositions [34]. The features acquired
from spam identification are represented by:

Ng
mg =7 ©)
le
The spam word and entire word counts are identified as N,,
and |e|, respectively. For a d-th review:
) (10)

en,
lef

d
mg —
where ey, is the sum of the frequency of spam words.

3.6. Emoticon-based Feature

Emoticons are visual depictions of face expressions made
up of such characters as letters, punctuation marks, and
numbers. Each emoticon intensity is measured based on the
text preceding that particular emoticon. The difference in the
incidence of negative and positive emoticons is estimated

d
as m{ .

3.7. Feature Fusion by Decision Tree and Angular
Similarity

Once the feature extraction process is completed, emoticon-
based features, SentiWordNet features, mean, variance, kur-
tosis, spam word-based features, and TD-IDF features are
combined to form feature vectors in order to decrease com-
plexity of sentiment estimation. Feature vectors are formulated
as:

_ d d d d d d d d d d
m = {my, Mz, M3, My, M5, Mg, M7, Mg, Mg, Mgy ,

an
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where m¢, m4, ... indicate the feature set. The final fused
feature vector is expressed as:

f
used I
m/ved = Z E (12)
y—1
N
=1+ — 13
y=1+7 13)
where ¢ = 1, ..., z, the selected features are indicated as z,

N is total feature number and M is the number of features
which are to be selected.

3.8. Decision Tree

This subsection describes the procedure of identifying the
1 parameter using the decision tree. First, the review con-
tent is trained to group the data under division. The u pa-
rameter is identified as the entropy function of the review
data if it belongs to a specific group. The diagram illus-
trating the process of identifying p via the decision tree
and the ground truth is presented in Fig. 2 and is identified
by:

p=AS(na,Ba) , (14)

where n4 is the review data and 3 is the average of the review
data belonging to a specific class.

mi mo ... my Ground truth
n1 1251
no M2

Fig. 2. Determination of the y parameter.

Then, angular similarity is computed based on the angular
distance measure estimated by cosine similarity:

-1

AD = 8 (CS) ’ (15)
™

AS=1—AD, (16)

where AD is the angular distance, C'S represents cosine
similarity, and AS specifies angular similarity.

The decision tree is further executed for the purpose of the
rule induction and classification process. The decision tree is
basically a flowchart that has a tree-like shape, in which the test
result is specified by an attribute test and a branch. The class
label indicated by the leaf node and internal node is used to
determine attribute test and branch. The source set is divided
into subsets based on the attribute value test in the decision
tree and every subset endures recursive way splitting. The
recursive portioning ends when the subset node has a target
with a similar variable. The decision is characterized by better
accuracy and efficiently manages multi dimensional data. The
target occurrence is categorized in the decision tree through
arranging the tree from the root node followed by attribute
testing and shift to the leaf node. This procedure is repeated
for the sub trees of new nodes.
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3.9. Classification of Sentiment Grade

The input for categorization of the sentiment grade using
DNFN has the form of feature fused output. The DNFN
is trained using the A-RFATO technique which incorpo-
rates ROA, FAT, and adaptive concepts to reduce computa-
tional complexity.

3.10. DNFN Structure

The DNFN [35] is a hybrid of fuzzy logic and a deep neural
network. In this network, the first processing step is per-
formed based on a deep neural network and then the second
processing step is executed by means of fuzzy logic in order
to estimate the objective of the system. This system involves
three types of layers: input layer, a number of hidden layers
for verification, and the output layer. Three rules are applied,
including de-fuzzification layer, normalization layer, and rule
layer. The output layer is the de-fuzzification layer. Conse-
quents and premises constitute very important parameters of
deep neural networks. Premises form the pedestal of the mem-
bership function is realized in the modified fuzzification in the
input layer, also it deals with the incidence levels. Besides, the
consequent parameter depends on the de-fuzzification proce-
dure. A neuro-fuzzy block contains the fuzzy interface system
(FIS) used for rule base evaluation. The DNFN structure used
for the classification of sentiment is shown in Fig. 3.

Neuro fuzzy

Information flow Sl
optimization

layer r : layer

OOl
=l

Information flow —

'Y
—
N )
—

| Poor | Better | Good |Very good | Excellent |I

Fig. 3. DNFN structure diagram.

The degree of each input is distributed within the 0—1 range.
Output follows every entity of the first layer. Let us consider
a case in which the number of premises is two, with one
consequent as:

Ji,n = kCi(r) or Jip =kCh_2(t), YVh=1,2,3, (17)
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where r represents input to each h-th entity, kC and kC},_o
specify antecedent membership function and degree of the
membership function is indicated by Jy .
The bell-shaped function is used to model the membership
function which is distributed with a minimum value of 0 and
a maximum value of 1. It can be formulated by:

1

h=A}
Bp,

kCh(r) =
14

; (18)

2T},

where T}, Ay, and By, describe the membership function of
the premise parameter, enhanced with the help of training.

The rule-based layer refers to layer 2, as it is used to express
a group of rules. Each entity in the layer is multiplied by
linguistic variables to satisfy the membership degree. The
rules’ firing strength is symbolized by the multiplication of
variable membership values as:

Jo.n = pn = kCr(r)kCh_2(t), YVh=1,2. (19)

Layer 3 is the normalization level in which each entity calcu-
lates the ratio between the firing strength of the h-th rule and
the total firing strength of all rules, and p;, refers to a gener-
ic network parameter. The result for each rule is normalized
based on the firing strength of that rule and equals:

Ph_ p=1,2. (20)

Layer 4 describes the de-fuzzification process, wherein the es-
timation of each rule consequent is performed for the outputs
specified, and equals:

J47h :ﬁhEh Iﬁh(Hh’F—FIh?" +Kh), Vh=1, 2, (21)

where H, I, and K indicate consequent parameter sets. The
process of final outcome estimation is:

> pnEn
Jsn=> pEp= . 22
” j%:ph hE (22)
h

The parameters are then distributed using random values and
are tuned by means of training to obtain optimized results.
The proposed A-RFATO is utilized in such training and the
extent of hidden layers is used for efficient system training on
a large amount of data.

3.11. DNFN Training

Below is presented an 8-step procedure used for training.
Step 1 — initialization of riders. The riders are initialized
randomly by:

Go={Gs(p,q)}; 1<p<U; 1<q<V, (23)
where o is a moment in time, U is the total number of riders,
p, q is the p-th rider location G, (p, q), and V denotes the
total coordinates of the dimension. After group initialization,

rider parameters are initialized as well: gear I, steering S,
brake R, and accelerator A,.

Step 2 — computation of fitness. Estimation of the fitness
function is performed by identifying the space between the
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final destination and the location of the rider. The solution
with a minimum error value is considered to be the optimal
one. The following equation is used to compute the fitness

value:
Z Ztarget - wO] ] (24)
j=1

where Zi,rget is the target output, v denotes the number of
training samples, and w® indicates the estimated output from
DNEFN.

]\/[SE:1
v

Step 3 — leading rider determination. After computation of
the fitness function, the leading rider is calculated. The rider
with lowest fitness value is selected to be the leading rider
and its location varies at each moment.

Step 4 — updating rider location. The location of the leading
rider is estimated by updating the rider location at a given
time and the location of the bypass rider in the group. Then,
the follower is updated.

The bypass rider avoids the regular route, without bearing in
mind the pathway of the leading rider. Location of the bypass
rider is updated by:

Gy (0 ) = A Gr (@) 1(0) + G (7,0) - (1= (@) | . @5)

where x and 7 are the random numbers from 1 to R. An
adaptive concept is realized by using 7 and terms A for better
performance of sentiment classification, expressed as:

_ fitness;
"= max(fitness) ’ 26)
T
A= T 27

The follower rapidly achieves its destination by updating
the location of the leading rider. The area of the follower
is modified using the values chosen and the location of the
follower is influenced by the coordinate selector as:

Got1(p,q) = G* (K, 1| cos(KFy ,)-G* (K, q) | +g5 , (28)

where G¥ and K indicate the leading rider’s location and
index, the distance of the p-th rider is denoted as gy, g is the
coordinate selector and K FJ  denotes the steering angle in
the g-th coordinate of p-th rider.

The factors affecting the location update of the overtaker
include the following: relative success rate, coordinate se-
lector, and direction indicator. The overtaker provides faster
convergence with a huge global neighborhood, thus the self-
evaluation operator of FAT is used to update the value. The
final equation of the overtaker updated with FAT is expressed
as:

[1-rand(0, 1)]

Gralo+1)= rand(0, 1) [

Ghest,qrand(0, 1) z K
1—rand(0, 1) +D; (9)Gkq),

(29)
where G,q(0) is the p-th rider location in the ¢-th coor-
dinate and D7 (o) denotes the direction indicator of the
p-th rider at instant o. The location of the best branch is
indicated by Gpest,q, rand(0, 1) denotes a random number
between 0 and 1.

42

Step 5 — updating attacker location. The attacker tries to
reach the leader’s location and uses the same update procedure
as the follower. The attacker location is updated using the
following formula:

Gon(p,q) = G* (K, q)+|cos(KF;,)-G* (K,q)|+g5 , (30)

where G 11(p, ¢) is the leading rider location, K FJ  denotes
the steering angle in the g-th coordinate of the p-th rider and
the distance of the p-th rider is expressed as g .

Step 6 — calculation of fitness function. Once the location of
each rider has been estimated, the rider with the best fitness
value is selected as the race champion.

Step 7 — updating rider parameters. The activity counter is
computed to update the rider parameters in order to identify
the optimal solution.

Step 8 — termination. The process described above is iterated
until the time is reached.

The pseudo code of the adaptive RFATO technique is specified
in Algorithm 1.

Algorithm 1. Pseudocode of the proposed A-RFATO

method.

1: Input: rider’s random position G, .

2: Initialize the population

3: Initialize rider parameter: gear I, steering S, brake R,
and accelerator A,

4: Fitness function computation

5: Whileo < oo5f

6: Forp=1toU

7: Position update of bypass rider using Eq. (25)

8

Include adaptive concept by n = % and
=12
T

9: Modify the area of follower based on Eq. (28)

10:  Modify the location of overtaker based on Eq. (29)

11:  Position update of attacker based on Eq. (30)

12: Ranking of riders based on fitness function

13:  Rider with maximum fitness function is taken as
leading rider

14: Modity I,, S,, Ry, and A,

15: Return G¥

16: o=0+1

17:  End for

18: End while

19: Output: Leading rider G

4. Results and Discussion

To evaluate performance of proposed algorithm, the following
metrics are used:

Accuracy is determined in order to describe the correct-

ness of the sentiment classification process and is expressed
as:

ACC =

Tpositive + Tnegative
Tpositive + Tnegati'ue + Fpositive + Fnegative
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Specificity is estimated to identify actual negative sentiments
and is denoted in:

Tnegative (32)

Spe = .
Tnegativc + Fpositive

Sensitivity is the measure used for finding definite positives
and is estimated by:

T ositive
Sen = posit (33)

Tpositi'ue + Fnegative

Precision is defined as the ratio between accurately classified
outcomes and all classified positive values:

Pre =

Tpositive (34)

Tpositive + Fpositive

where true positives, false positives, true negatives and false
negatives are specified as Tositives Fpositiver Tnegative and
Fnegative, respectively.

The Large Movie Review Dataset [36], the Datafiniti Prod-
uct Database [37], and Amazon Reviews [38] are utilized
for experimentation purposes and for testing the sentiment
classification model developed.

The Large Movie Review Dataset includes 50,000 highly
polarized movie reviews for used in testing and training
processes. The number of positive and negative review files
used in testing is 12,500, while 12,500 negative opinions and
12,500 positive review files are employed for the training
process.

The Datafiniti Product Database contains 34,000 reviews of
such Amazon products as Kindle, Fire TV stick and so on. It
consists of the review text, product information and a rating
assigned to each product.

Amazon Reviews contain reviews provided by several million
Amazon customers. Star ratings, commonly used for senti-
ment analysis, as available as well. The database contains real
business data on a reasonable scale.

The proposed A-RFATO-based DNFN is compared with
other existing techniques, such as CNN [28], RNSA [11],
AL-SSVAE [29], GRNN-SR [4], and RFATO-based deep
RNN. In the comparison, different metrics are used, such as
specificity, sensitivity, accuracy, and precision.

4.1. Analysis Based on the Large Movie Review Dataset

A comparative analysis of the A-RFATO-based DNFN, per-
formed with the use of the Large Movie Review Dataset by
changing training data percentages, is depicted in Fig. 4. Fig-
ure 4a shows the accuracy analysis performed by altering
training data percentages. The accuracy score obtained by
CNN is 0.647, by GRNN-SR is 0.777, by RNSA is 0.778,
by AL-SSVAE is 0.778 and by RFATO-based deep RNN
is 0.795, whereas the value achieved by the proposed A-
RFATO-based DNFN is 0.813 with 70% of the training data
considered. Additionally, improvement in the performance of
Adaptive RFATO-based DNFN is 17.92% vs. CNN, 4.39%
vs. GRNN-SR, 4.30% vs. RNSA, 4.26% vs. AL-SSVAE, and
2.23% vs. RFATO-based deep RNN techniques.

112023

JOURNAL OF TELECOMMUNICATIONS
AND INFORMATION TECHNOLOGY

The sensitivity analysis performed by changing the training
data percentage is illustrated in Fig. 4b. Sensitivity for CNN
is 0.709, for GRNN-SR is 0.823, for RNSA is 0.824, for
AL-SSVAE is 0.824, and for RFATO-based deep RNN is
0.845. The developed method achieves the score of 0.864.
Improvement in the performance of the proposed technique
versus existing methods, such as CNN, is 17.92%. It equals
4.75% vs. GRNN-SR, 4.68% vs. RNSA, 4.65% vs. AL-
SSVAE and 2.19% vs. the RFATO-based deep RNN approach.

The specificity analysis is shown in Fig. 4c. In 70% of the
training data, the proposed model achieves specificity of
0.746, while the score of CNN equals 0.55, GRNN-SR 0.7,
RNSA 0.70, AL-SSVAE 0.701, and RFATO-based deep RNN
0.723. In addition, the improvement in performance of the
proposed method is 26.35% compare with CNN, 6.27% with
GRNN-SR, 6.14% with GRNN-SR, 6.10% AL-SSVAE, and
3.17% with RFATO-based deep RNN. Figure 4d presents
an analysis of proposed method based on precision-related
metrics, with the training data volumes altered. In 70% of
training data, the A-RFATO-based DNFN achieves a precision
score of 0.854, while the value of existing techniques equal
0.701 for CNN, 0.814 for GRNN-SR, 0.814 for RNSA, 0.815
for AL-SSVAE and 0.836 RFATO-based deep RNN.

A comparative analysis of the A-RFATO-based DNFN, using
the Large Movie Review Dataset and with a varying feature
size is shown in Fig. 5. The analysis is based on the com-
parison of accuracy with the changing feature size (Fig. Sa.
The accuracy value achieved by CNN is 0.777, by GRNN-
SR is 0.855, by RNSA is 0.856, by AL-SSVAE is 0.856, by
RFATO-based deep RNN is 0.879, and the rate obtained by
the proposed A-RFATO-based DNFN equaled 0.898, with
the feature size 3. Furthermore, the developed sentiment clas-
sification model achieves a higher performance improvement
rate of 13.41%, compared with the results of 4.74%, 4.61%,
4.59% and 2.12% attained by the existing sentiment classifi-
cation approaches, respectively.

A comparative analysis of sensitivity with varying feature
sizes is shown in Fig. 5b. The proposed method scores 0.935,
while CNN achieves the score of 0.832, GRNN-SR of 0.888,
RNSA of 0.888, AL-SSVAE of 0.889, and RFATO-based
deep RNN methods of 0.910, for the feature size of approx. 3.
The improvement in performance of the developed sentiment
classification approach versus CNN is 11.99%, vs. GRNN-SR
is 5.08%, vs. RNSA is 5.03%, vs. AL-SSVAE is 4.95%, and
vs. RFATO-based deep RNN is 2.70%. Figure 5c presents
the results of a specificity analysis based on a varying feature
size. With a feature size of 3, the proposed method obtains
the specificity rate of 0.845, thus outperforming other classi-
fication models: CNN achieves the score of 0.7, GRNN-SR
of 0.798, RNSA of 0.799, AL-SSVAE of 0.800, and RFATO-
based deep RNN of 0.822. The proposed technique achieved
a higher performance improvement of 17.23% compared with
CNN, 5.54% with GRNN-SR, 5.44% with RNSA, 5.30%
with AL-SSVAE, and 2.74%, with RFATO-based deep RNN.
Figure 5d illustrates the results of a precision analysis based
on a varying feature size. With the feature size of 3, the pro-
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Fig. 4. Analysis of A-RFATO-based DNFN with the Large Movie Review Dataset depending on: a) accuracy, b) sensitivity, c) specificity, and
d) precision with varying training data percentages.
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Fig. 5. Analysis of the proposed A-RFATO-based DNFN using the Large Movie Review Dataset with respect to: a) accuracy, b) sensitivity, c)
specificity, and d) precision based on a varying feature size.
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Fig. 6. Analysis of the proposed method using the Datafiniti Product Database, considering: a) accuracy, b) sensitivity, ¢) specificity, and

d) precision with altering training data percentages.

posed method achieves the precision rating of 0.923 and also
overperforms other sentiment classification models: CNN
has the rating of 0.812, GRNN-SR of 0.877, RNSA of 0.877,
AL-SSVAE of 0.877, and RFATO-based deep RNN of 0.898.

4.2. Analysis Based on the Datafiniti Product Database

A comparative analysis of the proposed A-RFATO-based
DNFN using the Datafiniti Product Database with altering
training data percentages is represented in Fig. 6. Figure 6a
shows the accuracy analysis based on using different train-
ing data percentages. The existing techniques achieve the
following accuracy scores: 0.937 for CNN, 0.937 for GRNN-
SR, 0.938 for RNSA, 0.938 for AL-SSVAE, and 0.961 for
RFATO-based deep RNN, whereas the proposed A-RFATO-
based DNFN scores a ratio of 0.988 with 80% of training data.
Moreover, A-RFATO-based DNFN shows an improvement
in performance of 5.58% vs. CNN, 5.10% vs. GRNN-SR,
5.09% vs. RNSA, 5.06% vs. AL-SSVAE, and 2.68%, vs.
RFATO-based deep RNN.

Results of the sensitivity analysis with changing training data
percentages are presented in Fig. 6b. The sensitivity score
of CNN is 0.924, of GRNN-SR is 0.937, of RNSA is 0.937,
of AL-SSVAE is 0.938, and of RFATO-based deep RNN
is 0.958. The proposed method achieves the ratio of 0.979.
A specificity analysis of the proposed method with altering
training data percentages is presented in Fig. 6¢c. With 80%
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of training data, the proposed model achieves the score of
0.99, where the existing techniques, such as CNN, RNSA
and GRNN-SR, achieve the score of 0.937 each, AL-SSVAE
reaches the value of 0.938, and RFATO-based deep RNN
of 0.977. The improvement in performance of the proposed
method versus CNN is 5.26%, vs. GRNN-SR is 5.26%, vs.
RNSA is 5.25%, vs. AL-SSVAE is 5.23%, and vs. RFATO-
based deep RNN is 1.23%. Figure 6d shows the precision
measure for altering training data percentages. With 80% of
training data, the developed model achieves the precision
rating of 0.899, while CNN achieves the score of 0.790,
RNSA of 0.851, GRNN-SR of 0.853, AL-SSVAE of 0.853,
and RFATO-based deep RNN of 0.878.

Figure 7 shows a comparative analysis of the A-RFATO-based
DNEN approach using the Datafiniti Product Database with
a varying feature size. The comparative accuracy analysis
with an altering feature size is shown in Fig. 7a. The values
achieved by existing approaches are: CNN 0.937, GRNN-SR
0.937, RNSA 0.937, AL-SSVAE 0.938, RFATO-based deep
RNN 0.961, with the A-RFATO-based deep neuro fuzzy net-
work scoring 0.985 with the feature size of 4. The proposed
sentiment classification model achieves a higher improve-
ment in performance (4.89%, 4.88%, 4.87%, 4.82%, and
2.42%) compared with the present sentiment classification
approaches, respectively.

Figure 7b shows a comparative sensitivity analysis based
on a varying feature size. The proposed approach achieves
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Fig. 7. Analysis of the proposed method using the Datafiniti Product Database, considering: a) accuracy, b) sensitivity, ¢) specificity, and

d) precision with a varying feature size.
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Fig. 9. Analysis of the proposed method using Amazon Reviews, considering: a) accuracy, b) sensitivity, ¢) specificity, and d) precision with

varying feature sizes.

the value of 0.978, while CNN of 0.924, RNSA, GRNN-
SR and AL-SSVAE of 0.937, and RFATO-based deep RNN
of 0.958 (feature size 4). The improvement in performance
of the proposed sentiment classification approach versus
CNN is 5.51%, vs. GRNN-SR is 4.22%, vs. RNSA is 4.21%,
vs. AL-SSVAE is 4.20%, and vs. RFATO-based deep RNN
is 2.10%.

Figure 7c shows the results of a specificity analysis based
on a varying feature size. For the feature size of 4, the pro-
posed method reaches the specificity score of 0.99, CNN of
0.937, RNSA of 0.937, GRNN-SR of 0.937, AL-SSVAE of
0.938, and RFATO-based deep RNN of 0.977. The proposed
technique achieves a performance improvement of 5.30% ver-
sus CNN, 5.29% vs. GRNN-SR, 5.28% vs. RNSA, 5.23%
vs. AL-SSVAE, and 1.23% vs. RFATO-based deep RNN.
Figure 7d shows the results of a precision analysis based
on the feature size. For the feature size of 4, the proposed
method reaches the precision score of 0.928, while CNN
achieves the rating of 0.815, RNSA of 0.878, GRNN-SR
of 0.880, AL-SSVAE of 0.881, and RFATO-based deep
RNN of 0.901.

4.3. Analysis Based on the Amazon Reviews Dataset

Analysis of A-RFATO-based DNFN using the Amazon Re-
views with an altering training data percentage is shown in
Fig. 8. Figure 8a shows the results of the accuracy analysis
with different training data percentages. The existing tech-
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niques achieve the following accuracy ratings: 0.763 for CNN,
0.839 for GRNN-SR, 0.841 for RNSA, 0.842 for AL-SSVAE,
and 0.863 for RFATO-based deep RNN. The proposed A-
RFATO-based DNFN achieved a score of 0.886 with 80% of
training data. Figure 8b shows the results of the sensitivity
analysis with changing training data percentages. Sensitivity
of the existing sentiment classification methods are as follows:
CNN 0.696, GRNN-SR 0.808, RNSA 0.809, AL-SSVAE
0.809, and RFATO-based deep RNN 0.830. The developed
method obtained the score of 0.848 for 70% of training
data.

An analysis of specificity-related performance of the proposed
method, with varying training data percentages, is present-
ed in Fig. 8c. With 80% of training data used, the proposed
model achieves specificity of 0.893, while the existing tech-
niques achieved the following results: CNN 0.772, RNSA
0.851, GRNN-SR 0.851, AL-SSVAE 0.851, and RFATO-
based deep RNN 0.872. Analysis of the precision of the
proposed method is presented in Fig. 8d. Using 80% of
training data, the proposed model scores 0.907, while CNN
achieves the rating of 0.796, RNSA of 0.858, GRNN-SR of
0.860, AL-SSVAE of 0.860, and RFATO-based deep RNN
of 0.886.

Figure 9 illustrates results of the analysis of A-RFATO-based
DNFN using Amazon Reviews, with varying feature sizes.
The level of accuracy vs. the altering feature size is pre-
sented in Fig. 9a. The accuracy scores achieved by exist-
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Tab. 1. Comparative study for the Large Movie Review Dataset.

Analysis Metrics | GRNN-SR | CNN | RNsa | REATO-based |y oy | A-RFATO-based deep
deep RNN neuro fuzzy network
Accuracy 0.930 0.894 | 0.931 0.951 0.931 0.972
Based on Sensitivity 0.947 0918 | 0.947 0.968 0.947 0.988
training data | Specificity 0.899 0.85 0.900 0.921 0.900 0.947
Precision 0.936 0.908 | 0.936 0.956 0.936 0.977
Accuracy 0.855 0.777 | 0.857 0.879 0.857 0.903
Based on Sensitivity 0.887 0.823 | 0.889 0.910 0.889 0.937
feature size | Specificity 0.800 0.797 0.801 0.857 0.822 0.797
Precision 0.875 0.812 | 0.877 0.898 0.877 0.925
Tab. 2. Comparative summary for the Datafiniti Product Database.
Analysis | Metrics | GRNN-SR | CNN | RNSA Riiéoéﬁged AL-SSVAE ’;’ ;E‘glg:;assz‘iip
Accuracy 0.960 0.960 | 0.960 0.989 0.970 0.990
Based on Sensitivity 0.962 0.957 | 0.962 0.982 0.962 0.988
training data | Specificity 0.968 0.968 | 0.968 0.988 0.969 0.990
Precision 0.908 0.881 0.909 0.928 0.909 0.948
Accuracy 0.937 0.937 | 0.938 0.961 0.938 0.988
Based on Sensitivity 0.937 0.924 | 0.937 0.958 0.938 0.979
feature size | Specificity 0.937 0.937 | 0.937 0.977 0.938 0.990
Precision 0.878 0.815 | 0.880 0.901 0.881 0.928

ing approaches are: CNN 0.760, GRNN-SR 0.838, RNSA
0.838, AL-SSVAE 0.838, RFATO-based deep RNN 0.859,
and A-RFATO-based deep neuro fuzzy network 0.879, with
the feature size of 4. Figure 9b shows a similar analysis fo-
cusing on sensitivity. Sensitivity of the proposed approach is
0.931, while that of CNN equals 0.819, RNSA 0.884, GRNN-
SR 0.884, AL-SSVAE 0.937, and RFATO-based deep RNN
0.905 (feature size 4).

Figure 9c shows the specificity analysis. The developed
method obtained a specificity score of 0.845, while CNN
of 0.695, RNSA of 0.795, GRNN-SR of 0.796, AL-SSVAE
of 0.796, and RFATO-based deep RNN of 0.817. Part “d”
of Fig. 9 shows a precision analysis. The developed method
scored 0.926, CNN 0.814, RNSA 0.879, GRNN-SR 0.880,
AL-SSVAE 0.880, and RFATO-based deep RNN 0.901.

4.4. Comparative Summary

A summary of the performance of different techniques relied
upon in the classification of sentiment using the Large Movie
Review Dataset is presented in Tab. 1. The proposed method
obtains better performance with 90% of training data and
the feature size of 5, and achieves the maximum values of
sensitivity, accuracy and specificity.

Comparison of the performance of different techniques used
for sentiment grade classification based on the Datafiniti
Product Database is presented in Tab. 2. The accuracy score
achieved by the developed sentiment classification approach
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equals 0.99 (feature size 5), and its sensitivity ratio is 0.988.
Likewise, the developed A-RFATO-based deep neuro fuzzy
network obtains a specificity ratio of 0.99, which is better
than that of its competitors. The proposed method obtains
the best accuracy and sensitivity levels of 0.988 and 0.979,
respectively, with the feature size of 5, when the percentage
of training data considered is 90%. Hence, the table clearly
indicates that the proposed A-RFATO-based DNFN approach
achieves better accuracy, specificity, sensitivity, and precision
scores than the existing methods.

The comparison of the techniques used in sentiment grade
classification based on the Amazon Reviews dataset is shown
in Tab. 3. The maximum accuracy, sensitivity, specificity,
and precision scores attained by the A-RFATO-based deep
neuro fuzzy network are 0.958, 0.953, 0.897, and 0.956,
respectively.

5. Conclusion

This paper describes a technique for sentiment grade classifi-
cation, known as A-RFATO-based DNFN. The classification
process involves four stages: pre-processing stage, extraction
of features, and feature fusion along with the classification
of sentiment. The proposed A-RFATO scheme is designed
by integrating the FAT technique and ROA with the adaptive
concept. As a result, the developed sentiment grade classifi-
cation technique allows to achieve the maximum values of
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Tab. 3. Comparative data for the Amazon Reviews dataset.

Analysis Metrics | GRNN-SR | CNN | RNsa | REATObased | oqyap | A-RFATO-based deep

deep RNN neuro fuzzy network
Accuracy 0.917 0.881 0.917 0.938 0.917 0.958
Based on Sensitivity 0.913 0.886 0.913 0.933 0914 0.953
training data | Specificity 0.849 0.772 0.852 0.873 0.852 0.897
Precision 0.916 0.889 0.916 0.936 0.916 0.956
Accuracy 0.853 0.775 0.855 0.877 0.855 0.901
Based on Sensitivity 0.883 0.819 0.885 0.906 0.885 0.933
feature size | Specificity 0.793 0.697 0.797 0.819 0.797 0.854
Precision 0.878 0.814 0.879 0.901 0.880 0.927

accuracy (0.99), sensitivity (0.988) and specificity (0.99). [12] Y. Zhang, Z. Zhang, D. Miao, and J. Wang, “Three-way enhanced

Future work related to this field of research will focus on op-
timizing the technique in order to enhance the classification
process and tune it for data involving sarcasm.
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Abstract — Data security in cloud services is achieved by impos-
ing a broad range of privacy settings and restrictions. However,
the different security techniques used fail to eliminate the hazard
of serious data leakage, information loss and other vulnerabili-
ties. Therefore, better security policy requirements are necessary
to ensure acceptable data protection levels in the cloud. The two
procedures presented in this paper are intended to build a new
cloud data security method. Here, sensitive data stored in big
datasets is protected from abuse via the data sanitization proce-
dure relying on an improved apriori approach to clean the data.
The main objective in this case is to generate a key using an op-
timization technique known as Corona-integrated Archimedes
Optimization with Tent Map Estimation (CIAO-TME). Such
a technique deals with both restoration and sanitization of data.
The problem of optimizing the data preservation ratio (IPR),
the hiding ratio (HR), and the degree of modification (DOM) is
formulated and researched as well.

Keywords — data security, improved apriori, modified data restora-
tion, sanitization.

1. Introduction

Cloud computing (CC) creates a massive virtualized data re-
source pool with various services connecting a huge number
of resources [1]—[3] to achieve the required levels of porta-
bility and reliability. The three fundamental service delivery
models include the following: infrastructure as a service, plat-
form as a service, and software as a service, and the four
development trends observed in the world of CC are pub-
lic cloud, private cloud, cloud platform, public clouds, and
virtual private cloud [4]-[6].

IaaS is a service-managed, computer hardware and fixed
network provisioning concept with significant expansion ca-
pabilities. PaaS is a service paradigm that uses the middleware
of the service model to offer integrated development environ-
ments, frameworks, applications, and development tools [7]-
[9], while SaaS is a category of remote computing services.
All three technologies are used in cloud computing. How-
ever, because users are not aware of the sources or owners
of specific resources in such a structure, it is more challeng-
ing to protect such resources and services against attacks.
The task is even more complicated, because many companies
owning and running community groups, as well as outside
stakeholders, operate in the capacity of cloud administrators.
To benefit from the advantages of multiple cloud deploy-
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Tab. 1. List of abbreviations used in this paper.

Abbreviation Description

AOA Archimedes optimization algorithm
ARM Association rule mining

BMO Blue monkey optimization

BES Bald eagle search optimization

CHIO Corona virus herd immunity algorithm
CIAO-TME Svi??jnin;fag;tsg n?artcigilmedes optimization
CNN Convolutional neural network

CPA Chosen plaintext attack

CP-ABE Cipher text policy attribute-based encryption
CHIO Corona virus herd immunity optimization
CC Cloud computing

DOM Degree of modification

EHR Electronic health record

IDS Intrusion detection system

IPR Information preservation ratio

HLPN High-level Petri nets

HBA Honey badger algorithm

HPA Honey pot algorithm

HR Hiding ratio

IF Impact factor

M Information masking

IPR Information preservation ratio

GWT Gabor wavelet transform

GMGW OG;?rt;tiiczzziilgnmodiﬁed glowworm swarm
GLCM Grey level co-occurrence matrix

JA Jaya algorithm

J-SSO Jaya-based shark smell optimization

KPA Known plaintext attack

KP-ABE Key policy attribute-based encryption
MIQP Mixed-integer quadratic programming
PRE Proxy re-encryption

PPXAC CPgin\;z;lg]y—rng;s;rving XACML-based access
PCA Principal component analysis

SE Searchable encryption

SMC Secure multiparty computation

SSO Shark smell optimization
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ment methodologies, a hybrid cloud concept is introduced
which integrates two or more clouds. Private virtual cloud is
the term used to describe the common pool of resources in
a cloud system [10]-[12].

Security systems, key distribution, encrypting, access, identity
authentication, audit scheduling, as well as human and physi-
cal access control are some of the security issues affecting
cloud data [13], [14], as defined by several privacy-protection
strategies [15]—[17]. Improved data security levels have been
achieved in the cloud through the development of a privacy-
conscious access control system. Researchers have proposed
a unique method for combining spectral band handprint im-
ages, depending upon the complex dual-tree transform as well
as a feature extraction and minimization method based on the
Gabor wavelet transform (GWT) and principal component
analysis (PCA).

With such an environment taken into consideration, this article

offers the following contributions:

— it employs a modified apriori approach to sanitize system
information,

— it proposed the CIAO-TME method to generate the best
key while adhering to the degree of modification (DOM),
information preservation ratio (IPR), and hiding ratio (HR)
requirements.

The rest of the paper is as organized follows. Section 2

evaluates the existing literature. The suggested model and

its features are described in Section 3. Section 4 covers key
generation processes and the data sanitization method. Results
and discussion are given while Section 5 while conclusions

are presented in Section 6.

2. Literature Review

Danish et al. [18] formulated their approach to privacy pro-
tection in the cloud environment by employing artificial intel-
ligence (AI). The authors stated that Al abilities were helping
companies achieve greater productivity in the corporate cloud
environment. Data normalization and recovery were the two
key steps of the recommended privacy-preserving system.
The extraction of many co-functions, including such factors
as DOM, HR, and IPR, leads to the generation of an optimal
key. The study demonstrated the effectiveness of the sug-
gested model in improving cloud security when compared to
other methods.

Avijit and Radha in [19] employed the honeypot algorithm
for data protection or IDS, which was a good strategy for
predictions and privacy protection. The dataset was initial-
ly standardized using the normalization approach, a process
which involves replacing missing values and removing unnec-
essary data. Following that, unique features were extracted
and the best models were chosen using the GLCM algorithm.
Predicting the target was done using a unique CNN clas-
sifier that offers high attack detection accuracy levels. The
developed algorithm was used to protect information from
infiltration and other assaults. In addition, a cryptographic
mechanism was utilized to ensure the required secrecy protec-
tion, while encryption was performed using HPA. If the data
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holder requests a specific file, the cloud server generates a key
and verifies it by interacting with the user for authentication
purposes. The performance of the solution was evaluated and
was compared with that of other, existing methodologies to
demonstrate efficacy of the proposed scheme.

Tehsin et al. [20] investigated the privacy-preserving au-
thorization paradigm for the cloud and privacy-preserving
strategies for cloud-based EHRs using defined taxonomy. In-
ner login control and outer security in outsourced system
design for hybrid cloud have been formulated and then the
PPX-AC algorithm was developed, combining fine login con-
trol with the multifunctional use of EHRs and a cutting-edge
privacy mechanism. Using HLPN, the authors confirmed the
efficiency of the proposed PPX-AC by invalidating known pri-
vacy threats. Furthermore, the described model demonstrates
its efficacy and multifunctional application possibilities.

Tian et al. [21] proposed an IM-based methodology for using
MIQP to solve the energy management problem. The viabili-
ty and efficiency of using IM in MIQP were demonstrated by
incorporating cloud-edge architecture. To better fit real appli-
cations, the general criteria of the MIQP IM were expanded
in terms of security and implementation cost.

Luis et al. in [22] presented smart CAMPP data to achieve
cloud authorization. Format-conserving encoding methods
were used to outsource them discreetly. Furthermore, the
observations demonstrated the applicability of the proposed
technique, allowing to expect high accuracy levels. In contrast
to a method that does not improve security, the authors’
proposal has no substantial influence on encryption.

Pan in [23] presented various cloud privacy security vul-
nerabilities and then proposed a complete privacy security
prevention architecture. The characteristics of several tech-
niques were also compared, including network access tools,
CP-ABE, KP-ABE, the fine-grain, polynomial number of au-
thority, dismissal mechanism, the detect mechanism, PRE,
various leveled encryption, and a mixture of other methods.

Chen et al. in [24] designed a lightweight encryption system
that maintains an acceptable usefulness model while ensuring
evidential privacy preservation. Using the specified proto-
type system, the recommended approach was deemed secure
against a sincere but inquisitive host and a catastrophic col-
lision. The effectiveness of the method was examined and
compared to similar solutions using the MNIST and UCI hu-
man action recognition database. This strategy decreased the
runtime by 20% and the communicated cipher text length by
85%, on average, while maintaining the accuracy of competi-
tive SMC methods.

Yong et al. [14] presented a blockchain-based EHR sharing
mechanism ensuring both secure and private features by
employing encryption algorithms. Additionally, evidence of
permission was intended to serve as the consensus protocol for
consortium blockchains in order to guarantee the software’s
reliability. According to a study, the proposed protocol meets
the security goals and has a good computational efficiency.

Table 2 summarizes the research on recent cloud data security
methods.
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Tab. 2. Summary on research in existing papers.

Paper PIrI? eﬁgfjid Features Drawbacks
. ) . ) When it comes to ensuring the security of every
Danish J -SSQ It is an algorithm 'Wlth fewer steps and database, the strategies OI-CSA and BS-WOA
etal. [18] algorithm strong global findings .
strategies offer low convergence performance
Due to efficient implementation of the sys-
Avijit and Honeypot . . . . . .
tem, the security rate of online services has | It is only capable of detecting direct assaults
Radha [19] method .
been improved
When data is sent between parties, it is essential
Tehsin PPX-AC Enables fine-grained access control while | to make sure that it is secure, as the parties in-
et al. [20] model maintaining privacy volved were unaware of the information shared
between both original parties
. Is an optimum solution with good accu- | Preserving privacy while decreasing computing
Tian et al. MIQP . . . . . .
. racy, while lowering the computational | costs to the highest possible extend is hard to
[21] algorithm .
cost achieve
Luis et al Smart No positive feedback on motion sensors leads
’ CAMPP Builds a CA approach for smartphones p .
[22] . to challenging results
algorithm
CP-ABE allows data owners to exchange
encryption with authenticated persons . . .
Sun CP-ABE, through cloud storage while keeping ac- The d egree Of privacy protectlog prov1de7d by
. . sharing algorithms concerned with users
[23] KP-ABE cess control settings hidden. Senders can | < .
o . identities has to be improved
encrypt communications using KP-ABE
with a characteristics set
Chen ef al It improves training efficiency and commu-
[24] ' HFWP nication overhead while providing excellent | It cannot gather raw data from consumers
privacy protection in a short span of time
Yong et al. | EHR Data sharing method among medical insti- . S
[14] method tutions were identified The developer fails to provide timely updates

Distributed locations with cloud processing infrastructures
and mass data storage create privacy concerns. For instance,
Google’s cloud servers are spread out all over the world,
including seven sites in the Americas, two in Asia, and three
in Europe. Additionally, customers must be aware where the
cloud hosting is located, because privacy defining laws vary in
many countries. This shows the importance of cyber security
aspects in cloud computing.

Many algorithms were introduced to solve the privacy preser-
vation problem, but there is no optimal solution yet. For
example the J-SSO algorithm [18] offers a poor convergence
rate that causes failures in this sort of applications. Similar-
ly, such algorithms as the honeypot method [19] are capable
only of detecting direct assaults, while the smart CAMPP al-
gorithm [23] often creates challenges, as no previous efforts
has focused on motion sensors. Moreover, such encryption
standards as KP-ABE and CP-ABE also need some improve-
ment in the degree of privacy provided. Therefore, there is
still a need of researching the advanced privacy preservation
models.

3. Proposed Method Concerning Data
Security in Cloud

This work proposes two procedures that attempt to devel-
op a new cloud data security method: data sanitization and
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restoration process. The data sanitization process sustains
the security of sensitive data in the cloud by concealing it
from unauthorized users and preventing it from being ac-
cessed. In this scenario, data is sanitized using an upgraded
version of the a priori algorithm, then data restoration is in-
corporated for restoring or recovering the sanitized data. In
both processes, key generation plays a very important role
and should be performed optimally to guarantee data safe-
ty. Here, the recommended CIAO-TME technique is used to
identify the best key for both data restoration and sanitiza-
tion sages. Considering this to be an optimization problem,
DOM, IPR, and HR-related objectives are used for obtaining
the key.

Figure 1 shows the diagram of the concept proposed for
ensuring preservation of data security in the cloud.

3.1. Data Sanitization

The association rule mining (ARM) approach is enhanced
by using the apriori algorithm containing the following three
steps:

1) Scan transaction database once and get the sampling
method for each item. During the sampling procedure,
the algorithm picks a random sample S' from the database
da and then searches for frequent item sets S. This can
be reduced by lowering the so-called min-support. The
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Fig. 1. The proposed concept ensuring data security in the cloud.

impact factor (IF) is found for removing the victim item
set. It is fixed with a threshold value a,;, such as:

— if i, or IF is 1 or more, the item set should be
continued (considered as sensitive data),

— if amin or IF equals O or less, the item set is considered
as victim item set and it should be removed.

2) Using the overlap strategy for counting the support of
candidate item set ¢, the sampling sets of Ly_; and of
L are created.

3) If the |Ly| < k, the algorithm is terminated.

By using the apriori model, the rules for sanitization are
created and, similarly, the reverse rules are designed. Next,
using the XOR function with the key values, the adopted data
sanitization process is performed.

3.2. Key Generation

One of the important and computational time-consuming steps
in the creation of a security mechanism is key generation.
The creation of uncrackable and non-derivable secure keys is
a complicated computational task. Creation of the key matrix
and the initial cloud data are essential for preparing sanitized
data, such as:

ds =ds ® Ky , (1

where an optimally produced key is referred to as Kys, dg is
the original data and dY is the sanitized data.

Generating the key is a part of the CIAO-TME model.

3.3. Restoration Procedure

Data sanitization is a technique used for concealing private or
sensitive information in a cloud with the goal of preventing
unwanted data leakages. Using the special key created during
the data cleaning procedure, sensitive data is revealed during
data restoration. The opposite is the data restoration process.
The same key that the created the CIAO-TME model for the

54

purpose of generating sanitized data is used to recover the
original information:

ds = ds ® Ky, , @)
where dg denotes the recovered data.

4. Novel CIAO-TME Optimal Key
Selection

To identify the optimal key selection method, first the objec-
tive function is formulated as:

Obj =Min[DOM + (1 —HR) + (1 -IPR)],  @3)
where HR, DOM, and IPR are the objective functions con-

sidered for data sanitization. Figure 2 presents the solution
encoding scheme.

Fig. 2. The proposed data security in the cloud.

HR is the percentage of sensitive items that are properly

concealed by d’y:

tp
where tp is a total number of hidden data indexes, and Nd

represents the size of non-zero indexes.

IPR is the inverse of data lost and the rate of non-sensitive
rules not concealing in sanitized data set. It is formulated as:

IPR = iN 2, o)
tp
where tp is the total number of saved data indexes and N2
equals the total amount of zero indexes.
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The original dataset dg and the sanitized dataset d’ allow to
determine the DOM function that is the Euclidean distance
between dg and ds:

DOM = —ds +ds , 6)

where dg indicates the degree of modification taking place
within the unique dataset and dy denotes the sanitized
dataset d'.

4.1. Proposed CIAO-TME Model

The proposed CIAO-TME model is a hybrid optimization ap-
proach and is created by combining the traditional AOA [25]
and CHIO techniques [26]. AOA is a high-performance opti-
mization technique as far as convergence time and exploration-
exploitation balance are concerned. The advantages of CHIO
include high effectiveness when dealing with a large num-
ber of optimization issues across a wide range of optimiza-
tion domains. To overcome the limitations of AOA and
CHIO models, the hybrid optimization CIAO-TME model
is proposed. It combines two common optimization mod-
els to speed up the convergence process offered by solu-
tions [27]—[30]. The individual steps of the model are pre-
sented below.

In the first step, a population of N the search agents is ini-
tialized, and next the positions of the search agent and other
algorithmic parameters are initialized:

SI = LBI —|— Rand(UBI - Lb[) ) (7)

where LB’ and U B! denote the lower and upper bounds of
I-th the search agent, respectively.

Then, density Den’ and volume Vol! of the search agents
are set randomly, and acceleration AT of the I-th the search
agent is assigned as:

Al = Rand(UB' — Lb") + LB" . ®)

The initial population is then evaluated and the search agent
characterized by the best fitness levels is selected as: apest,
Volyest, and Dyq. For the next position, density Den{ 11
and volume Vol 1 are determined by:

Den,{ﬂ = Rand(—Den,{ + Denpest) + Denf) , )

Vol{ 1 = Vol; + Rand(Volpest + Denpest) — Voli), (10)

where Deny.ss and Volpes: points out to the best density
and best volume, respectively. The Rand function points out
to a random value with uniformly distribution. The transfer
operator T'F is modeled as:

itr—max®tT

TF =e maxitr | (11)

where itr and max®‘"

respectively.

are the current and maximum iterations,

Step 2 is the exploitation phase. If TF < 0.5, then there
occurs no collision between the searching agents. The accel-
eration factor is modeled as:
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ACCtI+1 _ Denmr + VOlm'r + AmT , (12)

T T
Den; Vol,

where Deny,;., Vol,,-, and A,,,. denote respectively density,

volume, and acceleration of random search agents, respec-

tively.

If TF > 0.5, the position of the search agent is updated as:
Xl = XU5Y + F-C2r A{LN™d(T- X0 — X7°0) . (13)

In CIAO-TME, the position is updated by combining the
concepts of AOA and CHIO as:

X0+ F- C2r AN

I
TM

XtI+1 = A(I) d(T-XbeSt—XfeSt) ,

(14)

where A refers to the force of infection, 7 is the transmission
rate, and M refers to the birth rate percentage of individuals
who are added to the entire population of M, A7, V"™ is
the normalized acceleration, C2 = 6, T = C3-TF and
C3 = 0.3 are the constant values, while F is the flag that
shows the direction. In addition,  points out the random value
that is generated by means of the tent map to improve the
convergence rate.

Step 3 defines the proposed exploration phase. When T'F' >
0.5, then there is no collision and the acceleration of the
search agent it + 1 is computed as:

ACCtIfl _ Volvest Avest + Denpest ) (15)
- Vol{HDen{_,_l

For CIAO-TME, the acceleration factor is computed using on

sample variance S? and weight we’ as:

Denpest + Volpest Avest 5
we .

I
VOlt+1
52

ACCL, =

(16)
Den]_,

For TF' < 0.5, the I-th search agent itr + 1 is computed as:
X[ Clrd Ar o™ (xment — X)) + Xpst (17)

As a result, the algorithm in step 4 returns the best solution
found.

5. Results and Discussion

The proposed CIAO-TME data security model was im-
plemented in Python using a sample dataset downloaded
from [31]. The databases known as Cleveland, Hungary,
Switzerland, and VA Long Beach were used. The acces-
sible model was evaluated over AOA, CHIO, HBA, BES, and
BMO for a variety of metrics, such as DOM, HR, IPR, and
cost.

5.1. Convergence Analysis

Figure 3 shows the cost factors for three datasets (D1, D2,
and D3), illustrating convergence of the implemented CIAO-
TME and comparing it with the traditional schemes: AOA,
CHIO, HBA, BES, and BMO. CHIO and AOA have revealed
poor performance by acquiring more expensive assets in the
first, second, and third scenarios. From the 12-th to the 50-th
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iteration, CIAO-TME achieves a minimum convergence of
0.001 for all scenarios and slightly higher cost values before
the 10-th iteration.
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== CHIO
0.81 —N
== BES
w= BMO
. 061 == CIAO-TME
S
g
2 047
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Q
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Fig. 3. Convergence of CIAO-TME for: a) D1, b) D2, and c) D3
datasets.

5.2. Analysis of DOM, HR, and IPR

Figure 4 illustrates the analysis of DOM, HR, and IPR param-
eters for the CIAO-TME method over known techniques,
for D1, D2, and D3 datasets. The proposed CIAO-TME
scheme achieved the lowest DOM (~0.45) — a result that
better than the one characterizing other schemes, such as
AOA, CHIO, HBA, BES, and BMO. Additionally, CIAO-
TME achieved a higher HR (~1.0) for D2 and D3 and the
lowest HR for D1, when compared to D2 and D3. More-
over, the proposed CIAO-TME scheme obtained a better IPR
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Fig. 4. Analysis of known schemes versus CIAO-TME for: a) DOM,
b) HR, and ¢) IPR.

(450) for D3 and a relatively low IPR for D1 and D2, when
compared to D3. The outcomes of using CIAO-TME are
better when compared with AOA, CHIO, HBA, BES, and
BMO models, especially with regard to the D3 dataset, due
to the optimal generation of the key and an improved apriori-
based ARM.

5.3. Fitness Analysis

Figure 5 shows the fitness examination defined by Eq. (3)
for the CIAO-TME scheme over AOA, CHIO, HBA, BES,
and BMO for D1, D2, and D3 datasets. The objective is
to minimize the HR function while keeping IPR high and
DOM at a relatively low levels. Here, the minimal outcomes

112023

JOURNAL OF TELECOMMUNICATIONS
AND INFORMATION TECHNOLOGY



Improved Association Rule Mining-Based Data Sanitization for Privacy Preservation Model in Cloud

= AOA
CHIO

== HBA
=== BES

=== BMO
== CIAO-TME

1.6 4
1.4 4
1.2 4
1.0 1
0.8 1

Fitness

0.6 1
0.4 1
0.2 4

0 il
D1 D2 D3

Fig. 5. Fitness analysis of CIAO-TME compared with others methods
for D1, D2, and D3 datasets.

are achieved by CIAO-TME at D3. For D1 and D2, the
CIAO-TME model has attained the best outcomes in terms
of the objective. However, compared to D1, D2, D3-related
outcomes were the best. This is the result of optimal generation
of the key and an improved apriori-based ARM.

5.4. Comparison Summary

The proposed CIAO-TME cloud data security scheme is
compared with existing ARM schemes for different metrics
(Table 3). CIAO-TME-based security models are tested in
terms of performance fitness at high HR, high IPR, and low
DOM. An HR of 0.68 is achieved for CIAO- TME, i.e. a result
that is better than the one obtained when using ARM or an
approach with no CIAO-TME involved. The best results were
achieved on D1 and D2 datasets. The merging of optimal key

Tab. 3. Comparison of the proposed scheme with other rule-mining
methods and metrics.

D1 dataset
Metries | CLAOTME | (ol b | IAOTVE
Fitness 0.0429 0.8012 0.1987
HR 0.6859 0.5573 0.5573
IPR 244 108 108
DOM 0.7486 1 1

D2 dataset
Metries | CLAOTIME | (ol b | AO-TVE
Fitness 0.1638 0.597 1.097
HR 1 0.9324 0.7891
IPR 174 5 54
DOM 0.7589 1 1

D3 dataset
v | cuaomyin | Tt T [ B
Fitness 0.4263 0.9637 0.5495
HR 1 0.8624 0
IPR 458 0 411
DOM 0.4823 1 0.9951
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generation and the improved apriori-based ARM additionally
enhanced the CIAO-TME scheme.

5.5. Analysis of Existing Works

For three test instances, Table 4 shows the comparison of the
selected CIAO-TME with other existing schemes, such as
GMGW [31] and J-SSO [18]. The adopted CIAO-TME-based
security method is evaluated in terms of such metrics as fit-
ness, HR, IPR, and DOM, with the lowest DOM (~ 0.48)
achieved for D3. This result is superior to that of other cur-
rently used techniques. The D2 and D3 datasets allowed to
obtained an improved HR (~1.0) by using CIAO-TME, and
for the D1 dataset, the proposed solution achieved the lowest
HR (~0.68). Additionally, the IPR on D3 was higher (~458),
while for D1 and D2 IPR it was relatively low. Overall, the
CIAO-TME produces superior results than AOA, CHIO, HBA,
BES, and BMO models.

Tab. 4. Comparison of CIAO-TME with other methods.

D1 dataset
Metrics CIAO-TME GMGW [31] J-SSO [18]
Fitness 0.0429 0.7554 0.1023
HR 0.6859 0.3286 0.513
IPR 244 202 205
DOM 0.7486 0.975 0.9639
D2 dataset
Fitness 0.1638 1.663 0.3699
HR 1 0.8531 0.647852
IPR 174 148 74
DOM 0.7589 1 0.8486
D3 dataset
Fitness 0.4263 1.024 0.7383
HR 1 0.8122 0.8864
IPR 458 388 411
DOM 0.4823 1 0.7435

5.6. Attack Analysis

Tables 5—6 present the examination results for three datasets
under simulated CPA and KPA attacks. A CPA is a crypt-
analysis attack paradigm that assumes the attacker has access
to the cypher texts for any plain. The KPA is a cryptanalysis
attack type in which the attacker has access to both plain-
text (also known as a crib) and encrypted version of the
data (cipher text). These can be used to divulge additional
classified information, including security codes and private
keys. CIAO-TME attained minimal KPA attack and CPA at-
tack vulnerability values versus AOA, CHIO, HBA, BES,
and BMO for all datasets. Specifically, the third datasets re-
vealed lower attack parameter values for the CPA, while for
the KPA, dataset D1 is characterized by lower attack values
than datasets D2 and D3. This significant improvement stems
from due the enhanced apriori-based ARM and optimized
key generation.
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Tab. 5. CPA analysis results.

Methods AOA CHIO HBA BES BMO CIAO-TME
Dataset D1 0.1975 0.2834 0.2346 0.2701 0.2212 0.1686
Dataset D2 0.2125 0.2434 0.2653 0.2275 0.4494 0.1769
Dataset D3 0.2173 0.3794 0.3917 0.2928 0.2715 0.1629

Tab. 6. KPA analysis of the proposed and other known schemes.

Methods AOA CHIO HBA BES BMO CIAO-TME
Dataset D1 0.1862 0.3429 0.3003 0.3275 0.2793 0.1197
Dataset D2 0.1658 0.2658 0.2527 0.2049 0.2274 0.1285
Dataset D3 0.1835 0.2572 0.2713 0.386 0.2237 0.1612

6. Conclusion

This work proposes two procedures to protect sensitive data
from unauthorized access and users by relying on the data
sanitization process. The modified apriori approach is used to
clean the data and the major goal is to generate the best key —
a task accomplished by employing an optimization method.
A reversible method, known as data restoration, allows to
retrieve or obtaining cleaned content. IPR, HR, and DOM
were the objectives set to tackle the optimization problem. In
the simulations, the CIAO-TME scheme achieved the lowest
DOM for the D3 dataset and overperformed other techniques
that are currently in use, such as J-SSO and GMGW. The D2
and D3 datasets improved HR to approx. 1.0 with the CIAO-
TME scheme. The CIAO-TME also achieved the lowest HR
(0.68) on the D1 dataset.
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Abstract — Efficiency of data transmissions with minimum la-
tency levels and better resource utilization is a challenging issue
in 5G device-to-device (D2D) environments. A novel technique
referred to as single linkage steepest gradient gentle AdaBoost
cluster-based device (SLSGAC) is introduced to improve device-
to-device communications with minimum latency. The proposed
technique uses the ensemble clustering approach to group mo-
bile devices by constructing a set of weak clusters, based on
the Minkowski single linkage clustering technique. In the weak
clustering process, residual energy, bandwidth and SINR are es-
timated, and mobile devices are grouped based on the Minkowski
distance measure. Results of the weak clustering process are
combined to provide the final ensemble’s clustering output by
applying the steepest gradient function to minimize the error
rate. For each cluster, a head is selected from among the group
members to improve the data transmission rate and minimize
latency. Simulations are conducted comparing the proposed
technique with the existing methods based on such metrics as en-
ergy efficiency, data delivery ratio, packet loss rate, throughput
and latency.

Keywords — 5G networks, D2D communication, Minkowski single
linkage clustering.

1. Introduction

Among the many modern solutions, device-to-device (D2D)
communication is an upcoming technology for enhancing the
performance of 5G cellular communication. D2D is currently
the subject of many scientific works aimed at expanding the
application range, improving parameters and performance.
Below is a short review of the important works in this area.

The social-aware D2D video delivery model based on rapid
sample-efficient measurement (DMSEM) was introduced
in [1]. It relies on the fuzzy c-means clustering algorithm.
However, the designed algorithm failed to consider the process
of accounting for mobility to improve D2D data transmis-
sions. A dynamic mode selection algorithm for improving
the communication based on the fuzzy clustering process
was designed in [2]. Unfortunately, good performance of effi-
cient latency-aware data communication was not achieved.
A novel cluster-based architecture was introduced in [3] for
D2D mmWave communication to enhance the performance of
5G networks. The intended architecture succeeds in increas-
ing throughput but not in increasing data delivery. A fuzzy
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clustering-based approach was introduced in [4] for a 5G ultra-
dense network in order to improve the data transmission rate.
But accurate clustering of mobile devices with multiple char-
acteristics was not considered. A novel weighted clustering
algorithm for the distributed architecture was proposed in [5]
to improve throughput and minimize energy consumption. But
the designed method failed to apply machine learning tech-
niques to further improve data delivery. In [6], random-based
clustering (RBC) and channel-gain-based clustering (CG-
BC) approaches were introduced to realize D2D clustering.
The clustering algorithm decreases the delay but no high-
er delivery rates and lower packet loss levels were achieved.
In [7], a random linear network coding-based cooperative re-
laying (RNCC) system was developed for network coding
supported by D2D transmissions based on resource distribu-
tion. The drawback of this method is that the multiple-hop
model-based D2D transmission for network coding-assisted
D2D communications was not provided.

A centralized non-uniform clustering routing protocol was
introduced in [8], along with the power estimation as well
as communication cost. Unfortunately, the performance of
latency-aware data transmission was not verified. Various
issues, solutions and challenges were reviewed in [9] to
efficiently utilize the available resources and thus minimize
latency and enhance data transmission rates.

A VNF resource allocation system was introduced in [10]
to obtain the best number of clusters for reducing delay in
data transmission. An artificial neural network-based chan-
nel model framework was introduced in [11] for 5G wireless
communication. But cluster-based data delivery was not per-
formed to minimize latency. A data-driven multi-objective
optimization approach was introduced in [12] for the pur-
pose of developing hyperdense 5G networks. Unfortunately,
no analyses concerned with a wider span of network com-
munications were performed in order to minimize latency
and improve reliability. A MIMO-NOMA cellular system ap-
proach for D2D communications was introduced in [13]. But
the efficiency of the algorithms was not improved.

In [14], an intensive benchmarking of the incorporation
of D2D communication was discussed to improve ener-
gy efficiency, throughput and latency. The reinforcement
learning-based latency-controlled D2D connectivity (RL-
LCDC) method was introduced in [15]. Though the designed
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method minimizes the delay and energy consumption, the
packet loss rate was not reduced. A distributed intelligent
method was developed in [16] to enhance the data rate and
reduce power consumption in D2D communications. But no
latency-aware D2D communication was performed. Sever-
al machine learning techniques were introduced in [17] for
5G cellular networks to improve the data transmission rate.
The sparse code multiple access (SCMA) method was intro-
duced in [18] for enhancing the overall network performance
of D2D-enabled cellular networks. The dynamic resource
block (RB) sharing method was introduced in [19] to en-
hance the network throughput of the overall system. However,
the designed method failed to minimize the latency of data
communication.

To solve such issues, a technique called SLSGAC is intro-

duced, offering the following contributions:

— it is based on the ensemble clustering approach to boost
D2D communication,

— it uses weak clusters as well as the Minkowski single
linkage clustering technique to divide the cellular network
into different groups based on residual energy, bandwidth,
and SINR. It uses the steepest gradient function into the
ensemble clustering technique to minimize the error rate
and obtain accurate clustering results,

— to improve data delivery and minimize latency, a cluster
head is selected for each cluster,

— finally, a simulation is performed using several performance
measures versus the traditional approaches.

The paper is organized into different sections. Section 2

describes the proposed SLSGAC technique. Section 3 presents

the simulation of the proposed technique and conventional

methods. Finally, Section 4 contains the summary of the

paper.
2. Proposed Method

Figure 1 illustrates the data exchange between mobile devices
and the base station. Two mobile devices communicate with
each other in a direct manner and via the links provided from
the base station. In such a way, communication is entirely
handled by the base station.

In the course of direct communication between the devices,
minimum utilization of resources is essential for increasing

Source Destination

Base station

Fig. 1. Data flow in a 5G network.
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the network’s lifespan. In order to achieve resource-efficient
data transmission rates, a novel cluster-based technique is
introduced.

Let us consider a scenario in which 5G network com-
prises a number of mobile devices dy, ds, d3, ..., d, dis-
tributed randomly within the network. Each mobile device
has different computational resources available, such as en-
ergy F, bandwidth B, and signal to noise-plus-interference
ratio (SINR).

Figure 2 illustrates the concept behind the SLSGAC technique
to enhance data communication between mobile devices with-
in a 5G network. The number of mobile devices is considered
as input. Then, the ensemble clustering approach is applied
to partition the entire hole network into different clusters de-
pending on such resources as energy, bandwidth, and SINR.
For each cluster, a head is selected among the individual
members to additionally boost data transmission.

5G network

!

Apply clustering
technique

Apply clustering
technique

!

[ Improve D2D communication ]

Fig. 2. Diagram of architecture of SLSGAC technique.

The single linkage AdaBoost clustering technique is an en-
semble meta-algorithm that primarily converts weak learn-
ers’ output into that of strong learners. A weak learner
21, %2, 23, ..., 2k is defined as a base clustering technique
that is only slightly correlated with the true clustering re-
sults. In contrast, a strong learner is a clustering technique
that offers true clustering outcomes. The weak clustering re-
sults are merged and the final, improved clustering results are
obtained.

Figure 3 illustrates the basic process of ensembling clustering
results. The mobile devices are presented, as input, to the
clustering technique. Then k weak learners are constructed
using the Minkowski single linkage clustering technique to
partition the entire network into different groups depending
on energy, bandwidth, signal to interference, and noise ratio.
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00000
'

; l 1

Weak clustering Weak clustering

Results Results Results
Weighted sum
[ Ensemble clustering results ]

Fig. 3. Basic process of ensembling clustering results.

In the first step, energy is measured in terms of power and
time as:

Ede'uice = ptt ) (1)

where Fg.yice denotes the energy of the mobile device, p;
indicates the transmitting power of the mobile device, ¢
represents time in seconds. The remaining (i.e. residual)
energy of each device is measured as:

REdevice = Et - EC’ ) (2)

where REgcqice indicates the remaining energy of the device
in Joules, E, indicates the total energy, and E~ denotes the
consumed energy.

Bandwidth is estimated as the maximum amount of data
transmitted in a given time slot and it expressed as:

Bw =", 3)

where BW denotes the bandwidth, ¢ is time in seconds, and
D,, denotes a data packet.

The signal to interference and noise ratio Ry;,, is estimated

as:
Sp

np +ip
where s, denotes signal power, n,, indicates noise power, and
1, denotes interference power.

Based on the above parameters, the single linkage cluster-
ing technique is applied to group the sensor nodes based
on the Minkowski distance. The method identifies the mini-
mum distance between mobile devices based on the energy,
bandwidth, and SINR. The distance is formulated as:

Dy = (Jdi — ;)" ®)

where D;; denotes the distance between two mobile devices d;
and d;, r denotes the Minkowski distance of order (> 1). The
minimum distance between two mobile devices is grouped
and clusters are formed:

Q = argmin(D;;) , (6)

62

where () denotes a base clustering result, arg min denotes
an argument of the minimum function. Consequently, weak
learner results are obtained. In order to attain the ensemble
clustering results, the weak learners are summarized:

k
2= Qi @)
i=1

where Z denotes ensemble clustering results, ); denotes
weak classification results. The weighted sum of the weak
learner results is obtained as:

k
Z=Y Qb ®
i=1

where (; indicates the weight of clustering results and the
weight is an integer. For each weak clustering result obtained,
the training error is estimated as:

E(f) = (Ra—Qi)*, )

where E( f) denotes an error function, R 4 denotes the actual
clustering result, (); denotes the clustering results observed.

Next, the proposed technique updates the initial weight based
on the error value. Finally, the steepest gradient descent is
applied to find the weak clustering results with a minimum
error among the multiple weak clustering results:

Y = argmin E(f) , (10)

where Y indicates the strong clustering results, min F(f)
denotes the minimum argument of the error function of the
clustering results. In this way, all sensor nodes are grouped
into a particular cluster. For each cluster, the mobile device
with the highest level of energy, bandwidth, and SINR is
selected as a cluster head to ensure efficient data transmission

from the source to the destination.
Cluster
head

Cluster 2

Cluster 1 Cluster 3

- ”/‘ 0

Fig. 4. Single linkage weighted steepest gradient AdaBoost cluster-
based D2D communication.

Figure 4 illustrates the process of cluster-based data trans-
mission from source mobile device .S to destination D via
a cluster head. As shown in Fig. 4, the source device in cluster
1 sends the data to the destination in cluster 3. This process is
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carried out via the cluster head, resulting in increases in the
data delivery and in minimized latency. Algorithm 1 describes
the technique’s algorithmic phase.

Algorithm 1. Description of the proposed technique.

Input: number of mobile devices: d1, ds, ds, ..., dy,
Initialization

1: For each mobile device d;

2:  Construct k weak learners z1, 22, 23, ..., 2k
Measure RE jcyice, BW, SINR

Estimate Minkowski distance D;;

Find minimum distance arg min[D;;]

Group sensor nodes into clusters

7:  Obtain clustering results

8: End for i

9: Sum all weak clustering results > Q;/3;
i=1

AN AN

k
10: Initialize weight > Q;0;
i=1
11: Compute error function E( f)
12: Update weight
13: Find the weak learner with minimum error arg min F(f)
14: Return (strong clustering results)

The ensemble boost clustering technique computes the num-
ber of weak learners. Next, residual energy, bandwidth, and
signal to noise ratio of each device are estimated and the
mobile devices are grouped into a particular cluster. The
weak learner’s results are summarized to create a strong
one in order to achieve accurate clustering results. After
combining the weak learners’ results, the weight is initial-
ized and measures the training error function. Then, the ini-
tial weight gets updated based on the error value. Finally,
the steepest gradient function is applied to find the weak
learner with the minimum error value. Once the devices are
grouped, a cluster head is selected for efficient communi-
cation. Then, data transmission is performed via the clus-
ter head to achieve a higher delivery ratio and minimum
latency.

3. Simulation and Analysis

In this section, a Matlab simulation of the proposed SLSGAC
technique is performed and the results are compared with
existing DMSEM [1] and the dynamic mode selection method
based on a fuzzy clustering algorithm [2], with performance
measured in terms of energy efficiency, data delivery ratio,
packet loss rate, throughput, and latency.

Energy efficiency is measured as the fraction of output energy
required to perform communication:

BE = Lo 1009, (1)
Er
where E'E denotes energy efficiency, F, indicates output
energy, and /7 denotes input energy.

112023

JOURNAL OF TELECOMMUNICATIONS
AND INFORMATION TECHNOLOGY

The simulation of energy efficiency of various methods based
on 100, 200, 300... 1000 mobile devices is presented in
Fig. 5. The obtained values indicate that the energy efficiency
of all three methods increases with the growing number
of mobile devices. For comparison, the proposed SLSGAC
technique provides better performance than the conventional
methods.

100 I I I
== DMSEM
o6 JL_p mm DMSFC
_ ] SLSGAC
2 92 B H H H 5 T H—1rm—H
=
8 Sl R QEE QEI CEE TUEE EETEE )R EESEES
Q
iﬁo 88 T M N M T B M M M M
? Ll L L | Ll n L | L i
5 84 i M M H i B M M N H
80 = — H - = H
100 200 300 400 500 600 700 800 900 1000
Number of mobile devices

Fig. 5. Performance results — energy efficiency.

Data delivery ratio is a performance metric based on data
packets successfully transmitted from the base station to
a mobile device. This parameter is also used to estimate the
confidential data transmission between devices:

Data received

DR -100 [%)] . (12)

Data sent
Figure 6 presents experimental data delivery outcomes for
varying numbers of mobile devices. For each method, ten
iterations are performed relating to different counts of mobile
devices. While increasing the input count, the data delivery
ratio for all the methods becomes lower. a comparison of
all methods shows that the SLSGAC technique outperforms
other approach in achieving a higher delivery ratio.

== DMSEM
96 +— —— = DMSFC n
SLSGAC
S i
.8
5 | 8 o 8 B
2 88 | 8
Qo
2 i
3
s 84 -
<
o -
80 -
100 200 300 400 500 600 700 800 900 1000
Number of mobile devices

Fig. 6. Performance results — data delivery ratio.

Figure 6 illustrates the performance of the data delivery
ratio versus the number of mobile devices in the simulation
scenario. The SLSGAC technique achieves a delivery ratio
of 96.8% in the first iteration, with 100 devices present.
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Similarly, DMSEM [1] and dynamic mode selection based
on a fuzzy clustering algorithm [2] generate delivery ratios of
94.2% and 92.8%, respectively. The results indicate that the
SLSGAC technique provides better performance due to using
the ensemble technique which groups the sensor nodes based
on residual energy, bandwidth, and signal to interference
ratio. For each cluster, a head is chosen for delivering the data
packets from the source to the destination.

Packet loss rate is estimated based on the ratio between data
packets lost and the number of data packets transmitted:

Data lost

PLR = - 100 [%] . (13)
Figure 7 shows a comparison of the packet loss rates. 100 mo-
bile devices were used for conducting the simulation in the
first iteration. For SLSGAC, the packet loss rate is 3.2%,
whereas for DMSEM and dynamic mode selection based on
fuzzy clustering algorithm, the results equal 5.8% and 7.2%,
respectively. The SLSGAC technique minimizes the pack-
et loss rate more effectively than the existing methods, due
to the selection of cluster heads among the group members.
The source mobile device sends the data to its destination via
a neighboring cluster head. This process helps minimize data
transmission losses.

16 |-[== DMSEM
== DMSFC
SLSGAC

Packet loss rate [%]
o0

0 ||
100 200 300 400 500 600 700 800 900 1000

Number of mobile devices

Fig. 7. Performance results — packet loss rate.

Throughput is estimated as the amount of data sent from
one base station to mobile devices in a specified time frame.
Throughput is computed in bits per second, using the follow-
ing formula:

Size of data received

Throughput = -
Time

[bps] . (14

Figure 8 shows that the proposed SLSGAC technique provides
a higher network throughput due to the fact that higher resid-
ual energy requirements are applied when more bandwidth-
efficient devices are selected as cluster heads, thus resulting
in an improvement in data transmission speed.

Figure 9 illustrates the simulation results concerning laten-
cy measured for the number of mobile nodes varying from
100 to 1000. Latency of the SLSGAC technique is reduced
when compared to other existing methods in 5G D2D com-
munication. For 100 mobile devices, latency of the SLS-
GAC technique is 11.5 ms in the first iteration. Similarly,
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Fig. 8. Performance results — throughput.
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Fig. 9. Performance results — latency.

values of 13.7 ms and 15.3 ms were observed in the case
of DMSEM and dynamic mode selection based on a fuzzy
clustering algorithm, respectively. This is due to the appli-
cation of the ensemble clustering technique, where residual
energy, bandwidth, and signal to interference ratio are es-
timated and the clustering the mobile devices is based on
the Minkowski distance measure. The weak clustering re-
sults are combined to provide the final ensemble clustering
output by applying the steepest gradient function in order to
find efficient mobile devices and achieve more efficient data
communication between devices while maintaining minimum
latency levels.

4. Conclusion

The simulation results prove that the proposed SLSGAC
technique provides better performance than the traditional
approaches in terms of achieving higher throughput, data
delivery, and minimum latency. When compared to conven-
tional cellular networks, D2D communication is anticipated
to offer a number of advantages. Future networks are most
likely to benefit from and be most successful with D2D tech-
nology. In the study, we focused on a thorough analysis of the
D2D technologies now in use, along with their features, in-
cluding device detection, interference management, security,
mode selection, and power control. We examine a number of
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ideas that have been proposed in an effort to ensure secure
device-to-device (D2D) connectivity in 5G. By highlighting
the drawbacks or faults, as well as the suggested fixes, we
emphasize the current solutions.
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Abstract — Image restoration is the process of estimating the
original image content from a degraded picture. In this pa-
per, the Richardson-Lucy iterative algorithm was developed to
improve the quality of degraded medical images. It has been
assumed that medical images are exposed to two types of degra-
dation. The first type is the blur function in the Gaussian form
with different widths, i.e. o = 1, 2, and 3. The second type
of degradation was assumed to be of the independent white
Gaussian noise type with different signal-to-noise ratio values:
SNR = 10, 50, and 100. The results obtained from the adaptive
filter are compared, quantitatively, with different conventional
filters: inverse, Wiener, and constraint least square, by applying
different measures, such as: power signal to noise ratio (PSNR),
structural similarity index (SSID), and root mean square error
(RMSE). The comparison showed that the adaptive recovery
filter achieves better results.

Keywords — constraint least square filter, Gaussian blurring func-
tion, Gaussian noise function, inverse filter, non-blind deconvolu-
tion, point spread function, Richardson-Lucy algorithm, Wiener
filter.

1. Introduction

In many applications, recorded or generated images are a de-
graded version of the original picture due to flaws in the
imaging and capturing processes. These imperfections are
very difficult to remove. The process of eliminating them is,
therefore, an important task in image processing [1]. Flaws or
degradation may be caused by noise or may result from blur-
ring. Blurring can occur during image creation, transmission,
and storage, and may result from transmission channel error,
camera defects, atmospheric turbulence, relative motion be-
tween the object and the camera, as well as other factors [2].
The term “noise” refers to an unwanted random variation in
brightness that affects the image. Such noise is part of the
ideal signal and can be caused by a variety of factors, such as
poor detector sensitivity, environmental factors, the discrete
nature of radiation, transmission or quantization errors, and
so on [3]. Additive noise and multiplicative noise are the two
types of interference encountered. Additive noise is a linear
image additive that is unaffected by the strength of the input
signal. The Gaussian distribution with a mean of zero is used
to represent the probability density function. Noise is also
assumed to be white because its spectrum power distribu-
tion is nearly constant. Multiplicative noise differs depending
on whether the input signal is multiplicative or correlated
with the original signal. The Poisson distribution is used to
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represent this type of noise [4]. The relationship between
a degraded (blurry and noisy) image g(z, y) and the object
(original image) f(x,y) is given by [1]:

g(z,y) = h(z,y) @ f(z,y) +n(z,y), )

where n(z, y) is the additive white Gaussian noise, h(x,y) is
the blurring function, also known as the point spread function
(PSF), and ® denotes the convolution process.

Medical imaging is nowadays essential for guiding disease
diagnosis and treatment. One of the most basic and crucial
aspects of medical imaging is image reconstruction. The main
goal is to have high-quality clinical images used at the lowest
possible cost and risk to the patients. Medical imaging devices
may aid in early detection of diseases and, thus, in improving
public health. MRI and CT scans, for example, are degraded
by poor quality of equipment or patient movements during
the image acquisition phase. This results in images that are
mostly unusable. This shows that medical images must be
of high quality to offer a quick and accurate diagnosis. To
remove blurring and noise from degraded images, restoration
processes must be performed. The goal of the restoration
process is to estimate an image that is as close as possible to
the original image f(x,y), based on its degraded counterpart
g(x,y) [5]. There are two types of image deconvolution
algorithms: blind (in which both PSF and noise are unknown)
and non-blind (in which both PSF and noise are known). The
blurring PSF and SNR from noise added are not known ahead
of time in the case of blind restoration [6]. Figure 1 shows
the degradation and restoration phases.

Noise
N(x.y)
. . g(x.y) )

Original Degradation Restoration filter| | Restored
image [»{ function Adaptive  |»{ image
F(x,y) H(x,y) Richardson-Lucy Jfxy)

Estimation
(PSF, noise)

Fig. 1. Image degradation and restoration phases.

In this study, an iterative restoration technique known as the
Richardson-Lucy algorithm (R-L) was adopted. A modified
filter was created to restore CT scan medical images that have
been blurred with a Gaussian function in different standard
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deviation (STD) “width” of PSF = 1 and 3, and also corrupted
by adding white Gaussian noise with different degrees of
noise variance, i.e. with SNR = 10, 50, and 100.

The R-L algorithm has a problem with amplified noise and
introduces the ringing effect as the number of iterations is
increased, which also renders the computational process com-
plex. The current research concept is based on the enhance-
ment of the R-L algorithm in order to investigate the effect
of strengthening the image’s edges during the restoration
process, as well as the ability of the proposed algorithm to
eliminate ringing and noise issues. This is accomplished by
introducing two parameters, A and (3, into the equation with
varying values, as well as calculating image edge detection
parameters using the Sobel edge detection approach. Then,
we compare the outcomes using various restoration filters, in-
cluding inverse, Wiener, constraint least squares filter (CLSF),
and the standard R-L, before modifying the image, in order to
investigate how this development could affect the outcomes
of the image restoration process. The effectiveness of this ap-
proach is determined using specific criteria, including mean
square error (MSE), peak signal to noise ratio (PSNR), and
structural similarity index (SSIM).

The main contributions of this study are:

— torepresent the effect of adding to the priory restored image
%) (z,y) with some 3 weight,

— to strengthen the image’s edges, adding the edges to the
priory restored image with some A weight.

The rest of this document is organized as follows. Section 2
offers an review of existing approaches that may be found in
the literature. Section 3 describes the general recommend-
ed framework. Section 4 assesses our research experiment.
Section 5 concludes the paper.

2. Related Works

Many research models focusing on this topic have been
implemented to date. However, each strategy employed was
tailored to a specific application area. Panfilova et al. [7]
proposed a method of restoration consisting in extending the
image beyond its original borders, reducing its brightness
to zero at the new borders, and using an empirical criterion
for defining the point at which the iterative process ends. To
lessen the negative impact of the image restoration problem,
linear blur compensation is applied. The Richardson-Lucy
iterative method and its modifications are used to restore the
image. The proposed modifications reduced image distortion
by more than 50% in terms of the RMS metric, allowing the
authors to estimate the number of iterations required to ensure
better performance of the algorithm.

Anacona-Mosquera et al. [8] presented hardware for imple-
menting the R-L algorithm and for accomplishing the image
restoration task, where the images are blurred due to the cam-
era’s motion relative to the scene. The R-L was implemented
in this case with the use of an FPGA-based platform relying
on VHDL and with assumption that the capturing image sys-
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tem is free of additive noise. The overall architecture scales
from 3x3 to 9x9 mask sizes for the R-L convolution steps.
The high digital signal processing complexity of this archi-
tecture, which depends on the number of iterations to be
implemented, is a disadvantage.

Tselousov et al. [9] proposed a hybrid estimation method
based on cepstral and gradient field analysis of the distorted
image. The method offers better performance in terms of
blind deconvolution image restoration based on the Bayes
approach. The Richardson-Lucy engine revealed that, in most
cases, images distorted by camera shake are characterized by
better visual quality.

Aouinti et al. [10] introduced a genetic approach to optimize
the iteration count of the R-L deconvolution to obtain a bet-
ter restoration of degraded satellite images, enhancing image
quality by increasing SNR. Panfilova et al. [11] proposed
a control algorithm for R-L restoration to end its iterative
procedure based on the criteria defined by the quality mea-
sure introduced. It was discovered that the restoration quality
criteria based on the analysis of inter-line and inter-column
correlation coefficients act as an alternative rather than a sub-
ordinate to other quality measures in use.

Liu et al. [12] improved the performance of the star sensor
network working in a highly dynamic environment, using the
R-L algorithm based on a radial basis function neural net-
work (RBFNN). Firstly, using angular velocity information
provided by a gyroscope, the point spread function (PSF) is
calculated. RBFNN is then used to predict how many itera-
tions the R-L algorithm will require to complete the process
of deblurring the star image. The authors demonstrated that
quality of the deblurred star image is excellent, even at high
angular rates. Breykina et al. [13] developed an algorithm for
automated image restoration based on the analysis of line-to-
line and column-to-column correlation coefficients. The R-L
method is used for image reconstruction in order to refine the
distortion operator iteratively, and gradient descent is used to
estimate the distorting operator. Experiments showed that im-
ages with smear and blur distortion yield correct restoration
results, and that the method reduces the number of calcula-
tions required.

Zhao et al. [14] proposed a new image quality assessment
index-based on the R-L algorithm. This method was designed
for self-adaptive image de-blurring. Through experimental
verification and comparison to other methods, the authors
prove that the method achieves higher levels of efficiency,
accuracy, and real-time performance. Bhonsle proposed,
in [15], the R-L algorithm to correct the blurring problem,
and the krill herd optimization to fine-tune the quality of the
restored image, which results in a better restored image with
higher PSNR, SNR and SSIM metrics.

Lyu et al. [16] attempted to improve ultrasonic c-scan image
quality by combining the R-L algorithm and a faulty measure-
ment model. Through the restoration of the simulated images,
a connection between the optimal number of iterations and
the flaw size-to-sound wavelength ratio is established, and
the R-L iterative algorithm is used to restore the experimental
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ultrasonic c-scan images with the optimal number of itera-
tions. The proposed restoration method improves the accuracy
of ultrasonic c-scan imaging significantly.

Li et al. [17] presented the Richardson-Lucy network (RLN),
a fast and lightweight deep learning method for the decon-
volution of three-dimensional fluorescence microscopy. The
R-L is combined with a fully convolutional network structure
in RLN, establishing a connection to the image formation pro-
cess and thus improving network performance. The authors
prove that RLN outperforms classical R-L. deconvolution on
volumes contaminated with severe out-of-focus fluorescence
or noise, and it reconstructs large, cleared-tissue datasets four
to six times faster than traditional multi-view pipelines.

3. Proposed Method

The purpose of this paper is to recover the quality of degraded
medical images by using an inverse filter, Wiener filter, con-
strained least squares filter (CLSF), and the Richardson-Lucy
algorithm to restore original images and to compare these re-
sults with adaptive Richardson-Lucy filter. Figure 2 shows
the architecture of the proposed system.

Input medical image

Preprocessing stages:

Degradation rescaling, normalization, resizing
phase ¢

Convolve object with Gaussian
PSF of given width
Add white Gaussian noise
with given variance
Estimation ‘
phase

PSF estimation
Noise variance estimation

N N

Restoration Direct Richardson Wiener
phase inverse filter| Lucy filter filter

Constrained Adaptive Richardson
last square filter Lucy filter

N /

Restored image

Fig. 2. Block diagram of the proposed system.

Direct inverse filtering is the simplest method of restoration.
In this method, the Fourier transform (FT) of the degraded
image G (u, v) is divided by the FT of the degradation function
H (u,v) to estimate of the FT of the image F'(u,v) [18]:
G(u,v)

F(u,v) = H(u0)

(@)

This method works fine when the degraded image contains
no additive noise. The inverse filter has the advantage of
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requiring only the blur PSF as a priori knowledge and allowing
for perfect restoration in the absence of noise. As a result, it
excessively dominates inverse-filtered images.

The Wiener filter is also known as the minimum mean square
estimator. Some of the difficulties associated with inverse
filtering were alleviated by attempting to recreate the error in
the restored image using statistical methods. After modeling
the error mathematically, the average error is minimized. As
a result, the term minimum refers to a square estimator. The
Wiener filter equation is [4]:

H*(u,v)

Sn (u,v
[H (u,0) 7 + ]

F(u,v) = G(u,v) , 3

where H*(u,v) denotes the complex conjugate of H (u, v),
dn(u,v) is the noise power spectrum, and &y (u,v) is the
original image power spectrum.

The constrained least squares filter (CLSF) is another method
for overcoming some of the Wiener filter’s drawbacks, because
only prior knowledge of the noise’s mean and variance is
required. This is accomplished by incorporating a smoothing
criterion into the filter derivation, so that the result does not
contain undesirable oscillations which affect the image by
forming “waves”. The constrained least squares filter is given
by [8]:

1 |H* (u,v)|?

F ) = o) TG o) B + 1o o)

G(u,v), 4

where ~ is the adjustment factor, p(u, v) is the smoothness
criterion’s Fourier transform (FT). The value is determined
experimentally and is application dependent. A common func-
tion to use for p(z, y) which is the inverse Fourier transform
of P(u,v) is the mask of the Laplacian filter [4]:

0 -1 0
Plu,v)=|-1 4 -1, (%)
0 -1 0

3.1. Richardson-Lucy Deconvolution

The Richardson-Lucy deconvolution is a well-known image
restoration method classified as a non-blind image restoration
approach, because it necessitates prior knowledge of the blur
and noise [13]. It is an iterative process that is dependent
on the number of iterations, i.e. the most important factor in
determining image quality. The R-L algorithm can be used
efficiently when PSF is known or there is little or no noise
data available [19]. The R-L algorithm is built on a maximum
likelihood technique which uses Poisson statistics to model the
image. Maximizing the model’s likelihood function produces
an equation that is satisfied when the next iteration converges
[15]. The R-L algorithm was derived from Bayes’ theorem.
Because it is based on conditional probabilities, the algorithm
considers statistical fluctuations in the signal and can thus
reconstruct degraded images. Bayes’ theorem is given by [20]:

plaly) - 2YRP@) ©)

T plyl)pla)ds
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where p(y|x) is the event’s conditional probability y, given
event z. p(z) is the probability of event z, and p(x|y) is the
conditional probability in reverse, i.e. the probability of event
x given event y. Probability p(z) can be identified as the
distribution of objects f(x), while conditional probability
p(y|z) can be recognized as PSF-centered at z, i.e., g(y, x).
Probability p(y) can be recognized as a degraded image or
a convolution ¢(y). The Richardson-Lucy algorithm equation
is defined as [21]:

g(z,y)

f(k+l)(337 y) = |:h,(33, y)®f<k)(x, y)

o (e,p)| 1P @y), @)

where f(*+1)(z, ) is the new estimate of a blurred image
from the previous one f(;)(z,y), g(x,y), i is the iteration step,
h(z,y) is the blur filter (PSF) and h” (x,3) is the complex
conjugate of PSF h, while ® denotes convolution.

The R-L deconvolution algorithm has gained popularity in
astronomy and medical imaging [20]. It is one of the most
widely used deblurring algorithms in the field of image pro-
cessing. It happens for a variety of reasons, including the
fact that it operates efficiently regardless of the type of noise
affecting the image. Furthermore, it does not require any infor-
mation from the original clean image. This algorithm works
in the presence of noise, but the noise increases along with
the increase in the number of iterations [21]. Despite its bene-
fits, the R-L. method has several serious drawbacks, e.g. noise
amplification.

3.2. Sobel Edge Detection

In an image, an edge is formed between the boundaries of
two distinct regions [22]. The main goal of edge detection is
to reduce the amount of data that needs to be processed by
simplifying the pixels that make up the image’s boundaries.
The Sobel edge detection filter is one of the best edge detec-
tion algorithms, with a relatively low complexity [23]. The
algorithm recognizes the boundaries of an image’s horizontal
and vertical axes separately. Typically, a pair of 3x3 hori-
zontal and vertical convolution kernels is used by the Sobel
operator to perform a 2D spatial gradient measurement on
images [24]. To calculate approximate derivatives, the Sobel
operator is given by two kernels (G, G,) that are convolved
with the original image. One of the kernels is for horizontal
changes, and the other one is for vertical modifications, and
at each location in the image, it can be written as [24]:

G=+G2+G2. ()

-1 0 +1 +1 +2 +1

-2 0 -2 -2 0 +2

-1 0 -1 -1 0 +1
Gy G,

Fig. 3. Sobel masks with 3x3 dimensions.
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As shown in Fig. 2, the first kernel G, determines the incline
in the = (columns) direction, while the other kernel G|,
determines the tilt in the y (rows) direction [23].

4. Experimental Results and
Discussions

The proposed work was implemented using the Matlab soft-
ware. Before the restoration process, different preprocessing
steps of raw data are completed.

Rescaling — the input image must be changed from an RGB
color image to a 8-bit grayscale space picture in order to
reduce the amount of data needed to represent the image.
Consequently, computational efficiency and speed will be
increased significantly. The conversion is given by a common
formula from [25]:

Gray =0.30R+0.59G +0.11B. (©)]

Normalization — the process of data normalization makes
sure that every input parameter has a consistent data dis-
tribution for each pixel. As a result, data is normalized by
subtracting the mean from each pixel and dividing the result
by the standard deviation (STD) value. The normalization
process can be expressed as [26]:

(2 = Mimin) (b — )
(-’Emax - mmin)

Tnew = A + ) (10)
where x represents a collection of the observed values, x,in
represents the minimum values and x,,x represents the
maximum values in entire collection.

Resizing an image increases or decreases its resolution and
is equivalent to scaling. The image size can be specified
manually or by using a scaling factor. There are various
algorithms for resizing an image that is stored in a compressed
form, e.g. [27] which converts an image of size m X m into
an image of size kx k, where m is the number of pixels in the
original image and k is the number of pixels in the compressed
image.

4.1. Degradation Phase

A blurred image is produced by convolving the original image
with Gaussian PSF. Two different values of PSF widths have
been taken in consideration: o = 1 and 3, as shown in Fig. 4b-c.
To simulate a noisy image, we add white Gaussian noise
(WGN) to the original one to achieve SNR = 10, 50, and 100,
as shown in Fig. 4d-i.

4.2. Estimation Phase

In the case of blind restoration, the degradation parameters
(PSF, noise) must be estimated. Inverse, Wiener, constraint
least squares (CLSF) and R-L filters are non-blind restoration
techniques. Known degradation parameters are applied to
the degraded image during processing. Therefore, PSF and
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g)o=3,SNR = 10

h) 6 =3, SNR =50

i) o =3, SNR =100

Fig. 4. Results of a degraded CT scan image for different values of ¢ and SNR.

noise must be estimated by using one of the estimations
techniques.

4.3. Restoration Phase

To restore the original image f(x, y), filters such as the inverse
filter, Wiener filter, constraint least squares filter (CLSF)
and R-L have been used. All filters were used to restore the
degraded CT scan image, blurred with the Gaussian blurring
function with various standard deviation values and distorted
with Gaussian noise with different noise levels.

We note from Fig. 5, which represents the effect of a restored
CT scan image for different values of o and SNR by using
the inverse filter, that the restored images are not good and
the landmarks and details are not clear with or without noise
and different values of PSF.
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From Fig. 6, which represents the effect of a restored CT scan
image for different o and SNR values by using the Wiener
filter, we note that the restored images look good for small
PSF levels in the absence of noise, but quality is bad when
the noise is present and PSF is increased.

From Fig. 7, which represents the effect of restoration by
using CLSF, we see that the restored images are good for low
PSF values in the absence of noise, but with high PSF levels,
the resonance effect begins to appear on the edges. Moreover,
when the noise is present, the image quality decreases with
high PSF and low SNR.

4.4. Adaptive Richardson-Lucy Filter

Development of an RL algorithm to eliminate the problem
of noise amplification and reduce the number of iterations
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¢)o=1,SNR = 100 f)o=3,SNR =10

g) o=23, SNR = 50 h) o =3, SNR = 100

Fig. 5. Results of restoration for different o and SNR values by using the inverse filter.

e)o=1,SNR =100 f)o=3,SNR=10

c)o=1,SNR=10 d)o=1,SNR =50

g) =13, SNR = 50 h) o= 3, SNR = 100

Fig. 6. Results of image restoration for different o and SNR values using the Wiener filter.

since the increasing iteration causes increase the effect of
resonance on the image. In our research, two new adapta-
tions have been introduced. These two adaptations are done
by introducing two parameters into the original RL algo-
rithm:

— the first additive term represents the priori restored image
(restored image from the previous iteration), through the
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iteration process of specified weighting factor (3, in order
to reduce the number of iterations,

— second additive term represents the strengthing of the edges
of the images, during the restoration process of the specified
weighting factor \.

The final RL filter after adding the above two new parameters

can be described as:
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e)o=1, SNR = 100

f)c=3,SNR=10

¢)o=1,SNR =10

g)o=3,SNR =50

h) o =3, SNR = 100

Fig. 7. Results of restoration of a CT scan image for different o and SNR values by using the CLSF.

g(z,y)
z,y) ® fuy (%, y)

+0fu(z,y) + A(f(i)('ra y) ® s(, y)) an

where s(z, y) represents the Sobel operator.

Algorithm 1 shows the steps of the restoration filter by using
an adaptive RL filter.

Algorithm 1. Adaptive Richardson-Lucy filter.

Input: degraded image, estimated point spread function
(PSF), number of iteration (I).
Output: restored image f(iﬂ) (z,y)
1: Set value of f(;)(x,y) = g(x,y) in the first iteration
2: Calculate the transpose of matrix h'(x,y)
3: Choose 7y and 3 within the range 0 to 1 with an increment
of 0.25
4:Fori=1,2,3,...,1
5: Convolve the estimation PSF h(z,y) with the previous
estimate value of f(;)(x, y) to produce a reblurred image:

6: Divide the blurred image g(x, y) by the value from step 5

7: Convolve the value from step 6 with transpose of matrix
ht (2, y)

8: Multiply the value from step 7 with the previous estimated
value of f(;)(z,y)

9: Multiply 3 with the previous estimated value of f(;)(x, y):

10: Add the value from step 8 to the value from step 9

72

11: Apply Sobel edge detection to the previous estimated
value of f;(x,y):

12: Multiply A\ with the value from step 11

13: Add the value from step 10 to the value from step 12 to
Ji+1)(z,y) calculate the new estimate of restored image

14: Repeat until iteration > maximum

15: Return f(i+1)(x; Y)

Figure 8 represents the effect of a restored CT scan image for
different A and (3 values using various filters in the follow-
ing order: a) non-blurred, b) Gaussian blurred with o = 3,
SNR = 10, c) restored by inverse filter, d) restored by Wiener
filter, e) restored by CLSF, f) restored using R-L. method,
) restored using R-L A = 0.5, h) restored using modified R-L
method; A = 0.5, 8 =0.25, and i) restored using modified
R-L method, A\ = 0.25, 5 = 1.

4.5. Performance Evaluation

To demonstrate and evaluate the performance of the im-
age restoration and enhancement techniques, several met-
rics have been used. First, we simulate the degraded images
with different cases, i.e. Gaussian for blurring, different de-
grees of blurring, and different standard deviation “widths” of
PSF, o = 1, and 3, and so on. We also added white Gaussian
noise of varying intensities to the noise function, i.e. different
degrees of noise variance, different SNR = 5, 10, and 100.
Figure 5 shows the original and degraded image using various
degradation parameters.

Three different metrics have been used to validate the degree
of similarity and loss of quality between the original image
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a) non-blurred image

d) restored image
using the Wiener filter

g) restored image using modified LR
method with L = 0.5

b) Gaussian blurred and noisy image
with 6 =3, SNR =10

e) restored image using the CLS filter

h) restored image using modified LR
method with A=0.5, p=0.25

¢) restored image
using the inverse filter

f) restored image using LR method

1) restored image using modified LR
method with A =0.25, =1

Fig. 8. Results of the restored CT scan image for o = 1, SNR = 10.

and the degraded (blurred and noisy) image: peak signal
to noise ratio (PSNR), structural similarity index (SSIM),
and root mean square error (RMSE). A reference metric that
requires both a reference image and a processed image to
be acquired from the same image is called a full reference
metric. These metrics are given by [28]:

MAX s
VMSE ’

where MAX is its highest possible pixel value, i.e. 255
for 8 bits per sample, and MSE stands for root mean square
error:

PSNR = 201log

(12)

(2uzpty + C1)(20xy + Co)
(12 + pg + C1)(0F + 05 + C2)
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where: x and y are windows of similar size, u., p, are
the means of = and y, respectively, variances of x and y are 0920
and 05, respectively, and covariance between x and y is de-
noted by o xy. To keep the stability of computation, constants
C; and C, are utilized. By default: C; = (k11)?, Cy =
(k2l)?, where [ is the pixel values’ dynamic range (255 for
8-bit), k1 = 0.01, k3 = 0.03:

m—1n—1

RMSE = ﬁ Z Z [f(z,y) — g(:c,y)]2 , (14

=0 y=0
where: f(z,y) is the original image, g(z,y) is the de-

graded image, while N and M represent the image dimen-
sions.
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Tab. 1. RMSE of restored images with a different type of filter.

Filter ¢ STD RMSE, RMSE, RMSE, RMSE,
titer type g no noise SNR = 10 SNR = 50 SNR = 100
. . 1 0.511 0.511 0.511 0.511
Direct inverse filter
3 0.544 0.544 0.544 0.544
. 1 0.508 0.495 0.506 0.507
Wiener filter
3 0.544 0.526 0.538 0.541
Constrained least 1 0.508 0.506 0.508 0.508
squares filter 3 0.544 0.526 0.538 0.540
1 0.196, 2 iter. 0.263, 1 iter. 0.237, 1 iter. 0.207, 2 iter.
R-L filter
3 0.269, 15 iter. 0.293, 13 iter. 0.268, 15 iter. 0.267, 15 iter.
Adaptive R-L filter 1 0.195 0.263 0.217 0.206
A=05 3 0.256 0.295 0.262 0.261
Adaptive R-L filter 1 0.252 0.261 0.256 0.251
A=0.5,08=025 3 0.306 0.290 0.311 0.315
Adaptive R-L filter 1 0.341 0.364 0.260 0.343
A=0250=1 3 0.356 0.380 0.310 0.371

Tab. 2. RMSE of images restored with the R-L filter, versus iteration number.

o=1 c=3 =1 =1 =1 =3 c=3 g=3
no noise no noise SNR =10 SNR =50 SNR =100 SNR =10 SNR =50 SNR =100

1 0.212 0.304 0.263 0.237 0.216 0.323 0.304 0.304

2 0.196 0.295 0.267 0.244 0.207 0.313 0.294 0.294

3 0.207 0.289 0.281 0.262 0.212 0.308 0.288 0.288

4 0.221 0.285 0.293 0.280 0.228 0.304 0.284 0.284

5 0.231 0.282 0.295 0.295 0.249 0.301 0.281 0.281

6 0.246 0.279 0.316 0.307 0.264 0.300 0.279 0.278

7 0.266 0.277 0.333 0.320 0.289 0.298 0.277 0.276

8 0.282 0.275 0.356 0.331 0.305 0.297 0.275 0.274

9 0.293 0.274 0.366 0.341 0.315 0.295 0.274 0.272

10 0.299 0.273 0.376 0.350 0.308 0.294 0.273 0.271

11 0.313 0.272 0.384 0.358 0.317 0.294 0.272 0.270

12 0.322 0.271 0.389 0.365 0.326 0.293 0.271 0.269

13 0.336 0.270 0.395 0.372 0.341 0.293 0.270 0.268

14 0.349 0.269 0.402 0.378 0.352 0.293 0.269 0.267

15 0.356 0.269 0.407 0.383 0.358 0.293 0.268 0.267
Table 1 shows the performance evaluation results with varying — RMSE of the restored image is lower than that of the inverse
width o of the blurring function, for different values of real filter when using (Wiener and CLSF) filters,
widths.

— the R-L filter reduces RMSE of the restored image more
The variation of RMSE in filters presented in Tab. 1 can be than Wiener and CLSF,

summarized as:
. . . — RMSE of the restored image is lower than RMSE
~ RMSE of degraded images in (Wiener, CLSF, R-L) fil- of all other filters when using an adaptive R-L with

ters decreases with increasing SNR and increases with =05

increasing o of the Gaussian blurring function,

— RMSE of the image restored using an adaptive R-L filter
with A = 0.5 and 3 = 0.25 is lower than the R-L filter with
SNR = 10.

— for an inverse filter, RMSE of degraded images increases
with increasing o of the Gaussian blurring function and is
unaffected by SNR variation,
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Tab. 3. Metrics of images restored with the adaptive R-L filter with various A, 3.

An Adaptive Richardson-Lucy Algorithm for Medical Image Restoration

=1 =3 o=1 =1 oc=3 c=3
A B o.SNR | onoise | nomoise | SNR=10 | SNR=100 | SNR=10 | SNR =100

RMSE 0.19 0.25 0.26 0.20 0.29 0.25

0.25,0 PSNR 28.39 2351 2321 27.24 2117 23.45
SSIM 0.89 0.76 0.48 0.76 0.47 0.66

RMSE 0.19 0.25 0.26 0.20 0.29 0.26

05,0 PSNR 28.39 2361 2315 2740 2120 332
SSIM 0.89 0.7 0.49 0.76 0.46 0.66

RMSE 0.19 0.26 0.26 0.20 0.29 0.26

1,0 PSNR 2851 23.20 2325 2735 2124 2285
SSIM 0.89 0.76 0.48 0.76 0.47 0.66

RMSE 0.25 0.30 0.28 0.25 0.32 030

025,025 | PSNR 3.9 20.46 21.97 23.63 19.70 2055
SSIM 0.86 0.70 0.43 071 0.38 0.60

RMSE 0.25 0.30 0.26 0.25 0.29 031

05,025 PSNR 2301 20.54 2201 23.97 19.51 20.01
SSIM 0.86 0.69 0.43 071 0.37 0.59

RMSE 0.26 031 0.28 0.25 033 032

1,025 PSNR 23.76 19.96 21.80 2381 19.08 19.76
SSIM 0.86 0.70 0.42 071 0.36 0.58

RMSE 0.19 0.26 0.28 0.20 032 031

0.25,0.5 PSNR 2201 2024 21.59 23.20 19.29 2017
SSIM 0.83 0.69 0.44 0.70 037 0.60

RMSE 0.26 0.31 0.29 0.26 033 031
0.5,0.5 PSNR 2337 20.20 2128 2333 1925 20.00
SSIM 0.84 0.69 10.73 071 039 0.60

RMSE 0.26 032 0.28 0.26 032 031
1,0.5 PSNR 23.40 19.73 21.79 23.14 19.40 19.90
SSIM 0.85 0.69 0.44 0.70 0.37 0.59

RMSE 034 0.35 036 034 0.38 037
0.25, 1 PSNR 18.67 17.93 17.53 18.56 16.79 17.20
SSIM 0.76 0.66 0.48 0.69 0.44 0.60

RMSE 031 0.34 0.34 032 036 035

05,1 PSNR 19.83 18.72 1851 1971 17.43 18.0
SSIM 0.79 0.67 0.47 0.70 0.43 0.61

RMSE 0.28 0.32 0.31 0.29 034 033
11 PSNR 21,57 19.69 20.20 2147 1832 19.04
SSIM 0.81 0.68 0.49 0.72 0.43 0.60

RMSE summary for the R-L filter is shown in Tab. 2. The
commentary is as follows:

— RMSE of degraded images increases along with increasing
o of the Gaussian blurring function and decreases with
increasing SNR,

— the number of iterations increases with increasing the
degradation parameters.

The restoration iteration is achieved when no change may
be detected between the current restored image and the pre-
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vious one. In such a situation, the repetition process is ter-
minated.

5. Conclusion and Future Work

The results from simulation show that when using a small
value of parameters A and 3, the adaptive R-L filter performs
better in image quality restoration, as the Gaussian blurring
function’s standard deviation values and SNR increase with
each iteration. The experimental results show a decrease in
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the RMSE value of up to 0.25 when using A = 0.5 in one
iteration, compared to other existing methods, for example
the Wiener filter, where RMSE values reach 0.5442. This
demonstrates the effectiveness of our proposal in terms of
improved accuracy of the medical image by adapting the R-L
algorithm, but the results were not satisfactory when using
large values of the parameters A and 5. We will continue
work to improve the accuracy of the solution and to solve
that problem in the future. It is also possible to use another
type of the point spread function (PSF ) and noise that can be
applied in conjunction with the proposed framework in the
near future.
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Abstract — As the popularity of cloud computing increases,
safety concerns are growing as well. Cloud forensics (CF) is
a smart adaptation of the digital forensics model that is used for
fighting the related offenses. This paper proposes a new forensic
method relying on a blockchain network. Here, the log files are
accumulated and preserved in the blockchain using different
peers. In order to protect the system against illegitimate users, an
improved blowfish method is applied. In this particular instance,
the system is made up of five distinct components: hypervisor
(VMM), IPFS file storage, log ledger, node controller, and smart
contract. The suggested approach includes six phases: creation of
the log file, key setup and exchange, evidence setup and control,
integrity assurance, agreement validation and confidential file
release, as well as blockchain-based communication. To ensure
efficient exchange of data exchange between the cloud provider
and the client, the methodology comprises IPFS. The SSA (FOI-
SSA) model, integrated with forensic operations, is used to select
the keys in the best possible way. Finally, an analysis is conducted
to prove the effectiveness of the proposed FOI-SSA technique.

Keywords — cloud computing, cloud forensics, FOI-SSA model,
improved blowfish

Tab. 1. Abbreviations and terms used in this paper.

Abbreviation Description
1 2
AES Advanced encryption standard
BlockSLaaS Blockcha.in assisted secure logging
as-a-service
BES Bald eagle search
CF Cloud forensics
CC Cloud computing
CSP Cloud service provider
CFI Cloud forensic investigator
CADF Cloud auditing data federation
DMTF Distributed management task force
DBO Dynamic butterfly optimization
EB Ethereum blockchain
FCS Fuzzy based smart contracts
FIO Forensic investigation optimization
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1 2
HSO Harmony search optimization
ECC Elliptical curve cryptography
IPFS Interplanetary file system
LGoE Logical graph of evidence
LA Lion algorithm
RSA Rivest-Shamir-Adleman
SRVA aslel:fl:ler:l:;(i:r;tgi (:/rfriﬁcation based
SIEM ISI:::I?:;ZI;?;? information and event
SA-DECC Sensitivity aware deep ECC
SSA Sparrow search algorithm
SSO Salp swarm optimization
SRVA ESljtc}I:Etiriztgi (;/:riﬁcation based
TPS Transaction per second

1. Introduction

When individuals leave their countries and move to other
states, we are dealing with migration [1]—[5]. Such persons
go through immigration-related processes in order to become
permanent residents of the their new country. Usually, the
procedure is very complicated. The applicant needs to get
a visa [1] and then apply for a permanent residency permit
which may later be converted into citizenship [6]—[11]. This
process becomes easier if the applicant is backed by a compa-
ny or if their family member is already a resident of the coun-
try concerned [12]—[14]. Due to the strict immigration laws
in effect in some countries, people revert to illegal practices
and attempt to infiltrate states without permission [15], [16].
This leads to illegal immigration [17]-[19] — an issue faced
by almost every other country in the world [20]-[22].

The proposed work keeps track of immigrants by storing sever-
al relevant pieces of information in the form of immutable [6]
and unique blockchain records [23], [24]. When a person is
suspected of illegal immigration, their official documents are
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compared with the record stored using blockchain [25]—[27],
i.e. a distributed ledger [28], [29].

Blockchain is a network of fault-tolerant and distributed
servers that contain shared, duplicated, and distinct con-
tent [30]. The management of a blockchain is cheap and
quick, since it is immutable and cannot contain false or du-
plicate information [31]—[33]. Blockchain can process fin-
gerprints, facial recognition, and retinal scanning biometric
data [17], [18]. Blockchain-based reactive data can be se-
cured using protective confidentiality encryption, limiting its
use to authorized entities only [34].

The novelty of this work lies in the fact that a novel blockchain-
based CF scheme is proposed, where an improved blowfish
mechanism is deployed for encryption purposes, and in ex-
ploiting the FOI-SSA algorithm for creating an optimal key.

The paper is set up as follows. After the related works review
given in Section 2, in Section 3 the project is presented
and the model created is described. The FOI-SSA model
recommended for generating the best key is described in
Section 4. Sections 5 presents the conclusions.

2. Literature Review

This section surveys the eight existing blockchain-dependent
evidence integrity preservation methods used in CF. Rane
and et al. [1] proposed the forensic-aware BlockSLaaS mod-
el to steadily process and store logs by addressing multi-
stakeholder collusion issues and facilitating confidentiality
and integrity. CFI was capable of accessing logs for foren-
sic purposes, using BlockSLaaS to protect the logs’ privacy.
However, the method failed to validate whether the service
provider guaranteed precise logs. Jain et al. [2] presented a
blockchain method for preserving the integrity of log files.
IPFS and the blockchain technology were combined to trans-
form a centralized storage system into a decentralized one.
The integrity of log files was preserved by storing log files
in blockchain. Thanks to such an approach, the system was
used for storing huge log files at a minimal cost. However,
the method failed to maximize CSP trust by minimizing CSP
dependencies.

Pourvahab er al. [3] presented an SRVA scheme for protect-
ing the system against unauthorized users. To ensure even
better protection of the cloud platform, the secret keys were
optimally produced by utilizing the HSO technique. In this
case, the server stored the data after they had been encrypted
with the use of the SA-DECC algorithm. By modifying FCS,
such a strategy allowed the user to track down data and LGoE
collected with the use of blockchain enabled the evidence to
be studied. However, the proposed method failed to improve
the digital forensics model. Dalezios et al. [4] proposed the
DMTF with CADF standard for CF. The authors improved
the Apache Cloud Stack platform by employing CADF ac-
tivity tracking adopted in an Open Stack and made it more
forensically reverberant. Stelly et al. [5] developed a method
relying on automated container deployment and orchestration
platforms to attain improved performance in digital forensics.
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The results showed that the distributed container-based ap-
proach offered a workable technical foundation for addressing
the increased data volumes in digital forensic investigations.

Park et al. in [6] presented a permission blockchain-based
data integrity management system for CFs. Such a method
was capable of certifying the integrity of data while process-
ing more transactions. However, there is an issue that the
evaluation of performance cannot be made on anticipated da-
ta dimension. However, the model can be utilized as one of
the methods for addressing security-related issues in cloud
platforms. It failed, however, to accumulate network data by
performing simulations concerned with computing precise
TPS. Dasaklis et al. [7] described a CF method relying on
the available blockchain-based technologies. The approach
provided a detailed review of the various advantages and
shortcomings of the mutually beneficial relationship between
blockchain technology and the current digital forensics ap-
proach. Unfortunately, the method failed to identify different
research issues in digital forensics. Irfan ez al. [8] presented
a model using SIEM to address the problem of effective evi-
dence collection in CFs. The method shared evidence with
cloud users, whenever needed. The proposed method helped
perform detailed CF by adapting evidence, but failed to im-
prove the performance of the solution by applying advanced
optimization techniques.

3. Blockchain-based Protocol Developed
for Maintaining Integrity in CF

Anti-tampering and privacy protection are two critical secu-
rity requirements in cloud computing environments. Figure 1
shows the outline of the proposed architecture. In judicial
forensics, maintaining privacy is a top priority. The suggested
technique adopts an appropriate mechanism for maintaining
confidentiality and anonymity, ensuring that no private data is
released during the derivation function of a blockchain-based
process. The system incorporates eight elements, including
hypervisor, virtual machine, node controller, log ledger, IPFS
file storage, blockchain network, CFI, and smart contract.

3.1. Initialization Step

The start-up phase involves launching virtual machines, hyper-
visors, node controllers, IPFS cloud storage, smart contracts,
blockchain networks, CFI, and log ledgers. The following is
a more detailed depiction of each entity. A virtual machine
(VM) is a computational source that runs programs maps us-
ing software, rather than a real computer. The hypervisor is
software that creates and operates a collection of virtual ma-
chines, allowing one host to handle several guest VMs, by
sharing resources virtually. The nodes controller gathers logs
from all virtual platform sources via log libraries and creates
log entries for each log. IPFS cloud storage is a file transfer
mechanism depending on cryptography hashes, that can be
readily stored on the blockchain and regulated to effectively
store and transfer large files, while smart contract acts as a set
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of applications that are kept on the blockchain and continue
to run when specific conditions are satisfied.

The blockchain network, in turn, offers ledger and smart con-
tract functions to varied apps, and if questionable actions on
the cloud take place, the CFI is tasked with gathering and
reviewing evidence. The last resource component is the log
ledger which contains a set of recorded results with a times-
tamp. Therefore, it serves as a helpful proof for initiating legal
action against a suspect. The ledger aids in the preservation
of the chronology of created logs.

Table 1 contains all acronymous and abbreviations used in
this paper, while Tab. 2 summarizes the symbols used.

Tab. 2. Symbols used in of proposed evidence integrity preservation
mechanism.

Symbol Description
Mpwp | Password of node controller
Mip User ID of node controller

Kn Key of node controller

T Time stamp

Hd Host ID

L Log file

P Node controller program to record log file
pk Public key

® Interpolation

® Ex-or operation

Rpq Requested ID

en(.) ECC encryption

Swm Service name

K(.) Kernel transform

r Random number

REQ Integrity assurance request message
h(.) Hashing

SPwD Session password

K Hypervisor key

A Acknowledgement message
QprwbD CFI Password

Qud CFIID

1A Integrity assurance

3.2. Creation of Log File

At this stage, the user password M 74 and user ID Mpwp are
formed by the user, which accumulating logs from every each
resource of the virtual podium. M g4 and Mpwp are saved
in the hypervisor as M7, and M. The node controller
key is produced after obtaining the user’s credentials. The
key is created by XOR-ing the public key and the modulus of
arandom key. After combining the resulting product with the
encrypted user ID, the modulus is used to generate the node
controller key as:

Ky = |en(Mjy) mod (r) & pk| . ()]
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The Log L is formed in the hypervisor with the requested ID
of user Rp, time stamp 7', and service name Sy, for Hd, as:

L= (Hd,T,Rp,Sm). ()

Similarly, the node controller key K j,, L, and encoded node
controller programmes for recording the log files are provided
to the node controller as:

KM,L,en(P). (3)

Thus, the node controller key is saved as K, and the node
controller program is set to trace the log file.

3.3. Key Setup and Exchange Process

Once the log file generation procedure is has been completed,
three entities: the node controller, hypervisor, and log ledger,
are used to start the key setup and exchange process. The stored
node controller keys are given to the hypervisor and saved as
K. The hypervisor key is created by adding the encrypted
node controllers programs and the kernel transformation of
an arbitrary integer with the stored key. The final hypervisor
key is generated by XOR-ing the acquired result with the hash
timestamp 7's, which is modelled as:

K = h(Ts) ®en(p)||K(r). 4)

The hash of the finalized hypervisor key is proceeded here to
generate the session password Spwp, which is then supplied
to the node controller and saved as SEy . As a result, the
session password is:

Spwp = h(KL). ©)

Next, the acquired hypervisor key is saved as K7 in the
log ledger. The hash of the stored hypervisor key is saved
in M, and passed to the node controller, where it is saved
as Mi:

M, = h(K}). (6)

If M5 = Spwnp, the ledger is confirmed and the confirmation
occurs in the node controller.

3.4. Evidence and Contract Phase

For the sake of achieving privacy, the CFI and smart contract
are used. The CFI ID @ g4 and password Qpwp are creat-
ed during this phase and the credentials are passed into a the
smart contract that is saved as Q%;; and Qb Furthermore,
the acknowledgment packet containing an encoded node con-
trol program, an the encoded ID, the cloud hashing forensic
researcher ID, and the header are given to CFI and saved
as A*:

A = (en(P),en(R), h(Qra), Header). (7

The evidence is formed by XOR-ing the hash message and
secure CFI ID, which is kept in the smart contract as EP*
and modelled as:

EP = h(A") ® en(Q, D). 8)
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Optimal key selection
using FOI-SSA algorithm

:

Y

Node controller

> Encrypted logs < |

Encryption using
improved blowfish

v !

IPFS file storage

Smart contract

)]

Hypervisor or VMM

Physical hardware )

v v

Log ledger

v

Cloud forensic
investigator

Fig. 1. Overall system model block diagram for evidence integrity preservation for cloud forensics.

The confirmation message is created by XOR-ing the saved
evidence with the hashed message that is written as:

V = EP* @ h(A). ©)

If V = en(Qpq), then the validation was is considered
accomplished and the information was is sent to CFIL.

3.5. Integrity Assurance

Three entities are involved in this process: node controller,
hypervisor, and CFI. The user ID, the request message and
the stored key of the node controller are initially verified by
the hypervisor that is expressed as:

Mpyq, REQ, K. (10)

The user ID and the saved node controller key are verified
by the hypervisor. Then, the message is created by XOR-ing
the hash node controller key, the encoded shared key, and the
hash hypervisor key, such as:

My = h(K%) @ en(pk) ® h(Ky). (11)

The login password is formed by XOR-ing the hashed times-
tamp with the encoded public key as:

Spwp = h(T's) ® en(pk). (12)

The resultant message and session passcode are given into
the CFI, which performs integrity assurance operations by
XOR-ing the message and session passwords and storing the
result in the hypervisor as:

IA = (M7 @ Spwp). (13)

Level 2 verification is calculated based on integrity security
operations, using the saved integrity assurance and the saved
message as:

Vo =14@ M. 14

If Vo = Spwa, the guaranty is permitted. The required mes-
sage and the CF ID are then sent to the node controller where
the CF ID is saved.
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3.6. Agreement and Confidential File Release

For agreement and private file release, the node controller, the
CFI, and the blockchain network are considered. The CF ID
and the request message are supplied to the node controller
in this phase. Validation of the CF ID is carried out here in
order to determine which one is genuine. Furthermore, two
messages are produced, the first being formed by XOR-ing
the encoded log and the encoded public key as:

R = en(log) @ en(pk). (15)

The other message is created by combining the public key
with a value, and then combining the result with the hash Req
message as:

Ri; = H(IREQ)||(pk)©r. (16)

The last message is created by XOR-ing the first and second
messages, and then feeding them to the CFI and storing them
as M7, as shown in:

R"™ = M} @ RE. (17)

The CFI creates two messages, the first of which is created
by XOR-ing the last message with the second message. The
second message is created by combining the public key with
a randomized value, and then combining the result with the
hash Req packet as:

RE = H(IREQ)||(pk©r). (18)

By XOR-ing the initial message with the encoded public key,
the log is created. If (S, P) = I(log), then it is found to be
satisfactory and is sent again, and then a contact between the
CFI and the blockchain network is created.

3.7. Improved Blowfish Algorithm

The blowfish scheme is highly efficient and is suitable for
hardware implementation and related modeling [35]. Howev-
er, to enhance the key management mechanism, a modified
version of blowfish is introduced, as follows:

— the input includes 64 bit data,
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— it includes 64-bit block ciphers with irregular key lengths,

— it includes four 32-bit S arrays and P boxes. The S array
has 18 of 32-bit subkeys, while each P box comprising 256
entries,

— it comprises two elements: a key-expansion part and a data-
encryption part.

The F' operation employs four substitution boxes, each con-

sisting 256 32-bit entries [36]. Conventionally, if block XL is

divided to 8-bit blocks a, b, ¢, d, then the operation F'(XL) is

shown as in Eq. (19). As per the modified blowfish model,

F(XL) is modelled as in Eq. (20):

F(XL) = [(Pra+ P2p 22) @ Ps )+ Pua2®, (19
F(XL) = [(Pra @ Ps,c) + (P2p @ P1a) 2%, (20)

3.8. Blockchain-based Communication Phase

The blockchain-oriented communication stage is used to
securely store and process logs, allowing for effective control
of access to CFI and log integrity checking. An attack on
the cloud can be carried out by a malevolent employee or an
outside attacker. The functions that take place on the cloud
platform generate logs for each VM operation, such as network
interaction and VM setup logs. These logs are not power-
independent, which means that if the VM is turned off, the
data stored therein are lost. The suggested technique retrieves
logs from Internet platforms and stores them in secondary
memory storage to ensure data security and integrity.

The keys denoted by pk are optimally chosen via the FOI-SSA
model. Figure 2 shows solutions in which nn indicates the
overall count of keys. The objective Obj is to raise the key
breaking time kbr as:

Obj = max(kbr). 21

Pk phy |- pk,, ————== FOI-SSA

Fig. 2. Solution encoding scheme.

3.9. Proposed FOI-SSA Model for Optimal Key Generation

To achieve better convergence, FIO [37] is combined with the

SSA model [38] to form FOI-SSA. Self-improvement of the

optimization schemes results in better accuracy [39]- [42].

The behavior of the sparrows and formulated corresponding

rules are described as:

1) The producers are typically highly energized. Assessment
of each person’s fitness values generates information about
their energy reserves;

2) As individual sparrows start to chirp, the producers are
required to direct all scavengers to the safe area when the
alert value exceeds the safety level;

3) Every sparrow proceeds to production in accordance with
how often it seeks out larger food sources, but the ratio of
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scavengers to producers becomes higher across the board.
The producers would act as he sparrows with maximum
energy levels. Numerous starving scavengers are inclined
to fly towards different locations in search for food, to gain
energy;

4) Scroungers look for food by emulating a farmer who
actually produces the healthiest food. To increase their
predation rate, certain scavengers may keep a tight eye on
the producers and engage in food wars;

5) Sparrows in the center of the group haphazardly walk to be
close to others when the sparrows at the group’s periphery
are aware of danger and quickly go into the safe area to
take a better position.

As per FOI-SSA, the chaotic-based OBL is performed to

generate opposite solutions that ensure a good convergence

rate.

The location of the sparrows is represented by:

Yin Yip ... Yia
Yo1 Yoo ... Yo,

yo [l e
Ys,l Ys,2 Ys,u,

This implies the sparrow count and the size of the optimized
variable. The fitness of the sparrow is defined by Eq. (23),
which also addresses the fitness of the individuals.

fIYia Yia ... Y1)
f(Yan Yoo ... Ya,)]

Fy = _ R 23)
f([Ys,l )/5,2 . Ys,a)]

The locations of producers are updated as per rules 1-2 and:
Y7 emima if Co < st
SPEEE I R (24)

' Y, +PM if Co>st

In Eq. (24), r represents the iteration, .,,x implies the
maximum iteration, « is an arbitrary integer, st and C are
the safety threshold and the alarm value, and P is an arbitrary
integer. M denotes a matrix of 1 xd with element 1.

The scroungers follow rules 4-5. As stated earlier, various
scroungers track producers. In FOI-SSA, the scrounger’s
position is updated using FIO as:

Y(i)new = YBU + raIO(YBij - YBrj) +
+ Ta’l‘l (Ybest - YBU )7 (25)
where ra;o and ra;; are arbitrary integers (0 and 1), Ypest

implies the best position, B; denotes the agent. In addition,
in FOI-SSA, Cauchy’s mutation is performed as:

Y () new = Ybest + Y5 cauchy(0, 1). (26)
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In addition, the model as per rule (6) is:

Ybrest + - chfd - Yl;rest if fC < fu

Yot = , Q@D

YY" —-vy”"

Vi + 2. (Jﬁ[) if fo=fu
where v indicates the step size control parameter with a vari-
ance of 1 and a mean value of 0, R},.s; denotes the current
global optimal location, Z € [—1, 1] denotes the route of the
sparrow, f. stands for the fitness value of the current sparrow,
fw and f, are the worst fitness value and the current global
best, € is a small constant for avoiding the zero-division-
error, and Yj,os¢ denotes the position at the center of the popu-
lation.

4. Results and Discussion

The proposed CF integrity management plan has been created
using Java and CloudSim. The performance of the FOI-SSA
system was computed over EB [2], AES, ECC, RSA, El-
Gamal, Signcryption, ECC + IPFS [43], DBO, BES, SSO,
FIO, and SSA, taking into consideration such metrics as
memory, detection rate, etc. In this case, the assessment was
performed by altering the key size from 64 to 128 and the
user count from 200 to 400.

4.1. Detection Rate Analysis

The detection accuracy of the proposed FOI-SSA algorithm is
evaluated in comparison with traditional methods, for various
key sizes of 64 and 128. Estimates concerning the FOI-SSA
scheme, made over EB [2], AES, ECC, RSA, El-Gamal,
Signcryption, ECC + IPFS [34], DBO, BES, SSO, FIO and
SSA approaches are presented in Figs. 3 and 4 for user counts
of 100, 200, 300 and 400. Here, the proposed FOI-SSA model
showed an enhanced detection rate over EB, AES, ECC, RSA,
El-Gamal, Signcryption, ECC + IPFS, DBO, BES, SSO, FIO
and SSA. In Fig. 3, a higher detection rate is observed for

FOI-SSA, with the user count of 100 for a key size of 64. With
an increase in user count, the detection rates for FOI-SSA
decreased for a key size of 64. This progression is the result
of the enhanced blowfish concept and the integrated optimal
key creation. Thus, the benefit of FOI-SSA is recognized over
EB, AES, ECC, RSA, El-Gamal, Signcryption, ECC + IPFS,
DBO, BES, SSO, FIO, and SSA.

1.0
0.9
0.8
0.7
0.6
0.5
0.4
0.3
0.2
0.1

0

Detection rate

100 200 300 400
Number of users

I EB I El-Gamal [0 Bald eagle search

Il AES I Signcryption I Salpswarm optimization
M ECC I Base I FBIO

Il RSA I Dynamic butterfly

Fig. 4. Detection rate of FOI-SSA vs. other approaches, for a key
size of 128.

4.2. Memory Usage Analysis

Figures 5-6 show an analysis of memory usage for FOI-
SSA and other algorithms, for 128 and 64 key sizes. 8.5 MB
of memory are used FOI-SSA for 100 users and a 64 key
size, while other algorithms achieved higher utilization rates.
Memory usage grows along with an increase in user count.
These data help choose the optimal key and improve the
blowfish concept.
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Fig. 3. Detection rate of FOI-SSA vs. other approaches, for a key
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Fig. 5. Memory usage analysis of FOI-SSA vs. other approaches,
for a key size of 64.
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Fig. 6. Memory usage analysis of FOI-SSA vs. other approaches,
for a key size of 128.

4.3. Time Analysis

Tables 3 and 4 show computational times for 128 and 64-bit
keys. The analysis was performed for various user counts. For
all key sizes, the time increases along with the user count.
For 100 users, the computational time is shorter, but when
the user count reaches 400, the time is longer for all other
methods. However, FOI-SSA achieved a shorter time interval
than its competitors. These advances are the result of using
the blowfish concept and creating the optimal key.

4.4. Encryption and Decryption Time Analysis

The encryption time for various key sizes is summarized in
Tables 5-6, while Tables 7-8 show the decoding time. For
FOI-SSA, the encryption time is shorter for each key size. For
user counts of 100 and 200, the decryption time is shorter with
a 64-bit key which also requires less computational time for
encryption. Thus, FOI-SSA achieves the shortest decryption
and encryption times compared with its competitors, as shown
in the tables.

160000
140000
1200001
100000

80000
60000
40000
20000 A

Cost function

0-

0 10 20 30 40 50
Iterations

Il DBO BE SSO I SSA

Il BES W FIO W FOI-SSA

4.5. Convergence Analysis

Convergence analysis of the proposed FOI-SSA system and
the comparison of its performance with former models is
shown in Fig. 7. FOI-SSA offers enhanced outcomes — the
key break time at the 50-th iteration is 140004, meaning that it
is higher than in the case of DBO, BES, SSO, FIO, and SSA.
DBO’s poor results were disclosed by obtaining a reduced
key break time. Therefore, the goal is achieved, as shown in
Eq. (21).

4.6. Attack Analysis

Figures 8 and 9 show the outcomes of research on various at-
tack types, including inside and password spoofing attacks,
for various key sizes and for varied user counts. Figure 8
shows the average key breakage time for inside and password
spoofing attacks. While vulnerable to insider and password
spoofing attacks, the proposed FOI-SSA approach has re-
vealed a higher key break time. This is achieved due to a better
blowfish concept and optimal key creation in FOI-SSA.

1.0 7
0.9 B
0.8 i
0.7 1 B
0.6 1 B
0.5 1 _
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Fig. 8. Inside attack: FOI-SSA vs. other schemes.
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Fig. 7. Convergence analysis: FOI-SSA vs. other schemes.

84

Fig. 9. Password spoofing attack: FOI-SSA vs. competitors.
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Tab. 3. Time analysis using FOI-SSA over others algorithms for a key size of 64 [s].

User count | EB | AES | ECC | RSA | El-Gamal | Signcryption | ECC + IPFS | DBO | BES | SSO | FIO | SSA | FOI-SSA
100 505 | 504 | 503 | 402 351 324 327 221 | 184 | 146 | 110 | 74 35
200 506 | 505 | 505 | 403 351 324 323 222 | 185 | 147 | 110 | 74 36
300 509 | 509 | 508 | 405 352 325 324 222 | 185 | 147 | 110 | 74 36
400 712 | 709 | 707 | 504 453 426 425 223 | 186 | 149 | 110 | 73 36

Tab. 4. Time analysis using FOI-SSA over others algorithms for a key size of 128 [s].

User count | EB | AES | ECC | RSA | El-Gamal | Signcryption | ECC + IPFS | DBO | BES | SSO | FIO | SSA | FOI-SSA
100 613 | 612 | 612 | 407 355 327 326 217 | 181 | 145 | 109 | 73 35
200 643 | 642 | 641 | 472 414 377 375 223 | 187 | 149 | 110 | 73 35
300 702 | 701 | 701 | 487 420 393 391 224 | 187 | 149 | 112 | 73 37
400 790 | 789 | 787 | 598 546 519 518 226 | 188 | 150 | 113 | 74 37

Tab. 5. Encryption time for FOI-SSA vs. others algorithms for a key size of 64 [s].

User count | EB | AES | ECC | RSA | El-Gamal | Signcryption | ECC + IPFS | DBO | BES | SSO | FIO | SSA | FOI-SSA
100 25 | 25 17 16 16 16 16 16 28 | 0.8 | 0.7 | 03 0.3
200 25 | 25 17 17 16 16 16 16 28 | 0.8 | 0.7 | 04 0.3
300 25 | 25 17 17 17 16 16 16 29 |1 08 | 0.7 | 04 0.3
400 27 | 26 17 17 17 17 16 16 29 1 08 | 04 0.3

Tab. 6. Encryption time for FOI-SSA vs. others algorithms for a key size of 128 [s].

User count | EB | AES | ECC | RSA | ElI-Gamal

Signcryption

ECC +IPFS | DBO | BES | SSO | FIO | SSA | FOI-SSA

100 25 | 25 16 16 16 17 16 16 3 0.8 | 06 | 04 0.3
200 25| 25 17 17 17 17 16 16 3 09 | 0.8 | 04 0.3
300 35 | 26 17 17 17 17 16 16 3 09 | 0.8 | 05 0.5
400 55 | 27 18 17 17 17 17 16 4 1 1 0.8 0.7

Tab. 7. Decryption time for FOI-SSA vs. others algorithms for a key size of 64 [s].

User count | EB | AES | ECC | RSA | El-Gamal | Signcryption | ECC + IPFS | DBO | BES | SSO | FIO | SSA | FOI-SSA
100 76 | 75 48 17 16 16 16 16 16 0.6 |0.194| 0.2 0.1
200 76 | 75 48 17 17 16 16 16 16 0.7 10241 | 0.2 0.1
300 77 76 49 17 17 16 16 16 16 0.7 10241 | 0.2 0.1
400 177 | 177 | 50 17 17 17 16 16 16 | 0.7 [0.265| 0.2 0.1

Tab. 8. Decryption time for FOI-SSA vs. others algorithms for a key size of [s].

User count | EB | AES | ECC | RSA | El-Gamal | Signcryption | ECC + IPFS | DBO | BES | SSO | FIO | SSA | FOI-SSA
100 124 | 75 49 16 17 16 16 16 15 06 | 02 | 0.2 0.1
200 179 | 77 49 17 16 16 16 16 16 07 103 | 02 0.1
300 259 | 117 49 17 17 16 16 16 16 07 | 04 | 03 0.1
400 275 | 142 68 17 17 17 17 16 16 1 0.5 | 03 0.2

5. Conclusion

This paper proposes a novel forensic method relying on
a blockchain network. In order to protect the system against
illegitimate users, an improved blowfish method is used. The
system is made up of five distinct elements: hypervisor, node
controller, log ledger, IPES file storage, and smart contract.
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The suggested method entails six phases, including determi-
nation of the log file concept, key arrangement and exchange
process, setup and control of evidence, assurance of integri-
ty, agreement validation, release of the confidential file, and
the blockchain-based communication phase. The proposed
FOI-SSA approach offers an enhanced detection rate com-
pared with EB, AES, ECC, RSA, El-Gamal, Signcryption,
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ECC+IPFS, DBO, BES, SSO, FIO, and SSA algorithms.
A higher detection rate was observed for FOI-SSA for a user
count of 100 and a key size of 64. As the user count in-

creases, the detection rate of FOI-SSA decreases for a key
size of 64.
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Abstract — During fire incidents, optical fibers located with-
in a fire-resistant cable are usually exposed to temperatures of
800°C to 1000°C. Hot fibers generate narrowband thermal (in-
candescent) radiation and collect broadband thermal radiation
originating from the heated surroundings. The power of the sec-
ond component, initially negligible, increases with time due to
the rising number of fiber cracks and other defects acting as
couplers for external radiation. Thermal radiation may inter-
fere with fiber attenuation measurements performed during
a fire test, but is rather unlikely to prevent data transmission
with typical GbE and 10GbE transceivers during a fire. This
problem may be remedied by combining the following meth-
ods: using single mode fibers instead of multimode fibers, using
bandpass filters to block thermal radiation, and selecting proper
transmitter power, wavelength and photodetector.

Keywords — attenuation testing, fire resistant fiber optic cable, fire
test, fused silica optical fiber, incandescent emission, interference
filtering

1. Introduction

Fire-resistant fiber optic cables temporarily retain optical con-
tinuity during a fire, at temperatures of up to 1000°C and over
periods of 15-120 minutes [1]—[3], providing connectivity
for fire safety and video surveillance systems, as well as for
emergency communications. Such cables comprise standard
telecom fibers made of fused silica.

Hot optical fibers either glow themselves or are exposed to
radiation from their surroundings — usually from carbonized
remains of polymer tubes and coatings. We have investigated
both effects experimentally in [4], presenting a short review
of fire test standards and conditions.

In this paper, we present the sources, spectral power distribu-
tion (SPD) and the power of thermal radiation (Section 2),
based on results of the experiments conducted, specific meth-
ods relied upon for eliminating such phenomena (Section 3),
the potential interference with Ethernet data links (Section 4),
as well as methods for monitoring fiber attenuation in a cable
in the course of a fire test (Section 5). Then, we present the
results of an experiment in which bandpass filters have been
used to reject thermal radiation (Section 6) and specify the
activities recommended in connection with the fiber itself and
with the wavelength in order to minimize such interference
(Section 7). Section 8 contains a summary.
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2. Thermal Radiation in Fibers Under Fire

Detailed characteristics of radiation generated by silica fibers
at temperatures of up to 1000°C (such as power, spectral pow-
er distribution, variation with time, and physical mechanisms)
are presented in paper [4]. Therefore, we only provide the
summaries and representative examples thereof.

2.1. Incandescence of Fiber

Figures 1 and 2 show the measured SPDs of radiation emitted
by a 50/125 pm multimode fiber OFS OM2 [7] and a single
mode fiber conforming to the ITU-T G.652.A Recommenda-
tion [8], respectively. The 1 m samples were heated to 900°C
before conducting the measurements. Due to the fact that
the measurement resolution was limited (5 nm or 10 nm),
the three strongest emission peaks at 1383 nm, 1393 nm and
1407 nm [9] are visible as a single peak. SPDs for all multi-
mode and single-mode telecom fibers we have tested were
similar, except for varying power levels. The power of radia-
tion exiting each fiber was measured with an InGaAs sensor
in the 800—1700 nm spectral range.
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Fig. 1. Spectral power distribution of thermal emissions from an
OM2 multimode fiber at 900°C. The total power is —49.39 dBm.

Incandescence of a single mode fiber, even exhibiting wa-
ter peaks (ITU-T G.652.A), is substantially lower than of
a 50/125 pm OM2/0OM3/0OM4 multimode fiber, due to differ-
ences in core diameter (8.3 vs. 50 ym) and numerical aperture
(0.14 vs. 0.20). For the same OH™ content and temperature,
power that is approx. 72 times lower (18.6 dB) may be ex-
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pected, but real values measured in our experiments varied
considerably.
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An example of such an SPD we have measured is shown in
Fig. 3.
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Fig. 2. Spectral power distribution of thermal emission from a
G.652.A single-mode fiber at 900°C. Total power was —66.71 dBm.

Fiber incandescence decreases with time due to the ‘drying’
of the fiber’s core and diffusion of hydrogen through the
cladding [5]. A 50% intensity reduction was observed in our
experiments after 1-2 hours at 1000°C [4], which corresponds
to a typical duration of a fire incident or a fire test. The fading
phenomenon is slower when fiber cladding is doped with
fluorine.

2.2. Thermal Radiation Coupled into the Fiber

The coupling of external radiation into the fiber is caused by
radiation being reflected through cracks penetrating the fiber’s
cladding and core, created when microscopic inclusions of
cristobalite (crystalline form of silica) appear on the fiber’s
surface [4], [6], [10]. Cracks in heat-degraded fibers have
complex shapes and various depths.

A crack reflects a small portion, i.e. approx. 4% of incom-
ing radiation at an angle dependent on the crack’s direction.
A small portion of external radiation is directed into the fiber’s
acceptance angle, while a similar portion of radiation trans-
mitted through the fiber is lost. Other defects in fiber core or at
the core/cladding interface, like inclusions of cristobalite, tiny
gas bubbles or defects introduced by gamma radiation [11],
also facilitate unwanted coupling of external radiation.

This coupling phenomenon occurs more efficiently in multi-
mode fibers due to their higher numerical aperture, i.e. 0.20 in
a 50/125 pm OM2/0OM3/0OM4 graded index multimode fiber,
versus 0.14 in a ITU-T G.652 single-mode fiber.

We have observed that the power of coupled radiation and the
number of defects in the fiber section affected by high tem-
perature grow as the heating duration increases. Light may be
seen escaping from the fiber at locations with cracks or inclu-
sions in the core. The strongest interference is experienced
when the fiber is surrounded by black char, as its emissivi-
ty coeflicient is close to 1. For temperature and wavelength
ranges of interest, thermal radiation is characterized by con-
tinuous SPD and its intensity is rising along with wavelength.
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Fig. 3. Spectral power distribution of coupled thermal emissions of
an OM2 multimode fiber at 1000°C. Localized light escapes were
noticed due to cracks, but optical continuity of the fiber was retained.
Total power equaled —39.79 dBm.

2.3. Changes of Thermal Radiation Spectrum over Time

When fused silica fiber is exposed to high temperatures (over

800°C) for a duration typical for a fire incident, defined in

standards [1], [2] as 30—120 minutes, two concurrent changes

take place over time:

— fading of thermal emissions due to the destruction of OH™
ions [5],

— progressive degradation of the fiber by cristobalite inclu-
sions and cracking [4], [6].

We have observed a gradual decrease of (narrowband) fiber in-

candescence and an increase in (broadband) radiation coupled

into the fiber.

Initially, the SPD is composed of narrow peaks (see Figs. 1
and 2), but a continuous long-wavelength component rises
steadily with time and becomes dominant in a degraded
fiber (Fig. 3). Lowered effectiveness of the bandpass filter in
blocking related interference is one of the consequences of
such a phenomenon.

A fast and total fiber failure is possible at temperatures above
950°C. The fiber loses its optical continuity, the power of
coupled thermal radiation increases to approx. —33 dBm
and —50 dBm for a 1 m section of an OM2 multimode and
single-mode fiber at 1000°C, respectively. The SPD is similar
to that illustrated in Fig. 3. In our experiments, almost 30%
of multimode samples and only one sample of a single mode
fiber failed under such conditions.

2.4. Power of Incandescent and Coupled Radiation

During the experiments, the power of incandescent radiation
measured in the 800-1700 nm band was relatively low, i.e.
amounted to —60 to —49 dBm over a 1 m section an OM2
or OM3 multimode fiber at 900°C and —85 to —66 dBm in
a single-mode fiber under the same conditions, including old
G.652.A fibers with high OH™ content.
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The radiation exiting at the end of the fiber may exhibit a dip
at “water peak” wavelengths of approx. 1390 nm, indicating
high attenuation in hot fiber at this range i.e. 5-8 dB/m
at 900-1000°C. Consequently, the accumulated power of
incandescent radiation is self-limiting (saturating) in fiber
samples longer than 0.5-1 m.

The power of coupled radiation measured during laboratory
tests on 1 m fiber sections heated to 900°C and covered by
carbon char equaled approx. —42 dBm for OM2 and OM3
multimode fibers, —56 dBm for a G.652.A single mode fiber,
and —60 dBm for a G.657.A2 single mode fiber.

Thermal radiation coupled into the fiber is also self-limiting.
Increasing density of cracks and inclusions in deteriorated
fibers raises the coupled power (per unit of length). However,
attenuation grows as well, due to the escape of guided radia-
tion from the fiber. Measurements performed during a fire
test in accordance with the DIN 4102-12 standard suggest
that saturation length of an OM2 multimode fiber at 1000°C
is 2-3 m (test duration: 90 minutes). The power of coupled
radiation measured under such conditions was —38 to —35
dBm for a 32 m section of an OM2 fiber placed in the fire
zone, meaning that power saturation conditions were met. For
a 3 m effective saturation length, the power of coupled ra-
diation accumulated in a long fiber sample is approx. 5 dB
higher compared to 1 m sections tested in the laboratory.

We estimate the maximum expected power of thermal radia-
tion in a fire according to the DIN 4102-12 [2] standard as
approx. —37 dBm, —51 dBm and —55 dBm, respectively, for
undamaged fibers indicated above, using an InGaAs photo-
diode (800-1700 nm) as sensor. For a 850 nm sensor based
on a silicon photodiode, with sensitivity up to 1100 nm and
a multimode fiber, this power is reduced to approx. —45 dBm.

3. Limitation of External Thermal
Radiation

In this section, we present two potential methods for mod-
ifying the design of fire resistant cables in order to prevent
coupling of undesirable thermal radiation into optical fibers.

3.1. Elimination of Black Soot

If the material surrounding the glass fiber is characterized by
low emissivity and high opacity at the wavelength of interest,
e.g. 1300 nm, coupled radiation will be eliminated. Titanium
dioxide (TiO2) with the grain size of 2 pm is an example of
such material. The black carbon soot left after pyrolysis of
fiber coatings, the loose tube and the gel must be fully burned.
However, since typical fire resistant cables include a fire
barrier made of mica tape and often also a steel armor [4]
layer, no oxygen source is available to ensure such a full
burn inside the cable. Although oxygen may be provided by
incorporation of a solid oxidizer, a rapid burn process would
produce undesirable heat and flue gases, such as CO5, CO,
and H»O vapor, making this idea impractical.
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3.2. Fibers with Photonic Barrier

Another concept is to use fibers with a photonic barrier sur-
rounding the core, made of microscopic gas-filled holes —
like hole-assisted fibers (HAF) [12], [13] or ‘needles’ exist-
ing in Corning NanoStructures fibers [14]. Such fibers were
originally developed for bending-insensitive cables in FTTH
networks. The photonic barrier prevents both radiation escape
from bent fibers (this was the original purpose) and entry of
external radiation. Unfortunately, fibers with a photonic barri-
er are inconvenient to splice and expensive. After 2010, such
fibers were replaced by other designs. Their reintroduction in
fire resistant cables would be valuable.

4. Interference in Operation of Digital
Fiber Optic Links

Transmission of data over fibers in a cable affected by fire
may subject to:
a) increase in fiber attenuation due to physical deterioration
and light escape,

b) addition of unmodulated thermal radiation to the data
carrying signal at the receiver.

Most low- and medium-speed data links [15] use non-return
to zero (NRZ) modulation, with the signal transmitted either
at full power (logical ‘1’) or low power (logical ‘0’). There
is a minimum value of the EXT power ratio in ‘1’ and ‘0’
states (in dB) of the signal at the receiver input that is required
for error-free transmission. Without optical interference, the
extinction signal ratio at the receiver port is the same as at
the transmitter port:

EXTTX =10 log (&) .
P
Additional optical interference power P is defined as a sum
of incandescent and coupled radiation accumulated in the hot
section of a fiber and attenuated in the section of between the
fire zone and the receiver. The extinction ratio, as seen by the
receiver, is then:

EXTrx = 101og(P1+P’).

Po+ Py

In the receiver, a fixed difference between “1” and “0” levels
at the decision circuit is maintained by automatic gain control
responding to the difference between power received in “0”
and “1” states, designated as OMA (Optical Modulation
Amplitude) [15], but noise level increases, as PI produces an
equivalent of dark current in photodiode.

How much interference may an Ethernet optical link tolerate?
The EXT values required in IEEE 802.3 [15] for 100 Mb/s,
1 Gb/s and 10 Gb/s transmitters vary between 3 and 9 dB —
see Table 1. This corresponds to power emitted in the “0”
state being equal to 50.0% and 12.6% of power emitted in the
“1” state, respectively. Therefore, a rough limit for tolerable
thermal radiation power may be set at 12.5% of signal power
at “1” level, or 6 dB below receiver sensitivity.
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Tab. 1. Parameters of Ethernet interfaces defined in IEEE 802.3 [15], calculated tolerated interference limit and estimated power of thermal

radiation at 1000°C.

Interface . Nominal Transmitter Receiver Thermal
designation by Max. link Fiber type | wavelength | EXT min. sensitivity IPteirference radiation max.

IEEE length [m] [nm] [dB] [dBm] limit [dBm] [dBm]
100BASE-BX10* 10 000 SMF 1310/1550 6.6 —28.2 (—23.3) —34.2 —51.0
1000BASE-SX 550 MMF 850 9.0 —17.0 (—13.0) —23.0 —45.0
1000BASE-LX 550 MMF 1300 9.0 —19.0 (—14.4) —25.0 -37.0
1000BASE-LX 5000 SMF 1310 9.0 —19.0 (—14.4) —25.0 —55.0
10GBASE-SR 400 MMF 850 3.0 —11.1 (-7.5) —16.1 —45.0
10GBASE-LR 10 000 SMF 1310 35 —14.4 (—10.3) —20.4 —51.0
10GBASE-ER 30 000 SMF 1550 3.0 —14.1 (—11.3) —20.1 —55.0
10GBASE-LRM 220 MMF 1300 35 —6.5 (—6.0) —12.5 -37.0
10GBASE-PR-D4* 40 000 SMF 1270/1578 6.0 —29.0 (—27.0) —35.0 —55.0

Abbreviations: MMF — 50/125 pm multimode fiber (OM2 — OMS5), SMF — single mode fiber.
* Duplex transceiver for access networks incorporating a WDM bandpass filter.

Such parameters as thermal radiation power, receiver sen-
sitivity and interference limit for Ethernet transceivers, are
presented in Table 1. IEEE 802.3 includes different require-
ments for receiver sensitivity, measured when the input signal
has the lowest extinction ratio permitted for the transmit-
ter (stressed receiver sensitivity) — as shown in parentheses.
However, the limit of interfering thermal radiation presented
in Tab. 1 is calculated for the receiver sensitivity measured
under optimal conditions, including high EXT.

The use of a G.652.A fiber is assumed for single mode links
that are up to 10 km long, as such a transmission medium is
still permitted in the ISO/IEC 11801 standard for structural
cabling systems [16].

Data from Tab. 1 prove that thermal radiation will not disturb
a 100 Mb/s, 1 Gb/s or 10 Gb/s Ethernet data link, but com-
pliance must be verified in the case of very sensitive receivers
or analog transmission equipment.

If the estimated power of optical interference may be an issue,
the use of a high-power transmitter can keep the signal-to-
noise ratio high enough for an error-free transmission. The
receiver must be fitted with an attenuator to reduce input
power to the upper level of the specified range, to ensure best
tolerance to an increased fiber loss.

The other method is to use a bandpass filter, as described in
Section 6. Duplex transceivers designed for access networks
have built-in bandpass filters separating signals transmitted
in opposite directions at different wavelengths, which also
reduces interference originating from thermal radiation.

5. Interference During Fiber Attenuation
Measurements

5.1. Comparison of LSPM and OTDR Methods

Changes in fiber attenuation during cable fire testing are
normally measured using a light source and a power meter
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(LSPM) setup as shown in Fig. 4. There is the “Method B”

from the EN 60793-1-40 standard [17] and it offers several

advantages:

— wide dynamic range, up to 80 dB with commercially avail-
able instruments,

— high resolution: 0.01 dB or 0.001 dB with typical measure-
ment equipment,

— no need for launch and tail fibers to test a short fiber,

— short measurement time of up to 1 ms.
The disadvantage of the LSPM method is its sensitivity to
thermal radiation. It adds to light source radiation, mean-
ing that indicated fiber attenuation (or its change vs. initial
conditions) is lower than real one.

Measurements performed with an optical time domain reflec-
tometer (OTDR), called the “Method C” in EN 60793-1-40,
are a better idea for testing long fibers, connectors and splices,
and for locating faults. Both methods are approved in the
EN 60793-1-46 standard [18] for testing fibers and cables
when the impact of external factors (mechanical force ap-
plied to the cable or fiber, temperature, aging, etc.) on fiber
attenuation are to be established. In OTDR measurements,
interference from thermal radiation increases the noise floor
at the receiver and reduces dynamic range. OTDR does not
indicate a hot zone as an upward shift of fiber trace, but can
show the loss resulting from fiber deterioration or bending.
Distance measurements are not affected.

5.2. Interference During Measurements with LSPM

The optical path between the light source and the optical pow-
er meter includes a relatively short (1-30 m) fiber encased
in a cable subjected to fire (Fig. 4). Its initial loss /Ly may
change during the test. The combined loss of all other compo-
nents along the optical path, i.e. fibers outside the fire zone,
splices, connectors and in multi-channel, multi-wavelength
or filter-equipped setups, including switches, splitters or fil-
ters (IL¢), is significantly higher than /L and equals up to
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Fig. 4. LSPM setup for measuring and recording variations in attenuation (loss) of a single optical fiber in a cable during a fire test. The fiber
tested is fusion spliced to pigtails to provide connections to test instruments.

20 dB in some cases. It is assumed that L is constant dur-
ing the test and that variations of the measured power are
caused by changes in /Ly only. As all pieces of measure-
ment equipment are affected by specific level of uncertainty,
IEC standards for fiber cables [19] define an indicated loss
change of up to 0.05 dB for a single-mode fiber and 0.20 dB
for a multimode fiber, as a ‘no loss change’ condition.

Unfortunately, the standards relate only to testing fibers that
are free of any optical interference. It is assumed that all
radiation present in the fiber being tested originates from
the light source which generates radiation characterized by
a stable power (P;) and SPD. Therefore, variations in output
optical power (P») measured with an optical power meter can
be directly converted to fiber attenuation (/Lz) changes.

Using logarithmic scale of power (in dBm) and loss (in
dB), the following formulas for power reaching the input
of the optical power meter (P,) and the fiber loss variations
measured are used:

Py = P — (ILr + ILc),
AlLc = —APs,

where AILc and AP, are variations of parameters from
values before the start of the fire test.

As presented in Section 2 and in paper [4], a hot fiber both
generates and collects radiation from its surroundings, which
adds to radiation emitted by the light source, as shown in
Fig. 4. With classical LSPM setup, the optical power meter
(OPM) displays a sum of:

— real test power P» originating from the source and attenu-

ated of rariation to the power meter,
— power of interfering thermal radiation Pr.

Let us identify a value of P, affected by optical interference
as Por:

Por = P> + Pr for power values in [W]
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or

P. P
P>r = 10log {101% + 1075] for power values in [dBm].

The error in loss indication ErrIL (in the logarithmic scale)
depends on Pr and P ratio:
P+ P P
ErrIL = 101log (g> = 10log (—1 + 1) in linear scale
P, P,
or:

Pp—Po
ErrlIL =10log (10 0+ 1) in log scale.

Pr measured by OPM when the light source is off is not

accurate, because:

— sensitivity of the photodetector in the power meter is
wavelength-dependent,

— the power meter is calibrated for the central wavelength of
the light source used, and not for thermal radiation,

— aportion of thermal emissions lies outside of photodetec-
tor’s sensitivity range.

However, this effective value of interference power is useful

for error calculations.

The power and loss evaluation error resulting from Pr is
shown in Table 2.

Tab. 2. Fiber loss indication error (ErrIL) as a test signal P» to
interference Pr ratio.

ErrIL [dB] Pr /P> P,/Pr P, — Pr [dB]
1.00 0.2589 3.86 5.87
0.50 0.1220 8.20 9.14
0.20 0.0471 21.23 13.27
0.10 0.0233 42.92 16.33
0.05 0.0116 86.21 19.36

To be compliant with ‘no loss change’ limits, the thermal
radiation error shall be below 0.05 dB for single-mode fiber
cables or 0.20 dB for multimode fibers. This condition is

1/2023

JOURNAL OF TELECOMMUNICATIONS
AND INFORMATION TECHNOLOGY



ensured when interference power Pr at the input to the power
meter is 13.5 dB or 19.5 dB lower, respectively, than the
power indicated with an active light source. This condition
shall be met at the maximum increase of loss of the cable
under test.

During fire testing, intense thermal radiation can mask even
alarge increase in fiber attenuation or a fiber failure, producing
erroneous decrease in fiber loss. Such a phenomenon is
explained in Fig. 5, showing the measurement data from
a DIN 4102-12 [2] fire test [4].

1050
900
g 750
5 3
5 P
2 600 £
2 £
g 450 &
5 =
300
150
0
0 20 40 60 80 100
Time [min]

Fig. 5. Temperature 7', power P>, Pr and P»; versus time in a 33
m section of an OM2 multimode fiber fire resistant cable during
a DIN 4102-12 fire test. Interference caused by thermal radiation
may result in a false test pass status, remaining unnoticed.

A similar problem exists when the LSPM test setup mea-
sures loss variations at several wavelengths, e.g. 1310 nm,
1550 nm, and 1625 nm for single mode fibers, i.e. with
multiple light sources and a WDM demultiplexer with
limited selectivity (typically 25 dB). To minimize errors
in multi-wavelength measurements, the power of all light
sources shall be adjusted, e.g. by using attenuators, to ob-
tain similar readouts on the power meter with each source
used solo. This compensates for the loss differences in WDM
multiplexers or fibers at all wavelengths.

5.3. Limitations Imposed by Optical Interference

The simplest way of overcoming interference from thermal
radiation is to employ a light source with minimum output
power, dependent on:

— maximum measurable loss (ILyiax),

— maximum expected power of thermal radiation (Pr).
Table 3 shows a data for fire test performed in accordance with
DIN 4102-12 [2], and with the peak temperature of 1000°C.
The setup allows to measure the increase in attenuation up to
120% of the limit defined in EN 50582 [20] i.e. 1 dB/m for
a single mode fiber at 1550 nm and 2 dB/m for a multimode
fiber at 1300 nm, with ErrIL limited to 0.05 dB and 0.20 dB,
respectively. In both cases, the power meter incorporates an
InGaAs photodetector, with a sensitivity window of 800—
1700 nm.
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The DIN 4102-12 standard requires the cable placed in the
fire chamber to be at least 3 m long, hence the accumulated
power of (predominantly coupled) thermal radiation is close
to saturation and reaches values presented in Subsection 2.4.

For the sake of simplicity, a uniform distribution of attenuation
increase along the fire-affected zone is assumed.

Typical light sources with an FP laser generate power between
—10 dBm and +3 dBm. For such a source, the maximum
length of fiber in the fire chamber is limited to 15-25 m for
single mode fiber and 7-10 m for multimode fibers. Because of
these limits, concatenation of multiple fibers in the cable under
test shall be avoided. Fortunately, the increase of attenuation
allowed for fire tests [19] is high enough to ensure good
measurement accuracy with samples of just 0.8—1 m.

5.4. Bandpass Filtering

Signal filtering improves the P,/ Pr ratio by 15-25 dB, and
also (alternatively):
— reduces measurement error ErrIL, as shown in Tab. 2,

— increases maximum loss which can be measured with the
same Frrr, by 15-25 dB,

— allows to use a less powerful light source or to increase the
connection loss (IL¢) by 15-25 dB.

However, the improvement from filtering can be insufficient,

e.g. while testing multimode fibers longer than 20 m (Tab. 3).

5.5. Correction of Thermal Radiation Background

Another method used for eliminating interference caused by

thermal radiation, as researched by the authors, involves the

following:

— periodic disconnection by switching fibers or deactivating
of light source,

— two power measurements performed in each cycle: one
with the source on (P»7) and one with the source off (Pr),

— subtraction of Pr from Ps; to obtain a true power of the
test signal (FP):

P>, = P>y — Pr power values in [W].

Such a method may be automated. Assuming the power of
the light source in its off state is zero, the improvement in
signal-to-interference ratio is limited by the resolution of
power meter used (typically 0.01 or 0.001 dB) and by the
combined internal noise of the light source and power meter
for the time interval between measurements of Pr and Psj.

Assuming that combined instrument resolution and noise
equals 0.002 dB, the interference caused by thermal radiation
is reduced by 33.36 dB. Unfortunately, the noise level in the
corrected signal (with P at the lowest level) will be approx.
3 dB. The real improvement corresponding to uncertainty
of 0.05-0.20 dB, limited by LSPM resolution and noise, is
20-25 dB. Such a value is comparable to the improvement
achieved by including an optical bandpass filter in front of the
power meter. Combined use of both techniques may reduce
interference by approx. 40 dB.
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Tab. 3. Power of thermal radiation and required output power of the light source for several types of fibers and their lengths in a cable
subjected to fire. Connection loss IL¢c is 1 dB in all cases. Signal-to-interference ratio is: 19.5 dB for single-mode fibers and 13.5 dB for

multimode fibers.

Fiber type Fiber length 1.2x max. Max. total loss Pr P P

[m] fiber loss [dB] [dB] [dBm] [dBm] [dBm]

4 4.8 5.8 —55.5 ~36.0 -30.2

Single mode G.652.D, 10 12.0 13.0 —55.0 —35.5 225
G.657.A1, G.657.A2 20 24.0 25.0 —55.0 —-35.5 —-10.5
30 36.0 37.0 —55.0 —35.5 +15

4 4.8 5.8 —51.5 ~32.0 —26.2

10 12.0 13.0 —51.0 —315 ~185

Single mode G.652.A 20 24.0 25.0 510 | 315 6.5
30 36.0 37.0 —51.0 —315 +5.5

4 9.6 10.6 -375 —245 ~13.9

Multimode 50/125 jzm OM2, 8 19.2 20.2 —37.0 —24.0 -3.6
OM3, OM4, OM5 10 24.0 25.0 —37.0 —24.0 +1.0
12 28.8 29.8 —37.0 —24.0 +5.8

6. Elimination of Thermal Radiation with
Bandpass Filters

In theory, passive bandpass filtering performed at the receiv-
er’s input in the case of a data link or optical power meter in
the case of an attenuation test system eliminates unwanted ra-
diation having wavelengths outside of the transmission/test
band. However, effectiveness of such an approach is limited
by the following factors:

— Insertion of filter adds 2—4 dB to signal loss;

— Wavelength tolerance of transmitters and light sources (typ-
ically 20 nm) and filters (typ. =10 nm), plus the spectral
width of radiation emitted by FP lasers (typically 5-10 nm)
requires a 30—50 nm bandpass, unless the components are
individually matched;

— Fiber test wavelengths are defined in applicable standards,
most of them require testing of multimode cables loss at
1300 nm, i.e. near emission peaks (Tab. 1), and require
a wideband InGaAs detector, while all applications of
OM2/3/4/5 fibers are at wavelengths from 820 to 940 nm.

— A low-cost bandpass filter often has too narrow a stop band
to effectively filter out thermal radiation across the entire
sensitivity range of InGaAs photodetectors. Designers
of data links or test systems must carefully review filter
specifications. When a silicon photodetector is used in
850 nm multimode system, the bandpass filter needs to
block wavelengths of up to 11001150 nm only.

6.1. Experiment

We have measured attenuation of unwanted thermal radia-
tion with commercially available bandpass filters for both
blackbody radiation coupled into the fiber (Tab. 4) and ther-
mals emission from a multimode fiber (Tab. 5). Filters were
installed in a Thorlabs FOMF/M fiber-to-fiber coupler with
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FC interfaces. 50/125 pm multimode (OM2) type fibers were
placed on both sides. The optical power meter (HP 81532A)
was equipped with an InGaAs photodetector. The improve-
ment in signal-to-interference (S/I) ratio was calculated as
a reduction of power observed after insertion of the filter into
the optical path, corrected by the insertion loss of the same
coupler with a 1304 nm filter, measured separately. This pa-
rameter reflects an improvement in the S/I ratio of the data
link or in attenuation of test setup operating at 1300 nm or
1310 nm wavelengths.

As expected, bandpass filtering was more effective against
thermal emissions (illustrated as a few narrow peaks in Fig. 1)
than against coupled wideband blackbody radiation (Fig. 3),
as a portion of blackbody radiation always falls within the
filter’s passband.

SPD shown in Fig. 3 suggests that bandpass filtering will
be less effective at 1550 nm due to higher spectral density
of the coupled thermal radiation encountered, with an esti-
mated S/I gain being approx. 2.5 dB lower than at 1300/1310
nm. The evolution of thermal radiation spectrum with the
increasing duration of heat exposure slowly reduces S/I im-
provement provided by filtering, because of the growing
wideband coupled radiation.

7. Selection of Fiber and Wavelength to
Minimize Interference from Thermal
Radiation

The recommendations below summarize how to mitigate the

negative impact of thermal radiation:

— single mode fibers generate low thermal emissions,

— wavelength bands with low spectral density of thermal
emissions should be used,
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Tab. 4. Measured improvement in S/I ratio achieved by insertion of a bandpass filter [dB]. The transmission wavelength was 1304 nm and the
radiation source was carbon soot heated to 800°C and 1000°C. The emissions spectrum was as presented in Fig. 3.

Manufacturer and type w;ileelllg;alth Passband Blocking band S/I improvement S/I improvement
of filter [nm]g width [nm] [nm] at 800°C [dB] at 1000°C [dB]
Thorlabs FB1300-30 1300 30 200 — 2600 16.65 15.99
Edmund Optics FB1300-25 1300 25 200 — 1800 18.12 17.45
Thorlabs FB1300-12 1300 12 200 — 2600 20.94 20.34

Tab. 5. Improvement in S/I ratio achieved by insertion of a bandpass filter [dB]. The transmission wavelength was 1304 nm and the radiation
source was an OM? fiber heated to 800°C and 900°C. Emission SPD was as shown in Figs. 1 and 2. The test could not be performed at

1000°C due to the failure of the fiber at 950°C.

Manufacturer and type wfveelllglalth Passband Blocking band S/I improvement S/I improvement
of filter [nm]g width [nm] [nm] at 800°C [dB] at 900°C [dB]
Thorlabs FB1300-30 1300 30 200 - 2600 22.28 20.86
Edmund Optics FB1300-25 1300 25 200 - 1800 24.70 23.20
Thorlabs FB1300-12 1300 12 200 — 2600 25.34 25.76

— Si photodetectors are less sensitive to thermal emission,

— bandpass filters improve the signal-to-interference ratio.
Using a cable with an OH-free single mode fiber compli-
ant with ITU-T G.652.D or G.657.A1/A2 [21] is the best
approach. With 50/125 pm multimode fibers [21], the best
option is to use the 850 nm band, where spectral density of
thermal radiation of either type is low (Figs. 2, 3). The use
of silicon photodetectors at the 850 nm single wavelength or
850-940 nm CWDM links operating over an OMS fiber is
a great idea due to insensitivity to radiation with wavelengths
longer than 1100 nm, where the bulk of thermal radiation is
located (Fig. 3).

8. Summary

The data obtained in the course of the experiments with
telecom-grade fused silica fibers and fire tests of fiber optic
cables indicate that optical fibers heated to temperatures above
850°C become a source of thermal radiation of non-negligible
power. The resulting interference cannot be ignored in some
applications, in particular during attenuation measurements.

Fortunately, there are several effective methods of preventing
or mitigating this phenomenon, provided that the designer
of fiber optic system is aware of the issue. Unfortunately,
current standards for testing fiber optic cables do not include
a warning or any advice how to reduce the negative impact of
thermal radiation.
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