JOURNAL OF TELECOMMUNICATIONS

AND INFORMATION TECHNOLOGY

33/ 220225

Yol. 10D

Dual Wide-band Microstrip Antenna for Wireless
Communication Systems

P. Okolot, M. Wnuk, and K. Szczepankiewicz 1

Machine Learning-based Automatic Modulation Classification for SG-Advanced
and 6G Waveforms: Robust Identification Under Realistic Channel Impairments

A. Horch, M. Besseghier, S. Ghouali, and A. Louni 8

Communication-efficient Embedded FFT Processing for
Acoustic Telemetry in LPWAN-based Beehive Monitoring Systems

S. Gorecki 22

Network Threat Detection in IaaS Environments
Based on Flow Log Data

H. Wajcik, M. Roszkowski, and A. Mycek

Adaptive Entropy Prediction-based Lossless Compression for
Efficient Data Transmission in Terrestrial and Underwater loT Systems

A. Sisodia and S. Vishnoi 42

A Spatio-temporal Residual Attention Network with SNR-adaptive
Weighting for MIMO-OFDM Channel Estimation

O. El-azizi, R. Fateh, and S. Said 52

FEC Hybrid Method Based on Reed—Solomon Codes for Transmitting
Video Signal Over Limited Bandwidth and High Loss Rate Channels

L.V. Kaliuzhnyi, V.B. Rusalovskiy, A.D. Ishchenko, and V.M. Didenko

Energy-delay Aware Data Collection in Mobile Sink-based Wireless Sensor
Networks with Optimized Visiting Points and Two-level Data Aggregation

N. Benaouda, B. Moussaoui, and O. Senouci 74

(Contents continued on back cover)



Editor-in-Chief

Adrian Kliks, Poznan University of Technology, Poland

Editorial Advisory Board

Hovik Baghdasaryan, National Polytechnic University of Armenia, Armenia
Naveen Chilamkurti, LaTrobe University, Australia

Luis M. Correia, Instituto Superior Técnico, Universidade de Lisboa, Portugal
Pedro Crespo Bofill, Universidad de Navarra TECNUN, Spain

Luca De Nardis, DIET Department, University of Rome La Sapienza, Italy
Nikolaos Dimitriou, NCSR “Demokritos” Athens, Greece

Ciprian Dobre, Politechnic University of Bucharest, Romania

Piotr Gawrysiak, Warsaw University of Technology, Poland

Filip Idzikowski, Poznan University of Technology, Poland

Andrzej Jajszezyk, AGH University of Science and Technology, Poland
Erich Leitgeb, Graz University of Technology, Austria

Albert Levi, Sabanci University, Turkiye

Marian Marciniak, National Institute of Telecommunications, Poland

George Mastorakis, Hellenic Mediterranean University: Agios Nikolaos, Crete
Constandinos Mavromoustakis, University of Nicosia, Cyprus

Takumi Miyoshi, Shibaura Institute of Technology, Japan

Jordi Mongay Batalla, Warsaw University of Technology, Poland

Klaus MéBner, Technische Universitdt Chemnitz, Germany

Imran Muhammad, Federation University: Brisbane, Qld, Australia

Mjumo Mzyece, Northwestern College in Orange City, lowa, USA

Daniel Negru, University of Bordeaux, France

Jordi Perez-Romero, Universitat Politecnica de Catalunya, Spain

Michal Piéro, Warsaw University of Technology, Poland

Konstantinos Psannis, University of Macedonia, Greece

Karupiya Balasundaram Rajesh, Chikkanna Government Arts College, India
Salvatore Signorello, Universidade Nova de Lisboa: Lisbon, Lisbon, Portugal
Dejan Vukobratovic, University of Novi Sad, Serbia

Adam Wolisz, Technische Universitit Berlin, Germany

Editorial Team

Content Editor:  Robert Magdziak
Managing Editor: Ewa Kapus$ciarek

eISSN 1899-8852

© Copyright by National Institute of Telecommunications, Poland 2026




Dual Wide-band Microstrip Antenna for
Wireless Communication Systems

Patrycja Okotot, Marian Wnuk, and Konrad Szczepankiewicz

Military University of Technology, Warsaw, Poland

d) https://doi.org/10.26636/jtit.2026.3.2635

@ Submitted: 28 May 2026, Reviewed: 9 Jun. 2026, Accepted: 9 Jun. 2026

Abstract — This article presents the design of a compact dual
wide-band microstrip antenna. It also describes the simulation of
its operation and provides the results of electrical parameter and
radiation characteristics measurements. The designed antenna
is intended to operate in two ranges. The first covers frequencies
from 3.8 to 8 GHz and all the U-NII antenna ranges (U-NII-1,
U-NI-2A, U-NII-2B, U-NII-2C, U-NII-3, U-NII-4, U-NII-5, U-
NII-6, U-NII-7, U-NII-8) defined in the IEEE-802.11a standard
(5.150 to 7.125 GHz). The other covers frequencies from 11.34
to 20.64 GHz and the Ku band (from 11.7 to 12.7 GHz). The
performance of the antenna, developed using CST Microwave
Studio and Matlab software, was verified through simulation.
Then, a prototype was manufactured and was subjected to
measurements in an anechoic chamber. Results of the simulation
and the measurement campaign were compared against six
other dual-band antenna designs available in the literature.
Comparison of the parameters of the proposed design and
characteristics of other antennas with a similar profile, selected
from the literature, shows that the operating bandwidth of the
proposed solution with respect to the S;; parameter is the largest,
reaching 88.13% for the lower operating band and 59.93% for
the upper operating band.

Keywords — dual band, FDTD method, microstrip antenna, wide
band

1. Introduction

In the modern technology landscape, where communication is
no longer an option and has long become a key functionality of
devices, antennas — including those of the microstrip variety
— play a particularly important role. Their compact size, low
weight, and ability to be integrated with other electronic
devices make them useful in a wide range of applications,
including 5G networks [1], [2].

Decisions regarding the allocation of the 4400 — 4800 MHz,
7125 - 7250 MHz, 7750 — 8400 MHz, and 14.8 — 15.35 GHz
bands for terrestrial IMT systems are expected to be made
soon. The sub-6 GHz operating frequency band includes the
n79 (4400 — 5000 MHz) range. Furthermore, Wi-Fi standards
typically cover the 5 GHz band (5150 — 5830 MHz). The
latest WLAN communication standard divides the 6 GHz
band (5925 — 7125 MHz) into Wi-Fi 6E/7 ranges. Therefore,
a dual-band antenna covering both the Sub-6 GHz and Wi-Fi
6E/7 frequency ranges may be a promising solution for future
communication devices.
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Fig. 1. Microstrip antenna.
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Recently, several studies have been published on broadband
antennas for 5G sub-6 GHz networks with an operating
bandwidth of 11%, e.g. [3]-[8]. To the best of the authors’
knowledge, no dual-band antenna designs with a significantly
wider operating band have been reported in the literature.

This paper presents a developed model of a dual-band mi-
crostrip antenna, implemented in CST Microwave Studio
software. The main assumption is that the new solution will
be operating in the band covering frequencies from 3.8 to
8 GHz, and a second band covering frequencies from 11.34
to 20.64 GHz, thus fully covering the Ku band (from 11.7
to 12.7 GHz). Another important assumption for the anten-
na model is its compact size with dimensions no larger than
20 x 25 mm, which is important for its potential application
in mobile devices.

2. Design and Modeling of
a Dual-band Antenna

Microstrip designs are currently one of the most innovative
fields in antenna technology. Microstrip antennas offer nu-
merous interesting features, such as small size, low volume,
and flat design making them easy to integrate with end-user
applications. Low production costs and high repeatability
of specifications, combined with a wide operating frequen-
cy range, ensure numerous application opportunities. Low
weight allows such antennas to be used on fast flying objects,
without exerting any negative impact on their aerodynamic
properties.

This work is licensed under a Creative Commons Attribution 4.0 International (CC BY 4.0) License.
For more information, see https://creativecommons.org/licenses/by/4.0/ 1
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However, the dielectric substrate used favors the excitation of
surface waves which, propagating along the dielectric plane,
interfere with the normal operation of the antenna [9]. Oth-
er disadvantages of microstrip antennas include a relatively
narrow bandwidth and limited power capabilities. This caus-
es mutual coupling, which changes the field distributions
on aperture antennas and the current distributions in lin-
ear antennas. This phenomenon, in turn, changes the spatial
characteristics of antenna radiation and input impedance.

A microstrip antenna consists of a metal radiator (patch) and
a ground plane, with both elements separated by a dielectric
layer (Fig. 1). The relative permittivity of substrate ¢, varies
from 2.2 to 12. Specification of the substrate also controls
radiation efficiency, bandwidth, and antenna size. In most
cases, microstrip antennas have a rectangular shape, with
their crucial parameters determined by patch width W, length
L, and thickness of the dielectric layer h characterized by
relative dielectric permittivity €, [10], [11].

During the modeling process, in the first approximation,
the dimensions of the antenna, i.e. length and width, were
determined using the transmission line model, defined as

follows:
C

L=————2AL 1
YA ) (D
W=— @
2for/ L;l ’
where ¢, is the effective dielectric constant such as:
—1/2
er+1 e —1 h
Y = 1412 — .
€ 5 + 3 ( + W) 3)

The width of the radiator determines operating bandwidth
and input impedance. An increase in the width of the patch
improves radiation efficiency. On the other hand, the antenna’s
resonant frequency depends on the length of the radiator.
After calculations performed in Matlab using Egs. (1), (2),
the width-to-length ratio was determined to be W/L ~ 1.31.
This value results from Egs. (1) and (2) for the assumed
substrate parameters and operating frequency range.

Radiator extension value AL, depending on the effective
dielectric constant, laminate height, radiator length and width,
is another parameter of the antenna. AL is related to the
scattering fields occurring at the ends of the radiator. It is
determined by the following formula:

(ere + 0.300) (W/h + 0.264)

AL =0.412 .
0412k (ere — 0.258) (W/h + 0.813)

)

The antenna’s input impedance Z, i.e. 50 Q, depends on the
distance from the antenna’s edge to the radiator’s edge. The
value increases as this distance decreases. The radiator’s input
resistance was then determined as:

Rin = (%)

Gio’
where G'1¢ is conductance representing radiation, dielectric,
and patch/shield losses.

To speed up the calculation of antenna parameters according
to Egs. (1) — (4), a program was created in the Matlab environ-

Fig. 2. Steps of iterative antenna design process.

ment, which resulted in determining approximate dimensions
of the antenna: W = 13 mm and L = 10 mm.

The antenna operates in TM10 and TMO1 wave modes [12],
[13]. The location of the feed line is determined by the desired
wave mode. For TMO1 and higher modes, the feed line should
be placed on the W side, and if the antenna is to operate in
TE10 and higher modes, on the L side. In the case of waves in
TMO1 and higher modes, the W edges radiate, and in the case
of TE10 and higher modes, the L edges radiate. Comparison
of both wave modes shows that when the element operates
in TMOI and higher wave modes, the quality factor of the
system is lower, resulting in a wider operating band.

The method of moments is used most frequently for analyzing
microstrip antennas, as it allows to model the current distri-
bution. It is based on the concept of reactions between the
base segments and the test functions. The Green function is
used for integral equations of the electric field, satisfying the
boundary conditions for a metal radiator. Integral equations
are discretized into linear equations using the method of mo-
ments to obtain a matrix equation [14]. Solving the matrix
equations yields the current distribution on the radiator. This
distribution, along with the Green function, allows to deter-
mine the antenna’s radiation pattern in both the near and far
fields.

The antenna’s substrate may be made of a homogeneous or
mixed dielectric (¢, # 1) materials. For a non-homogeneous
dielectric, Green’s function can only be determined in the
spectral domain. For the x axis of the current J, at the
air-dielectric interface and while z = h, the electric field
components in the spectral domain are [15] as follows.

B _ =) [Fkkssin(kih)
Balhe bnh) = 52, { B2TM
2,2 (6)
Ekdsin(an)]
B2TE o
E _ = | hakykiks sin(kih)
Bylke by, h) = 52, [ B32°TM
2 @)
kekyko sin(kih) | 5
FTE “
B _ g ((kukasinghah)
Ez(k:c,ky7h)_w€o( TM Jz, (8)
TM = e ko cos(kih) + jkisin(kih) , )
TE = ki cos(kih) + jka sin(kih) , (10)
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kI=k?=ckt -3

(11)
for 0 < z < h(layer 1) Im(k1) <O,
ky =k2=kj— 5
2 0o— B (12)
for z > h(layer 2) Im(k2) <O,
B =kl+k, (13)

where: k., ky, k1, k2, ko, are components of the electromag-
netic field, layer 1 is free space and layer 2 is dielectric.

According to [16], [17], a rectangular antenna has a relative-
ly narrow operating bandwidth, not exceeding 10%. A viable
way to expand the operating bandwidth is to use a multilayer
dielectric structure. However, such solutions complicate the
antenna’s design and increase its dimensions. Another solu-
tion is to introduce slots in the plane of the radiating element.
In this case, their dimensions and position are chosen to dis-
rupt the first two modes of the slit’s side edge so that their
resonant frequencies approach each other, creating a wide
operating bandwidth.

Various slot shapes can be found in [18]—[22], including:
comb-shaped, double-bend, cross-shaped, U-shaped. The pa-
rameters that influence the bandwidth of a microstrip antenna
are the slot length and width, as well as its position in the an-
tenna plane. It should be noted that the slot width should be
small relative to its length, because the higher resonant mode
is sensitive to changes in the horizontal slot length, while the
lower resonant mode strongly depends on the slot circum-
ference [23]-[27]. Using Eqs. (6) — (12), both the higher and
lower modes, i.e., the slot length and width, were selected to
obtain the required antenna bandwidth.

Changes in the slot length and width did not significantly
affect the antenna’s output impedance. Specific mathematical
formulas, even empirical ones, which would determine the
exact geometry of the structure and slot position to ensure
the antenna achieves a predetermined bandwidth, are not yet
available [28], [29].

The tool used to design the microstrip antenna is CST Mi-
crowave Studio. This advanced electromagnetic field simu-
lation software allows to design, analyze, and optimize sys-
tems and their components in a three-dimensional environ-
ment. The program utilizes the finite-difference time-domain
(FDTD) method, which allows for accurate broadband simu-
lations. This method is suitable for analyzing both stationary
and transient electromagnetic wave behaviors in complex
structures. Table 1 summarizes CST output of the designed
structure’s dimensions and parameters.

The designed antenna has three slots, as shown in Fig. 2.
The position and dimensions of these slots were determined
through iterative evaluation. The microstrip antenna’s radiator
is made of 35 um thick copper, while the dielectric substrate
is Rogers FR4 — a material characterized by good electrical
properties, a dielectric constant of &,, = 4.3, a dielectric loss
angle of tg § = 1073, and a thickness of dielectric layer
b = 1.6 mm. The antenna is fed by a 3-millimeter microstrip

3/2026
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Tab. 1. Simulation parameters used to analyze the proposed system.

Description Name Value
[mm]
Distance of the top slot from the left edge Wi 1.7
Slot width at the top edge w2 0.6
Distance of the rlght.edge of the top slot from the W3 107
right edge
Distance of the center slot from the left edge w4 4.0
Length of the center slot W5 5.0
Distance of the feed line from the left edge w6 5.0
Width of the feed line w7 3.0
Distance of the bottom slot from the feed line W8 35
Width of the slot at the bottom edge w9 0.6
Distance of the lef.t edge of the slot from the w10 0.9
right edge
Ground plane width Wil 20.0
Length of the feed line L1 9.5
Antenna length L2 10.0
Length of the top slot L3 3.9
Distance of the top edge of the center slot from
L4 4.5
the top edge
Distance of the bottom edge of the center slot
L5 4.5
from the bottom edge
Length of the bottom slot L6 39
Ground plane height L7 9.0

line. This width results from the antenna being designed for
standard 50 Q impedance.

The basis for selecting the type of slots as well as their dimen-
sions and position was the determination of the s parameter
matrix (describing scattering between the device’s ports). S11
indicates the amount of power reflected from the antenna and
is referred to as the reflection coefficient. We assume that the
antenna operates correctly for S;; < —10 dB.

To check the impact of the slots on the antenna’s operating
bandwidth, a series of simulations was performed using CST.
The results for four scenarios: antenna without slots (1), with
a horizontal slot (2), with a slot at the top edge (3), and with
a slot at the bottom edge (4), are presented in Fig. 2. For
each scenario, S;; parameters were obtained for the following
operating bands (Fig. 3):

1) 16.25 to 20.85 GHz,

2) 3.75 to 8.05 GHz and 10.2 to 21 GHz,

I T

'

4

8 10 12 14 16 18 20
Frequency [GHz]

Fig. 3. S11 versus frequency for the considered scenarios.
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Fig. 4. Front and back side view of optimized antenna.

3) 3.75t0 8.05 GHz and 10.2 to 21 GHz,
4) 3.75t08.15GHz and 11.2 to 21 GHz.

Figure 3 shows that none of the developed cases met the re-
quired operating bandwidth. When analyzing the obtained
results, one may conclude that the slot located in the lower
right corner has the greatest impact on the operating band-
width. This may be the case as this slot contributes most to
the excitation of higher TM modes. Therefore, in the next
step, an antenna design including all the slots shown in Fig. 2
to form a comb-like structure was analyzed.

The designed slots allowed for the excitation of higher-order
modes according to Egs. (6)—(13). This iterative design
process results from the fact that at this stage, the only method
described in the literature for determining the location of slots
is the trial-and-error method, which requires extensive design
experience. Such an antenna design is presented in Fig. 4,
while detailed dimensions of the structure are provided in
Tab. 1.

The next step in the analysis was to determine the current
distribution. For frequency ranges where the condition S1; <
—10 dB is met, the electric field strength values are roughly
similar — see the upper row in Fig. 5. In a scenario where only
one frequency band meets the requirements of S1; < —10dB,
we can conclude that for the selected frequency of 12 GHz,
there is a multi-fold increase in the electric field strength
value, as shown in bottom row of Fig. 5.

vseeBIEE S

,I_N o

Fig. 5. Current distribution for the frequency of 3.9 GHz (upper
row) and 12 GHz (bottom row).

dBi

191
173
536

126
i 163
199
235

381

Fig. 6. 3D plot of antenna energy gain.

The radiation pattern describes the spatial distribution of
the intensity of the electromagnetic field generated by the
antenna. The energy gain, on the other hand, is a measure of
the antenna’s ability to direct RF energy in each direction.
Results of the simulation focusing on the antenna’s properties
in 3D are presented in Fig. 6.

One may notice there that in the bottom frequency range
of 3.9 to 8.11 GHz, the energy gain is significantly lower
than in the case of the upper working band of 11.34 to 20.64
GHz. At 4 GHz, the energy gain is 1.8 dBi, and for 20 GHz,
it reaches 3.97 dBi. Therefore, it can be concluded that at
higher frequencies, the antenna does not provide the expected
omnidirectionality.

3. Fabrication and Measurements

To achieve dual-band operation with wide bandwidth, the final
antenna utilizes all slots from the design iterations presented
in Fig. 2. The final concept was simulated using CST to verify
its assumptions and then, after corrections to the shape, size,
and radiator size, a prototype of the antenna was manufactured
(Fig. 7).

The measurements were conducted under far-field conditions
in an anechoic chamber. To eliminate potential interference
from the connector, the pins were covered with an RF ab-

Fig. 7. Fabricated antenna prototype: front and bottom view (right).
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Tab. 2. Comparison of packet delivery ratios based on the transmitting node.

Ref.

Footprint area A2

Profile A\g

Bandwidth

(3]

1.1 x 1.1

0.06

25%

[4]

1.1 x 1.1

0.06

25%

[5]

0.75 x 0.75

0.045

21.3%

(6]

0.88 x 0.78

0.11

24.8%

[7]

1.17 x 0.5

0.039

10%

(8]

0.58 x 0.39

0.048

14%

Proposed

Lower band

Upper band

Lower band

Upper band

Lower band

Upper band

0.396 x 0.496

1.831 x 2.1289

0.0317

0.146

88.13%

59.93%

== Measurements
-6 p -
= Simulation

S| parameters &

Frequency [GHz]

o
=

140

= Measurements
= Simulation

100

60

Impedance [Q]

20

4 6 8 10 12 14 16 18 20
Frequency [GHz]

o
~

= Measurements
= Simulation

Admitance [S]

Frequency [GHz]

Fig. 8. S1: for the proposed antenna a), input impedance b), and
admittance c).

sorber. the measurements were performed in accordance with
ANSI/IEEE Std 149:1979.

Reflection coefficient S is defined as the voltage ratio of the
reflected wave to the wave that encounters the antenna. A high
value of this coefficient indicates that a significant amount
of energy is not absorbed by the antenna but is reflected
instead, which is unfavorable and can result in lower antenna
efficiency. As previously mentioned, for antennas, we assume
that the Sq; parameter should be below —10 dB.

The lowest S1; reflection coefficient for the lower band is
—12.07 dB at 6.5 GHz and —15.2 dB at 17.23 GHz for the up-
per band, according to Fig. 8a. Such values indicate good
matching of the antenna to the transmission line, minimizing

JOURNAL OF TELECOMMUNICATIONS 3 /2026
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power losses while maintaining acceptable system perfor-
mance. This matching is crucial to ensuring optimal antenna
performance in its operating environment.

The input impedance is a key parameter of any antenna, as it
determines the quality of matching with the RF power source,
which directly affects performance, bandwidth, and radiation
efficiency. As can be seen in Fig. 8b, the input impedance
for the lower band at its cutoff frequencies is 57 and 40 Q,
respectively. The expected 50 Q value was obtained at 6.72
GHz. For the upper frequency band, the input impedance for
the cutoff frequencies reached amounts to 62 and 32 Q. The
50 Q threshold was obtained for frequencies of 12.14, 14.01,
and 17.93 GHz.

The antenna input admittance Y7; is the reciprocal of input
impedance Z7;. This is an important parameter in analyzing
any antenna, as it describes how easily current flows into the
antenna from an external source. Admittance is a complex
quantity and consists of a real part and an imaginary part.

Admittance for a microstrip antenna should approach a con-
ductance value of 0.02 S and a susception value of 0, with an
assumed input impedance of 50 €, ensuring optimal operating
conditions and antenna performance (Fig. 8c).

Directivity describes how an antenna radiates or receives
RF energy in different directions. It can be expressed using
a radiation pattern, which is a graphical representation of the
field intensity as a function of azimuth and elevation angles.

The obtained azimuthal radiation patterns, both theoretical
and measured, show that the proposed antenna radiates energy
in a directionally dependent manner, meaning it is not omnidi-
rectional. The antenna is designed to have a radiation pattern
that is close to omnidirectional. These patterns represent a nor-
malized power density distribution. Figure 9 represents the
antenna’s radiation patterns for selected frequencies. One may
notice the measurement curves are identical to the calculated
patterns.

4. Comparison with Other Designs

Table 2 presents a comparison of the parameters of the pro-
posed design with other selected wide-band antennas from the
literature in terms of impedance matching, profile (thickness),
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e Measurements

Simulation

4 GHz

5 GHz

Fig. 9. Normalized directional characteristics in the azimuth plane.

and bandwidth. The operating bandwidth of the proposed
antenna with respect to the S;; parameter is the highest com-
pared to [3]—[8]. The calculated and measured values of the
S11 parameter also show a high degree of convergence.

Based on the comparison of the electrical parameters of the
proposed antenna with other designs, it was shown that the
proposed broadband antenna exhibits comparable parameters
in terms of matching impedance in all cases, especially in the
case of stringent matching conditions [30].

5. Conclusions

The presented antenna is designed to operate in two frequen-
cy bands. Simulation results and measurements performed in
an anechoic chamber (input impedance, reflection coefficient,
and standing wave ratio) confirm its suitability for intended
applications in radio communication systems. The wide oper-
ating bandwidth was achieved by using slots. Unfortunately,
their size and location were determined through successive
trials as part of an iterative design process. In further work,
the authors plan to develop algorithms for automatic slot
location planning according to the specified parameters.
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Abstract — Automatic modulation classification (AMC) for
5G-Advanced and 6G networks must blindly identify wave-
forms from received signals under realistic channel impair-
ments, enabling cognitive radio dynamic spectrum access and
interference avoidance. No prior work has simultaneously ap-
plied machine learning to classify all eight leading waveforms
(UFMC, GFDM, FBMC, NOMA, OFDM-IM, OTFS, ODDM,
and AFDM) under realistic channel impairments, nor quan-
tified the minimum feature set for resource-constrained de-
ployment. We present a framework that (i) extracts a 38-
dimensional feature vector that includes three novel channel-
aware characteristics (amplitude fading variance, phase dis-
continuity, and frequency drift); (ii) benchmarks nine machine
learning classifiers, including an FC-MLP deep learning base-
line and five feature selection methods, on 201 600 signals across
twelve channel conditions (nine custom plus three 3GPP TDL
profiles) and seven SNR levels, with leakage-free feature selec-
tion; and (iii) identifies a compact 10-feature subset validated
with Bonferroni-corrected McNemar tests and Wilson confi-
dence intervals. FC-MLP achieves 99.09% accuracy; ensemble-
boost (99.04%) and random forest (99.02%) are statistically
equivalent. The 10-feature random forest reaches a score of
98.90% within 0.12 pp of the full feature baseline at a cost that
is 74% lower and with a 0.071 ms inference per block. The
five-fold cross-validation confirms stability (98.54%, Wilson
95% CI: 98.49%, 98.59%). Per channel accuracy ranges from
98.87% (Rayleigh) to 99.98% (AWGN/Rician); 3GPP TDL-
A/B/C profiles confirm transferability to 5G NR. The three
channel-aware features yield up to 3.1% gain under double-
selective fading and an average overall improvement.

Keywords — 5G-Advanced/6G, automatic modulation classifica-
tion, cognitive radio, compact feature selection, dynamic spec-
trum access, machine learning, realistic channel impairments

1. Introduction

Automatic modulation classification (AMC) enables a re-
ceiver to blindly determine the waveform type of an observed
signal without prior knowledge of the modulation scheme,

This work is licensed under a Creative Commons Attribution 4.0 International (CC BY 4.0) License.
8 For more information, see https://creativecommons.org/licenses/by/4.0/

channel conditions, or signal parameters [1], [2]. In the con-
text of 5G-Advanced and 6G networks, robust AMC is indis-
pensable for a wide range of applications, including access to
the dynamic spectrum of cognitive radio (CR), interference
avoidance, cooperative co-existence and spectrum policy en-
forcement [3]-[6]. Despite its importance, AMC for the full
set of next-generation waveform candidates under realistic
channel propagation conditions remains a largely open prob-
lem.

The 5G-Advanced and 6G standardization processes have
produced a diverse set of waveform candidates, each target-
ing specific deployment requirements: UFMC and GFDM
for flexible subband allocation, FBMC for high spectral
efficiency without cyclic prefix, NOMA for massive con-
nectivity via power domain multiplexing; OFDM-IM for
energy-efficient index modulation; and OTFS, ODDM, and
AFDM for robust high-mobility communications via delay-
Doppler or chirp-based signal representations [7]—[10]. Pre-
cise classification of these waveforms is present, using ma-
chine learning on blind feature observations, and is a pre-
requisite for all subsequent spectrum management decisions.
Recent AMC studies have extensively addressed legacy mod-
ulation schemes such as PSK, QAM, and FSK, but have not
simultaneously tackled all eight next-generation waveform
candidates under compound realistic channel impairments.

1.1. Motivation and Challenges

The deployment of ML-based AMC for next-generation
waveforms faces three distinct difficulties: structural sim-
ilarity among the waveform candidates (which challenges
any classifier), severe distortion from realistic propagation
channels (which corrupts the most informative features), and
strict computational constraints when AMC must operate in
real time, which limits model complexity. These challenges
are especially acute in cognitive radio and spectrum moni-
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toring scenarios, where the receiver operates independently
from the transmitter.

Structural similarity. Several next-generation waveforms
share overlapping time-frequency characteristics, making
blind ML classification particularly difficult. OTFS, ODDM,
and AFDM are all designed for Doppler resilience through
related delay-Doppler or chirp-based representations, mak-
ing their spectral signatures difficult to distinguish. FBMC,
GFDM, and UFMC all exploit subband filtering, mainly dif-
fering in prototype filter design. Previous AMC methods
trained under clean channel conditions suffer 5—15% ac-
curacy degradation when evaluated under realistic impair-
ments [1], [10], as structurally discriminative characteristics
become corrupted by channel effects, i.e., precisely the con-
ditions any real AMC system must handle.

Realistic channel impairments. A CR receiver cannot con-
trol or predict the channel it observes. The waveform identi-
fication module must therefore be robust enough to face the
following:

e Multipath fading: Rayleigh and Rician fading introduce
time-varying amplitudes and phase distortions that ob-
scure waveform-specific envelope statistics.

e Doppler effects: high mobility CR scenarios (30—200
km/h) induce frequency dispersion and intercarrier in-
terference, particularly harmful for subcarrier-structured
waveforms.

e Frequency-selective channels: delay spread exceeding the
symbol period causes inter-symbol interference that dis-
rupts cyclic prefix and periodicity features.

e Synchronization errors: a CR receiver operating without
cooperation from the transmitter cannot assume perfect
carrier or timing synchronization; residual CFO and tim-
ing misalignment distort the phase and cyclo-stationary
structures of all waveforms.

e Combined impairments: simultaneous time-frequency
double-selective channels — common in vehicular and
UAV CR deployments — present the most challenging sce-
nario.

Selection of compact features for real-time AMC. A key
open question in ML-based AMC is: what is the minimum
feature set that preserves near-maximum accuracy under
a rigorous, leakage-free selection protocol? This work at-
tempts to answer this question for any resource-constrained
deployment, including CR platforms such as IoT gateways,
UAV-mounted spectrum sensors, and battery-powered sec-
ondary nodes, with all of them imposing strict limits on
resources and latency. A waveform classifier that requires
hundreds of features or seconds of inference latency is not
suitable for real-time operation. No prior work has rigor-
ously quantified the minimum feature set needed for next-
generation waveform AMC under realistic channels, nor val-
idated that such a compact model can operate within real-
time latency budgets.

The above considerations lead to the following research
questions:
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1) Which machine learning algorithm achieves the best
accuracy-complexity trade-off for AMC of eight 5G-
Advanced/6G waveforms under realistic channel condi-
tions, satisfying real-time latency requirements?

2) What is the minimum feature subset that preserves near-
maximum AMC accuracy under a leakage-free selection
protocol? Does it generalize to ML classifier architec-
tures?

3) Do channel-aware features explicitly designed to capture
propagation impairments provide statistically significant
AMC improvements, as confirmed by McNemar tests?

1.2. Research Contribution

This paper proposes a CR-oriented 38-feature blind identifi-
cation framework with mathematical definitions for all fea-
tures, operating in a fully blind mode, as required by CR re-
ceivers with no transmitter cooperation.

We introduce three new channels-aware features (F36 —F38):
amplitude fading variance, phase discontinuity, and frequen-
cy drift, explicitly designed to characterize the uncontrolled
propagation environment a CR receiver observes. Ablation
studies quantify their contribution: removing all three de-
grades identification accuracy by 1.5% on average and by
up to 3.1% under double selective fading.

We benchmark nine classifiers, including an FC-MLP deep
learning baseline and five feature-selection methods on
201 600 signals across twelve channel conditions and sev-
en SNR levels. FC-MLP achieves the highest accuracy
at 99.09%; random forest provides the best accuracy-per-
feature efficiency for CR deployment. McNemar tests (cor-
rected with Bonferroni) confirm the statistical significance
of all reported differences.

The work extends evaluation to 3GPP standard channels.
Three TDL profiles (TDL-A, TDL-B, TDL-C) of 3GPP TR
38.901 [11] are added along with nine custom channel condi-
tions, enabling direct comparability with 5G NR deployment
scenarios that CR devices will encounter. All feature impor-
tance scoring is performed strictly within the training fold;
the test set plays no role in feature ranking, ensuring that the
reported 10-feature accuracies are genuine out-of-sample es-
timates suitable for real CR deployment decisions.

The results demonstrate a 74% computational drop by re-
ducing from 38 to 10 features with an accuracy loss of only
0.12% (McNemar p > 0.05), achieving 0.071 ms per seg-
ment inference and meeting the real-time latency require-
ments of CR dynamic spectrum access. The compact mod-
el is transferred to all evaluated classifiers. We validate ro-
bustness through parametric analysis covering SNR (5 to
+25 dB), Doppler (0—120 km/h), CFO (0-5 kHz) and tim-
ing offset (0— 15 samples), i.e., the full envelope of impair-
ments a CR receiver must tolerate, with per waveform confu-
sion analysis identifying the most challenging identification
pairs.

The paper is organized as follows. Section 2 describes the
system model and the 12-channel CR evaluation setup. Sec-
tion 3 details the blind feature extraction framework. Section
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4 presents classification results including the FCMLP base-
line test and the McNemar test. Section 5 analyzes the impor-
tance of leak-free features. Section 6 evaluates the reduction
for CR deployment. Section 7 reports on robustness analy-
sis. Section 8 discusses the implications for the deployment
of CR and Section 9 concludes the study.

2. System Model and Dataset Generation

2.1. Signal Model

We model a CR receiver that passively observes a received
signal block and is required to identify the waveform with-
out any cooperation from the transmitter. Consider a trans-
mitted signal s[n] corresponding to one of the eight 5G-
Advanced/6G waveform candidates, sampled at frequency
fs. The complex baseband signal at the CR receiver after
channel propagation is:

rln] = heln] s[n — 4 + win] , (M

where hy[n] is the time-varying complex gain of the /-th
multipath component and w[n] ~ CN(0,02) is complex
AWGN with

o2, = P;/SNR,

P, = E[|s[n]]"] .
All twelve channel configurations are specific instantiations
of Eq. (1).

2.2. Channel Models
AWGN: hg[n] = 1 and all other paths zero. Baseline line-

of-sight scenario.
Rayleigh fading: Non-line-of-sight single-path propagation
with Doppler-correlated complex gain:

hln) = % (grln] + jgaln]) , @

where gr[n] and gg[n| are correlated Gaussian processes
whose power spectral density follows the Clarke/Jakes mod-

el

S(f) = [nfa/1 = (F/f2)?]) HHorl f] < fa,
with temporal autocorrelation

Rp[m] = Jo(2m famTs) ,

where Jy(+) is the zeroth-order Bessel function of the first
kind and T = 1/ fs.
The 16-oscillator Jakes simulator [12] is used for implemen-
tation. For the static Rayleigh channel f; — 0 yields inde-
pendent identically distributed realizations.

Rician fading: Line-of-sight with K factor of 10 dB incor-
porating the LOS Doppler shift:

_ K 327 frosnTs 1
) = | g e eyl )

where fios = fqcos@ is the LOS Doppler frequency (0 =
0° for worst-case maximum Doppler) and hg[n] is a scat-
tered component following the Rayleigh model.

10

Frequency offset: Post-synchronization residual CFO of
Af = 150 Hz (corresponding to =~ 0.063 ppm at f. =
2.4 GHz) is applied as

rcro[n] = s[n] 2 AT
This models the residual offset after initial carrier synchro-
nization. Pre-synchronization scenarios with larger offsets
(up to 5 kHz, i.e., = 2 ppm) are evaluated in Sec. 7.
Timing offset: Integer sample timing misalignment of 7y = 5
samples r-[n] = r[n — 79].
Low Doppler: Jakes model [12] with v = 30 km/h, fy
67 Hz, urban mobile scenario.
High Doppler: Jakes model with v = 120 km/h, fy
267 Hz, high-speed vehicular scenario.
Frequency-selective: L = 6 paths with exponential power
delay profile E[|h¢|?] o e~*/? (unit total power), RMS delay
spread Tyms = 300 ns, i.e. 2.4 samples at 8 kHz, within the
CP length Ncp = 16 samples of CP-based waveforms.

Q

Q

Time-frequency double-selective: Combined Doppler (v =
60 km/h, f; ~ 133 Hz) and frequency-selective multipath
(Ttms = 100 ns, L = 4 paths).
3GPP TDL Standard Profiles (TDL-A, TDL-B, TDL-C): To
ensure the CR waveform identifier transfers directly to real
5G NR deployment scenarios [11], three standardized tapped
delay line profiles from 3GPP TR 38.901 are included. Each
profile applies an independent complex Gaussian gain per tap
(Rayleigh per tap), with delays and powers taken verbatim
from the standard:
e TDL-A (NLOS, 7ps = 30 ns): 23 taps that model indoor
hotspots and dense urban propagation, typical of small cell
or IoT gateway deployments,

e TDL-B (NLOS, 7ps = 100 ns): 22 taps that model ur-
ban macro propagation, representative of vehicular CR
and mobile spectrum monitoring scenarios,

e TDL-C (NLOS, 7ps = 300 ns): 24 taps that model rural
macro and large delay spread scenarios, the most severe
frequency selective profile and most challenging for the
identification of CR.

The generalized TDL channel is implemented as:
P
rln] =Y gpsln— ) +win @)
p=1

where 7, is the p-th tap delay (in samples, rounded from the
nanosecond values in the standard), g, ~ CN(0,07) with
o2 oc 1027/10 and A, the relative power in dB, normalized
so Y. Ug = 1. The output power is rescaled to match input

P
power after convolution.

2.3. Waveform Configurations and Signal Models

All eight waveforms use 4-QAM symbols. The received
block r[n],n =0, ..., N — 1, is the sole input to feature ex-
traction, reflecting the CR receiver’s blind observation. The
identifier has no access to waveform type, channel parame-
ters, or SNR as mandated by the CR non-cooperative sensing
paradigm.
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The universal filtered multi-carrier (UFMC) signal is defined
as:
B My-1

surmc[n] = Z

b=1 m=0

B = 8 subbands, M;, = 8 subcarriers per subband, g;[n]
is a 43-tap Dolph-Chebyshev FIR filter (—40 dB sidelobe
suppression), L = 1.

Xo[m] go[n — mL]e J2mfon , (%)

Subband center frequencies
fo=(0—-1)Afss
with subband spacing

My fs
Afsp = Ib(f

= 1kHz

K = 64 total subcarriers, Afs. = fs/K = 125 Hz. The
block length is 256 samples.

The generalized frequency division multiplexing signal is:

K—-1M-1

| = Z Z dk,mg[(n—mK) mod N] eg‘%%n’ ©)

k=0 m=0

SGEDM[1

where K = 64 subcarriers, M = 8 time slots, raised-cosine
pulse with roll-off « = 0.1, N = KM = 512 samples [13],
[14].

The filter bank multi-carrier with OQAM (FBMC-OQAM)
signal is defined as:

st = sl m S5 R
k=0 meZ
where K = 64, ar,,m € R real-valued OQAM symbols,

the prototype PHYDYAS filter of length 4K = 256, stagger
offset K /2 [15], [16]. The block length is 512 samples.

The power-domain superposition non-orthogonal multiple
access (NOMA) signal is defined as follows:

K—-1

Z(WXl[kHWXg[k]) P2mEn(g)

k=0

snoma[n] =

where K = 256, power allocation a; = 0.8, o = 0.2 [17]-
[19]. The block length is 256 samples.

The OFDM with index modulation (OFDM-IM) signal is the
following:

SorpM-M[1] = \ﬁ Z Z Xglk]e 2T , ©)

g=1keZ,

where K = 64 total subcarriers, G = 12 groups of 5 sub-
carriers (4 guard subcarriers), K, = 3 active subcarriers per
group (60% activation).

The active index set Z, is selected by [log, ()] = 3 in-
dex bits via a combinatorial number system lookup table
[20]-[22]. A 16-sample cyclic prefix is appended. The block
length is 80 samples.

The orthogonal time-frequency space (OTFS) modulates in
the Doppler delay domain [8], [23], [24]. The 2D ISFFT grid
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signal is defined as follows:

N—-1M-1
nk _m¢

oloml = == 30 Xl g E ) ao
k=0 ¢=0
with N = M = 8 (8 x 8 grid).
The 2D array is serialized to a 1D sequence via the Heisen-
berg transform:

sorrs[i] = x[i mod N, |i/N]], i=0,...,63.

The block length is 72 samples.
The orthogonal delay Doppler multiplexing (ODDM) signal
is the following:

K—-1 S—-1

1 jiom £ n
sobpm[n] = — Z (Z Hy s ds)ej L (1D
\/F k=0 s=0

where K = 64, spreading factor S = 4, Walsh-Hadamard
matrix H € CK*5, 16-sample CP [25]. The block length is
80 samples.

The chirp-based affine frequency division multiplexing
(AFDM) signal is defined as:

K-1
sarouln] = > X[k /™ PR (12)
k=0

where K = 128 chirp subcarriers, optimized chirp rate p
for Doppler tolerance f; < 500 Hz Doppler tolerance [26]—
[28]. The block length is 128 samples.

The sampling frequency is f; = 8 kHz. For multicarrier
waveforms, the relevant timing parameter is the symbol du-
ration (e.g., Tyym = K/fs = 8 ms for K = 64 subcarri-
ers). Per-waveform block lengths are shown in Tab. 1. The 8
kHz rate is a reduced-scale proof of concept that preserves all
waveform structural properties. Scalability to 5G wideband
5G bandwidths is discussed in Subsection 8.3.

2.4. Dataset Statistics

The dataset comprises 8 waveform types x 7 SNR levels
[-5,0,5,10,15,20,25] dB x 12 channel conditions x 300
realizations = 201 600 signals in total, balanced at 25 200 per
waveform class. The original 9-channel subset of 151200
signals is retained for direct comparison with previous work.

The signals use independent random seeds derived from
master seed 42. A stratified 70/ 30% train-test split maintains
SNR and channel diversity in both partitions. The identical
partition object is reused across all pipeline steps to prevent
any cross-contamination.

3. Feature Extraction Framework

Used hereafter, the term feature refers exclusively to a nu-
merical descriptor computed from the received block r[n]
and used as a machine learning input.

The framework operates on the received block r[n], n =
0,...,N — 1, in the fully blind mode. The 38 feature def-
initions are provided below for reproducibility.
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Tab. 1. Simulation parameters used to analyze the proposed system.

Waveform ‘ Eq. ‘ Subcarriers CP/guard Block Characteristic
UFMC 5) 64 (8 bands) 43-tap filter 256 Per-subband FIR filtering
GFDM (6) 64 8 slots 512 Circular pulse shaping
FBMC ) 64 4x ovlp 512 OQAM, prototype filter
NOMA 8) 256 — 256 Power domain superposition

OFDM-IM ) 64 16 samples 80 Index modulation (60%)
OTFS (10) 8% 8 8 samples 72 Delay-Doppler domain
ODDM (11 64 16 samples 80 Hadamard spreading
AFDM (12) 128 — 128 Chirp-based, Doppler-robust

T Waveform characteristic describes the signal-processing property of each waveform design. It is not a machine learning input feature (see Sec. 3).

3.1. Classical Signal Features (F1-F35)

Amplitude statistics (F1—F4): power, variance, skewness,
and kurtosis of the signal envelope distinguish constant enve-
lope waveforms (FBMC-OQAM) from their variable enve-
lope counterparts (NOMA with power superposition, AFDM
with chirp modulation).

Spectral features (F5—F6, F16, F25 —-F27, F29 —F31): spec-
tral centroid, spread, correlation, geometric mean, flatness,
occupancy, and entropy differentiate narrowband (UFMC
subbands) from wideband (FBMC, NOMA) signatures and
characterize spectral regularity based on the subcarrier struc-
ture.

Instantaneous frequency features (F7—F11, F14): statistics
of ¢’'[n] = A(unwrap(arg(r[n]))) capture frequency mod-
ulation characteristics. Chirp consistency F14 specifically
detects the linearly time-varying instantaneous frequency of
AFDM.

Algorithm 1 Robust AMC framework (leakage-free)
Require: Received blocks {r;[n]}\*,, labels {y;}
Ensure: Trained classifier f(-), optimal feature indices S*
1: Dataset generation: Simulate per Tab. 1 and Sec. 2
2: Feature extraction: For each block r;[n]
3:  Compute DFT: R[k] = DFT(r[n]); instantaneous
phase ¢[n| = unwrap(arg(r[n]))
Compute instantaneous frequency ¢'[n] = A¢[n]
5. Compute time-frequency representations
(STFT, WVD, FrFT)
6:  Extract fi—f35 (Tab. 2) and f36—f3s, Egs. (13)—(15)
7: Train/test split: Stratified 70/30% partition P; save P
for reuse
8: Normalization: ﬁ = (fi — thrain) / Otrain
9: Feature selection (leakage-free): Apply Alg. 2 to train-
ing fold only; select top-K features S*
10: Training: Train all classifiers on ﬁg* using same P;
hyperparameters via inner 5-fold CV on training fold
11: Evaluation: Accuracy, precision, recall, F1, McNemar
tests, Wilson CI on 30% test set
12: Return f(-), S*

12

Time-frequency analysis (F12—F15): FrFT peak ratio F12
detects chirp signals, WVD linearity F13 measures time-
frequency concentration, spectrogram TF entropy F15 quan-
tifies joint time-frequency complexity. Note: WVD calcu-
lation O(N?1log N) is the costliest feature to compute. It
ranks 15th in terms of importance and is eliminated in the
10-feature deployment subset.

Waveform-specific features (F17 —F24, F28, F32 — F35): PA-
PR F18 distinguishes single-carrier from multicarrier wave-
forms. CP correlation F24 identifies CP-OFDM structures.
Periodicity F32 and cyclic peak F33 detect block structural
repetition.

3.2. New Channel-aware Features (F36 - F38)

Three features explicitly designed to capture propagation ef-
fects, invariant to waveform structure:

Amplitude fading variance (F36):

Var(Pcal
e M (13)

(]E[Hocal]) 27

where:
(k+1)W—1

Plocal [k'] = % Z |r[n]

n=kW

|2
W = min (32, N/4]) .

It is near zero under AWGN (F3¢ < 0.1) and elevated under

Rayleigh/Rician fading (F56 > 0.3).

Phase discontinuity (F37):

F37 = std(qﬁ”[n]) ) (]4)
where

¢"[n] = A? (unwrap(arg(r[n])))

is the second order phase difference. Pearson correlation with
CFO magnitude: p = 0.82.

Frequency drift (F38):
F38 = Std(flocul) 5 (15)
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where
(k+1)W—1

Siocal[K] = % Z ¢'n)
n=kW

increases 3 —5x from 30 km/h to 120 km/h Doppler scenar-
ios.

Ablation studies (Tab. 6 in Subsection 5.2) confirm that the
removal of F36 — F38 degrades accuracy by up to 3.1% under
double selective fading, validating their channel-specific val-
ue. F36 ranks 7th out of 38 features (ensemble score 0.360);
F37 ranks 21st (score 0.190). F38 ranks 36th out of 38 (score
0.103) and does not enter the 10-feature deployment subset.
Its contribution is most pronounced under extreme CFO con-
ditions (> 2 kHz) encountered only in pre-synchronization
scenarios.

4. Multi-algorithm Classification Study

4.1. Evaluated Classifiers

Nine classifiers that span classical, ensemble, and deep
learning families are evaluated. For each classifier, we list
the key hyperparameters that govern its decision boundary
or capacity. The full grid-search details are given in Sec. 4.2:
1) k-NN: k = 5, Euclidean distance; majority vote on five
nearest neighbors. Simple non-parametric baseline.

2) SVM-linear: ECOC one-versus-all, linear kernel, regu-
larization C' = 1. Decision boundaries are hyperplanes
in the 38-D feature space.

3) SVM-RBF: Gaussian kernel (RBF), C = 10, automatic
kernel scale estimation (v = auto). Maps the features to
a high-dimensional reproducing kernel Hilbert space.

4) Decision tree: CART algorithm, Gini impurity criterion,
maximum 100 splits. Single-tree baseline; the shallowest
interpretable model evaluated.

5) Random forest: 150 decision trees, minimum 3 sam-
ples/leaf, bootstrap aggregating (bagging). Provides fea-
ture importance scores used in Sec. 5.

6) Naive Bayes: Kernel density estimation (KDE) for
continuous features; assumes conditional independence
across the 38 features.

7) Ensemble-boost (AdaBoostM2): 100 boosting iterations,
weak decision tree learner (maximum 20 splits per tree;
weights misclassified samples more heavily each round.

8) Ensemble bag: 100 decision trees, bootstrap sampling,
maximum 50 splits/tree; similar to random forest but
without feature subsampling at each split.

9) FC-MLP (deep-learning baseline): Fully-connected net-
work 256 — 128 — 64 — 8 [29]; batch normalization,
ReLU, dropout p = 0.3 per hidden layer; Adam opti-
mizer, /o regularization A = 10~%, 100 epochs. Serves
as a deep learning reference point under identical feature
conditions.

All classifiers use z-score normalized features

= f — Mtrain
f=—,
Otrain
JOURNAL OF TELECOMMUNICATIONS 3/2026
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training-set statistics only. Random seed 42 for reproducibil-
ity.

4.2. Hyperparameter Optimization

All hyperparameters were optimized through a 5-fold cross-
validation on the 70% training set using grid search. Key re-
sults: optimal k-NN k& = 5 from {1,3,5,7,10,15}; SVM-
linear C' = 1 from {0.01,0.1,1,10,100}; SVM-RBF C' =
10, v = auto; decision tree maximum 100 splits; random
forest 150 trees, min leaf 3; ensemble-boost 100 iterations,
max 20 splits; ensemble-bag 100 trees, max 50 splits.
FC-MLP: initial learning rate from {10~%, 1073, 1072} (op-
timal 10~2); dropout from {0.2,0.3,0.5} (optimal 0.3); /o
weight decay from {1075,107%, 1073} (optimal 10~%); ar-
chitecture depth 2 vs. 3 hidden layers and mini-batch size
{128,256} also evaluated. This systematic procedure en-
sures a fair comparison between classifiers.

4.3. Performance Metrics

We report accuracy, i.e., overall correct rate, macro-averaged
precision, recall, F1 score, training time (wall-clock seconds)
and per segment inference time — milliseconds per complete
received block, including feature extraction and prediction.

4.4. Experimental Results

Key observations are as follows:

FC-MLP achieves the highest accuracy of 99.09%, marginal-
ly outperforming ensemble boost (99.04%) and random for-
est (99.02%). McNemar tests show that the FC-MLP vs. ran-
dom forest gap (p = 0.039) and FC-MLP vs. ensemble-boost
gap (p = 0.082) are both not statistically significant after
Bonferroni correction g = 0.05 / 36 ~ 0.00139, meaning
all three top classifiers are statistically equivalent at this op-
erating point.

Ensemble boost and random forest are near-equivalent (both
> 99%), with ensemble boost vs. random forest gap (p =
0.649, not significant), confirming that they are interchange-
able for this problem.

SVM-RBF requires the longest training time (2 545.7 s) due
to the 38-D high-dimensional feature space, where automat-
ic kernel scale estimation is suboptimal despite z-score nor-
malization. Naive Bayes has the highest inference latency of
51.68 ms/segment, making it unsuitable for real-time cogni-
tive radio applications.

FC-MLP, ensemble boost, and random forest all achieve real-
time inference (< 1 ms/segment), enabling throughput of >
10000 segments/s. Note that the 0.071 ms figure for random
forest applies to the 10-feature deployment model (see Tab.
3 footnote); the 38-feature RF baseline achieves 0.021 ms
inference.

Decision tree is the best lightweight option (98.70%, 3.5 s
training, near-zero inferences) for resource-constrained de-
ployments accepting only a small accuracy trade-off over en-
semble methods.
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Tab. 2. Feature definitions F1 —F35 plus structural-auxiliary FA —FC.

ID Name Definition
F1 Signal power =3 r[nl)?
F2 Amplitude variance Var(A[n])
F3 Skewness E[(A— pa)®]/od
F4 Kurtosis E[(A — pa)*]/oh
F5 Spectral centroid ST EIRE]?/ S |RIK]
ko k

F6 Spectral spread \/Z(k: — F5)2|R[K][]2/ > |RIK]|?

k k
F7 IF Std Dev std(¢'[n])
F8 IF linear R? Linear regression R* of ¢'[n] vs. n
F9 IF quadratic R? Quadratic regression R? of ¢'[n] vs. n
F10 IF curvature mean(A%¢'[n])
F11 IF rate variance Var(Ag¢'[n])
F12 FrFT peak ratio maxeq | Xao(u) |2/Eloml
F13 WVD linearity R? of Wigner-Ville ridge fit in TF plane
F14 Chirp consistency 1 — std(¢’[n]) /mean(|¢’[n]|)
F15 TF entropy — > P(t, f)log P(t, ) (STFT spectrogram)

t.f

F16 Spectral correlation STR[EIR*[k + 1]/ 5" |R[K]?

ko k
F17 Zero-crossing rate (N = 1) S 1r[n]rn — 1] < 0]
F18 PAPR max,, |r[n]|?/E[|r[n]|?]
F19 Envelope mean E[A[n]]
F20 Crest factor max, A[n]/\/E[A[n]?]
F21 IF mean E[¢'[n]]
F22 Phase variance Var(¢[n])
F23 Phase entropy — > py log py (histogram of ¢[n], 32 bins)

b
F24 CP correlation [ " r[n + Neplr* [n]|/E[|r)?]
F25 Spectral geom. mean exp(% > log |R[K] |)
i
F26 Spectral flatness Fy5 /E[|R[K]|]
F27 Spectral occupancy Fraction of bins: |R[k]|* > 0.1 max | R[k]|?
F28 Autocorrelation peak max-so |Rrr[7]|/Rrr[0]
F29 Spectral entropy - Zpk log p, pr = |R[k]|2/ Z | R[K] ‘2
k

F30 Subband variance Var(P,),b=1,...,8 equal-width subbands
F31 Subcarrier regularity Periodicity score of | R[k]|* at subcarrier spacing
F32 Periodicity Peak of normalized autocorrelation of A[n]
F33 Cyclic peak Max of cyclic autocorrelation spectrum
F34 Spectral coherence Coh(R[k], R[k + A]) averaged over lag A
F35 Symbol rate estimation Dominant period of |r[n]|* autocorrelation
FA' Filter sharpness Ratio of stopband to passband power in subband spectral profile
FBf Delay correlation |- r[n]r*[n — D]|/Rr[0] at lag D = Ncp
FCt Constellation shape Normalized variance of |r[n]|* over symbol grid

Notation: R[k] = DFT of r[n], A[n] = |r[n]|, $[n] = unwrap(arg(r[n])), ¢’ [n] = A¢[n].

T Structural-auxiliary features FA — FC (internal codes Filter_Sharp, Delay_Corr, Const_Shape) rank 10th, 11th, and 13th respectively in Tab. 5. They
are extracted from the received block 7[n] in fully blind mode and complement F1 —F35. Note: the labels F36, F37, F38 are reserved exclusively for the
three novel channel-aware features: amplitude fading variance, phase discontinuity, and frequency drift, defined in Sec. 3, Egs. (13)—(15).
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Tab. 3. Multi-algorithm classification performance on the held-out test set (38 features, 70/30 train/test split). Best values are bold.

Classifier Acc [%] Prec [%] Rec [%] F1 [%] Train [s] Inf [ms] RT?
FC-MLP 99.09 99.10 99.09 99.09 970.8 0.021 v
Ensemble-boost 99.04 99.05 99.04 99.04 157.0 0.023 v
Random forest' 99.02 99.03 99.02 99.03 287.2 0.071* v
Decision tree 98.70 98.71 98.70 98.70 3.5 0.001 v
SVM-linear 97.57 97.62 97.57 97.59 388.0 0.009 v
SVM-RBF 97.19 97.39 97.19 97.29 2545.7 3.544 x
Ensemble-bag 97.04 97.29 97.04 97.16 474 0.024 v
k-NN 96.94 97.04 96.94 96.99 2.5 1.249 x
Naive Bayes 95.85 96.07 95.85 95.96 3.1 51.681 x

RT? = inference < 1 ms/sample.
TRF deployed with 10 features.

tinference time measured on the 10-feature deployment model (0.021 ms at 38 features).

4.5. McNemar Tests

The accuracy differences between all classifier pairs are as-
sessed using the McNemar test with continuity correction
[30], which is applied to correct / incorrect vectors per sam-
ple. Bonferroni correction for (J) = 36 comparisons gives
ap = 0.05/36 ~ 0.00139. The full pairwise p-value matrix
is shown in Tab. 4. Key findings are as follows:

o FC-MLP, ensemble boost, and random forest are mutual-
ly statistically equivalent (p > ap for all three pairwise
comparisons), confirming that these three top classifiers
are interchangeable at this operating point,

o All other classifiers are significantly different from the
random forest (p < 0.001), confirming meaningful accu-
racy gaps,

o The 10-feature random forest vs. 38-feature random forest
gap is not significant (p > 0.1), statistically confirming
that the compact subset does not lose significant precision.

5. Feature Importance and Selection

Five complementary methods are applied to obtain a robust

importance ranking:

1) Random forest permutation importance — OOB accuracy
degradation when each feature is permuted,

2) ReliefF — weight-based inter-class vs. intra-class separa-
tion (10 nearest neighbors),

3) Chi-square — statistical independence test (10 bins vs.
class labels),

4) Mutual information — I(F;Y) = H(Y) — H(Y|F),

5) Fisher score — the ratio of between-class to within-class
variance.

The ensemble score shown as Algorithm 2 uses weights w =

[0.30,0.175,0.175,0.175,0.175], with a higher weight for

the importance of random forests due to its direct connection

to classifier performance:

5
Sensemble [Z] = Z Wm * Sm [Z] . (16)

" 39006
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Algorithm 2 Ensemble feature scoring (leakage-free train-
ing fold only)

Require: Feature matrix Fy,;, € Rt *38 (training fold on-
ly), labels Yiain, weights w

Ensure: Ensemble scores sepsfi], 2 = 1,...,38
1: form =1to5do
2: Compute raw scores §,, [i] with

method m on (Fyain, Yirain)
$mli] = (8 [i] — min; 3,,,)

3: Normalize: — —
max; §,, — min; S,,
4: end for
5
5 Sens[t] = Y. Wm - Smi]
m=1

6: Return sep

All scores normalized to [0, 1] before averaging.

5.1. Top Essential Features

Periodicity (rank 1) and subcarrier entropy (rank 2) are the
dominant discriminators. OFDM-based waveforms (UFMC,
OFDM-IM, GFDM) exhibit a highly regular and periodic
subcarrier structure, whereas NOMA (power superposition)
and AFDM (chirp modulation) do not. The ensemble score
is undefined (NaN), because the chi-square method is not ap-
plicable to near-binary indicator features. It is ranked first by
all four remaining methods and is assigned rank 1 by con-
sensus.

Channel-aware F36 (Amp_Fade_Var) ranks seventh out of 38
(ensemble score 0.360), confirming that explicit fading char-
acterization is highly discriminative. Different waveforms
exhibit distinct fading robustness profiles, making channel-
induced amplitude variance a powerful and early entering
classification cue.

Higher-order statistics (Skewness rank 5, Kurtosis rank
14) distinguish the constant-envelope FBMC-OQAM from
the variable-envelope NOMA. Time-frequency entropy
(TF_Entropy, rank 6) provides robustness to Doppler and
multipath through joint time-frequency analysis — a charac-
teristic unavailable to purely spectral or temporal features.
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Tab. 4. McNemar test p-values (Bonferroni ap = 0.05/36 ~ 0.00139).

g o g g 8 é §) A

Z. _QE) @ ; L < < ‘i) —

z o - 2 g o 2 s =

o > = 2 5 = £ g O

> % 3 g ) ) 2 9

< a & Z e &

k-NN - 0.000 0.001F 0.000 0.000 0.000 0.000 0.218 0.000
SVM-linear 0.000 0.000 0.000 0.000 0.000 0.000 0.000
SVM-RBF - 0.000 0.000 0.000 0.000 0.043 0.000
Decision tree - 0.000 0.000 0.000 0.000 0.000
Random forest - 0.000 0.649 0.000 0.039
Naive Bayes - 0.000 0.000 0.000
Ensemble-boost - 0.000 0.082
Ensemble-bag - 0.000

FC-MLP -

Bold entries are statistically significant (p < ap). FC-MLP, ensemble-boost, and random forest are mutually non-significant (blue).
TExact p = 0.00148 > ap = 0.00139: not significant after Bonferroni correction.

All values verified against mcnemar_tests.mat.

Tab. 5. Top 15 features ranked by weighted ensemble score (RF
30% + ReliefF 17.5% + x2 17.5% + MI 17.5% + Fisher 17.5%).

Rank Feature Score Type
1 Period i Spectral
2 Subcar. Entropy 0.825 Temporal
3 Var. Amp 0.515 Spectral
4 Spec. Occup 0.502 Spectral
5 Skewness 0.428 Statistical
6 TF Entropy 0.405 Statistical
7 Amp.(}lj‘;lg)e Var 0.360 Channel-aware
Spec. Coher 0.353 Spectral
CP Corr 0.326 Waveform-specific
10 Filter Sharp 0.321 Spectral
11 Delay Corr 0.315 Statistical
12 Subcar. Reg 0.306 Spectral
13 Const. Shape 0.275 Statistical
14 Kurtosis 0.275 Statistical
15 IF Std 0.272 Inst.-freq.

T Score undefined: x? returns NaN for period (near-binary indi-
cator incompatible with frequency-bin discretization). The period is
ranked first by all the other four methods; it is assigned rank 1 by
consensus. Yellow rows: optimal 10-feature deployment subset. F36
(Amp_Fade_Var) is the novel channel-sensitive feature. Scores verified
against feature_importance.mat.

5.2. Channel-aware Feature Ablation Study

Table 6 shows the impact of removing channel-aware fea-
tures. F36 is most critical for fading (-1.4% when removed
alone), F37 for Doppler and CFO conditions (—1.1% alone
under high Doppler). F38 (rank 36/38, score 0.103) con-
tributes primarily under extreme pre-synchronization CFO
scenarios and does not enter the 10-feature subset.
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Tab. 6. Ablation study: accuracy in percent of the 10-feature ran-
dom forest with/without channel-aware features. Verified against
per_channel_confusion.mat.

Channel | Al [ F36 [ F37 | F38 | None |
AWGN 99.8 99.8 99.8 | 99.8 | 99.8
Rayleigh/Rician 98.5 97.1 98.3 | 98.4 | 96.4
Frequency offset 97.9 97.8 96.8 | 97.7 | 96.6
Low Doppler 98.2 98.0 97.7 | 979 | 969
High Doppler 96.8 96.6 95.7 | 963 | 942
Freq.-selective 97.4 97.1 973 | 97.3 | 96.8
Timing offset 98.1 98.0 | 974 | 98.0 | 97.2
Double-selective 96.1 95.5 953 | 956 | 93.0
Mean 979 | 975 97.3 | 97.6 | 96.4

6. Feature Reduction Analysis

The random forest achieves a performance rate of 98.90%
with 10 features and 99.05% with 15, a gap of 0.15 pp.
The 10-feature configuration is within 0.12 percentage points
(pp) of the full-feature baseline at 74% dimensionality reduc-
tion. Strong performance is achieved even with five features
(95.38-97.76%), well above the 12.5% chance level for 8
classes, and all classifiers already exceed 95%.

There is a plateau beyond 10 features for the random forest,
where the accuracy fluctuates by no more than 0.13 pp from
10 to 38 features. Ensemble-boost shows a 0.22 pp gap at 10
features (98.82% vs. 99.04% at 38 features). The plateau of
< 0.15 ppis reached from 15 features onward for all ensemble
methods.

All four classifiers converge to near-optimal at 10 features,
validating classifier-independent feature selection. FC-MLP
tracks random forest and ensemble boost closely across all
feature counts.
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Tab. 7. Classification accuracy (in percent) vs. feature count for
four classifiers.

ot | boow | for | Decitiee | FCMLP
5 97.58 97.76 95.38 97.13
10 98.82 98.90 97.52 98.82
15 98.97 99.05 98.10 99.02
20 99.02 99.06 98.43 99.05
25 99.03 99.05 98.78 99.08
30 99.03 99.06 98.70 99.04
38 99.04 99.02 98.70 99.09

RF: <0.17pp gain beyond 10 features (38F baseline 99.02%). Ens.-
Boost: 0.22pp gap at 10F; plateau <0.15pp from 15F onward. All
classifiers use the same subset of ranked features and identical 70/30
train/test partition. Optimal row (10 features) shaded. Decision tree ac-
curacy recovers more slowly due to overpruning. Values verified against
feature_reduction.mat.

The 10-feature (10F) configuration yields: (i) 74% reduction
in feature extraction operations; the costliest feature, WVD
(F13, O(N?%1log N), rank 15), is eliminated, reducing total
extraction time from 18.7 ms to 2.1 ms per block at the 8 kHz
simulation rate — see Sec. 8.3 for wideband projections; (ii)
73.7% memory reduction from 152 to 40 bytes per feature
vector; (iii) 0.071 ms inference time per segment on a stan-
dard Intel Core i7-8550U, 2.4 GHz processor, enabling >
14 000 segments/s.

7. Cross-validation and Robustness
Analysis

7.1. K-Fold Cross-validation

The 10-feature random forest model undergoes 5-fold strat-
ified cross-validation: mean accuracy 98.54%, o = 0.05%,
Wilson 95% CI [98.49%, 98.59%] [31] and coefficient of
variation 0.05%. The Wilson interval is used in preference to
the normal approximation, which is inaccurate near p = 1.
The narrow interval confirms the exceptional generalization
stability. Feature selection is performed independently with-
in each fold’s training partition, preserving strict leakage-
free evaluation throughout.

7.2. Per-Channel Performance

Using the 10-feature ensemble-boost model on the
nine custom channels (all values verified against
per_channel_confusion.mat):

o AWGN: 99.96%,

e Rayleigh fading: 98.87% (F36 maintains discrimination
under amplitude fluctuations),

e Rician fading: 99.98%,

e Frequency offset: 99.42% (cyclostationary features ro-
bust to constant CFO; residual confusion in AFDM/OTFS
pair),

e Timing offset: 99.92%,
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Tab. 8. Confusion matrix under the Rayleigh fading channel.

M

=
2] @) s Q < = 12) s b=
S |2|E|2|3|/2|E5|8]¢
= =] O & Z. E o o <
= o
UFMC | 2100| © 0 0 0 0 0
GFDM 0 2100 0 0 0 0 0
FBMC 0 0 2007 | 93 0 0 0 0
NOMA 0 0 56 2044 O 0 0 0

OFDM-
™M

OTFS 0 0 0 0 0 2100 O 0
ODDM 0 0 0 0 23 0 2077, O
AFDM 0 0 0 0 0 0 0 2100

0 0 0 0 2082 O 18 0

10-feature ensemble-boost model; 2100 test samples per class. The
bold diagonal entries are per class recall.

e Low Doppler (30 km/h): 98.93%,
e High Doppler (120 km/h): 99.04%,

e Frequency-selective: 99.98% (multipath creates distinc-
tive temporal correlation aiding UFMC identification),

e Double selective time-frequency: 99.02% without F36—
F38, this drops to 93.0%, as reported in the ablation study
in Tab. 6.

3GPP TDL standard channels

per_channel_confusion.mat):

e TDL-A (30 ns delay spread, indoor/dense urban): 99.96%

confirming transferability of selected features to standard
profiles,

e TDL-B (100 ns, urban macro): 99.95%,
e TDL-C (300 ns, rural macro): 99.97% — the largest stan-
dard profile delay spread, yet performance remains consis-

tently high, confirming robustness of the selected feature
set.

(verified against

Table 8 shows the 8 x 8 confusion matrix generated by
the 10-feature model under the Rayleigh fading channel.
UFMC, GFDM, OTFS and AFDM achieve perfect classifi-
cation (2100/2100). The primary confusion occurs between
FBMC and NOMA (93 FBMC samples misclassified as NO-
MA, 56 NOMA samples misclassified as FBMC), which
is attributable to their overlapping envelope statistics under
amplitude-varying fading. A secondary confusion cluster ap-
pears between OFDM-IM and ODDM (18 and 23 samples,
respectively), reflecting their shared index-modulation and
spreading characteristics.

7.3. Parametric Robustness Analysis

SNR sensitivity (10-feature random forest model): at 5 dB
is 84.5%; at 0 dB is 93.2%; at +5 dB is 97.6%. In > 10 dB
range it equals > 98.4%. Below -5 dB, signal averaging or
diversity combining is recommended.

Doppler sensitivity: 0 km/h: 99.4%; 30 km/h: 98.2%; 60
km/h: 97.5%; 120 km/h: 96.8%. Performance degrades
gracefully across the full range from urban to highway. CFO
sensitivity: 150 Hz (post-synchronization, ~ 0.063 ppm):
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Tab. 9. Comparison with state-of-the-art AMC methods. This work
adds a FC-MLP deep learning baseline and 3GPP TDL standard
channels.

Reference Waveforms | Channels ?.Z; Method
[32] 11 conv. AWGN 94.20 HO
only cumulants
. Deep
[10] 5NG Simple 95.00 ResNet+PCA
AWGN+ CNN-
33 Conv. 96.80
331 onv Rician LSTM
[34] Conv. AWGN 95.60 Deep CNN
This work
12 MLP
(Fggg)w ’ §NG channels 99.09 256-128-64
This work 12 RF, 10
(RF, 10F) 8NG channels 98.90 features

74% reduction in features, 0.071ms / segment, capable of real-time.
NG = next-generation waveform.

97.9%; 1 kHz: 96.9%; 2.4 kHz (= 1 ppm at 2.4 GHz,
pre-synchronization): 96.3%; 5 kHz: 93.1%. The 2.4 kHz
case remains at 96.3%, confirming practical robustness for
consumer-grade oscillator mismatch. Timing offset sensitivi-
ty: 0 samples: 99.8%; 5 samples: 98.1%; 10 samples: 97.9%;
15 samples: 96.6% (faster degradation as CP is partially cor-
rupted).

8. Discussion

8.1. Comparison with Other Work

The proposed framework achieves a 2.09—-4.89 percent-
age point improvement over the state-of-the-art solution on
comparable or simpler waveform sets — Tab. 9. The au-
thors of [32] used higher-order cumulants for convention-
al PSK/QAM and their approach does not extend to next-
generation multicarrier waveforms. In [10], a deep residu-
al network achieving approximately 95% accuracy is pro-
posed in five 5G waveforms, but the evaluation excluded de-
lay Doppler waveforms (OTFS, ODDM, AFDM) and com-
pound channel conditions. Frameworks described in [33],
[34] operate on conventional modulation schemes under sim-
pler channel models.

Critically, the deep learning baseline trained on the same 38
characteristics achieves 99.09%, which is the highest single
model precision score and is statistically equivalent to that of
ensemble boost and random forest (McNemar p > ap for all
three pairwise comparisons). This result demonstrates two
complementary points: (i) the hand-crafted features are rich
enough to support top-tier deep learning classification, and
(ii) structured ensemble classifiers that explicitly exploit fea-
ture interactions via tree splits achieve performance equiv-
alent to that of generic MLP architectures on this problem,
while offering physical interpretability.

The dominant discriminators, i.e., periodicity, subcarrier en-
tropy, F36, are explicitly identified — a feat that end-to-end
black-box approaches cannot offer.
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8.2. Practical CR Deployment Considerations

The 10-feature compact model is specifically designed for
the resource envelope of real CR hardware. It requires <
40 KB total memory (40-byte feature vectors plus 35 KB
for random forest model), placing it within the capabili-
ties of ARM Cortex-M7 microcontrollers, FPGAs, software-
defined radio platforms (USRP, HackRF, LimeSDR), UAV-
mounted spectrum sensors and battery-powered secondary
IoT nodes. With 0.071 ms inference time per segment, the
identifier imposes negligible latency overhead on the CR
sensing decision cycle and may comfortably run in parallel
with other CR functions such as channel estimation and pow-
er control.

For access to the dynamic CR spectrum, the identification
latency directly determines how quickly a secondary user
can react to the transmission of a primary user. At 0.071 ms
per block, the system supports > 14 000 spectrum sensing
decisions per second within the millisecond reaction times
required by 5G NR and anticipated by 6G MAC protocols.
The 40-byte feature vector also lends itself to cooperative CR
sensing —secondary nodes can broadcast their feature vectors
to a fusion center for ensemble decision-making without sig-
nificant control channel overhead.

8.3. Scalability to Wideband CR Systems

All frequency domain features are normalized by the Nyquist
frequency, and all temporal features use symbol-period units
rather than absolute sample counts. Therefore, the features
are scale-invariant by design. A CR receiver observing a 5G
NR signal at 100 MHz bandwidth would extract identical
normalized subcarrier regularity and spectral occupancy ra-
tios as in the 8 kHz experiments reported here.

It is important to be explicit about the current scope. The
experiments use f; = 8 kHz as a reduced-scale proof-of-
concept that preserves all waveform structural properties
(subcarrier relationships, CP ratios, Doppler-to-bandwidth
ratios) while remaining computationally tractable for a com-
prehensive 201 600 signal, 12 channel, 9 classifier study.
The extrapolation to wideband CR bandwidths is analytical-
ly motivated, but is not yet hardware validated.

Feature extraction time scales as follows: at 8 kHz, the dom-
inant cost is WVD (O(N?log N)), giving 18.7 ms per block
for the full 38-feature set and 2.1 ms for the 10-feature subset
(WVD eliminated). At 100 MHz, representative of a wide-
band CR receiver, symbol-period windows are proportion-
ally shorter (~150x fewer samples for the same number of
symbols), so extraction time is expected to reduce to ~ 30 us
per block. Hardware validation at 5G NR bandwidths (e.g.,
on a USRP B210 or ZCU111 RFSoC operated as a CR front
end) remains a priority for future work and is listed as a lim-
itation below.

8.4. Limitations and Future Directions

All experiments use fs = 8 kHz. Scale invariance is analyt-
ically guaranteed by feature normalization but not yet con-
firmed by hardware measurement at 5G NR bandwidths on
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a real CR platform. USRP or RFSoC validation is the most
urgent open item.

Waveform block lengths range from 72 (OTFS) to 512 sam-
ples (GFDM, FBMC). In a CR receiver with no a priori
knowledge of the waveform, block segmentation must be
fixed, and longer blocks yield more stable feature estimates.
Per-waveform confusion analysis (Tab. 8) reveals that FBMC
and NOMA sharing overlapping envelope statistics under
fading are the primary confusion pair. Future work should
investigate adaptive block-length strategies or multiblock av-
eraging.

The current framework assumes that one of the eight known
waveforms is always present. Confidence-based rejection
(maximum posterior class probability < 0.7) can flag un-
known or novel waveforms; preliminary experiments cor-
rectly rejected 78% of artificially injected out-of-distribution
signals. Open-set CR sensing remains an open problem.

A CR receiver’s own front-end introduces phase noise of —
80 dBc/Hz and I/Q imbalance (0.1 -0.5 dB amplitude mis-
match), causing an additional accuracy loss of up to 1.4%
and 0.8%, respectively, in supplementary Saleh PA model
experiments. The 16-QAM substitution causes only a degra-
dation of 0.3 to 0.8%, confirming that waveform-structural
features are largely modulation order independent, an impor-
tant property for blind CR sensing.

Sinc-interpolation-based offsets of 0.1 —-0.5 samples cause
an additional degradation of 0.4 — 1.2%, mainly affecting CP
correlation F24. A CR receiver with multiple antennas could
exploit MIMO spatial signatures as additional discriminative
features.

Future directions are as follows:

e Hardware CR validation: Deploy the 10-feature identifier
on a USRP B210 or ZCU111 RFSoC operating as a CR
secondary node, and confirm real-time throughput and
scale invariance at 5G NR bandwidths.

e Raw I/Q deep learning for CR: 1D-ResNet or transformer
trained on raw I/Q, with the 38-feature model as an inter-
pretable reference for attention visualization and CR ex-
plainability requirements.

e Transfer and meta-learning: A few-shot adaptation of the
CR identifier to novel 6G waveform candidates, using the
10-feature space as a compact domain-shift-robust repre-
sentation.

e Hierarchical CR identification: Two-stage approach
(waveform family, then specific waveform) to resolve
FBMC/NOMA and OFDM-IM/ODDM confusion,
reducing misclassification-driven interference in CR
systems.

e Joint identification and parameter estimation: Simultane-
ous waveform identification and symbol rate/modulation
order estimation to fully characterize the primary user sig-
nal for CR resource allocation.

e Cooperative CR sensing: Distributed identification where
multiple CR secondary nodes share compact feature vec-

3/2026

JOURNAL OF TELECOMMUNICATIONS
AND INFORMATION TECHNOLOGY

tors for fusion center ensemble decisions, exploiting spa-
tial diversity.

e Open-set CR sensing: The detection of novelty of a single
class SVM or isolation forest in the 10-feature space to
flag unknown or emerging waveforms not in the training
set.

9. Conclusions

This paper presented a framework for the identification of
cognitive radio waveforms for eight 5G-Advanced/6G wave-
form candidates under realistic compound channel impair-
ments, addressing the fundamental CR requirement of blind,
non-cooperative waveform sensing. The study was extended
with three 3GPP TDL standard profiles, an FC-MLP deep
learning baseline, leakage-free feature selection, and McNe-
mar statistical validation. The following findings have been
verified based on 201 600 signals under twelve channel con-
ditions and with seven SNR levels:

1) FC-MLP achieves 99.09% waveform identification accu-
racy with 38 features 2.09-4.89 pp above prior state-
of-the-art solution in comparable or simpler waveform
sets. FC-MLP, ensemble boost (99.04%) and random for-
est (99.02%) are mutually statistically equivalent (McNe-
mar p > ap for all pairwise comparisons), giving CR
system designers flexibility in choosing between inter-
pretable ensemble methods and deep learning.

2) The hand-crafted 38-feature set fully supports deep-
learning-based CR identification. FC-MLP reaches
99.09% on the same features, while ensemble tree
methods achieve statistically equivalent performance
with greater interpretability, a key property for CR
regulatory and cognitive transparency requirements.

3) Compact CR deployment enabled by 10-feature random
forest at 98.90% within 0.12% of the full-feature base-
line (McNemar p > 0.1), with a 74% reduction in fea-
ture extraction cost and 0.071 ms per segment inference,
satisfying the real-time latency budget for dynamic CR
spectrum access.

4) Novel channel-aware features are critical for the robust-
ness of CR. Ablation studies confirm an accuracy im-
provement of up to 3.1% under double-selective fading
(93.0% — 96.1%), i.e. the most adversarial CR propaga-
tion scenario, with F36 (amplitude fading variance) rank-
ing 7th among 38 features and entering the optimal 10-
feature CR deployment subset. F38 (frequency drift, rank
36/38) contributes primarily under extreme CFO condi-
tions and does not enter the 10-feature subset.

5) Robustness throughout the entire CR channel envelope.
Identification accuracy boosted from 98.87% (Rayleigh
fading) to 99.98% (AWGN and Rician fading) on cus-
tom channels and from 99.95% (TDL-B) to 99.97%
(TDL-C) on 3GPP standard profiles, confirming di-
rect transferability to 5G NR CR deployments. Per-
waveform confusion analysis identifies FBMC/NOMA
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6)

7

and OFDM-IM/ODDM as the primary confusion pairs
under Rayleigh fading, providing actionable guidance for
CR system design.

Cross-validation confirms generalization stability:
98.54% mean, Wilson 95% CI [98.49%, 98.59%],
o0 =0.05% in 5 folds. All feature selection is performed
within training folds, ensuring genuine out-of-sample
performance estimates suitable for CR deployment
decisions.

Algorithm independent compact sensing. The top 10
leakage-free feature subsets are transferred across ran-
dom forest, ensemble-boost, decision tree, and FC-MLP,
enabling CR platform designers to select their preferred
classifier without redesigning the sensing front-end.

The proposed framework enables practical cognitive radio
waveform identification (40-byte feature vectors, 0.071 ms
latency, > 14 000 sensing decisions per second) while pro-
viding a physical insight into discriminative mechanisms:
periodicity, subcarrier entropy, and channel-aware F36 that
CR systems can leverage for adaptive spectrum management.
Hardware validation of the compact 10-feature identifier on
a USRP or RFSoC CR platform at 5G NR bandwidths is the
most critical open item for the transition from simulation to
real CR deployment.
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Abstract — Low-power acoustic telemetry remains a significant
challenge in Internet of Things monitoring systems deployed
in remote environments. This paper presents an embedded
fast Fourier transform framework for communication-efficient
acoustic monitoring of honey bee colonies. Instead of transmit-
ting raw audio streams, the proposed approach extracts compact
spectral descriptors directly on an embedded sensing node and
transmits only a small feature vector using a low-power cellular
network. The framework is evaluated using labeled queenright
and queenless colony recordings. The proposed solution tar-
gets resource-constrained ESP32 class IoT nodes operating over
LTE-M and NB-IoT networks. The analysis covered such pa-
rameters as dominant frequency, peak amplitude, mean spectral
amplitude, spectral centroid, spectral entropy, and band ener-
gy extracted from the 200-400 Hz band. The results showed
that dominant frequency alone did not significantly differenti-
ate colony states at the file level, while mean spectral amplitude
remained statistically significant. Queenless recordings also ex-
hibited higher dominant frequency variability. The proposed
approach reduces the transmitted payload by more than three
orders of magnitude while remaining compatible with resource-
constrained ESP32 class IoT devices. The results demonstrate
that the extraction of embedded acoustic features is a practi-
cal method for scalable smart beehive monitoring under strict
memory, power, and bandwidth constraints.

Keywords — acoustic telemetry, edge computing, Fast Fourier
Transform, Internet of Things, wireless sensor networks

1. Introduction

Acoustic sensing is increasingly used in Internet of Things
(IoT) monitoring systems operating in remote, battery-
powered, and bandwidth-constrained environments. In such
systems, continuous audio acquisition can provide useful di-
agnostic information, but raw audio transmission is often
impractical due to memory usage, energy consumption, and
communication cost. Unlike most previous studies focused on
biological interpretation, this work addresses the challenge of
acoustic data reduction faced in telecommunications settings,
to facilitate low power IoT deployments. Unlike cloud-centric
acoustic monitoring systems, the proposed framework ex-

This work is licensed under a Creative Commons Attribution 4.0 International (CC BY 4.0) License.
22 For more information, see https://creativecommons.org/licenses/by/4.0/

plicitly prioritizes communication efficiency and embedded
feasibility over high-capacity biological classification.

Honey bee colonies represent a particularly interesting appli-
cation case for distributed acoustic telemetry. The colonies
generate sound and vibration patterns associated with ther-
moregulation, foraging activity, queen presence, preparation
of swarms, and colony stress [1]—[3]. Smart beehive sys-
tems commonly integrate temperature, humidity, weight, and
acoustic detection to support precision apiculture and non-
invasive colony monitoring [4]—[6].

Recent studies have highlighted the importance of energy-
efficient sensing and edge intelligence in precision beekeeping
systems deployed in remote environments [7]—[9]. Addition-
ally, surveys indicate that acoustic sensing is becoming one of
the key modalities (in addition to temperature, humidity and
hive weight monitoring) relied upon in precision beekeeping
platforms [10].

Works published in the telecommunications literature have
highlighted the growing importance of edge intelligence and
lightweight signal processing in acoustic wireless sensor
networks [11], [12]. From the telecommunications and infor-
mation technology perspective, the key challenge consists not
only in biological interpretation of acoustic signals, but also
in efficient transmission of relevant information. The process
of sending raw audio from each hive is difficult to scale, es-
pecially when devices operate over LTE-M, NB-IoT, or other
low-power wireless communication technologies. A more ef-
ficient solution is to perform local signal processing on the
embedded node and transmit only compact descriptors ex-
tracted from the frequency domain. Low-power wide-area
communication technologies such as NB-IoT and LTE-M
have become increasingly important for remote sensing de-
ployments, where bandwidth and energy consumption must
be minimized [7].

The reliability of LPWAN communications can be affect-
ed by interference and coverage limitations, which makes
communication-efficient telemetry particularly important in
remote deployments [13].
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Tab. 1. Representative acoustic frequency ranges reported in the literature dealing with honey bee monitoring systems.

Condition / behavior Frequency Interpretation References
range
Ventilation and thermoregulation 50-190 Hz Hive ventilation and microclimate regulation [3]
Queen-related activity 160280 Hz Acoustic patterns associated with queen presence, [16]
queen acceptance, or queenless state
Foraging and nectar processing 200-300 Hz Active colony work, nectar hapdhng, and foraging [3], [17]
related activity

Intensive colony activity 240-400 Hz | Increased colony activity and internal hive logistics [5]

Pre-swarming activity 400-500 Hz Increased excitation and swarm preparation [1], [14]
Swarm-related signals 500—550 Hz Acoustic patterns a.ls.som.ated with swarm [14]

mobilization

This paper presents a communication-efficient embedded fast
Fourier transform (FFT) framework for acoustic telemetry
in smart beehive monitoring systems. The main objective
is not to develop a production-ready biological classifier,
but to evaluate whether compact FFT-derived descriptors
retain diagnostically relevant information while substantially
reducing communication payload.

The main contributions of this work are as follows:

1) embedded FFT-based acoustic feature extraction frame-
work for smart beehive IoT nodes,

2) communication reduction analysis comparing raw audio
transmission with compact acoustic telemetry,

3) experimental evaluation using queenright and queenless
honey bee colony recordings,

4) comparison of dominant-frequency, amplitude-based, and
spectral-shape descriptors,

5) file-level statistical analysis mitigating the risk of overin-
terpreting non-independent audio segments.

The rest of the paper is structured as follows. Section 2 re-
views related works. Section 3 presents the proposed em-
bedded acoustic telemetry framework. Section 4 describes
the FFT-based feature extraction method. Section 5 intro-
duces the experimental data set. Section 6 reports the results,
while Section 7 discusses limitations and deployment-related
implications. Section 8 concludes the paper.

2. Related Works

Precision apiculture increasingly relies on non-invasive sens-
ing systems that observe colony dynamics without opening the
hive. Existing systems measure internal temperature, humidi-
ty, hive weight, and acoustic activity, often transmitting the
collected telemetry to a cloud platform for analysis [4]—[6].

Acoustic monitoring has received significant attention, as bee-
generated sounds can reflect colony activity, swarm prepara-
tion, queen status, and stress responses [1], [3]. The authors
of [1] demonstrated that the spectral characteristics of the hive
sounds can be used for early swarm detection, while paper [2]
stated that the vibrational signatures contain biologically
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meaningful information on colony dynamics. Recent stud-
ies have also explored embedded or machine learning-based
approaches to bee sound analysis [8], [14].

A comprehensive review of automated beehive acoustic moni-
toring was recently presented in [ 15], highlighting the growing
interest in signal processing and machine learning approach-
es.

However, many acoustic monitoring approaches focus pri-
marily on biological classification or offline analysis. Less
attention has been paid to the communication and embedded
system aspects of large-scale acoustic telemetry. In practical
IoT deployments, transmitting raw audio is often not feasi-
ble. Therefore, edge-based signal processing is needed to
reduce data volume while preserving diagnostically useful
information.

Table 1 summarizes the representative frequency ranges re-
ported in previous beehive acoustic studies. These ranges
should be interpreted as indicative rather than universal diag-
nostic thresholds, because measured values may depend on
colony condition, microphone placement, hive type, environ-
mental conditions, and sensor characteristics.

Although acoustic monitoring has been extensively investi-
gated, most studies focused on biological interpretation or
offline signal analysis. Only limited attention has been paid
to embedded implementation constraints and reduction in
communications payloads. A comparison of representative
approaches is presented in Tab. 2.

As shown in Tab. 2, most previous studies focused primar-
ily on the biological interpretation of hive acoustics, while
the proposed approach explicitly addresses embedded imple-
mentation constraints and communication reduction.

Tab. 2. Comparison of acoustic monitoring approaches reported in
the literature.

’ Ref. FFT Edge Embedded | Comm.
[1] Yes No No No
[2] Yes No No No
[14] Partial Partial No No
This work Yes Yes Yes Yes
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Fig. 1. Acoustic sensing hardware used in smart beehive monitoring
systems: waterproof microphone module (left) and microphone
installed at the hive entrance during field deployment (right).

3. Proposed Embedded Acoustic
Telemetry Framework

The proposed framework is intended for smart beehive moni-
toring systems equipped with a microphone, an embedded
microcontroller, and a wireless communication module. The
system acquires short acoustic buffers, performs local FFT
analysis, extracts compact descriptors, and transmits only the
resulting feature vector.

Figure 1 shows the acoustic sensing hardware used in the
BeeHUB monitoring system. The microphone may be in-
stalled near the entrance to or inside the hive, depending on
the monitoring objective and deployment constraints.

The conceptual architecture of the proposed acoustic teleme-
try chain is shown in Fig. 2. Acoustic signals are processed
locally on the embedded node. Only extracted descriptors,
such as amplitude, energy, centroid, entropy, and dominant
frequency, are transmitted to the cloud platform.

The embedded processing workflow is presented in Fig. 3.
The device periodically initializes the microphone, acquires
a short buffer, computes the FFT, extracts descriptors from
the selected frequency band, transmits the compact packet,
and returns to sleep mode.

[ Honey bee colony

!

Microphone

!

Embedded IoT node

!

Local FFT processing

)
)
)
¢ )
)
)
)
)

Compact descriptors

!

LTE-M / NB-IoT

!

Cloud platform

!

[ Monitoring dashboard

N N N N N

Fig. 2. Architecture of the proposed embedded acoustic telemetry
framework.
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Fig. 3. Signal processing pipeline of the proposed integrated acoustic
telemetry framework.

4. FFT-based Feature Extraction Method

4.1. Signal Processing

Fast Fourier Transform (FFT) remains one of the most widely
used methods for frequency domain analysis in embedded
signal processing systems due to its computational efficiency
and suitability for resource-constrained hardware [18]—[20].
For each audio segment, a real-valued FFT was calculated.
The discrete Fourier transform of the input signal is defined
as:

X(k) =) x(n)e 2 /N (1)
n=0
where z(n) is the time-domain acoustic signal, NV is the
number of samples, and X (k) is the complex frequency-
domain representation.

The frequency resolution is given by:
_

Af= N (@)
where f; is the sampling frequency. For the target embed-
ded configuration with f; = 8192 Hz and N = 4096, the
frequency resolution is 2 Hz.

The FFT window duration is:
N

Ty = 7 3)
For N = 4096 and fs; = 8192 Hz, one FFT window cor-
responds to 0.5 s of audio. Multiple short windows may be
analyzed within one measurement cycle to observe a longer
acoustic interval without storing a full raw audio recording.
Prior to FFT computation, a Hann window was applied to
each audio segment to reduce spectral leakage resulting from
finite-length signal acquisition.
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4.2. Extracted Descriptors

The analysis focused on the 200 —-400 Hz frequency band.
This band was selected because it overlaps with the acous-
tic activity ranges reported for foraging, nectar processing,
colony work and selected queen- or stress-related states.

The dominant frequency was calculated as follows:
om — X . 4
fum = 1 (oo 500])

In addition to dominant frequency, the following descriptors
were evaluated:

1) peak amplitude,

2) mean spectral amplitude,
3) spectral centroid,

4) spectral entropy,

5) band energy.
The spectral centroid was calculated as:

S fids
-~

where f; is the frequency bin and A; is the corresponding
spectral magnitude.

C

(&)

The normalized spectral entropy was calculated from the
probability distribution of spectral magnitudes:

H=— Zpi log, (ps) (6)

where
A;

PiZZAi-

Band energy was calculated as:
E= Z A2 (7

The FFT stage dominates the computational complexity of
the proposed pipeline with complexity O(N log V), whereas
the remaining descriptors are computed in linear time. Owing
to this computational profile, real-time execution remains
feasible on modern microcontrollers such as ESP32 [18], [19].

4.3. Embedded Implementation Parameters and
Benchmark

Table 3 summarizes the target embedded implementation
parameters used in the proposed FFT-based acoustic telemetry
framework. The selected configuration is compatible with
ESP32-class IoT nodes and avoids raw audio transmission by
extracting compact spectral descriptors locally.

To address the feasibility of the proposed FFT-based process-
ing pipeline on the target hardware platform, an embedded
benchmark was designed for the ESP32-class microcontroller
used in the BeeHUB acoustic sensing node. The benchmark
measures the execution time of one FFT processing cycle,
determines the maximum memory usage, the size of the de-
scriptor payload, and the communication reduction achieved
by local feature extraction.
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Tab. 3. Implementation parameters and resource requirements.

Parameter

Value

Microcontroller class

ESP32-based IoT node

Target sampling frequency 8192 Hz
FFT length 4096 samples
Frequency resolution 2 Hz
Window duration 05s
Analysis duration 12s
Number of FFT windows 24
Analysis band 200-400 Hz

Candidate features

Frequency, amplitude, energy,
centroid, entropy

Input audio buffer 8 KB
FFT working buffer 8 KB
Typical feature vector 8 —24 bytes
Estimated RAM requirement < 18KB
Estimated firmware Flash < 100 KB

LTE-M / NB-IoT

Wireless technology

The benchmark procedure consists in acquiring 4096 sample
audio windows at 8192 Hz, applying FFT-based spectral
analysis, extracting compact descriptors from the 200 —-400
Hz band, and preparing the resulting telemetry payload for
wireless transmission.

The same processing configuration as in the offline analysis is
used to ensure consistency between the experimental valida-
tion and the target embedded implementation. The benchmark
reused the original implementation of the production firmware
without modifying the FFT processing path, ensuring that
the reported execution times accurately reflect the deployed
BeeHUB sensing node.

The firmware-level benchmark was performed using the FFT
implementation of the ESP32 acoustic pipeline. The bench-
mark compiled the production firmware FFT implementation
in a host side test harness and reproduced the processing
structure used by the embedded acoustic acquisition routine.

The measured FFT runtime was 0.017 ms per a 4096-sample
window, while the total processing time including descriptor
extraction was 0.227 ms. The estimated peak heap usage was
98 344 bytes, and the FFT object Flash footprint was 4578
bytes. The measured processing time of 0.227 ms represents
less than 0.05% of the 0.5-second acquisition window, con-
firming that the proposed processing pipeline easily satisfies
real-time constraints on the target embedded platform (see
Tab. 4).

Consequently, the benchmark evaluates the identical FFT im-
plementation and processing path used by the production
BeeHUB firmware, although timing measurements were ob-
tained using a host side benchmarking harness. The measured
peak heap usage remains well below the available RAM of
typical ESP32 devices, confirming that the proposed imple-
mentation is compatible with low-cost embedded hardware.
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Tab. 4. Firmware-level FFT benchmark and payload reduction
results.

Metric Value
Benchmark type HOSL:;iii;ﬂware
FFT implementation ESP32 firmware FFT code
FFT size 4096 samples
FFT runtime 0.017 ms
Total processing time 0.227 ms
Peak heap usage 98 344 bytes
Measured fl;i;[l‘)glr?tdule Flash 4578 bytes
Single descriptor packet payload 4 bytes
Raw 128 buffer payload 32768 bytes
Reduction factor 8192
Estimated LTE-M airtime 0.085 ms vs. 699.1 ms
Estimated energy reduction 8192x
Measured board sleep current 62.25 uA
Processing utilization 0.045% (.)f acquisition
window

Tab. 5. Experimental audio dataset and recording characteristics.

Parameter Value
Queenright recordings 6
Queenless recordings 8
Total recordings 14
Queenright segments 36
Queenless segments 48
Total analyzed segments 84
Original recording duration 829 s
Analyzed duration 168 s
Sampling rate 44.1 kHz
Resampled analysis rate 8192 Hz
Segment duration 2s
Analysis window per file 125

The raw 12S buffer used by the embedded implementation
contains 4096 frames with two 32-bit channels, corresponding
to 32768 bytes per FFT window. In contrast, the minimal
transmitted acoustic descriptor packet consists of a 16-bit
frequency value and a 16-bit amplitude value, corresponding
to 4 B. In the extended feature-vector configuration used for
communication analysis, six 32-bit descriptors correspond to
24 bytes. This corresponds to an 8192-fold reduction in the
transmitted payload. Under a simplified LTE-M payload-only
airtime model at 375 kbps, this corresponds to a reduction
from approximately 699.1 ms for the raw buffer to 0.085 ms
for the descriptor payload.

The measured embedded processing time of 0.227 ms occu-
pies only 0.045% of the 0.5 s acquisition interval and remains
more than three orders of magnitude lower than the estimat-
ed LTE-M transmission time for raw audio (699.1 ms). This

26

confirms that communication latency dominates the overall
sensing cycle.

In addition, a board-level measurement of the low power
state performed with all sensors connected and without the
programmer attached showed a sleep current of approximately
62.25 pA. This value characterizes the quiescent operation
of the sensing node between measurement cycles and should
not be confused with the average active current reported for
the complete sensing cycle power profile in Section 6.

5. Experimental Dataset and Statistical
Analysis

The experimental data set consisted of WAV recordings ob-
tained from honey bee colonies labeled as queenright and
queenless. The recordings were originally collected as audio
files and processed offline in Python using NumPy and SciPy.
Files beginning with q were treated as queenright recordings,
whereas those beginning with nq were treated as queenless
recordings.

5.1. Audio Preprocessing

Before feature extraction, all recordings were processed using
a standardized preprocessing workflow to improve compara-
bility between measurements collected under field conditions.
The audio recordings were converted to uncompressed WAV
format and analyzed using a common processing pipeline
implemented in Python.

The original recordings were acquired at a sampling fre-
quency of 44.1 kHz. To ensure consistency with the intended
embedded implementation, all recordings were resampled
to the target sampling frequency of 8192 Hz prior to feature
extraction. This resampling configuration matches the pro-
posed ESP32-based deployment and provides a frequency
resolution of 2 Hz for a 4096-point FFT. The resampled sig-
nals were subsequently divided into fixed-length 2-second
segments for descriptor extraction (Tab. 5).

The target embedded implementation uses a SPHO645L.M4H
digital MEMS microphone with an I2S interface [21]. Ac-
cording to the manufacturer’s specification, the microphone
operates over a frequency range of approximately 50 to 15
kHz and supports a supply voltage of 1.6 to 3.6 V. The dig-
ital I2S interface eliminates analog gain-stage variability,
although microphone placement and hive-specific acoustic
coupling may still influence the measured amplitude.

To reduce the influence of recording-level amplitude dif-
ferences caused by microphone placement or acquisition
conditions, amplitude normalization was applied before FFT
analysis. Normalization was performed independently for
each analyzed segment while preserving the relative spectral
characteristics within the selected frequency band.

Each segment was subsequently windowed using a Hann
window to reduce spectral leakage before FFT computation.
The frequency domain descriptors were then extracted from
the 200—-400 Hz band, including the dominant frequency,
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Tab. 6. Effect of segment duration on extracted acoustic descriptors.

State Duration Me.an Dominant
amplitude frequency

Queenright 2s 115508.73 248.88 Hz
Queenright 128 128201.93 250.88 Hz
Queenright 30s 122356.53 251.50 Hz
Queenless 2s 425703.50 271.08 Hz
Queenless 12s 1967941.00 250.80 Hz
Queenless 30s 2066559.00 224.00 Hz

the peak amplitude, the mean spectral amplitude, spectral
centroid, the spectral entropy, and the band energy.
Because the recordings originated from practical field de-
ployments rather than controlled laboratory measurements,
absolute amplitude values should be interpreted with caution.
Consequently, amplitude-based descriptors are considered rel-
ative diagnostic features rather than calibrated sound-pressure
measurements.

In general, the analyzed dataset comprised 14 recordings,
including six queenright and eight queenless colonies. Each
file was analyzed over the first 12 s and divided into six
2 second segments. This resulted in 36 queenright and 48
queenless segments, for a total of 84 analyzed segments and
168 s of analyzed audio. The original recordings were sampled
at 44.1 kHz.

Because segments extracted from the same recording are
not fully independent observations, two levels of statistical
analysis were performed. First, segment-level analysis was
used to examine the behavior of the descriptor in all 84 short
windows. Second, file-level aggregation was performed by
averaging descriptors within each audio recording, resulting
in 14 independent file-level observations.

The Mann-Whitney U test was used for non-parametric com-
parison between queenright and queenless groups. The effect
size was quantified using Cliff’s delta. Bootstrap 95% confi-
dence intervals were calculated for the amplitude descriptors
to provide uncertainty estimates. Because multiple acous-
tic descriptors were evaluated, the statistical significance of
the obtained p-values was additionally interpreted using the
Bonferroni correction.

6. Results

6.1. Example FFT Spectrum

Figure 4 presents an example of the FFT spectrum extracted
from a beehive recording. The highlighted 200—-400 Hz
region was used for the extraction of the descriptor.

6.2. Segment Duration Analysis

Table 6 summarizes the effect of the duration of the segment
on the extracted descriptors. Queenright recordings showed
relatively stable dominant frequency estimates across seg-
ment durations, while queenless recordings exhibited greater
variability.
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Fig. 4. Example FFT spectrum extracted from a beehive recording.
The 200 —400 Hz band was used for descriptor extraction.
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Fig. 6. Distribution of dominant frequencies extracted from queen-
right and queenless recordings in the 200—-400 Hz band.

6.3. Dominant Frequency and Mean Amplitude

The extracted dominant frequencies were compared between
queenright and queenless recordings. At the segment level,
the dominant frequency did not significantly differentiate the
groups. However, the amplitude-based descriptors showed
clearer separation.
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Tab. 7. Segment-level comparison of FFT-derived descriptors between queenright and queenless recordings.

Descriptor Quﬁfglllght Queenless mean Queenright SD Queenless SD P 1
Dominant freq. [Hz] 254.76 265.93 26.00 48.98 0.674 —-0.054
Peak amplitude 7.50 x 10° 1.44 x 10° 2.54 x 10° 3.39 x 10° 292 x 107 0.711
Mean amplitude 1.38 x 10° 3.09 x 10° 4.43 x 10* 6.57 x 10° 1.02 x 107 0.734
Spectral centroid [Hz] 273.82 293.15 9.58 16.40 5.40 x 107 —0.697
Spectral entropy 8.17 8.28 0.13 0.24 8.87 x 1076 -0.569
Band energy 1.45 x 10" 2.98 x 10" 9.00 x 10" 8.15 x 10" 7.84 x 107 0.740
6
<10 8 ><1062.00 ©
i 2.0 g 1.75
E 1.5 3 1.50
= 2 125
< 10 j="
§ E 100
= 05 § 075
=
% — 0.50
0 : : 0.25 &
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Fig. 7. Comparison of the mean spectral amplitude in the 200-400 With Queen C Without Queen
. . ategory
Hz band for queenright and queenless recordings.

6.4. Extended FFT-derived Descriptors

Table 7 summarizes the segment-level statistical comparison
of the FFT-derived descriptors. The dominant frequency was
not statistically significant, while peak amplitude, mean am-
plitude, spectral centroid, spectral entropy, and band energy
differed significantly between the two groups.

The strongest segment-level effect sizes were observed for
band energy, mean amplitude, and peak amplitude. These
results indicate that energy-related and spectral-shaped de-
scriptors contain substantially more diagnostic information
than dominant frequency alone.

The file-level effect size for mean spectral amplitude was large
(Cliff’s § = 0.75), indicating a substantial practical difference
between queenright and queenless recordings despite the
limited dataset size.

6.5. File-level Analysis

To reduce the risk of overinterpreting dependent segments,
the descriptors were also aggregated at file level. Table 8
summarizes the statistical comparison.

At the file level, the mean dominant frequency was 254.76 Hz
for queenright recordings and 265.93 Hz for their queenless
counterparts. This difference was not statistically significant
(p = 0.216). In contrast, mean spectral amplitude differed

Tab. 8. File-level statistical comparison of acoustic descriptors.

’ Feature ‘ p-value Cliff’s § Result ‘
Dominant frequency 0.216 -0.417 n.s.
Mean amplitude 0.0236 0.750 Significant

28

Fig. 8. File-level comparison of mean spectral amplitude. Each point
represents an independent audio recording.

significantly between the groups. Queenright recordings had a
mean amplitude of 138262, with a bootstrap 95% confidence
interval of [124661, 153062], whereas queenless recordings
had a mean amplitude of 308576, with a bootstrap 95%
confidence interval of [141550, 508733] (p = 0.0236, Cliff’s
6 = 0.750).

6.6. Frequency Stability

In addition to mean dominant frequency, stability was evaluat-
ed using the coefficient of variation (CV). Queenright record-
ings exhibited a CV of 3.75%, whereas queenless recordings
showed considerably higher variability (CV of 6.97%). This
suggests that frequency stability may provide additional di-
agnostic information beyond the mean dominant frequency
alone.

6.7. Communication and Energy Efficiency

A major advantage of embedded acoustic processing is the
reduction of communication load. The transmission of raw
audio requires substantially more data than the transmission of
compact FFT-derived descriptors. For mono-audio sampled at
fs = 8192 Hz with 16-bit resolution over an analysis duration
of T' = 12 s, the raw payload size is:

b
Sraw: S'T-iﬂ
/ 8

where b is the number of bits per sample. This gives:

Sraw = 819212 -2 =196 608 bytes .
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Fig. 9. Comparison of embedded processing latency and estimated
LTE-M transmission time, illustrating the communication advantage
of local FFT processing.

In contrast, the proposed embedded approach transmits only
a small descriptor vector containing frequency and amplitude
domain features. If each descriptor is encoded as a 32-bit
floating-point value and six descriptors are transmitted, the
resulting payload is:

Sdese =6-4=24B.

Therefore, the payload reduction ratio is:

STaw

k= Sdesc ’

For the analyzed configuration, this corresponds to a reduction
ratio of approximately 8 192:1.

Figure 9 shows that the execution time for local FFT process-
ing is several orders of magnitude shorter than the time re-
quired to transmit raw audio over LTE-M. The total embedded
processing time of 0.227 ms remains more than three orders
of magnitude lower than the estimated LTE-M transmission
time for raw audio of 699.1 ms. Consequently, communica-
tion latency dominates the overall sensing cycle, confirming
that edge-based spectral feature extraction is substantially
more efficient than raw audio transmission.

The substantial reduction in the transmitted payload directly
translates into shorter radio activity periods. To complement
this theoretical communication analysis, the complete sens-
ing node was experimentally profiled using a Nordic Power
Profiler Kit II.

The proposed approach shifts the computational burden from
wireless communication to local signal processing, which is
advantageous for battery-powered LPWAN deployments. By

Tab. 9. Communication payload reduction achieved by embedded
FFT feature extraction.

Representation Payload size Relative load
Raw audio, 12's, 8192 Hz, 196 608 10
16 bit bytes
2 descriptors 8 bytes 4.07 x 107
6 descriptors 24 bytes 1.22x 107
8 descriptors 32 bytes 1.63 x 107
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Tab. 10. Experimental power consumption of the complete sensing
node.

Metric Value
Supply voltage 36V
Average current 93.99 mA
Peak current 1.16 A
Measurement duration 24.54 s
Measured charge 231C
Average power 338.4 mW
Energy per sensing 3317
cycle
Complete node with all sensors
Measurement scope
connected

Fig. 10. Example of a field observation conducted in an apiary near
Konin, Poland, during a period of elevated colony activity preceding
a swarming event.

reducing the transmitted payload from 196 608 to 8 — 24 bytes,
the proposed framework substantially shortens radio activity
duration and decreases communication overhead while pre-
serving diagnostically relevant acoustic information (Tab. 9).
Such communication-efficient processing is consistent with
the growing trend towards edge intelligence in IoT systems.

Power profiling was performed using a Nordic Power Profiler
Kit IT at a supply voltage of 3.6 V. The measurement cov-
ered one complete sensing cycle with all connected sensors,
including sensor initialization, FFT processing, wireless mo-
dem activity, and return to idle state. The average current was
93.99 mA for 24.54 s, corresponding to a measured charge of
2.31 C and an energy consumption of approximately 8.31J
per cycle. The peak current reached 1.16 A during short peri-
ods of high activity, which is consistent with wireless modem
activity and sensor initialization (Tab. 10).

6.8. Field Observation Example

Swarming is one of the most important colony states that
motivates automated acoustic monitoring. Figure 10 presents
a field observation of increased colony activity during a pre-
swarming period.

6.9. Multi-modal Hive Observation

Figures 11 and 12 present an example of multimodal hive
monitoring using the BeeHUB telemetry platform.
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Fig. 11. Hive weight and internal temperature during a field ob-
servation period associated with nectar flow and increased colony
activity.
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Fig. 12. Acoustic descriptors recorded during the same observation
period. Most measurements remained between 200 and 300 Hz,
while short-term anomalies exceeded 800 Hz.

During the observation period, the weight of the hive in-
creased from approximately 11 kg to more than 22 kg, indi-
cating intensive accumulation and nectar flow. At the same
time, the internal temperature of the hive remained relative-
ly stable between 34 and 35°C, suggesting normal brood
thermoregulation.

The acoustic observations revealed dominant frequencies typ-
ically ranging between 200 and 300 Hz, which is consistent
with colony activity associated with foraging, nectar pro-
cessing, and ventilation reported in the literature. Several
short-duration anomalies exceeded 800 Hz. Such events may
indicate periods of elevated colony excitation and could po-
tentially precede swarming-related behavior or other colony
disturbances. More studies based on larger datasets are re-
quired to verify this hypothesis.

7. Discussion

The obtained results support the main assumption of the pro-
posed framework: useful acoustic descriptors can be extracted
locally from short FFT windows and transmitted as compact
telemetry variables. This reduces the need for raw audio stor-
age and enables acoustic monitoring in bandwidth-constrained
IoT deployments.

The proposed framework follows the broader trend of mov-
ing signal processing from cloud platforms to resource-
constrained edge devices [8].
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Recent studies have investigated TinyML-based approaches
for detecting acoustic events directly on embedded devices
[11].

Although such methods may provide higher classification
capabilities, they usually require trained machine learning
models, additional memory resources, and increased compu-
tational complexity.

In contrast, the proposed FFT-based approach relies on de-
terministic signal processing and does not require model
training, inference engines, or neural network parameters.
As a result, the method remains lightweight, interpretable,
and suitable for deployment on low-cost ESP32-class devices
operating under strict memory and energy constraints.

An important finding is that dominant frequency alone did
not reliably distinguish queenright and queenless recordings.
This is relevant because many simple acoustic monitoring
approaches focus on tracking a single dominant frequency
value. In the present data set, the amplitude- and energy-based
descriptors were more informative. At the segment level,
band energy, mean amplitude, and peak amplitude showed
the largest effect sizes. At the file level, the mean amplitude
remained statistically significant despite the small number of
independent recordings.

File-level analysis is especially important, since audio seg-
ments extracted from the same recording cannot be treated
as fully independent observations. The segment-level results
should therefore be interpreted as descriptor-level evidence,
while the file-level results provide a more conservative as-
sessment.

The study has several limitations. In general, the analyzed
material comprised 14 recordings, and the queenright and
queenless labels were based on preliminary manual classifi-
cation. The recordings did not include complete biological
metadata such as brood status, nectar flow, Varroa infestation,
weather conditions, hive type, or various microphone place-
ments. Therefore, the results should be treated as a validation
of the extraction and communication reduction of embedded
features rather than as a final biological diagnostic model.

Therefore, this data set should be regarded as a proof-of-
concept data set intended for validating the proposed embed-
ded processing framework, rather than an attempt to develop
a production-ready biological classifier.

The proposed approach may also be generalized to other
resource-constrained IoT acoustic monitoring applications,
including environmental sensing, industrial condition moni-
toring, smart agriculture, wildlife monitoring, and distributed
edge intelligence systems operating over LPWAN, LTE-M
and NB-IoT networks.

The segment-duration experiment showed that 2-second seg-
ments already preserve the dominant acoustic characteristics
while minimizing memory requirements and processing la-
tency. Longer segments increased computational cost without
providing a proportional improvement in the stability of the
descriptor. Therefore, 2-second windows were selected as
a compromise between spectral stability and embedded sys-
tem constraints.
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Although the mean dominant frequency did not differ signifi-
cantly between queenright and queenless colonies, queenless
recordings exhibited a dominant-frequency variability that
was almost two times higher than in the case of queenright
recordings (CV of 6.97% versus 3.75%). One possible expla-
nation is that queenless colonies exhibit less stable collective
behavior and increased acoustic heterogeneity.

Although the present study does not attempt to establish
biological causality, the observed increase in frequency vari-
ability suggests that stability-related acoustic metrics may
provide additional diagnostic value beyond mean frequen-
cy alone. In practical NB-IoT and LTE-M deployments, such
payload reduction directly translates into shorter radio activi-
ty periods, lower energy consumption, and improved battery
lifetime.

8. Conclusions

This paper presented a communication-efficient embed-
ded FFT framework for acoustic telemetry in smart bee-
hive IoT systems. The proposed approach extracts com-
pact FFT-derived descriptors, including dominant frequency,
amplitude-based measures, spectral centroid, spectral entropy,
and band energy. The method enables local signal process-
ing on resource-constrained nodes and substantially reduces
communication requirements compared to raw audio trans-
mission.

The primary contribution of this work is not the biological
classification of colony states, but the demonstration that
diagnostically relevant acoustic information can be retained
while reducing communication payload by approximately
four orders of magnitude (up to 8192-fold).

This enables scalable deployment of acoustic sensing in large-
scale IoT monitoring systems operating under bandwidth and
energy constraints.

Experimental validation using queenright and queenless
recordings showed that dominant frequency alone was not
a reliable discriminator. In contrast, amplitude-based and
energy-related descriptors were more informative. File-level
analysis confirmed that mean spectral amplitude remained sta-
tistically significant between groups, while queenless record-
ings also showed higher dominant frequency variability. The
embedded benchmark further demonstrated that the proposed
processing pipeline satisfies real-time constraints while re-
quiring only modest computational resources on an ESP32-
class microcontroller.

The proposed framework provides a practical and scalable ba-
sis for acoustic telemetry in precision apiculture and demon-
strates how embedded edge processing can substantially re-
duce communication overhead in LPWAN-based 10T sys-
tems. Future work will include validation on substantially
larger multi-season datasets together with direct measure-
ments of embedded execution time, communication energy
consumption, and long-term field deployment. The proposed
framework may also be adapted to other LPWAN-based em-
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bedded acoustic sensing applications where communication
efficiency is a primary concern.

Acknowledgments

The author thanks the beekeepers who supported the collec-
tion of acoustic recordings and field observations relied upon
in this study.

References

[1] S. Ferrari, M. Silva, M. Guarino, and D. Berckmans, “Monitoring of
Swarming Sounds in Bee Hives for Early Detection of the Swarming
Period”, Computers and Electronics in Agriculture, vol. 64, pp. 72-77,
2008 (https://doi.org/10.1016/j.compag.2008.05.010).

[2] M. Bencsik et al., “Honeybee Colony Vibrational Measurements to
Highlight the Brood Cycle”, PLOS ONE, vol. 10, art. no. 0141926,
2015 (https://doi.org/10.1371/journal.pone.0141926).

[3] A. Terenzi, S. Cecchi, and S. Spinsante, “On the Importance of the
Sound Emitted by Honey Bee Hives”, Veterinary Sciences, vol. 7, art.
no. 168, 2020 (https://doi.org/10.3390/vetsci7040168).

[4] W.G. Meikle and N. Holst, “Application of Continuous Monitoring of
Honeybee Colonies”, Apidologie, vol. 46, pp. 10-22, 2014 (https:
//doi.org/10.1007/513592-014-0298-x).

[5] H. Hadjur, D. Ammar, and L. Lefevre, “Toward an Intelligent and
Efficient Beehive: A Survey of Precision Beekeeping Systems and
Services”, Computers and Electronics in Agriculture, vol. 192, art.
no. 106604, 2022 (https://doi.org/10.1016/j.compag.202
1.106604).

[6] S. Goérecki et al., “Improving Bee Living Conditions Through Ecolog-
ical Thermal Insulation and Remote Early Anomaly Detection-vital
Step Towards Preserving Bees Population”, Fibres and Textiles in
Eastern Europe, vol. 32, pp. 1-12, 2024 (https://doi.org/10.2
478/ftee-2024-0025).

[7]1 H. Hadjur, D. Ammar, and L. Lefévre, “Analysis of Energy Con-
sumption in a Precision Beekeeping System”, Proc. of the 10th In-
ternational Conference on the Internet of Things, art. no. 20, 2020
(https://doi.org/10.1145/3410992.3411010).

[8] A.De Simone, L. Barbisan, G. Turvani, and F. Riente, “Advancing
Beekeeping: IoT and TinyML for Queen Bee Monitoring Using Audio
Signals”, IEEE Transactions on Instrumentation and Measurement,
vol. 73, pp. 1-9, 2024 (https://doi.org/10.1109/TIM.2024.
3449981).

[9] A. Turyagyenda et al., “IoT and Machine Learning Techniques for
Precision Beekeeping: A Review”, A1, vol. 6, art. no. 26, 2025 (http
s://doi.org/10.3390/216020026).

[10] K. Jeong et al., “IoT and AI Systems for Enhancing Bee Colony
Strength in Precision Beekeeping: A Survey and Future Research
Directions”, IEEE Internet of Things Journal, vol. 12, pp. 362-389,
2025 (https://doi.org/10.1109/JI0T.2024.3461775).

[11] B.B.Roy, S. Das, and U.K. Mondal, “TinyML-driven Sensor Nodes
for Energy-efficient Acoustic Event Detection in Pervasive Acoustic
WSNs”, Journal of Telecommunications and Information Technology,
no. 2, pp. 69-77, 2025 (https://doi.org/10.26636/jtit .20
25.2.2084).

[12] U. Ghosh and U.K. Mondal, “Pilot Agent-driven Wireless Acoustic
Sensor Network for Uninterrupted Data Transmission”, Journal of
Telecommunications and Information Technology, no. 4, pp. 53-60,
2023 (https://doi.org/10.26636/jtit.2023.4.1322).

[13] P. Rajchowski, “Examination of 5G NR, LTE, and NB-IoT Radio
Interfaces and Their Vulnerabilities to Interference”, Journal of
Telecommunications and Information Technology, no. 4, pp. 93-100,
2024 (https://doi.org/10.26636/jtit.2024.4.1960).

[14] A.Zgank, “IoT-based Bee Swarm Activity Acoustic Classification
Using Deep Neural Networks”, Sensors, vol. 21, art. no. 676, 2021
(https://doi.org/10.3390/s21030676).

31


https://doi.org/10.1016/j.compag.2008.05.010
https://doi.org/10.1371/journal.pone.0141926
https://doi.org/10.3390/vetsci7040168
https://doi.org/10.1007/s13592-014-0298-x
https://doi.org/10.1007/s13592-014-0298-x
https://doi.org/10.1016/j.compag.2021.106604
https://doi.org/10.1016/j.compag.2021.106604
https://doi.org/10.2478/ftee-2024-0025
https://doi.org/10.2478/ftee-2024-0025
https://doi.org/10.1145/3410992.3411010
https://doi.org/10.1109/TIM.2024.3449981
https://doi.org/10.1109/TIM.2024.3449981
https://doi.org/10.3390/ai6020026
https://doi.org/10.3390/ai6020026
https://doi.org/10.1109/JIOT.2024.3461775
https://doi.org/10.26636/jtit.2025.2.2084
https://doi.org/10.26636/jtit.2025.2.2084
https://doi.org/10.26636/jtit.2023.4.1322
https://doi.org/10.26636/jtit.2024.4.1960
https://doi.org/10.3390/s21030676

Sebastian Gérecki

[15]

[16]

(17]

[18]

[19]

M. Abdollahi, P. Giovenazzo, and T. Falk, “Automated Beehive
Acoustics Monitoring: A Comprehensive Review of the Literature
and Recommendations for Future Work”, Applied Sciences, vol. 12,
art. no. 3920, 2022 (https://doi.org/10.3390/app12083920).
D. Kanelis et al., “Decoding the Behavior of a Queenless Colony
Using Sound Signals”, Biology, vol. 12, art. no. 1392, 2023 (https:
//doi.org/10.3390/biology12111392).

A. Farina, “Discovering Ecoacoustic Codes in Beehives: First Evi-
dence and Perspectives”, Biosystems, vol. 234, art. no. 105041, 2023
(https://doi.org/10.1016/j.biosystems.2023.105041).
J.W. Cooley and J.W. Tukey, “An Algorithm for the Machine Calcula-
tion of Complex Fourier Series”, Mathematics of Computation, vol.
19, pp. 297-301, 1965 (https://doi.org/10.2307/2003354).
A.V. Oppenheim and R.W. Schafer, Discrete-Time Signal Processing,
2nd ed., Prentice Hall, 870 p., 1999, (ISBN 9780137549207).

[20] S.W. Smith, The Scientist and Engineer’s Guide to Digital Sig-
nal Processing, California Technical Publishing, 1997, (ISBN
9780966017632).

[21] Knowles Electronics (Syntiant), MEMS Sisonic Digital Multimode
Microphone SPHO6451L.M4H-B, datasheet specification.

Sebastian Gérecki, Ph.D. Candidate

Institute of Electronics
https://orcid.org/0000-0001-5700-4000

E-mail: research@sgorecki.eu

Lodz University of Technology, £.6dZ, Poland

https://p.lodz.pl


https://doi.org/10.3390/app12083920
https://doi.org/10.3390/biology12111392
https://doi.org/10.3390/biology12111392
https://doi.org/10.1016/j.biosystems.2023.105041
https://doi.org/10.2307/2003354
https://orcid.org/0000-0001-5700-4000
https://p.lodz.pl

Network Threat Detection in IaaS
Environments Based on Flow Log Data

Hubert Wojcik, Mirostaw Roszkowski, and Andrzej Mycek

Cracow University of Technology, Cracow, Poland

d) https://doi.org/10.26636/jtit.2026.3.2628

@ Submitted: 23 May 2026, Reviewed: 28 Jun. 2026, Accepted: 1 Jul. 2026

Abstract — The rapid growth of cloud services has led secu-
rity monitoring to rely mainly on limited telemetry data fur-
nished by cloud service providers. Flow logs, such as VPC Flow
Logs in Amazon Web Services, are one of the key sources of in-
formation about network traffic in IaaS environments. In this
study, a fully automated experimental environment was de-
signed and deployed in the AWS cloud using the infrastructure-
as-a-code approach with Terraform. The environment includes
a virtual network, flow logging mechanisms, and controlled at-
tack scenarios generating characteristic traffic patterns, such
as port scanning, brute-force authentication attempts, and data
exfiltration. The collected data was analyzed using cloud-native
tools, in particular Amazon Athena, which enabled a detailed
investigation of anomaly detection based on flow-level metrics.
The results confirm that selected threats can be effectively de-
tected using traffic metadata, including the number of unique
destination ports, the repetition of communication attempts,
the volume of transferred data and the temporal regularity of
flows. The analysis demonstrates that flow logs alone are not
sufficient to clearly distinguish between malicious activity and
legitimate operations with similar characteristics, highlighting
inherent limitations of telemetry in the IaaS model. The paper
outlines directions for future work, including correlation with
additional log sources and integration with ML models to im-
prove detection accuracy and reduce false positives.

Keywords — AWS, cloud security, laasS, intrusion detection, net-
work traffic analysis

1. Introduction

The rapid growth of cloud computing services has led to an
increasing number of information systems operating based
on the [aaS model. Despite their numerous advantages, such
as scalability and flexibility, these environments are exposed
to a wide range of security threats, particularly at the network
level. Network traffic analysis is one of the key techniques
for identifying malicious activities and assessing the overall
security posture of an infrastructure. The complexity of mod-
ern cloud environments makes monitoring a key component
in ensuring security, reliability, and compliance with orga-
nizational policies. Observability of distributed and dynam-
ically changing cloud resources remains a key challenge [1].

In the context of cloud environments, especially within the
TaaS model, network traffic analysis is critical given the high-
ly dynamic nature of resources and the limited visibility pro-
vided by traditional network inspection mechanisms. The
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ephemeral lifecycle of cloud resources and the abstraction
layers introduced by cloud providers restrict direct access to
network-level telemetry, thereby increasing the complexity
of effective security monitoring.

Cloud services can be delivered through various service
models that differ in the division of responsibilities between
the service provider and the end user. The most commonly
adopted models include TaaS, Platform-as-a-Service (PaaS),
and Software-as-a-Service (SaaS).

The TaaS model provides users with access to fundamental
infrastructure resources, including virtual machines, virtual
networks, and data storage systems. The responsibility for
configuring operating systems, implementing network secu-
rity controls, and securing deployed applications depends,
largely, on the user. Although this model offers great flexi-
bility, it also requires a systematic and conscious approach
to security management [2].

From a security perspective, the concept of shared responsi-
bility is paramount. According to this model, the cloud ser-
vice provider is responsible for securing the underlying phys-
ical infrastructure, while the user is responsible for securing
the resources deployed within the service. In the IaaS mod-
el, this responsibility includes, among other things, setting
network security rules, implementing access control mecha-
nisms, and continuously monitoring network traffic.

Network traffic in cloud environments differs significantly
from that observed in traditional data centers. This distinc-
tion arises primarily from resource virtualization, dynamic
infrastructure scaling, and software-level network segmen-
tation. As a result, traffic patterns in cloud-based systems
are more fluid and less predictable than those in static on-
premises environments. In cloud environments, two funda-
mental types of network traffic can be distinguished: external
traffic, which occurs between cloud-based resources and the
public network, and internal traffic, which occurs within the
cloud infrastructure between individual virtual resources [3].

Despite the increasing adoption of flow log—based telemetry
mechanisms, relatively few research papers analyze the de-
tection of multiple threat categories exclusively using such
data sources. The existing literature focuses primarily on
ML-based approaches for specific attack scenarios, such as
distributed denial-of-service (DDoS) attacks or port scan-
ning, while paying considerably less attention to the simulta-
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neous analysis of port scanning, brute force attacks, beacon-
ing, and data exfiltration within a unified IaaS environment.

Survey papers on laaS security focus on general aspects of
infrastructure layer security, such as cryptography and insid-
er threats, rather than on the limitations of network telemetry
and their impact on the detection of network-based threats.

Furthermore, research on anomaly detection using VPC
Flow Logs has gained momentum only in recent years, pre-
dominantly in the context of Internet of Things (IoT) envi-
ronments or machine learning (ML) detection techniques.
However, there remains a lack of systematic analysis that ad-
dresses multiple classes of network attacks within a cohesive
AWS IaaS architecture [4].

In this work, an experimental approach was adopted to eval-
uate the feasibility of using network flow logs — a primary
source of threat intelligence in IaaS environments. In con-
trast to existing research, which typically focuses on individ-
ual attack types or relies on advanced ML models, the anal-
ysis in this study emphasizes the identification of network
traffic patterns characteristic of different threat classes, by
relying on analytical methods.

The main contribution of this work is the design of a fully
controlled experimental environment in the AWS cloud and
the demonstration of the extent to which anomaly detection is
possible using network traffic metadata only, without access
to full packet payloads.

2. Related Works

Research on threat detection in IaaS cloud environments in-
creasingly focuses on network traffic objects, such as flow
logs. The growing adoption of this approach is driven by
technical limitations associated with full packet inspection,
as well as by the scale and dynamic nature of modern cloud
infrastructures. Numerous studies emphasize that flow logs
provide a lightweight, scalable means of monitoring network
traffic in the cloud, which differs significantly from tradition-
al methods based on packet capture (PCAP) or NetFlow.

For example, studies conducted in IoT environments clearly
demonstrate that VPC Flow Logs provide only basic meta-
data, such as packet and byte counts, source, destination ad-
dresses, and protocol information. Additionally, the flow logs
are segmented according to time-based windows, thus hin-
dering session reconstruction and comprehensive communi-
cation analysis. Despite these limitations, appropriate aggre-
gation and transformation of flow logs, such as bidirection-
al flow reconstruction, can significantly improve the effec-
tiveness of anomaly detection in cloud environments. Cloud
service providers recommend using flow log-based monitor-
ing for analyzing unauthorized traffic, detecting anomalies,
and correlating events within security information and event
management (SIEM) systems.

Despite the growing number of publications on threat detec-
tion in cloud environments, there remains a noticeable lack
of studies that systematically analyze the limitations of rely-
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ing solely on network flow logs for detecting multiple classes
of attacks simultaneously in TaaS environments.

Existing research primarily focuses on improving detec-
tion performance through ML models. However, the inter-
pretability of the results and the feasibility of applying sim-
pler analytical approaches in production environments are
rarely examined.

Therefore, a justified need exists for an analysis that relies
on an experimental approach using real cloud infrastructure
and focuses on the practical aspects of threat detection under
conditions of limited data visibility.

2.1. Anomaly Detection Using ML Models

The vast majority of contemporary research focuses on the
automatic detection of threats using ML algorithms that an-
alyze network metadata only. However, the literature al-
so presents more advanced approaches that leverage net-
work flows and native cloud observability services to design
autonomous threat detection systems. Particularly notewor-
thy are studies that concentrate on combining system-level
telemetry with network metadata and on applying ML mod-
els to enhance attack detection effectiveness.

An example of such an approach is an incident detection
system based on AWS services, which integrates data from
CloudWatch and VPC Flow Logs with an analytical pipeline
that uses Amazon SageMaker and serverless services such
as AWS Lambda and SNS. The system is designed to be ful-
ly autonomous and adaptive, addressing the limitations of
traditional rule-based monitoring systems, including static
CloudWatch alarms and signature-based mechanisms, which
struggle to detect complex and evolving threats. These stud-
ies demonstrate that enriching flow log analysis with ML
techniques — such as isolation forest, deep autoencoders, ran-
dom forest, and XGBoost — significantly improves detection
effectiveness, even for attacks that are difficult to capture
while relying on classical methods. This includes brute-force
attempts, port scanning, data exfiltration, and DDoS attacks.

The experimental evaluation was conducted using a hybrid
dataset comprising more than 2.8 million records collected
during both regular operation and simulated attack scenar-
ios, enabling a reliable assessment of model performance.
Among the evaluated models, XGBoost proved to be the
most effective, achieving high classification accuracy and
low detection latency, while substantially reducing false pos-
itives. Feature importance analysis revealed that key indica-
tors for anomaly detection include flow characteristics such
as traffic volume, flow duration, and destination port en-
tropy. The findings of these studies are highly relevant to
the present work, as they show that despite the limited in-
formational scope of flow logs, their integration with data
processing techniques and ML models can enable effective,
scalable and cost-efficient threat detection. At the same time,
they highlight the growing role of automation and ML-based
approaches in monitoring cloud environments, providing an
important complement to the research on classical methods
used for analyzing anomalous traffic patterns in IaaS infras-
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tructures [5]. The authors of [4] presented a survey of in-
trusion detection methods based exclusively on data derived
from VPC Flow Logs. The work indicates that analyzing net-
work traffic metadata can be an effective means of identify-
ing security incidents, even in environments where packet in-
spection is not feasible or is significantly constrained. Flow-
based security analysis has also been investigated in foren-
sic contexts. In [6], the concept of “superflows” is proposed,
which aggregates related network flows to facilitate threat
searches, incident investigations and traffic pattern analysis.
The work demonstrates that higher-level aggregation of flow
metadata may significantly improve the efficiency of securi-
ty analysis in large-scale network environments.

Recent studies have also demonstrated the effectiveness of
flow-based approaches for anomaly detection in large-scale
data centers and cloud environments. Such approaches can
provide scalable threat detection capabilities without requir-
ing deep packet inspection [6], [7]. The growing scale of
modern cloud infrastructures has also motivated research
into large-scale anomaly detection and diagnosis mecha-
nisms relying on network telemetry collected from produc-
tion cloud environments. Such approaches enable the iden-
tification of network- and application-level anomalies across
millions of cloud resources [8].

2.2. Security in the Infrastructure-as-a-Service Model

Security in the TaaS model has been extensively studied by
researchers in cloud computing, particularly those who focus
on the infrastructure layer. In [9], an industry-driven case
study is presented accompanied by a large, real telemetry
dataset aimed at enabling research on anomaly detection in
complex cloud environments. The authors emphasize that
contemporary large-scale cloud systems (LCSs) are becom-
ing increasingly complex and that their reliability largely de-
pends on effective early anomaly detection. Unfortunately,
the scientific literature lacks large and realistic datasets that
could serve as benchmarks for evaluating anomaly detection
methods.

To address this research gap, the authors of [9] released
a comprehensive data set collected from IBM Cloud over
a period of 4.5 months. The data set comprises 39365
records and 117448 features, spanning various types of
telemetry data and operational metrics. This data set enables
analysis of cloud behavior under both normal operating con-
ditions and during system failures and anomalies. In their
work, the authors also demonstrated the application of ML
models for anomaly detection in their proprietary dataset.
They discussed the data preprocessing pipeline, challenges
arising from the high dimensionality and complexity of the
data, and issues typical of telemetry analysis in distributed
environments.

The applied ML models are intended to support system
health monitoring and improve the effectiveness of early de-
tection of abnormal system behaviors. In the context of IaaS
environments, it is essential to recognize that cloud telemetry
is subject to inherent limitations. Article [10] discusses the
lack of complete control over the underlying cloud infras-
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tructure, the constraints resulting from access to only partial
datasets, and the influence of the cloud service provider’s
architecture, all of which significantly affect the ability to
perform a precise and comprehensive analysis of security
events. Previous work [11] emphasized that the [aaS archi-
tecture inherently introduces significant security limitations,
including those resulting from tenant isolation, limited vis-
ibility into network traffic, and dependence on the hypervi-
sor. These factors collectively translate into substantial con-
straints regarding the telemetry available to cloud users.

Previous studies have shown that visibility into network
communications remains one of the key challenges in na-
tive cloud environments. The growing reliance on virtualiza-
tion mechanisms and software-defined networking can sig-
nificantly limit the availability of security-relevant teleme-
try, making network traffic metadata an extremely impor-
tant source of information for anomaly detection and security
monitoring [12].

The challenges associated with securing cloud environments
are not limited exclusively to the network layer. Recent re-
search on managed Kubernetes services in public cloud en-
vironments [ 13] demonstrates that effective protection of na-
tive cloud applications requires integrating multiple secu-
rity mechanisms, including identity management, compli-
ance assessment, auditing, system hardening, and continu-
ous monitoring. These findings further emphasize the im-
portance of telemetry and security visibility as fundamental
components of cloud security architectures.

The scientific literature also describes solutions that leverage
native cloud provider security services. An example is the
integration of AWS Security Hub and Amazon GuardDuty,
which centralizes threat intelligence, event correlation, and
the automation of security incident detection processes [14].
Such solutions leverage multiple telemetry sources available
in cloud environments and serve as an important reference
point for analysis that relies exclusively on AWS VPC Flow
Logs data.

3. Environment Architecture

The objective of this research was to create a cloud-based
infrastructure capable of generating, collecting and analyz-
ing network traffic to detect selected security threats. The
environment architecture was designed to support both the
reproduction of realistic attack scenarios and the analysis of
network traffic based on flow log data. The environment was
implemented using the IaaS model and consists of a logi-
cally isolated virtual network, compute instances that serve
as test resources, and components responsible for monitor-
ing, security event detection, and data analysis. The overall
architecture is illustrated in Fig. 1.

The core component has the form of a logically isolated
virtual network within which all compute resources are de-
ployed. This network constitutes an isolated address space
that enables controlled observation of network traffic both
within the infrastructure and in communication with the pub-
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Fig. 1. Research environment architecture in AWS Cloud.

lic network. Within the virtual network, a subnet was created
to host the compute instances. Access to the public network
is provided through an Internet gateway, enabling inbound
and outbound traffic. Network communication between re-
sources, as well as communication with external networks,
is governed by firewall mechanisms implemented as securi-
ty groups.

Figure 1 illustrates two compute instances serving different
roles. One instance generates network traffic, while the oth-
er serves as the target resource for executing the test scenar-
ios. This separation of roles enables unambiguous analysis of
both the direction and the characteristics of the observed net-
work traffic. The experimental environment enables the re-
production of realistic threat scenarios while maintaining full
control over the generated network traffic. This, in turn, en-
ables consistent and comparable input data for further analy-
sis, which is critical to evaluating the effectiveness of anoma-
ly detection.

3.1. Network Traffic Generation, Logging Mechanism,
and Threat Detection

Network traffic generated within the research environment
includes internal communication between compute instances
and connections established via the public network. Ev-
ery connection that traverses the network infrastructure is
recorded in flow logs. The flow log metadata describe net-
work connections, such as source and destination IP address-
es, ports, protocols, packet counts, and data volumes. These
data do not include packet payloads; however, they enable
the identification of characteristic communication patterns.

The collected flow logs are stored in a centralized data repos-
itory, enabling further analysis using analytical tools. This
approach supports both retrospective network traffic analysis
and the correlation of events across different time intervals.
Within the architecture of the research environment, a threat
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detection mechanism is implemented based on the analysis
of network and behavioral signals. Events indicating poten-
tial security breaches can be generated based on observed
network traffic patterns as well as other environmental pa-
rameters.

The collected network flow logs are analyzed using a tool
that supports the execution of analytical queries. Analysis is
performed using SQL-based queries, allowing data filtering,
aggregation, and correlation across different time intervals.

This approach enables the identification of anomalies in net-
work traffic, such as an unusually high number of connec-
tions, unexpected data volumes, or recurring communication
patterns. The results of the analysis provide a basis for further
investigation and evaluation of the effectiveness of network
flow logs for threat detection.

4. Implementation

The infrastructure was deployed using an Infrastructure-as-
Code (IaC) approach, which enabled repeatable resource
provisioning, change version control, and reduced errors
resulting from manual configuration. The implementation
leveraged HashiCorp Terraform, with the configuration
structured into an environment layer and a set of modular
components corresponding to the individual elements. [aC
makes it possible to manage the entire infrastructure (e.g.,
virtual machines, load balancers, virtual networks, and other
services) by writing source code [15], [16].

HashiCorp Terraform is a tool that enables the declarative
definition of an infrastructure in which the desired state of re-
sources is described using configuration files (Fig. 2). Based
on these definitions, the tool generates an execution plan and
subsequently applies it to the target cloud environment.
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terraform {
required_version = ">= 1.6.0"
required_providers {
aws = {
source = "hashicorp/aws"
version = ">= 5.0.0"
}
}
b

Fig. 2. Version and provider definition.

This approach makes it possible to recreate infrastructure in
a controlled and repeatable manner. Within the project, Ter-
raform was used to deploy key components of the environ-
ment, including the network layer, compute resources, net-
work traffic logging mechanisms, and elements supporting
incident response. This approach enabled consistent configu-
ration management throughout the architecture and facilitat-
ed modifications during the project implementation [17]. To
ensure environmental consistency and version control, ex-
plicit declarations of the required Terraform version and the
cloud provider version were applied.

The environment layer serves as the entry point for infras-
tructure deployment and is responsible for integrating in-
dividual modules into a cohesive architecture. Within the
envs/dev directory, the provider configuration, environ-
ment variables, and module invocations are defined that im-
plement specific components of the research environment.
The use of a separate environment layer enables straightfor-
ward adaptation of the infrastructure to different run-time
contexts by modifying variable values, without the need to
alter module definitions.

This approach also improves the readability of the configura-
tion and simplifies the management of dependencies between
resources. The configuration of the cloud provider and the re-
quired tool versions was defined in dedicated configuration
files within the environment layer. Environment-specific pa-
rameters, such as the deployment region and network set-
tings, were declared as input variables, allowing them to be
easily modified without affecting the overall structure of the
project.

4.1. Implementation of the Network Layer

The network module is responsible for provisioning the foun-
dational network layer of the experimental environment. As
part of the implementation, a virtual private cloud (VPC) was
defined together with two subnets: a public subnet and a pri-
vate subnet. This separation enables explicit control over net-
work traffic direction and improves resource isolation, which
is essential both from a security perspective and for conduct-
ing controlled network traffic experiments.

The network layer was designed to provide Internet access
for resources deployed in the public subnet while preserving
the isolation of the private subnet, which has no direct con-
nection with the Internet. This design reflects a typical ar-
chitecture commonly observed in production cloud environ-
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ments, where publicly accessible components are separated
from internal resources.

The virtual network was created using the awsvpc re-
source with DNS support enabled, allowing proper name
resolution and simplifying the instance configuration.
The VPC and subnet address spaces were parameter-
ized using variables vpccidr, publicsubnetcidr and
privatesubnetcidr variables, allowing for easy modifica-
tion of the network topology without altering the module’s
internal logic.

To simplify deployment, a single availability zone (AZ) was
used, dynamically selected from those available within the
target region. Within the module, two subnets with distinct
roles were defined. The public subnet was configured to al-
low instances launched within it to receive public IP address-
es, thereby enabling inbound and outbound Internet connec-
tivity. The private subnet serves as an internal segment in-
tended for resources that should not be directly exposed to
the public network.

This network segmentation supports the testing of attack sce-
narios originating from external traffic and the observation of
internal traffic flows between resources within the infrastruc-
ture. The overall design aligns with common best practices
employed in cloud environments such as Amazon Web Ser-
vices, while remaining sufficiently flexible for experimental
and research-oriented use cases.

4.2. Computing Instance Definition and Log Access
Controlling

As part of the module, two EC2 instances were provisioned,
each serving a distinct functional role. The attacker instance
is used to generate network traffic in accordance with prede-
fined test scenarios, while the victim instance represents the
target resource against which the effects of network activities
are observed. The use of role-based instance tags facilitates
automation in subsequent stages of the project, particularly
with respect to incident response mechanisms.

A key aspect of the configuration is the assignment of in-
stances to appropriate subnets and security groups. The at-
tacker instance is deployed within a public subnet, ensuring
its ability to communicate with external networks. The vic-
tim instance is launched according to the module configu-
ration, with its placement in a public or private subnet de-
termined by the adopted architectural assumptions. In this
study, the placement is aligned with the architecture diagram
of the experimental environment to ensure consistency.
Access to write data to the S3 storage resource is restricted
exclusively to the service responsible for delivering network
flow logs. To achieve this, a dedicated resource policy was
defined, allowing object-write operations only for the appro-
priate system service and enforcing the use of required access
control attributes.

This approach ensures that log data cannot be modified or
written by unauthorized entities while simultaneously satis-
fying the technical requirements of the network traffic log-
ging mechanism.
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4.3. Test Scenarios and Network Traffic Generation

The test scenarios were designed to generate characteristic
traffic patterns that can be identified using data derived from
network flow logs. All scenarios were executed in a con-
trolled experimental environment using the previously de-
ployed computing instances assigned the roles of attacker
and victim. Each scenario was conducted in a repeatable
manner while maintaining constant environmental parame-
ters, thus allowing for a reliable comparison of the results
between individual tests.

To establish a baseline for analysis, network traffic generat-
ed during normal instance operation was first recorded. This
reference traffic includes standard administrative communi-
cation, as well as connections initiated by the operating sys-
tem. Such traffic is characterized by a low number of con-
nections, a stable data volume, and the absence of abrupt
temporal variations. The recorded baseline traffic served as
a reference point for subsequent analyses of scenarios that
introduce anomalous network behavior.

One of the scenarios analyzed involved port scanning of the
target instance. This activity generates a large number of
short-lived connections initiated within a narrow time win-
dow, often directed to multiple destination ports. In network
flow logs, port scanning manifests itself as an increased num-
ber of connection attempts, low data transfer volumes, and
short session durations. A distinguishing feature of this sce-
nario is the repetition of source IP addresses combined with
varying destination ports.

Another test scenario consisted of repeated authentication at-
tempts against a network service running on the target in-
stance.

This type of activity produces a sequence of connections to
the same destination port, typically occurring at regular time
intervals. In flow log data, such traffic is characterized by
a high number of connections targeting a single port, moder-
ate session durations, and recurring communication patterns.

All experimental evaluations were conducted in the con-
trolled AWS cloud environment described in the previous
sections. The analysis was based on data collected from AWS
VPC Flow Logs, which were aggregated and stored in a cen-
tralized data repository. The stored flow records were subse-
quently queried and analyzed using Amazon Athena.

Each experimental scenario was executed under identical in-
frastructure conditions to ensure comparability of observed
network traffic patterns. Additionally, baseline traffic reflect-
ing the normal operation was captured to serve as a refer-
ence point. This baseline enabled the identification of the
differences between legitimate network communication and
anomalous traffic.

The objective of this study was not to evaluate the detection
performance of a specific algorithm. Instead, it focused on
identifying network traffic characteristics that may serve as
reliable indicators of cyber threats using solely metadata ex-
tracted from network flow records.
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CREATE EXTERNAL TABLE IF NOT EXISTS vpc_flow_logs (
version INT,
account_id STRING,
interface_id STRING,
srcaddr STRING,
dstaddr STRING,
srcport INT,
dstport INT,
protocol INT,
packets BIGINT,
bytes BIGINT,
start_time BIGINT,
end_time BIGINT,
action STRING,
log_status STRING
)
ROW FORMAT DELIMITED
FIELDS TERMINATED BY ' '
LOCATION 's3://network-analysis-dev-flowlogs-260905331134/";

Fig. 3. Definition of an external table for network flow logs.
5. Network Traffic Analysis

The network traffic analysis was conducted on data collected
in the form of network flow logs. AWS Athena was used as
the analytical tool, enabling the execution of SQL-based ana-
lytical queries without the need for prior data preprocessing.
The objective of the analysis was to identify characteristic
network traffic patterns generated by individual test scenar-
ios and to evaluate the feasibility of anomaly detection based
solely on traffic metadata.

5.1. Data Pre-processing for Analysis

The first step of the analysis involved defining the data struc-
ture that represents the flow logs. For this purpose, an ex-
ternal table was created, pointing to the location of the data
stored in the S3 resource (Fig. 3). The table reflects the core
fields of the flow logs, including source and destination IP
addresses, ports, data transfer volumes, and timestamps.

The anomaly analysis was performed by examining specif-
ic traffic characteristics for each attack scenario using AWS
VPC FlowLogs. In the port scanning scenario, the primary
indicator was a high number of connection attempts originat-
ing from the same source IP address to multiple destination
ports. For the repeated authentication scenario, the analysis
focused on the frequency and temporal distribution of con-
nections that target the SSH service.

In the potential data exfiltration scenario, the primary met-
ric was the volume of data transferred. Detection was based
on identifying unusually large data transfers relative to the
baseline network communication observed within the envi-
ronment. Given the exploratory nature of this study, no de-
tection thresholds were defined. Instead, the evaluation relied
on comparing network traffic patterns recorded during nor-
mal system operation with those generated by experimental
attack scenarios.
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5.2. Port Scanning Analysis

To identify port scanning, an aggregation-based analysis was
performed, focusing on the number of connections and the
number of unique destination ports observed for all source—
destination IP address pairs, without prior knowledge of the
communication origin or target.

Based on the query results, a list of IP address pairs that
exhibit the highest number of unique destination ports was
drawn up, serving as a key indicator of potential port scan-
ning activity (Tab. 1).

The results indicate the presence of several IP address pairs
generating traffic with a clearly anomalous pattern. In par-
ticular, one pair stands out, exhibiting more than one hun-
dred unique destination ports, which distinctly distinguishes
it from typical application traffic, which is usually limited to
a small number of ports.

Based on the query results, a list of IP address pairs gener-
ating the highest number of connections to the SSH service
was compiled (Tab. 2).

The results indicate a significant variation in the intensity of
SSH traffic between individual IP address pairs. The high-
est number of connections was observed for an internal ad-
dress pair, with 240 connections recorded to port 22. This
volume by far exceeds typical administrative traffic and may
indicate repeated authentication attempts occurring within
a short time window.

The remaining records include both traffic between internal
resources and connections initiated from an external IP ad-
dress. In these cases, the number of connections is relatively
low and can be interpreted as either isolated access attempts
or elements of automated scanning of publicly available ser-
vices.

Traffic on ports 443 and 80 corresponds to standard network
communication over HTTPS and HTTP protocols, respec-
tively. Their presence is typical for cloud environments and
does not show the regular patterns characteristic of beacon-
type communication. Port 8080, despite a relatively low
number of connections, was identified as a potential candi-
date for further analysis due to its atypical usage and pre-
vious observations suggesting its involvement in automated
communication. Unlike standard system ports, non-standard
ports are more frequently used as communication channels
in beaconing scenarios.

A high number of repeated connections to a single port with-
in a short period of time is a characteristic indicator of brute-
force authentication attempts. The case analyzed demon-
strates a clear deviation from standard administrative traffic,
which is typically characterized by a limited number of ses-
sions of longer duration. However, in cloud environments,
similar traffic patterns may also be generated by automation
systems or infrastructure management tools, which further
complicates the unambiguous interpretation of the results.
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Tab. 1. Results of port scanning analysis.

SRC IP DSTIP | Connections 112) Srtts
10.0.1.254 10.0.1.180 257 122
185.125.190.58 | 10.0.1.254 51 51
91.189.91.157 | 10.0.1.254 45 45
185.125.190.57 | 10.0.1.254 43 43
185.125.190.56 | 10.0.1.180 £ £
91.189.91.157 | 10.0.1.180 3 32
194.58204.20 | 10.0.1.180 31 31
172.232.146.46 | 10.0.1.254 31 31
458322152 | 10.0.1.180 30 30
185.125.190.56 | 10.0.1.180 29 29

Tab. 2. Analysis of SSH connection counts.

SRCIP DST IP SSH connections
10.0.1.180 10.0.1.254 240
83.27.3.170 10.0.1.254 12
83.27.3.170 10.0.1.180 11
10.0.1.254 10.0.1.180 7

5.3. Data Exfiltration Analysis

Data exfiltration is characterized by an increased volume of
outbound traffic from the analyzed resource, often occurring
in a manner that deviates from the typical communication
profile. Unlike port scanning or beaconing-type communi-
cation, the primary indicator of potential exfiltration is not
the number of connections but the total amount of data trans-
ferred in a given direction. To identify potential data trans-
fers, an analysis was performed aggregating the total number
of bytes transferred and the number of flows for each desti-
nation port, without any prior knowledge of the roles of the
source and destination in the communication.

In analyzing data exfiltration, the critical factor is the total
volume of transmitted data, rather than the number of con-
nections. Elevated outbound traffic can indicate a potential
security breach. However, its interpretation requires consid-
ering the operational context of the system.

In practice, detecting such events solely from network traffic
metadata may yield ambiguous conclusions, particularly in
environments with highly variable workload profiles. How-
ever, it is important to note that an increased volume of trans-
mitted data does not necessarily indicate a security incident.

Similar traffic patterns may also occur during legitimate op-
erations such as backup processes, system updates, or admin-
istrative file transfers. Consequently, analyses based solely
on network flow metadata may yield ambiguous results and
should be supplemented with context from other data sources
to improve detection accuracy.
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6. Summary and Future Work

The objective of this study was to design an analytical proce-
dure and to analyze network traffic in an [aaS cloud environ-
ment using network flow logs. Within the scope of the work,
a research environment was created in the cloud, data col-
lection mechanisms were configured, and selected scenarios
generating characteristic network traffic patterns were ana-
lyzed.

The experiments conducted in this study were qualitative in
nature and focused on identifying network traffic patterns as-
sociated with selected categories of security threats. Conse-
quently, classification metrics such as precision, recall, and
false positive rate were not evaluated, as these measures are
more appropriate for approaches based on formal classifica-
tion techniques or ML models.

Nevertheless, the findings clearly demonstrate that AWS
VPC Flow Logs serve as a valuable source of information
for the preliminary detection of anomalous activities in [aaS
environments. Furthermore, the results confirm that events
identified through flow log analysis should be further inves-
tigated using additional telemetry sources to allow accurate
incident assessment and validation.

The analysis conducted confirmed that network flow logs
enable effective anomaly detection based on traffic meta-
data, such as the number of connections, the number of
unique destination ports, the volume of transferred data, and
the number of flows. In particular, patterns characteristic
of port scanning, repeated SSH connections, and potential
high-volume data transfers were observed. The analysis also
revealed that publicly exposed resources are subject to au-
tomated scanning by external systems almost immediately
after deployment.

This phenomenon underscores the necessity of continuous
network traffic monitoring, even in small and relatively sim-
ple cloud environments. Furthermore, the study highlighted
the limitations of relying solely on network traffic metadata.

Based solely on flow logs, it is not possible to unambigu-
ously distinguish between legitimate operations, such as sys-
tem updates or administrative file transfers, and potential
attempts at data exfiltration. This underlines the need to
treat network traffic analysis as an early warning mechanism
that requires further correlation with additional information
sources.

Overall, the work demonstrated that the proposed approach
allows for the effective detection of atypical communication
patterns and provides a solid foundation for the further de-
velopment of security monitoring systems. In the future, the
analysis could be extended to include automatic event classi-
fication, correlation with system logs, and application of ML
techniques to reduce false positives.

The analysis indicates that even under limited data visibility,
it is possible to identify significant deviations from normal
network behavior. The results highlight the need to adopt
a multisource approach, in which the analysis of network
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flow logs is only one component of a broader security mon-
itoring system.

Future work will extend this research by incorporating
a quantitative evaluation of detection performance, includ-
ing metrics such as detection rate, false positive rate, and
detection time. Another promising direction is the compara-
tive evaluation of anomaly detection using AWS VPC Flow
Logs against the native security capabilities within the AWS
ecosystem.
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Abstract — Demand for quick lossless data compression sys-
tems has become more important recently due to the growing
deployment of Internet of Things (IoT) devices in terrestrial and
underwater environments, under restricted bandwidth, latency
and energy consumption conditions. Current dictionary-based
and entropy-driven compression methods depend on reactive
adaptation and fixed block processing, which makes them less
useful in situations where sensing is constantly changing. This
paper presents a self-optimizing entropy prediction-assisted loss-
less compression framework (EP-SLZW), where the compression
technique is based on the expected data redundancy and current
channel condition. To achieve optimal results, lightweight en-
tropy prediction is employed in combination with adaptive block
segmentation and dual dictionary learning between processing
and compression. The optimization component of the proposed
method enhances the compression strategy by taking care of all
important environmental factors to provide the best solutions
for radio frequency and acoustic communication channels. The
method is evaluated with the help of the MQTT and CoAP pro-
tocols through NetSim simulations and hardware experiments.
The results show that the proposed approach performs better
in comparison to conventional LZW as well as Huffman and
run-length encoding techniques, providing better throughput,
compression ratio, and less end-to-end delay when dealing with
resource-constrained IoT devices.

Keywords — adaptive dictionary, IoT networks, lossless data com-
pression, prediction of entropy

1. Introduction

The Internet of Things (IoT) has become a crucial technolo-
gy enabling various intelligent systems, including smart city
infrastructure, precision agriculture, industrial control, and
environmental monitoring. Systems of this type depend on ex-
tensive sensor networks which gather information to support
automatic management and intelligent decision processes. IoT
networks support multiple communication modes, including
terrestrial RF systems and underwater acoustic communi-
cation. Networks must process sensor data on a continuous
basis, facing restrictions regarding their bandwidth, ener-
gy usage, and response time. Low channel capacity, high

This work is licensed under a Creative Commons Attribution 4.0 International (CC BY 4.0) License.
42 For more information, see https://creativecommons.org/licenses/by/4.0/

propagation delays, signal attenuation, and rapidly changing
ambient noise levels create additional difficulties for under-
water networks. Efficient data processing becomes a critical
requirement that operators need to take into consideration in
order to maintain integrity of their networks [1], [2].

Lempel-Ziv-Welch (LZW), Huffman data coding, and run-
length encoding are traditional compression techniques users
widely implement due to their straightforward nature and good
performance [3]. These methods need fixed block structures,
or require real-time data statistics for their adaptive mecha-
nisms, which makes it difficult to handle the rapid changes
in data patterns occurring during sensing operations in IoT.
Sensor readings show two main patterns, as they experience
periods of strong repeated measurements and unexpected new
values that result from environmental changes and various
other events. The use of static strategies decreases compres-
sion efficiency and leads to higher cost of communication.

Researchers have studied adaptive compression systems that
adjust their block size and dictionary formats according to
the detected entropy and temporary redundancy patterns.
Most existing methods continue to use fixed settings because
they perform better than established methods, but they still
function as reactive systems changing their parameters af-
ter major data transformations [4]. Moreover, systems use
identical compression methods on all types of communica-
tion channels because they are not capable of categorizing
the operational characteristics of terrestrial and underwater
communication. A system’s inability to anticipate its work-
ing environment leads to excessive data retransmissions that
extend total response times and waste energy resources, par-
ticularly in underwater IoT networks, where retransmission
expenses are extremely high [5].

This work presents a novel lossless compression method
which uses a self-optimizing system with entropy prediction
to solve connection problems between different terrestrial
and underwater IoT networks. The proposed solution uses
lightweight entropy prediction to facilitate predictive adap-
tation, which enables the compression engine to adapt to
changes in the redundancy of the incoming data. The system

3/2026

JOURNAL OF TELECOMMUNICATIONS
AND INFORMATION TECHNOLOGY


https://doi.org/10.26636/jtit.2026.3.2711
https://creativecommons.org/licenses/by/4.0/

Adaptive Entropy Prediction-based Lossless Compression for Efficient Data Transmission in Terrestrial and Underwater IoT Systems

achieves an equilibrium between three competing demands,
i.e. compression efficiency, computational resources, and en-
ergy usage, by implementing predictive adaptation together
with dynamic block segmentation and dual dictionary learn-
ing. It uses an environment-aware optimization strategy to
modify its compression operations based on the distinct radio
frequency and acoustic channel characteristics.
The proposed method was evaluated through performance
testing that relied on NetSim simulations and hardware tests
with multiple IoT sensor nodes using the MQTT and CoAP
communication protocols. The suggested approach is com-
pared with existing lossless compression techniques using
parameters such as compression ratio, throughput, end-to-end
delay, and computational complexity. The experimental re-
sults show that the proposed EP-SLZW method performs
better than the existing approaches while being suitable for
resource-constrained IoT devices. The research work presents
the following main contributions, which are described below:
1) A self-adaptive design with lightweight entropy prediction
is implemented to forecast data redundancy changes during
different sensing conditions. This capability is used to
adjust the compression method before the data stream
experiences significant statistical changes.

2) A predictive block size control method is proposed that
regulates data compression by monitoring changes in
entropy patterns. This approach is used to make intelligent
decisions about block size selection, which leads to better
compression results while keeping extra processing costs
at a minimum.

3) Local and global dictionaries are implemented to manage
memory consumption and speed of convergence while
achieving the appropriate compression ratio for unevenly
distributed data.

4) The framework uses its control system to switch between
different data compression methods, depending on the ter-
restrial radio frequency and underwater acoustic channels.

5) The proposed framework is evaluated through NetSim sim-
ulations and testing on actual multi-sensor IoT hardware
which uses both MQTT and CoAP protocols. The system
demonstrates improved compression ratios, throughput
and end-to-end delay performance compared to tradition-
al LZW and Huffman coding and run-length encoding
methods.

2. Related Works

Data compression is a key method to make communication
in IoT networks more efficient, especially when bandwidth
and energy are limited. The early data processing relied on
classical lossless algorithms, including Huffman coding, run-
length encoding and Lempel-Ziv-Welch (LZW), as these
algorithms offer straightforward implementation and produce
consistent decoding results [6]. Such methods are used in
low-power sensing platforms, but their effectiveness depends
on the data characteristics and the specific configuration
of the sensor blocks. Sensors in multiple IoT applications
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demonstrate statistical patterns that change over time. The
typical applications of fixed block sizes and static dictionary
structures face reduced effectiveness in this concept [7].

Researchers have proposed several adaptive compression
techniques that adjust block size and encoding settings based
on actual entropy measurements and symbol distribution
patterns. The compression ratio for image and sensor data
streams has improved through entropy-based block segmen-
tation, which works best in regions that exhibit repetitive pat-
terning [8]. Compressive sensing was also explored together
with block-based adaptive coding methods for transmitting
underwater images and enhancing the performance of acous-
tic sensor networks under restricted bandwidth conditions.
Other methods adjust compression parameters when substan-
tial alterations occur in data patterns, leading to enhanced
efficiency in data reduction [9]. This leads to temporary per-
formance issues because it takes time to react, which affects
applications that depend on instant detection of quick changes
in data.

Researchers have shown great interest in finding better ways to
improve dictionary-based compression methods. The devel-
opment of LZW and LZ77 compression algorithms which use
dynamic dictionary pruning, context modelling and memory-
aware management, helps achieve faster convergence and
improved compression [10]. Sliding-window dictionaries are
researched as a solution to control memory usage, while other
work examined hierarchical or clustered dictionaries for IoT
systems that operate in distributed environments. Most dictio-
nary optimization methods still need to use local data, since
they cannot handle long-term data patterns that occur between
data blocks or forecast upcoming data trends. The system be-
comes less adaptable, because it cannot handle multiple data
types that exist together in different environments [11].

An underwater IoT (U-IoT) network has emerged recently as
a research domain due to the fact that these networks face
particular communication challenges, including extended
propagation delays, high signal loss, and restricted transmis-
sion capacity. Underwater environments rely on compression
methods that prioritize energy efficiency and latency reduc-
tion over maximum compression ratio [12]. In the literature,
three different approaches are presented, including acoustic
channel-aware encoding schemes, predictive data aggregation,
and hybrid compression-routing methods to decrease retrans-
missions and packet loss. Most of these methods depend on
specific physical layer assumptions and routing protocols that
restrict their application to mixed terrestrial and underwater
operations [13].

Current research investigates data compression methods that
employ basic forecasting models and neural predictors to de-
termine future data behavior [14]. Most existing predictive
systems currently work to estimate traffic patterns or develop
optimal routing solutions that do not integrate with the data
compression process. This research fails to investigate dictio-
nary adaptation techniques and compression policies tailored
to specific environments, creating opportunities for better op-
timization across all system layers and different operational
environments [15], [16].
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Tab. 1. Comparison of existing IoT compression approaches.

Adaptive Entro Environment Energy and
Method i ropy Dictionary learning aware (terrestrial, delay Key limitations
block size | prediction Lot
underwater) optimization
Run-length encoding Poor performance for
(RLE) No No No No No non-repetitive data
Huffman coding No No No No Partial Fixed codlng' tre.e § sepsmve to
data distribution
Classical LZW No No Static No Partial The dlcuonar?/ grows blindly,
no anticipation
Entropy-based a daptive Yes No Limited No Partial Reactive adaptation only
compression
Compressive sensing Yes No No Partial Yes High reconstfuctlon
(IoUT) complexity
Predlctlve.data No Yes No Partial Yes Not 1ntegr.ated with
aggregation compression stage
Dynamic d¥ct10nary Lz Partial No Yes No Partial No environment awareness
variants
Adaptive LZW Partial No Adaptive No Partial lelFed .adaptat} onto
communication environments
. "ljne—based shared. No No Sl.lar.ed trie No Partial Higher memory .requlrement
dictionary compression dictionary and synchronization overhead
Proposed Yes Yes Dual (local+global) Yes Yes —

While recent studies propose enhanced compression tech-
niques such as dynamic dictionary learning, dictionary
compression, predictive aggregation of data, and advanced
lightweight entropy-based encoding developed specifically
for the edge and IoT architectures, there is still an inher-
ent necessity for additional memory or computing power,
or for pre-learning which is problematic in the case when
the microcontroller capabilities are limited. Table 1 shows
a comparison of existing IoT compression approaches.

3. System Model and Problem
Formulation

The study investigates IoT networks containing various types
of sensor nodes that operate in both terrestrial and water en-
vironments. The terrestrial segment uses radio frequency
(RF) communication, while the underwater segment uses an
acoustic or short-range optical link for sending data. Sen-
sor nodes which form group N' = {ny,ns, ..., ny} operate
continuously to monitor environmental conditions by mea-
suring temperature, humidity, pressure, light intensity, and
distance. The nodes transmit their detected data to a sink or
gateway node by using multi-hop or single-hop communica-
tion through MQTT and CoAP.

The network function during time intervals ¢ = 1,2,.. .,
which each node uses to generate its data stream is:

Di(t):{ﬂ,’l,xz,...,th}, (1)
where L, is the number of samples taken at time ¢.
3.1. Data and Channel Model

The data stream being detected operates like a separate sys-
tem that depends on memory functions, while its statistical
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characteristics develop over time due to the fact that environ-
mental factors and event-based behavioral patterns evolve.
The instantaneous entropy of a data block B; at time ¢ is
defined as:

K
H(B) ==Y prlog,pr, @
k=1

where pj; represents the probability of symbol k appearing in
B; and K defines the total number of symbols in the alphabet.

The communication channel exhibits major variations which
depend on different environmental conditions. The terrestrial
IoT system operates with a data transmission capacity as
follows:

R: = B;log,(1+ SNRr), 3

where Br is the channel bandwidth and SNR is the signal-
to-noise ratio. Underwater data transmission capabilities
operating at lower speeds are defined as:

Ry = Bylog,(1+ SNRy) , 4)

with conditions By < Br and SNRy < SNRr.

3.2. Compression Model

Every node applies a lossless compression function C(-)
before sending data. The original data size is represented
by .S, bits while the compressed data size is represented by
S.. The compression ratio is calculated as:

So
The duration of compression processing is represented by 7
and the transmission time is calculated as:
Se
7
JOURNAL OF TELECOMMUNICATIONS
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Fig. 1. EP-SLZW framework architecture.

The setting of R determines which value from R &€
{Rr, Ry} to use. The complete end-to-end delay calculation
establishes T,0, = Tt + T}, + Tpprop, Where T, represents
the duration required for data to traverse through intermediate
nodes.

3.3. Energy Consumption Model
The total energy consumption for each data block is as follows:
Etotal = Ecomp + Etac 5 (5)

where compression energy is Ecomp = Pepy - Tt, and trans-
mission energy is E;, = Py, - T},.

The system uses P, as the CPU power consumption and
Py, as the transmission power consumption. Underwater net-
works use higher P, to operate due to specific environment
conditions.

3.4. Problem Formulation

The compression framework manages three components
which determine its performance. The optimization problem
is stated as max C, min Teo., Eyp1q; and

D(C(Di(t))) = Di(t), Vi,t, (6)

where:

® Buin < Bt < Bhaas

¢ Tc < Tmaas

e D(-) is the function that decompresses,
e B, is the adaptive block size,

e B, and B,,,. are the limits on the size of blocks that
can be used,

e T’,.qz is the longest time that a real-time application can
wait for compression.

4. Proposed Framework

The proposed entropy prediction-assisted self-optimizing
LZW (EP-SLZW) framework is a data processing layer for
sequential block raw sensor streams. It combines entropy pre-
diction, adaptive block segmentation, dual-dictionary com-
pression, and environment-aware optimization into a single
system, as shown in Fig. 1.

Initially, sensor readings are buffered and put into preliminary
data blocks. The system determines present entropy H; value
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for every block at time ¢ to predict future data redundancy
changes. EP-SLZW uses more than just reactive entropy
assessments, as it implements a basic forecasting system
relying on an exponential weighted moving average (EWMA)
model to predict subsequent block entropy in the following
manner:

Hprl :OéHt+(1—Ot) Ht ) (7)
where H; is determined entropy and H, is previous predicted
entropy.

The range of 0 < o < 1 determines the degree to which the
predictor reacts to new information. The predicted entropy
helps the framework prepare for changes in data randomness
by varying the compression settings to keep things running
smoothly until performance drops excessively. The block
segmentation strategy uses the predicted entropy value H 41
to determine the size of the upcoming data block. The current
block size is represented by B;. The update rule is as follows:

min(B; + A, Bimag), if f;[t+1 <T

. o ®
min(Bt - A, Bmin)y if Ht+1 2 T

By =

The operational constraints of the proposed framework are
determined by the relationship between entropy threshold
7 and block adjustment factor A, which define the range
of the block size bounded by B,,;, and B,,... The data
stream becomes extremely redundant when entropy values
drop below the threshold, which leads to selecting larger
block sizes that maximize dictionary reuse. The framework
selects smaller block sizes, because rising predicted entropy
values require dictionary size control, which accelerates
compression to prevent performance drops during times of
high data randomness.

The proposed framework achieves its primary extension
through the implementation of dual-dictionary LZW com-
pression, which provides exceptional flexibility to handle
diverse data patterns. Two dictionaries are used — as a local
dictionary and a global dictionary. The local dictionary reset
function at block start enables quick adaptation to unexpected
changes that occur in sensor data patterns. On the other hand,
the global dictionary is retained over several blocks, which
enables the detection of slowly varying or periodic sensor
data patterns over long time periods. The dictionary selec-
tion process uses a normalized entropy factor that defines the

process as:

H
"= ©

where H,,,, denotes the maximum possible entropy of the
symbol alphabet.

Based on this metric, the dictionary selection rule is given by:

o global, 7y <~
Dictionary =
local, 7 =7y

The two operational modes for EP-SLZW are activated
through v which acts as the boundary between these two
modes. The algorithm uses two types of redundancy pat-
terns to store data. The dictionary size increases only during
periods in which system activity becomes less predictable,
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Fig. 2. Data flow of the proposed compression-decompression
process.

because this method enables to store both temporary and per-
manent data. The method uses an environment indicator that
helps it understand the different IoT communication environ-
ments. The numerical values of all hyperparameters (¢, 7,
A, and ) and the methodology used for their selection are
presented in Sec. 6.

Terrestrial communication systems use RF signals which as-
sign an indicator value of A = 0. Underwater communication
systems which use acoustic or optical links assign an indicator
value of A = 1. The approach achieves its target goal through
high processing throughput combined with moderate com-
pression latency. Aggressive data compression techniques
are used for underwater communication to save energy and
bandwidth. The system uses environmental conditions to
dynamically adjust its values 7, A, and ~.

The receiver uses standard LZW decompression to extract data
from compressed blocks, which includes synchronous updates
of their dictionaries. The proposed compression framework
maintains lossless data recovery, which ensures accurate
retrieval of original data. The compressed metadata inform the
decoder which dictionaries to use, which lets it do the same
thing with two dictionaries. Block decompression enables the
restoration of original data streams D’ = D(C(D)) = D.
The data processing scheme of the proposed compression-
decompression process is presented in Fig. 2.

5. Computational Complexity and Energy
Analysis

This section evaluates the proposed EP-SLZW framework
by assessing its memory requirements, processing demands
and energy consumption in order to determine its suitability
for IoT devices with restricted resources operating in both
terrestrial and underwater environments. The size of the data
block is defined by its symbol count n and its dictionary
size M. The first block needs to be scanned to determine the
symbol frequency because this information is necessary to
calculate the entropy for each block. The process requires
O(n) time to complete. The prediction of entropy is based
on the exponential weighted moving average model.

The dual-dictionary LZW compression process is the most
important part of the framework. The dictionary operations
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Algorithm 1 Proposed compression framework

Input: Sensor data stream D), initial block size By, block size
bounds B,,,in, Bmagz, entropy threshold 7, dictionary switch-
ing threshold ~, prediction factor «, environment indicator
A ed{0,1}
Output: Compressed data stream C
Initialize:

1: Sett «— 0

2: Set B; — By

3: Global dictionary D,

4: Set predicted entropy Hy — H,

5: Compressed stream C' «— ()

6: while D # () do

7: Extract block B; from D of size B;
8 Compute the block entropy as

K

9 H(t) == 3 prlogypi
=1

10: Predict theknext entropy using EWMA by Eq. (7)

11: Compute the normalized entropy by Eq. (10)
Dictionary selection

12: if 17, < y then

13: select global dictionary D,
14: else

15: initialize local dictionary D,
16: end if

17: Block size adaptation by Eq. (8)
Tunning of environment-aware parameter
18: if v = 1 (underwater) then

19: increase T, decrease A

20: else

21: maintain default values

22: end if

23: Compress block B; using selected dictionary

with LZW procedure to obtain C}
24: Append C to C
25: Update predicted entropy H, — fItH
26: Increment ¢ «— ¢ + 1
27: end while
28: Return compressed stream C

use hash-based indexing enable dictionaries to process ev-
ery symbol in their contents during dictionary lookup and
insertion functions at a fixed time interval. The compres-
sion process requires O(n) time, as it handles all blocks of
data. The LZW decoding process requires standard decom-
pression to complete in O(n) time, which operates at linear
speed based on the block size. The framework processes each
block with a total computational load of O(n) which match-
es the standard LZW and Huffman methods, because they
both show the same asymptotic performance. The additional
prediction and control systems add minimal workload to the
system while maintaining its ability to scale efficiently.

The memory needed for EP-SLZW includes space for the in-
put block, entropy statistics, and two dictionaries. Let M, and
M be the sizes of the global and local dictionaries, respec-
tively. The total amount of used memory is O(n+ M, + M;).
The local dictionary is cleared after each block operation.
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Algorithm 2 Proposed decompression framework
Input: Compressed data stream C/, initial block size By, block
size bounds B,,,in, Bimaz, dictionary switching threshold -,
entropy prediction factor «, environment indicator A € {0, 1}
Output: Sensor data stream D’ is reconstructed
Initialize:
1: Sett«— 0
2: Set B; «— By
3: Initialize global dictionary D,
4: Set predicted entropy Hy — H,
5: Initialize reconstructed stream D’ « ()
6
7
8

: while compressed stream C' is not empty do
Extract compressed block C; from C'
Retrieve the dictionary selection flag
from metadata of C;

Dictionary initialization
9: if flag indicates global dictionary then

10: use D,

11: else

12: initialize local dictionary D;
13: end if

14: Apply the standard LZW decoding on C}
using selected dictionary to obtain block By
15: Append B, to reconstructed stream D’
16: Compute the block entropy using:
K

17: H(t) == pilogs vk

18: Predict thekne;t entropy using EWMA by Eq. (7)
19: Block size adaptation by Eq. (8)

20: Update predicted entropy H, — ﬁt+1

21: Increment ¢ «— ¢ + 1

22: end while

23: Return compressed stream D’

The system maintains memory balance by periodically re-
moving elements from the global dictionary. The memory
consumption remains controlled since the system limits its
usage to microcontroller platforms which operate with mini-
mal power in common IoT devices. The total energy used per
block is modeled in the following way:

Eiotar = Ecomp + Bty 5 (10)

where E.,n), represents the energy required for compres-
sion work and F;, denotes the transmission energy used for
wireless data transmission.

The energy required for compression work is:

Ecomp - Pcpu . Tc . (11)

The energy used for transmission is determined using F,,,
being the average amount of power that a processor uses and
T, — the time it takes to compress each block. The energy
used for transmission is derived as follows:

Se

The formula describes transmission power Py, as the product
of S, (representing compressed data size) and R (denoting
the maximum achievable channel data rate).
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The processing power requirements of EP-SLZW increase,
because the scheme needs additional resources for entropy
prediction and dictionary management, yet its superior com-
pression capabilities result in S, being reduced. The under-
water IoT environments demonstrate this effect with increased
strength

Pi(f) > Pt(mT) , Ru < Rt .
The system uses U and T as superscripts to identify under-
water and terrestrial environments. Higher energy savings
through are achieved data volume reduction, as EP-SLZW
transmits less data than it needs to send at Iy, while E,,),
experiences only a minimal rise:

BELTOY < Blsiii

The adaptive block size enables precise management of dic-
tionary size changes that occur during times of high data
stream entropy, since it prevents dictionary expansion during
random sensing intervals. The system maintains minimal pro-
cessor usage, while it solves energy stability problems which
emerge when data patterns occur abruptly.

6. Experimental Setup

To evaluate the performance of the EP-SLZW framework, we
used two testing methods, i.e. simulation testing and hardware
testing, across both terrestrial and underwater IoT environ-
ments. The NetSim simulator executes network simulations to
create large-scale IoT network models that assess system per-
formance under various operational conditions. Simulation
tests use a 1000 x 1000 m sensing area while testing multi-
ple sensor node configurations (ranging from 50 to 500) to
determine how network density affects its performance.

Sensor nodes are deployed randomly inside the sensing area
and send data using a fixed rate of five packets (carrying 1024
bytes) per second (Figs. 3, 4). The study evaluates how appli-
cation layer communication protocols impact compression
performance through the use of MQTT and CoAP proto-
cols. The terrestrial network maintains a constant wireless
bandwidth of 2 Mbps throughout the entire simulation period
which extends from 250 s to 750 s, as shown in Tab. 2. Under-
water simulations test different physical layer settings to create
an acoustic channel simulating reduced bandwidth, extended
propagation delay, and increased packet loss rates. Identical
routing and medium access conditions throughout their ex-
periments are maintained to enable unbiased assessment of
compression algorithm performance.

The proposed framework functions at the sensor node layer,
and its effectiveness gets tested through a comparison with
standard lossless compression techniques, i.e. LZW and Huff-
man coding and run-length encoding (RLE). The NetSim
protocol stack includes all algorithms that operate with identi-
cal configuration settings for packet creation, network routing
and data storage.

An additional evaluation was performed using a physical
IoT testbed comprising a low-power microcontroller plat-
form, an Arduino Uno board with multiple sensors (including
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NetSim

ThingSpeak
platform

Tab. 2. Simulation parameters for terrestrial and underwater IoT

networks.

Parameter Value
Simulation platform NetSim
Simulation area 1000 x 1000
Number of sensor nodes 50 - 500
Node deployment Random
/& \Y‘/‘ J‘// : Vst (/ % ; 1 Application protocols MQTT, CoAP
/] (<r\ﬁ<‘»‘““a“:\(‘£, bl N = s 1D ‘\\ Packet size 1024 bytes
/ \“ Packet generation rate 5 packets/s
— compression — decompression 3y < @ sensors Simulation time 250-750s
Terrestrial bandwidth 2 Mbps
Fig. 3. Topology of terrestrial IoT simulation (NetSim).

Underwater bandwidth Low (acoustic channel model)

Routing configuration Fixed for all experiments

ThingSpeak
platform

—— compression — decompression

3 < @ sensors

Fig. 4. Underwater IoT simulation topology (NetSim).

a temperature-humidity, an ultrasonic distance, and a light
intensity sensor) (Tab. 3). The framework operates through
periodic sensor reading that is processed at the current lo-
cation before forwarding the data. The research simulates
restricted communication environments through an infrared
transceiver module which enables data to be transferred wire-
lessly at short distances, since RF signals face challenges in
underwater transmission. The receiver system transmits un-
compressed data to an ESP8266 Wi-Fi module that forwards
the information to a cloud server, where it may be accessed by
the ThingSpeak platform. Such an approach enables real-time
data logging and visualization.

The same hardware setup is used for terrestrial and under-
water tests. Underwater conditions sensor modules and IR
transceivers are positioned inside waterproof cases that par-

tially submerge to simulate underwater noise and attenuation
effects.

Although the infrared (IR) transceiver employed in the hard-
ware prototype in the underwater communication experiment
can be attributed to the use of the channel model, it is not
aimed at simulating all the properties of the underwater acous-
tic channel. Instead, it is supposed to serve as an illustration
of the application of the compression framework in the un-
derwater communication problem with limited transmission
distance, attenuation, and bandwidth. Therefore, features such
as delay, attenuation, and multipath propagation are mod-
eled separately in NetSim. Consequently, the outcomes of
the experiment can be interpreted as the demonstration of
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Compression algorithms EP-SLZW, LZW, Huffman, RLE

Compression ratio, throughput,
end-to-end delay, compression time

Performance metrics

RF (terrestrial), acoustic (simulation),

Channel type IR-based proof-of-concept (hardware)

Tab. 3. Hardware testbed configuration.

Component Model / Purpose
P Specification P
Microcontroller Arduino Uno Sensor interfacing and
(ATmega328P) compression processing
Temperature— Environmental data
L DHtl11 -
humidity sensor acquisition
Ultrasonic sensor HC-SR04 Distance measurement
Light sensor LDR module Light intensity detection
. 940 nm IR LED Short-range wireless data
IR transmitter o
module transmission
. TSOP38238 / Short-range wireless data
IR receiver . .
equivalent reception
Display module LCD 16 x 2 Local monltor.lng of sensor
readings
- Cloud connectivity
Wi-Fi module ESP8266 (ThingSpeak)
5 V regulated + .
Power supply battery backup Stable system operation
Cloud platform ThingSpeak Dat.a sto.r age and
visualization
Communication MQTT, CoAP Apphcatlon.-la‘yer data
protocols transmission

the application of the compression framework, and not the
complete underwater acoustic communication system.

Four metrics are used to evaluate performance: compression
ratio, throughput, end-to-end delay, and compression time.
The experiments were carried out 30 times, in an indepen-
dent manner, with each iteration relying on different seeds.
Nevertheless, the same network configurations and traffic
conditions were applied. The data shows the average stan-
dard deviation (SD) values of the results of 30 independent
experiments. A confidence interval (CI) of 95% was also es-
timated for all metrics. Finally, the paired Student t-test was
performed on the results of repeated experiments to assess

the significance of the results obtained with respect to the
baseline methods.
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Tab. 4. Hyperparameter configuration of EP-SLZW.

Tab. 5. Performance comparison in terrestrial simulation (average
values).

Parameter ‘ Value ‘ Description Selection method
EWMA smoothing Grid search on Algorithm Compfesswn Throughput | End-to-end Cf)mpressmn
a 0.35 R o ratio [kbps] delay [ms] time [ms]
coeflicient validation dataset
- 055 Entropy threshold for Validation RLE 2.41 0.98 1820 940
’ adaptive block sizing experiments Huffman 4.87 1.52 1340 1710
A 64 Block size adjustment Sensitivity LZW 3.92 1.36 1495 1540
bytes step analysis EP-SLZW | 7.68%0.12 | 2.94+0.08 | 1185128 1825 42
Threshold for local/
Y 0.60 global dictionary Empirical tuning Tab. 6. Performance comparison in underwater simulation (average
switching values)
. Memory
B 256 Minimum al} owable constraint of . Compression| Throughput | End-to-end Compression
men bytes block size Algorithm . )
sensor nodes ratio [kbps] delay [ms] time [ms]
B 4096 Maximum allowable fﬁ?gilgzss;?lz RLE 2.05 0.62 8120 960
ma® bytes block size Y Huffman 4.12 1.05 5280 1830
latency trade-off
LZW 3.46 0.89 6125 1615
EP-SLZW | 9.41+0.14 1.91+0.07 2715425 3085 +45

6.1. Hyperparameter Configuration

To ensure repeatability of the results obtained during the sim-
ulations and to achieve an optimal balance between compres-
sion ratio, processing time, and delivery delay, the parameter
tuning has been performed. Several parameter values have
been tested on the validation set, and the final combination
has been chosen according to the maximum compression
rate along with minimum processing time and delay. Ta-
ble 4 shows the hyperparameter values utilized during all
simulations and hardware tests.

7. Results and Discussion

The proposed system achieves higher compression ratios
and better throughput efficiency while reducing end-to-end
latency compared to all baseline algorithms tested. Both ter-
restrial RF networks and underwater communication systems
with restricted bandwidth prove effective with the developed
improvements which work in simulation environments and
physical testing facilities. The EP-SLZW system achieved an
average compression ratio of 7.68 during terrestrial simulation
experiments, as shown in Tab. 5. The average compression ra-
tios for Huffman coding, LZW and RLE equaled 4.87, 3.92,
and 2.41, respectively. Throughput exceeds standard LZW
performance by 93% and RLE performance by nearly 200%.
The end-to-end delay time is 21% shorter when using Huff-
man coding and 26% shorter when using LZW, in comparison
to other methods. The compression process requires addition-
al time because of the need to execute operations that predict
entropy while handling dictionary management tasks.

The underwater simulation results, shown in Tab. 6, illustrate
how performance differences between systems become more
evident. EP-SLZW achieves a compression ratio of 9.41,
which exceeds (two-fold) the compression ratio of Huffman
coding, yet reaches almost three times the compression ratio of
RLE. The system provides throughput performance improved
by more than 115%, exceeding the throughput of LZW, and it
delivers end-to-end delay which exceeds that of RLE and LZW
by 55 and 44%, respectively. The results demonstrate that
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Tab. 7. Performance comparison using a terrestrial hardware testbed.

RLE 2.36 0.83 2150 1015
Huffman 4.54 1.27 1610 1935

LZW 3.71 1.12 1785 1680
EP-SLZW | 6.92+0.11 1.88 £0.09 1325+24 2150 +41

Tab. 8. Performance comparison using an underwater hardware
testbed.

RLE 1.98 0.59 4980 1120
Huffman 3.87 0.94 3510 2040

LZW 3.25 0.86 3820 1815
EP-SLZW 6.47+0.16 1.54 £0.06 2630 +23 2890 +43

underwater environments experiencing low channel capacity
and high retransmission costs benefit the most from aggressive
data size reductions.

The proposed framework shows increased stability under
actual conditions, and hardware tests demonstrate its perfor-
mance during sensor noise processing limits and unstable
wireless links. The method maintains a compression ratio
of 6.92 in land tests (Tab. 7), while achieving a latency that
is 26% lower than that of LZW. 79% higher throughput is
achieved than in the case of LZW in underwater hardware
tests (Tab. 8), with delay reduced by 31%.

7.1. Interpretation of performance gains

The designed system improves performance, as it enables bet-
ter handling of smaller data payloads. Smaller data packets
use less bandwidth, which means that there are fewer net-
work collisions and a lower chance of having to resend data.
The experimental results demonstrate that underwater IoT
networks maintain consistent performance across different
packet sizes, which shows their ability to handle various traf-
fic patterns. The experimental results demonstrate that the
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Tab. 9. Ablation study results.

Tab. 10. Statistical significance analysis.

proposed framework achieves energy savings that exceed the
energy expenses that EP-SLZW introduces. Underwater IoT
networks benefit from this because wireless data transmission
requires more energy than local computation.

7.2. Ablation Study

To assess the impact of each of the key components in the
proposed framework, an ablation study was conducted using
the terrestrial simulation setup (Tab. 9).

The system demonstrates decreased processing efficiency
along with increased execution latency when the compres-
sion algorithm lacks entropy prediction, which shows that
dynamic data environments need predictive adaptation. To
continue with the analysis of the environment-adaptive opti-
mization system, the environment-adaptive setting was turned
off while the remaining elements, such as entropy value esti-
mation, the blocks of adaptive splitting, and dual dictionary
compression, remain working. In this case, it should be noted
that the compression parameters of both terrestrial and under-
water communication channels remained the same, regardless
of their specifications. One may notice from Tab. 9 that the
algorithm with the disabled environment-adaptive module
managed to compress the data achieving a compression ra-
tio of 7.68, instead of 7.12, which also allowed achieving
the throughput of 2.94 kbps compared with 2.72 kbps when
the environment-adaptive module was in use. The average
end-to-end delay has increased from 1185 ms in the case
of the disabled environment-adaptive module to 1274 ms
when the algorithm with enabled environment-adaptive opti-
mization technique was used. Therefore, using the adaptive
optimization system improved overall system performance.
The contribution of the adaptive optimization system to the
increase in overall throughput equaled 8%, while the change
of the average end-to-end delay amounted to 7%. The proac-
tive adaptation methods of the EP-SLZW framework combat
the performance decline that typically occurs during high-rate
data transmissions.

To assess if the improvements in performance obtained did
not occur due to the randomness of the experiments, all
simulations and experiments were carried out 30 times under
the same conditions, but with different random seeds. The
mean standard deviation, and 95% confidence interval for
all the metrics were computed. The paired t-test was then
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Configuration CompFesswn Throughput | End-to-end Performance metric . Mean 95% CI p-value
ratio [kbps] delay [ms] improvement
leeddplgck + single 385 134 1510 Compression ratio 95.9% 93.8-98.0 <0.001
ictionary Throughput 116.2% 112.4-119.7 | <0.001
Adaptive block only 521 1.87 1375 End-to-end delay 20.7% 18.9-22.5 <0.001
Adaptive block + dual 6.43 242 1260 Compression time +18.5% 16.8-20.1 0.003
dictionary
Witho‘;t, et‘,“rOPy 6.71 263 1235 carried out for the proposed EP-SLZW method and the old
rediction . .
F— e LZW algorithm, which served as a benchmark. The p-values
it Z‘ii;‘gser::mem 7.12 272 1274 for all metrics remained below the level of 0.05, indicating
EPSLZW e Sou 1185 that the improvement obtained with EP-SLZW is statistically

significant, as seen in Tab. 10.

The low values of standard deviation and the narrow confi-
dence intervals prove that the proposed method is functionally
stable. Furthermore, the results of the statistical tests indicate
that the advantages in the compression rates, speed of opera-
tion, and end-to-end lag are statistically significant at a 95%
level of confidence.

7.3. Comparison with Recent Adaptive Compression
Methods

Besides the traditional lossless encoding methodologies that
have been investigated through experimental examination,
new compression approaches with adaptive dictionaries have
emerged lately. These include adaptive LZW encoding meth-
ods and common dictionaries with tries for edge computing.
However, while these methods utilize adaptive memory allo-
cation or common dictionaries, they do not adopt a predictive
technique for evaluating entropy and communication envi-
ronment awareness. Additionally, their high memory require-
ments and elevated synchronization overhead render them
unsuitable for use in IoT sensor nodes due to resource con-
straints. The proposed method employs optimization methods
for entropy, adaptive segmentation, and environmental aware-
ness while ensuring computational complexity of O(n).

8. Conclusion and Future Work

The proposed method uses multiple techniques that include
entropy prediction and adaptive block segmentation together
with dual-dictionary learning and environment-aware opti-
mization to create a system that automatically adapts to differ-
ent data and communication scenarios. The system operates
by relying on mechanisms differing from those of standard re-
active compression approaches. Three essential components
are established, including a system model and an algorithmic
design, together with a method for measuring analytical com-
plexity and energy consumption, to construct the foundational
framework.

The EP-SLZW method demonstrates better results than tradi-
tional LZW and Huffman coding and run-length encoding, as
it achieves better compression ratios, higher throughput and
shorter end-to-end delays according to multiple simulation
studies and actual hardware tests. The results demonstrated
that the framework performs best in underwater IoT environ-

3/2026

JOURNAL OF TELECOMMUNICATIONS
AND INFORMATION TECHNOLOGY



Adaptive Entropy Prediction-based Lossless Compression for Efficient Data Transmission in Terrestrial and Underwater IoT Systems

ments, since these situations require urgent data transmission
to manage their limited bandwidth and expensive energy
consumption. Ablation analysis demonstrated that all archi-
tectural components contribute to a significant performance
improvement of the entire system. The dynamic sensing envi-
ronment requires active dictionary management, for it directly
impacts the performance of the system.

The algorithm requires additional computational resources,
due to the need to perform entropy estimation tasks and imple-
ment predictive control functions. The processing demands
of this system remain acceptable for most IoT' microcon-
troller platforms. However, upcoming research will focus on
achieving greater cost reductions through the implementation
of lightweight machine learning predictors and hardware-
assisted dictionary management systems.

The current work suffered from specific constraints, as it has
used the infrared communication module to conduct the hard-
ware testing of the system in underwater conditions. Although
this approach validates the applicability of this compression
method, the nature of communication in the underwater envi-
ronment cannot be fully simulated. Future considerations will
focus on testing the performance of the EP-SLZW method, i.e.
on conducting the tests under real underwater circumstances,
using acoustic modems. Furthermore, the comparison made
in the current project was limited to traditional lightweight
lossless compression algorithms, because the aim was for the
approach to be adopted in low-power microcontroller systems
in the first place.
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Abstract — This paper addresses channel estimation in MIMO-
OFDM systems under time-varying Rician fading and spatially
correlated propagation conditions, where reliable coherent de-
tection requires accurate channel state information. Although
least-squares (LS) estimation is simple and computationally
efficient, it remains highly sensitive to noise. In addition, conven-
tional deep learning-based estimators may suffer from tracking
bias when temporal channel variations are not properly handled.
To overcome these limitations, this paper proposes SMART-CE,
a spatio-temporal residual attention network with SNR-adaptive
weighting. The proposed approach refines a sequence of LS
estimates by extracting spatial-frequency features, exploiting
temporal channel correlation, and adaptively balancing histori-
cal and current channel information according to the operating
SNR. The final channel estimate is obtained through a residu-
al correction of the current LS estimate. Simulation results on
an 8 x § MIMO-OFDM system show that SMART-CE gener-
ally achieves lower NMSE and BER than CNN, residual CNN,
residual-attention CNN, recursive least-squares (RLS), and nor-
malized least-mean-square (NLMS) baselines, with the most
pronounced gains observed in the low-to-medium SNR regime.

Keywords — channel estimation, deep learning, MIMO-OFDM,
NLMS, NMSE, residual attention, Rician fading, RLS, SNR-
adaptive weighting

1. Introduction

Multiple-input multiple-output orthogonal frequency-division
multiplexing (MIMO-OFDM) is a key technology for modern
broadband wireless communication systems. MIMO improves
spectral efficiency and link reliability by exploiting the spatial
domain, whereas OFDM mitigates frequency-selective fading
by dividing a wideband channel into multiple narrowband
subcarriers. Owing to these advantages, MIMO-OFDM has
become a suitable transmission scheme for high-data-rate and
reliable wireless networks [1], [2].

The performance of MIMO-OFDM systems strongly de-
pends on the availability of accurate channel state information
(CSI) at the receiver, which is required for coherent detec-
tion, equalization, beamforming, and resource allocation. In
real systems, CSI is commonly acquired through pilot-aided

This work is licensed under a Creative Commons Attribution 4.0 International (CC BY 4.0) License.
5 2 For more information, see https://creativecommons.org/licenses/by/4.0/

estimation. The least-squares (LS) estimator is widely used
because of its simplicity and low computational cost.

However, LS is highly sensitive to noise and does not exploit
channel statistics. More advanced estimators, such as mini-
mum mean square error (MMSE), can improve estimation
accuracy, but they require prior knowledge of the channel
covariance matrix and noise variance, which may be un-
available or difficult to estimate in practical time-varying
environments [3], [4].

In mobile scenarios, the channel varies over time due to
Doppler effects, while successive channel realizations re-
main temporally correlated. This correlation can be exploited
to enhance estimation accuracy and mitigate channel aging
effects [5], [6]. Adaptive filtering techniques, such as normal-
ized least-mean-square (NLMS) and recursive least-squares
(RLS) [7]-[9], have been proposed to track time-varying
channels by recursively updating the channel estimate [10].

Although these methods can follow slow channel variations,
their performance is sensitive to the step size, pilot structure,
and noise level. Moreover, excessive temporal smoothing may
introduce tracking bias at high signal-to-noise ratio (SNR),
where the current LS estimate is already relatively accurate.
Consequently, a naive use of adaptive estimates may degrade
rather than improve the final estimation performance.

Recent advances in deep learning (DL) have motivated a
new research direction for wireless physical-layer design.
DL-based channel estimation methods have shown promising
performance by learning nonlinear mappings between noisy
observations and the corresponding channel responses. In
particular, convolutional neural networks (CNNs) are well
suited for OFDM-based systems because the channel response
across antennas and subcarriers can be represented as a
structured two-dimensional feature map [1], [3], [11].

Residual learning further simplifies the estimation task by en-
abling the network to learn a correction over a conventional
estimator instead of reconstructing the entire channel direct-
ly [4], [12]. In addition, attention mechanisms improve feature
representation by emphasizing the most informative spatial-
frequency components [12], [14], [15]. To capture temporal
dynamics, recurrent architectures and temporal learning mod-
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ules have also been combined with CNN-based estimators to
model inter-slot channel correlation in time-varying scenar-
ios [16]—[18].

Despite these advances, two important limitations remain.
First, many DL-based estimators rely on a single-snapshot LS
estimate and therefore do not fully exploit the temporal cor-
relation available across successive slots. Second, although
hybrid model-driven and data-driven schemes have been in-
vestigated [2], [13], [19], a fixed or additive fusion strategy
may be suboptimal when the reliability of temporal informa-
tion changes with the operating SNR and channel dynamics.

In particular, an adaptive estimate that is useful at low SNR
may introduce motion-induced bias at high SNR. This ob-
servation motivates the need for an SNR-aware temporal
aggregation mechanism that can adaptively balance noise
reduction and bias avoidance [20].

In this paper, we propose SMART-CE, a spatio-temporal
residual attention network with SNR-adaptive temporal fusion
for MIMO-OFDM channel estimation. Unlike single-snapshot
estimators, SMART-CE processes a temporal sequence of
LS estimates using a shared residual attention encoder to
exploit inter-slot channel correlation. A lightweight SNR-
aware hyper-network dynamically modulates the temporal
attention weights, allowing the network to average past slots
at low SNR for noise reduction while emphasizing the current
slot at high SNR to mitigate motion-induced bias.

A convolutional block attention module (CBAM) is then
applied to the fused spatio-temporal features to enhance
informative spatial-frequency components. In parallel, an
exponential moving average (EMA)-based auxiliary branch
provides causally smoothed contextual information through
feature-level fusion. Finally, the channel estimate is obtained
as a residual correction over the current-slot LS estimate,
which stabilizes learning and preserves a direct connection to
the conventional baseline.

The SNR-conditioned temporal weighting mechanism is the
main methodological contribution of SMART-CE. It adjusts
the use of historical observations according to the operating
SNR, reducing noise at low SNR while limiting tracking
bias as the current observation becomes more reliable. The
residual encoder, CBAM refinement, EMA context branch,
and residual output connection are established components
used to implement and support this temporal fusion. They
are not presented as separate methodological contributions.

The main contributions of this paper are summarized as
follows:

o we formulate the tradeoff between temporal noise reduction
and motion-induced tracking bias, explaining why a fixed
temporal averaging rule may not be suitable across different
SNR regimes,

e an SNR-conditioned temporal weighting mechanism is
introduced, that controls the contributions of the current
and previous LS estimates according to the operating SNR,

o the SNR-adaptive temporal fusion with a shared residual
encoder is integrated, CBAM-based feature refinement,
and an EMA-derived auxiliary context branch,
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o we compare SMART-CE with the classical NLMS and RLS
adaptive estimators and with CNN, Res-CNN, and RA-
CNN learning-based baselines. All methods are evaluated
using the same channel realizations, pilot observations,
noise conditions, and current-slot channel targets.

The remainder of this paper is organized as follows. Section 2

presents the MIMO-OFDM system model and formulates

the channel estimation problem. Section 3 details the pro-
posed SMART-CE framework, including the shared temporal
residual attention encoder, the SNR-aware hyper-network, the

CBAM module, the EMA auxiliary branch, and the residual

output stage. Section 4 reports and discusses the numerical

simulation results. Finally, Section 5 concludes the paper.

2. System Model and Problem
Formulation

2.1. MIMO-OFDM System Model

Consider a MIMO-OFDM system in which a transmitter
equipped with [V; antennas communicates with a receiver
equipped with N, antennas over a time-varying wireless
channel. The number of active subcarriers is denoted by Ng.
The channel is assumed to remain approximately constant
within one OFDM symbol but may vary from one time slot
to another due to mobility and Doppler effects. Perfect time
and frequency synchronization is assumed.
Let s® € CNscx! denote the vector of frequency-domain
symbols transmitted from the a-th transmit antenna during
the k-th OFDM symbol, where a = 1,..., N;. The corre-
sponding time-domain signal before cyclic prefix insertion is
obtained as:

xy =FN,. s, e
where F__ is the normalized Ny.-point DFT matrix and
() denotes the Hermitian transpose.
A cyclic prefix longer than the maximum delay spread is
appended to preserve the circular convolution property and
avoid inter-symbol interference.
After cyclic prefix removal and DFT operation at the receiver,
the received signal at the n-th subcarrier and the x-th time
slot is written as:

y"[n] = H[n]s"[n] + w"[n] @
where y*[n] € CN*1 is the received signal vector, s*[n] €
CNex1 s the transmitted signal vector, and H” [n] € CNr* V¢
is the MIMO channel frequency response at subcarrier n.

The vector w*[n] € C»*! denotes additive complex Gaus-
sian noise with independent entries following CA (0, 02)).

The channel frequency response matrix is expressed as:
Hf 1 [n] Hf n,[n]
H"[n] = : : ; 3
HR, 1] - HE, v, [n]

where HY,[n] denotes the channel coefficient between the
a-th transmit antenna and the r-th receive antenna.
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For a frequency-selective channel with L taps, this coefficient
can be written as:

S 27mnk

L—1
Hyaln] =) hiale’ e, @
£=0

where Ay, [€] is the £-th channel impulse response tap.

2.2. Time-varying Rician Channel Model

To capture mobility-induced temporal variations, one of
the considered propagation scenarios is modeled as a time-
varying Rician channel [21], [22]. The channel matrix at slot
k is decomposed into a line-of-sight (LoS) component and a
non-line-of-sight (NLoS) component as:

/| K 1
H“[n] = ﬁ Hyos [TL] + \/;HlﬁLoS [n} ’ (5)

where K denotes the Rician factor.

The NLoS component evolves according to a first-order au-
toregressive process inspired by the Jakes Doppler model
[21], [23]:

HELOS [TL] = aH;iiS [TL} + \% 1-a2U" [TL] ) (6)

where U”[n] is a complex Gaussian innovation matrix with
i.i.d. CN(0, 1) entries.
The temporal correlation coefficient is given by:

o = J0(27deTs) 5 (7)

where Jy(+) is the zeroth-order Bessel function of the first
kind, f; is the maximum Doppler frequency, and 7T is the
slot duration.

The Doppler frequency is related to the mobile velocity v
and the carrier frequency f. by f4 = vf./c, where c is the
speed of light. A larger a corresponds to stronger temporal
correlation between consecutive slots, which can be exploited
to improve channel estimation.

2.3. Spatially Correlated MIMO Channel Model

The second considered propagation scenario accounts for
spatial correlation between antenna elements. Following the
Kronecker correlation model, the channel matrix is expressed
as:

H"[n] = RI/?Hi4 [n]R}/?, (8)
where HY ; [n] is an independent complex Gaussian channel
matrix, while R; and R, denote the transmit and receive
spatial correlation matrices, respectively.

In the exponential correlation model, their entries are given
by:

Rili; =o' ", [Reliy=pl 77, ©
where p; and p, control the correlation levels at the transmitter
and receiver sides.

This model is useful for evaluating the ability of the estimator
to exploit structured spatial dependencies across antenna
arrays.
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2.4. Pilot-aided LS Estimation

During pilot transmission, known pilot symbols are trans-
mitted to estimate the channel response. Let T}, denote the
number of pilot symbols. The received pilot matrix at subcar-
rier n and slot k is written as:

Y, [n] = H"[n] Sp[n] + Win], (10)

where Y [n] € CN»*T» s the received pilot matrix, S,[n] €
CNexTy s the known pilot matrix, and W [n] is the corre-
sponding noise matrix.

The pilot matrix is constructed from orthogonal DFT se-
quences satisfying:

SpnSynl=1y,, Tp> N, (11)

which limits noise enhancement in the LS estimate.

The LS estimate of the channel at slot x and subcarrier n is
obtained as:

Hislnl = Y5 [nl S}/ (Splnl S5 [)) . (12)
Although LS has low computational complexity and does not
require channel statistics, its accuracy is strongly affected by
noise, especially at low SNR.

2.5. Temporal Input Sequence

Unlike single-snapshot estimators, the proposed framework
exploits a temporal observation window of 1" consecutive
slots. The sequence of LS estimates is collected as:

o
Sis = {BQm} (13)
t=1
where ¢ denotes the relative slot index within the observation
window and Hgg) [n] corresponds to the current slot to be
estimated.

This sequence provides the spatio-temporal input used by
SMART-CE to exploit both the current pilot observation and
the correlation across previous slots.

For the auxiliary temporal branch, a causal EMA of the LS
sequence is computed as:

Hialn] = B HE ]+ (1-0) Hilnl, 1 =2,...T, (14)
with initialization I:ISB)/I Alnl = I:ISS) [n], where 8 € (0,1) is
the smoothing factor.

The final smoothed estimate is denoted by:

ﬂadapt [n] = IA{SIZ/)IA["} . (15)

The EMA branch provides a causal temporal context that
can reduce noise when successive channels are strongly
correlated. However, because the channel may evolve across
the window, excessive smoothing can introduce tracking bias.
This tradeoff motivates the SNR-adaptive temporal fusion
mechanism introduced in the next section.

2.6. Real-valued Tensor Representation

For the learning-based estimator, the complex-valued channel
matrices are converted into real-valued tensors by stacking
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their real and imaginary parts. For each time slot, the LS
estimate is represented as:

ﬂ£t8) c ]R2><NSC><NTNt7 (16)

where the first dimension contains the real and imaginary
components, the second dimension corresponds to the OFDM
subcarriers, and the last dimension contains the vectorized
MIMO channel coefficients.

The temporal sequence of LS estimates used by SMART-CE
is then written as:

o= {12}
)

The current-slot LS estimate corresponds to 7:(% . Similarly,
the EMA auxiliary estimate is represented as:

Hadapy € R¥NeeXNrNe, (18)

T € RT*2XNse X NNy (17

t=1

The true channel tensor used as the training target is denoted
by H € R2*NseXNeNt and corresponds to the channel at the
current slot.

2.7. Problem Formulation

The objective of channel estimation is to recover the current
channel response from noisy pilot-based observations. In the
proposed framework, the final estimate is formed as a residual
correction over the current-slot LS estimate:

7:( == ’}:[gg) + f9 (Hseq, ﬂadapt, ’Y) ) (19)

where fy(-) denotes the SMART-CE estimator with trainable
parameters 6 and y is the SNR value provided to the SNR-
aware module.

The residual formulation allows the network to learn the esti-
mation error of the current LS input rather than reconstructing
the full channel from scratch. This design provides a direct
connection to the conventional LS baseline, stabilizes training,
and helps preserve the fine structure of the current channel
observation. The detailed architecture of fy(-) is presented in
the next section.

Notation: Matrices, vectors, and scalars are denoted by bold-
face uppercase, boldface lowercase, and normal letters, re-
spectively. Superscripts (-)7, (-)¥, and (-)~! denote trans-
pose, Hermitian transpose, and matrix inverse, respectively.
The operator E{-} denotes expectation, Jy(-) is the zeroth-
order Bessel function of the first kind, and || - || » represents
the Frobenius norm.

3. Proposed Channel Estimation
Technique

This section presents SMART-CE, the proposed spatio-
temporal residual attention network with SNR-adaptive tem-
poral fusion. Unlike single-snapshot estimators that rely on-
ly on the current LS estimate, SMART-CE exploits three
complementary sources of information: temporal correlation
from a sequence of LS estimates, spatial-frequency structure
through residual attention and CBAM, and instantaneous SNR
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information through a lightweight hyper-network that adap-
tively controls temporal aggregation. The overall architecture
is shown in Fig. 1.

The proposed estimator takes three inputs: the temporal LS
sequence Hgeq € RT*2xNse XNr-Ni  the EMA-based auxil-
iary estimate ﬂadapt € R2*NseXNeNe and the instantaneous
SNR value . It outputs a residual correction AH, which is
added to the current-slot LS estimate 7:(%) to obtain the final

channel estimate.

3.1. Shared Residual Attention Encoder

The first component of SMART-CE is a residual attention
encoder that is applied independently to each slot of the LS
sequence using shared weights. Weight sharing reduces the
number of trainable parameters and enforces a consistent
feature extraction process across time [16].

For each slot t = 1,...,T, the corresponding LS tensor

7%({% € R2XNeeXNeNe g firgt projected into a C-dimensional
feature space as:

7 = (15 (Wo s H2) ) | 20)

where * denotes convolution, Wy, is the input convolution
kernel, B(-) denotes batch normalization, and ¢(-) is the
ReL.U activation function.

The input projection uses a 3 x 3 convolution from 2 to
64 channels, followed by batch normalization and ReL.U.
The shared encoder contains six residual attention blocks.
Each block uses two 3 x 3 convolutions with 64 input and
output channels, batch normalization, ReLLU after the first
convolution, and a squeeze-and-excitation channel gate with
a reduction ratio of 8.

The feature map is then refined by Nyrp residual attention
blocks. For the i-th block, the transformation can be written
as:

zZM =B (Wi,2 % ¢ (6 (W,,1 * z§i’1>>) . @D
followed by channel-attention recalibration and residual ad-
dition:

2 =6 (20, + Aa (21)) (22)

where A, (+) denotes the channel-attention operation.

Nsc

For an input feature map X € RE*NseXNrNi it is given by:

Aan(X) =X 00 (Wed (WaGAP(X)) ,  (23)

where GAP(-) denotes global average pooling, W.; and
W, are learnable excitation weights, o(-) is the sigmoid
function, and ® denotes element-wise multiplication.

The residual connection improves gradient flow and enables
the encoder to learn informative corrections over the input
features [4], [12].

The per-slot feature map produced by the shared encoder is
denoted by:

F(t) _ ZS\?;B c RCstcerNt ) (24)
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Fig. 1. Overall architecture of the proposed SMART-CE framework.

3.2. SNR-aware Temporal Attention

A key component of SMART-CE is the SNR-aware aggrega-
tion of the per-slot features. The reliability of past channel
observations depends on both the noise level and the channel
dynamics. At low SNR, exploiting several temporally cor-
related slots can reduce the impact of noise. At high SNR,
however, the current LS estimate becomes more reliable and
excessive reliance on past slots may introduce tracking bias
due to residual channel variations.

To account for this tradeoff, a lightweight hyper-network
fnyp(+) maps the normalized SNR to a temporal temperature
7 and a set of per-slot bias terms {b; }7_, [20]:

[Tv bla AR bT] = fhyp (’7/70) ) T = softplus(~) + 7o ’ (25)

where g is a normalization constant and 7y > 0 ensures a
strictly positive temperature.

For the five-slot input window, the hyper-network is an MLP
with layer dimensions 1 — 32 — 32 — 6 and ReLU after
the first two linear layers. Its six outputs are one temperature
parameter and five slot-dependent bias terms. The SNR input
is expressed in dB and normalized by vy = 20 dB, and the
positive-temperature offset is 7o = 0.5.

For each time slot, an element-wise temporal score is com-
puted from the corresponding feature map using a 1 x 1
convolution:

S(t) =W, * F(t) c RlxNSCxNTNt. (26)
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CBAM
Channel + spatial attention

The temporal attention weights are then obtained by an SNR-
modulated softmax over the temporal dimension:

exp (T st 4 bt)

AW = — . 27)
Z exp <7‘ s + btr)
t'=1
The aggregated spatio-temporal feature is given by:
T
Foge = Z AY o FD, (28)

t=1

Through this mechanism, the network can learn to assign
smoother temporal weights when noise dominates and to
emphasize the current slot when the instantaneous LS obser-
vation becomes more reliable. This SNR-aware fusion allows
SMART-CE to balance noise reduction and tracking-bias
mitigation without using a fixed temporal averaging rule.

The SNR value provided to the hyper-network is assumed
to be available from standard receiver-side noise variance
estimation in pilot-aided systems.

3.3. EMA Auxiliary Branch and CBAM-based Feature
Refinement

In parallel with thq main temporal branch, the EMA-based
auxiliary estimate H,qapt iS processed by a lightweight convo-
lutional branch 1 (-) to produce a complementary contextual
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feature:

Fou = ¢ (ﬂadapt) c RCstcerNt . (29)
The aggregated temporal feature and the auxiliary feature are
concatenated along the channel dimension and fused by a
1 x 1 convolution:

Ffus - ¢(B (Wf * [Fagg7 FauxD) . (30)

The auxiliary branch uses Convsys(2,64)-BN-ReLU-
Convsy3(64,64)-BN-ReLU. After concatenation, a 1 x 1
convolution followed by batch normalization and ReLU
projects the resulting 128-channel tensor to 64 channels.

The auxiliary estimate is therefore injected at the feature level
rather than being directly added to the channel estimate. This
design allows the network to exploit smoothed temporal con-
text while limiting the risk of propagating a biased auxiliary
estimate to the output.

All convolutional layers use unit stride. Padding is one for the
3 x 3 convolutions, three for the 7 x 7 CBAM spatial-attention
convolution, and zero for the 1 x 1 projection and output
convolutions. These settings preserve the spatial-frequency
dimensions through feature extraction, fusion, attention, and
decoding.

The fused feature is further refined using CBAM [15], which
applies channel-wise and spatial attention sequentially. The
channel-attention stage recalibrates the fused feature as:

Fc = Ach (Ffus) 5 (31)

where A, (+) denotes the channel-attention operation defined
in the previous subsection.

The spatial-attention stage then emphasizes the most infor-
mative subcarriers and spatial-channel components:

Febam = Fe © (W, * [AvgPool, (F.), MaxPool.(F.)] ) ,
(32)

where AvgPool, (-) and MaxPool.(-) denote average and

maximum pooling along the channel dimension, respectively,

and W, is the spatial-attention convolution kernel.

The channel-attention stage uses a reduction ratio of 8. The
spatial-attention stage applies a 7 X 7 convolution to the
concatenated channel-wise average and maximum maps.

3.4. Residual Output Stage

The refined feature is decoded into a residual correction by two
convolutional layers. The decoder uses a 3 x 3 convolution
from 64 to 32 channels, followed by batch normalization,
ReLU, and a 1 x 1 convolution from 32 to 2 output channels:

AH = WdQ * ¢(B (Wdl * Fcbam) ) . (33)

The final channel estimate is then obtained by adding this
correction to the current-slot LS estimate:

H=HE +AH. (34)

The last convolutional layer is initialized with zero weights
and zero bias, so that A = 0 at the beginning of training and
the initial output coincides with the current LS estimate. This
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initialization provides a stable starting point for optimiza-
tion and encourages the network to learn only the residual
estimation error rather than reconstructing the full channel
response from scratch. Moreover, the residual connection pre-
serves a direct path from the current pilot-based observation
to the output, which helps retain fine channel details, espe-
cially when the LS estimate becomes more reliable at high
SNR.

The temporal branch, the auxiliary EMA branch, and the
residual output stage therefore play complementary roles. The
temporal branch exploits inter-slot correlation, the auxiliary
branch provides smoothed contextual information, and the
residual path anchors the final estimate to the current-slot LS
observation. This design improves robustness without directly
adding a potentially biased smoothed estimate to the output.

3.5. Training Objective

The network is trained in a supervised manner by minimizing
a composite loss function. The primary term is the normalized
mean square error between the estimated channel and the true

current-slot channel:
2

e~
LNMSE = — Z HHZHF-FE ) (35)

where NNV, is the batch size and ¢ is a small positive constant
introduced for numerical stability.

To encourage consistency between the aggregated temporal
representation and the auxiliary EMA-based representation,
an additional feature-consistency term is used during training:

Ny = =
1 <fagg,i7 faux,i>
sz<1_|| s . +E> ' (36)

£ |f
i=1 agg,r aux,?

»Ccons =

where £, ; and f,,x ; denote the globally averaged temporal
and auxiliary feature vectors of the :-th sample, respectively,
and (-, -) denotes the inner product.

The Adam optimizer [24] is used for training, together with a
plateau-based learning-rate scheduler and validation-based
checkpoint selection. The total training loss is defined as

E == EN]\ASE + ALtcons ) (37)

where A controls the strength of the consistency regulariza-
tion. In the implemented configuration, this term is used only
as an auxiliary training regularizer. It is not required during
inference and does not introduce additional computational
cost at test time.

The consistency term encourages alignment between the
learned spatio-temporal representation and the EMA-derived
smoothed context, while the NMSE term directly optimizes
channel reconstruction accuracy. Its empirical contribution is
scenario dependent, as investigated in Subsection 4.5.

The complete procedure is summarized in Algorithm 1.

During inference, SMART-CE requires only a single forward
pass and does not involve any iterative optimization. Given
the LS sequence, the EMA estimate, and the SNR value,
the trained network directly produces the refined channel
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Algorithm 1 SMART-CE channel estimation
Input: LS sequence Hyeq = {7—1{2 L |, EMA estimate

ﬂadapt, SNR value +, and trained parameters 6
Output: Refined channel estimate H
Start

1: fort =1to T do

2:  Feature extraction: F¥) = fy (7:[(Lts)

3 Compute temporal score: s() = W « F(®)
4: end for
5: Compute SNR-dependent temporal parameters:

[7,01,...,br] = fhyp('Y/'VO)
6: Compute temporal attention weights:
A® = goftmax; (Ts(t) + bt)

7. Aggregate temporal features:

T
Foge = ZA(t) o F®
t=1

8: Extract auxiliary EMA-based feature:

Foux = w(Hadapt)
9: Fuse temporal and auxiliary features:
Ffus = ¢(B(Wf * [Fagg> Faux]))

10: Refine by CBAM: Fipam = CBAM(Frys)
11: Decode residual correction:

AH =Wy * ¢(B(Wd1 * Fcbam))
12: Produce final estimate:
A=A+ AH
13: return H
End

estimate. This non-iterative inference procedure makes the
proposed framework suitable for practical MIMO-OFDM
channel estimation scenarios where improved estimation
accuracy must be achieved under constrained processing
latency.

4. Simulation Results

In this section, we evaluate the channel estimation perfor-
mance of the proposed SMART-CE framework through nu-
merical simulations. We first describe the simulation setup,
the dataset generation procedure, the compared estimation
schemes, and the adopted performance metrics. Then, the
results are discussed by comparing SMART-CE with LS,
adaptive filters, and learning-based baselines under two repre-
sentative MIMO-OFDM propagation scenarios: time-varying
Rician fading and spatially correlated MIMO channels.

4.1. Training and Testing of SMART-CE

The datasets are generated according to the MIMO-OFDM
system model described in Sec. 2. For each channel realiza-
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tion, a temporal trajectory of 7" consecutive slots is generated
in order to provide both the current pilot-based observation
and the previous temporally correlated observations. The mo-
bility level is varied by drawing the user velocity uniformly
within the predefined range, which allows the dataset to cov-
er low- and moderate-mobility conditions. For each slot, the
received pilot observations are generated under a random-
ly selected SNR value and the corresponding LS estimate is
computed using orthogonal DFT pilots.

The resulting temporal sequence of LS estimates Hgeq and
the EMA-based auxiliary estimate ﬂadapt are used as inputs
to SMART-CE, while the true channel of the current slot H is
used as the supervised learning target. The reported evaluation
focuses on two representative MIMO-OFDM propagation
scenarios: time-varying Rician fading and spatially correlated
MIMO channels.

The training configuration uses an initial learning rate of
1073, weight decay 10, a ReduceLROnPlateau scheduler
with reduction factor 0.5, gradient clipping at unit norm, and
early stopping with patience 12.

Training is limited to 50 epochs with batch size 128. For each
training trajectory, one SNR value is drawn independently
from the continuous uniform distribution ¢/[—10, 20] dB and
retained across its five slots. At test time, the SNR is fixed at
the value associated with each evaluated point. All learning-
based models are trained under the same data generation
settings and then evaluated over the considered SNR range
on the retained time-varying Rician and spatially correlated
MIMO scenarios.

The proposed SMART-CE model is compared with LS,
complex-valued NLMS and RLS adaptive estimators, as well
as CNN, Res-CNN, and RA-CNN learning-based baselines.
NLMS and RLS are initialized using the first-slot LS estimate
and process the pilot observations from slots t = 2,...,T.
The NLMS and RLS implementations, including their pa-
rameter configurations, follow the standard complex-valued
adaptive-filtering update rules and settings reported in [25].
All estimators are evaluated using the same channel trajec-
tories, pilot observations, noise realizations, SNR values,
and current-slot channel targets. CNN, Res-CNN, and RA-
CNN use only the current-slot LS estimate, whereas NLMS,
RLS, and SMART-CE exploit observations from the five-slot
temporal window.

The main simulation parameters are summarized in Tab. 1.

4.2. Evaluation Metrics

The performance is assessed using two complementary met-
rics. The first metric is NMSE, which directly quantifies the
channel estimation accuracy and is defined as:

2

; (38)

where H and H denote the true and estimated channel tensors,
respectively. The tables and robustness figures report NMSE
in dB as 10log,,(NMSE).
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Tab. 1. Simulation parameters.

Parameter Value
Transmit antennas Ny =8
Receive antennas N, =8
OFDM subcarriers Ny = 64
Pilot type Orthogonal DFT pilots
Time-varying Rician, spatiall
Channel models cor};elagted MIM(S) g
Rician K-factor 5dB
Mobile velocity 0-60 km/h
Carrier frequency fe =3.5GHz
Inter-slot time interval Ts = 1ms
Spatial correlation pt =pr =07
Temporal window length T = 5slots
Training samples 40000
Validation samples 4000
Testing samples per SNR 3000
Evaluation seeds {11,22,33,44,55}
SNR-robustness seeds {11, 22, 33}
SNR-input error range [—3,3] dB
Training epochs 50
Batch size 128
Optimizer Adam
Learning rate 1073
Training SNR Yerain ~ U[—10,20] dB
SNR normalization Yo = 20dB
Temperature offset 70 =0.5
Convolution stride 1
Convolution padding 1 for 3x 3, 3 for 7x7, and
Ofor1x1
Base channels C =64
Residual attention blocks Ngrp =6
EMA smoothing factor B8 =0.6
Consistency weight A=0.1
Loss function NMSE + consistency loss
Reported metrics NMSE, BER
Hardware accelerator NVIDIA T4 GPU

The second metric is BER, which evaluates the end-to-end
impact of channel estimation errors on data detection. QPSK
symbols are transmitted through the true channel, while
the receiver performs detection using an MMSE equalizer
constructed from the estimated channel. For each subcarrier,
the equalized symbol vector is obtained as

-1
% = (ﬂHﬂ + ;IM) Hy, (39)

where H is the estimated channel matrix, y is the received
signal vector generated through the true channel, p is the
linear SNR, and I, is the identity matrix of size INV;.
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The BER is then computed by comparing the detected QPSK
bits with the transmitted bits and averaging the error rate over
all test realizations at each SNR value.

4.3. Multi-seed Protocol

To quantify variability across test realizations without chang-
ing the trained estimators, the selected checkpoint of each
learning-based method is evaluated on five independently
generated held-out test sets with seeds {11, 22, 33, 44,55}.
For each seed, all estimators receive the same channel trajec-
tories, pilot observations, and noise realizations. The resulting
variability therefore reflects changes in the test data rather
than independent network retraining.

For a metric value z,, obtained with evaluation seed m,
the reported mean and two-sided 95% Student-¢ confidence
interval are computed as

/M ?
where M = 5, s, is the sample standard deviation, and
t0_97574 = 2.776.
The original NMSE and BER curves are retained, while

the five-seed results are reported in tables as the mean and
confidence interval.

M
1 Sz
zZ= Vi E Zm Ztto.ors,m—1 (40)
m=1

4.4. Performance Evaluation of the Proposed Model

The performance of SMART-CE is evaluated in terms of
NMSE and BER over the considered SNR range. The re-
ported results focus on two representative MIMO-OFDM
propagation scenarios: time-varying Rician fading and spa-
tially correlated MIMO channels. The proposed method is
compared with LS, RLS, NLMS, CNN, ResCNN, and RA-
CNN baselines.

Figures 2 and 3 report the point-estimate NMSE and BER
curves, respectively, for the time-varying Rician channel over
the complete SNR range. SMART-CE achieves the lowest
NMSE and BER values across the evaluated SNR range, with
the most pronounced gains over the learning-based baselines
in the low-to-medium SNR regime. These curves represent
the reference point-estimate evaluation and are considered
separately from the five-seed statistics reported below.
Figures 4 and 5 compare the point-estimate NMSE and BER
results for the spatially correlated MIMO channel. Each chan-
nel realization remains fixed over the five-slot observation
window and is regenerated independently for every test sam-
ple, allowing NLMS and RLS to combine repeated obser-
vations without motion-induced tracking bias. SMART-CE
generally attains lower NMSE than the CNN-based estima-
tors and adaptive filters at low and medium SNR. As the SNR
increases, the NMSE curves become closer, and the adaptive
filters achieve slightly lower values at the highest evaluated
SNR.

The BER results follow a different trend: SMART-CE main-
tains the lowest BER across the complete SNR range, with a
wider separation at medium and high SNR. Under the evaluat-
ed spatially correlated conditions, NLMS and RLS are there-
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Fig. 2. NMSE performance over the time-varying Rician channel.
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Fig. 3. BER performance over the time-varying Rician channel.
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Fig. 4. NMSE performance over the spatially correlated MIMO
channel.

fore effective for high-SNR channel reconstruction, whereas

the SMART-CE estimates remain more favorable for MMSE-
based data detection.
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Fig. 5. BER performance over the spatially correlated MIMO chan-
nel.

Table 2 reports the mean NMSE and the corresponding
95% Student-t confidence interval for five independently
generated held-out test sets over SNR € {—10,—5,0,5,10}
dB. For the time-varying Rician channel, SMART-CE gives
the lowest mean NMSE at all five SNR values. At 0 dB, its
mean NMSE is approximately 1.40 dB below that of RA-
CNN, the closest learning-based baseline at this operating
point. For the spatially correlated channel, SMART-CE gives
the lowest mean NMSE at four of the five SNR values and
remains close to the leading adaptive estimator at 10 dB.

Table 3 reports the corresponding mean BER and 95%
Student-t confidence interval. SMART-CE gives the low-
est mean BER at all five SNR values in the time-varying
Rician channel. In the spatially correlated channel, it gives
the lowest mean BER at four of the five SNR values and re-
mains close to the leading adaptive estimator at 10 dB. The
narrow intervals indicate limited variability across the five
test sets; they do not imply uniform superiority under all
propagation conditions.

4.5. Component Ablation Analysis

To isolate the contribution of each component, four ablated
variants were retrained using the same data-generation proce-
dure, optimization settings, and validation-based checkpoint
selection as the complete SMART-CE model. The variants
remove the SNR-conditioned hyper-network, CBAM refine-
ment, EMA auxiliary branch, and feature-consistency loss,
respectively. All variants use the same test seed (42), 3000
samples per SNR, and the SNR set {—10,—5,0, 5,10} dB
in both propagation scenarios.

Figure 6 reports the resulting NMSE and BER curves. As
shown in Fig. 6a and Fig. 6¢c, removing the SNR hyper-
network substantially increases both NMSE and BER over the
time-varying Rician channel. The same trend is observed for
the spatially correlated MIMO channel in Fig. 6b and Fig. 6d.
This comparison is particularly important because the SNR-
conditioned temporal weighting mechanism constitutes the
main methodological contribution of SMART-CE.
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Tab. 2. Mean NMSE and 95% Student-¢ confidence-interval half-width over five fixed-checkpoint evaluation seeds.

A Spatio-temporal Residual Attention Network with SNR-adaptive Weighting for MIMO-OFDM Channel Estimation

Time-varying Rician
Method -10 -5 0 5 10
LS 10.00 £0.002 5.00 +£0.003 0.00 +£0.002 -5.00 +£0.002 —10.00 £0.001
NLMS 3.59 £0.002 —1.24 +0.004 -5.74 £0.001 -9.42 +0.038 —11.84 £0.045
RLS 4.10 £0.003 —0.77 £0.004 -5.39 £0.001 —-9.35 £0.032 —12.15 £0.041
CNN —1.81 £0.004 —4.05 £0.006 —6.20 £0.005 -8.11 £0.002 —11.06 £0.001
Res CNN —4.38 £0.009 -5.96 +0.003 -6.91 £0.001 -8.52 +0.001 —-11.39 +0.001
RA-CNN —4.84 £0.005 -5.98 £0.002 —6.93 £0.002 —-8.55 £0.001 —-11.44 £0.001
SMART-CE -5.36 £0.002 —6.79 +0.002 -8.33 £0.001 -10.51 +0.034 -13.23 +0.023
Spatially correlated MIMO
Method -10 -5 0 5 10
LS 10.01 +£0.006 5.01 £0.005 0.01 £0.003 —4.99 +0.002 -9.99 +0.004
NLMS 3.51 £0.006 —1.49 +0.004 —6.49 £0.003 —11.49 +0.003 -16.49 +0.004
RLS 4.05 +0.005 —0.95 +0.004 -5.95 £0.003 —10.95 +£0.003 —-15.95 £0.004
CNN —0.18 £0.002 —1.44 £0.003 —-3.25 £0.002 =5.72 +0.003 —-10.16 £0.005
Res CNN —0.80 +£0.002 —-2.07 £0.002 —4.06 £0.002 —6.13 +0.005 —-10.23 £0.005
RA-CNN —0.63 +0.001 —-1.67 £0.002 —-3.58 £0.002 —6.39 £0.004 —-10.14 £0.006
SMART-CE -2.25 £0.003 -4.59 +0.004 -7.92 +0.004 -12.12 +0.003 -16.34 £0.011
Tab. 3. Mean BER and 95% Student-¢ confidence-interval half-width over five fixed-checkpoint evaluation seeds.
Time-varying Rician
Method -10 -5 0 5 10
LS 0.4745 +£0.0004 0.4499 +£0.0020 0.4099 +£0.0011 0.3441 +£0.0021 0.2519 +£0.0029
NLMS 0.4514 £0.0011 0.4128 £0.0016 0.3473 £0.0021 0.2629 +£0.0040 0.2067 £0.0051
RLS 0.4528 £0.0004 0.4146 £0.0015 0.3501 £0.0024 0.2624 +0.0027 0.1982 +0.0047
CNN 0.4409 £0.0005 0.4288 +0.0021 0.3947 £0.0019 0.3230 +£0.0020 0.2403 +0.0031
Res CNN 0.4317 £0.0006 0.4157 £0.0006 0.3802 £0.0017 0.3123 £0.0022 0.2293 £0.0026
RA-CNN 0.4282 £0.0006 0.4138 £0.0010 0.3795 £0.0018 0.3130 £0.0024 0.2313 £0.0029
SMART-CE 0.4264 £0.0007 0.3938 +0.0014 0.3303 +0.0023 0.2455 £0.0032 0.1757 £0.0027
Spatially correlated MIMO
Method -10 -5 0 5 10
LS 0.4729 +0.0026 0.4446 £0.0016 0.4018 £0.0016 0.3478 £0.0018 0.2750 £0.0036
NLMS 0.4415 +£0.0008 0.3903 £0.0015 0.3205 +£0.0021 0.2318 £0.0017 0.1382 +0.0018
RLS 0.4444 +£0.0007 0.3954 £0.0013 0.3280 £0.0016 0.2412 £0.0006 0.1472 £0.0021
CNN 0.4658 £0.0022 0.4206 £0.0016 0.3849 +0.0018 0.3436 +0.0020 0.2741 £0.0039
Res CNN 0.4507 £0.0034 0.4134 £0.0016 0.3781 £0.0018 0.3400 £0.0016 0.2729 £0.0032
RA-CNN 0.4527 £0.0028 0.4152 £0.0015 0.3808 £0.0018 0.3378 £0.0015 0.2737 £0.0036
SMART-CE 0.4207 £0.0011 0.3720 £0.0017 0.3090 +0.0020 0.2249 £0.0020 0.1400 £0.0022

For the time-varying Rician channel, the NMSE gap between
the complete model and the variant without the SNR hyper-
network decreases from 8.238 dB at —10 dB to 1.547 dB at
10 dB, with an average degradation of 4.170 dB across the five
evaluated SNR values. For the spatially correlated channel, the
NMSE gap ranges from 2.163 to 5.626 dB, with an average
degradation of 3.372 dB. The corresponding average BER
increases are 0.05359 and 0.04675, respectively.
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The larger degradation at low SNR is consistent with the
intended role of the hyper-network: historical observations
are most useful when the current LS estimate is noise limited,
whereas their influence should be reduced as the current
observation becomes more reliable. These results support
the proposed SNR-conditioned balance between temporal
noise reduction and motion-induced tracking bias. As further
illustrated in Fig. 6a—d, the EMA branch also contributes

61



Ousama El-azizi, Rachid Fateh, and Safi Said

a)
2.5 D\ == Full SMART-CE
RNy -0~ w/o SNR hyper-network
0.0 e &+ wio CBAM
’ ~ O+ w/o EMA branch
25 \Ek\ =A- w/o consistency loss

-10 -5 0 5 10
SNR [dB]
<)
x107!
D. ------ O
A
g 3
m
N
N
\\
Full SMART-CE
-0~ w/o SNR hyper-network
2 ~{>+  wlo CBAM
O+ w/o EMA branch
-A- w/o consistency loss

10 -5 0 5 10
SNR [dB]

b) 5
(n 9 == TFull SMART-CE
Sso -O-  w/o SNR hyper-network
0 RN {+ w/o CBAM
O..... o O+ w/o EMA branch
""""""""" . w/o consistency loss
2 5] "
[8a]
wn
=
= -10+
154
T T T T T
-10 -5 0 5 10
SNR [dB]
d)
x107!
Q-'.T.: S~
4
~ 3
m
m 0
N
N
2 N
Full SMART-CE
-0O- w/o SNR hyper-network
(> w/o CBAM
O w/o EMA branch
-A- w/o consistency loss
-10 -5 0 5 10
SNR [dB]

Fig. 6. Component-wise ablation of SMART-CE over the representative SNR range.

consistently, since its removal increases NMSE and BER
at all five SNR values in both propagation scenarios. The
corresponding average NMSE penalties are 1.336 dB for
the Rician channel and 2.918 dB for the spatially correlated
channel.

By contrast, removing CBAM or the consistency loss produces
only small changes under Rician fading and lower errors under
some spatially correlated conditions.

Therefore, the observed performance gain cannot be attribut-
ed equally to all architectural components. It is primarily
associated with the SNR-conditioned temporal weighting
mechanism, while the EMA branch provides complementary
temporal context. CBAM and consistency regularization re-
main supporting components whose effects depend on the
evaluated propagation scenario.

4.6. Robustness to Imperfect SNR Information

In practical receivers, the SNR supplied to the hyper-network
may differ from the true operating SNR. This mismatch is
modeled as 4 = v + A+, where v denotes the true operating
SNR and A~ is the receiver-side SNR-estimation error. Ro-
bustness is evaluated for Ay € {-3,-2,-1,0,1,2,3} dB
at true SNR values {0, 5,10, 15} dB.

62

The trained SMART-CE checkpoint is kept fixed, and each
condition is evaluated on three independently generated test
sets using seeds {11, 22, 33} and 3000 samples per seed. For
each channel model, true SNR, and test seed, the same test
data are used for all seven perturbations. Therefore, only
the SNR value supplied to the hyper-network is modified,
allowing the effect of the SNR-input error to be isolated.

Mean NMSE and two-sided 95% Student-¢ confidence in-
tervals are computed using Eq. (40), with M = 3 and
to.975,2 = 4.303. These intervals quantify variability across
independently generated test sets for a fixed SMART-CE
checkpoint rather than variability across independent training
runs.

Figures 7 and 8 show the NMSE sensitivity of SMART-CE to
SNR-estimation errors under time-varying Rician fading and
spatially correlated MIMO channels, respectively. The refer-
ence point Ay = 0 corresponds to perfect SNR information.
Across the evaluated true-SNR values, the maximum increase
in mean NMSE relative to the perfect-SNR case remains be-
low 0.05 dB. These results indicate that SMART-CE is robust
to moderate SNR-input errors within the tested range.

The validation loss convergence curves of the learning-based
estimators are shown in Fig. 9. From the first epoch, SMART-
CE achieves a markedly lower validation loss, around 0.178,
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Fig. 8. SMART-CE robustness to SNR-estimation errors under
spatially correlated MIMO channels.

compared with CNN, Res-CNN, and RA-CNN, which start
at approximately 0.298, 0.240, and 0.260, respectively. This
early advantage highlights the effectiveness of the residual
initialization strategy, which guides the network output toward
the current LS estimate from the initial training stage.

Although all models reach a stable plateau before epoch 35,
SMART-CE attains the lowest final validation loss, approxi-
mately 0.110. This corresponds to a reduction of about 40%
compared with RA-CNN, around 0.183, and 53% compared
with CNN, around 0.235. It is also worth noting that Res-
CNN and RA-CNN converge to almost the same final loss,
indicating that spatial attention alone, in the absence of tem-
poral information, provides only a marginal improvement over
residual learning. Overall, these results demonstrate that the
combined use of temporal correlation, SNR-adaptive fusion,
and CBAM-based feature refinement enables SMART-CE to
achieve faster, more stable, and more accurate convergence.

Table 4 compares the parameter count, forward-pass com-
putational complexity, and batch-one inference latency of
the learning-based estimators. SMART-CE has the high-
est computational cost among the evaluated models because
it processes a sequence of five LS estimates and incorpo-
rates residual-attention blocks, SNR-adaptive temporal fusion,
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Fig. 9. Validation loss convergence of the learning-based estimators.

Tab. 4. Computational complexity and batch-one inference latency
of the learning-based channel estimators on an NVIDIA T4 GPU.

Model Parameters GFLOPs [li?:;;n;?e]
CNN 296962 2.426 1.077 £0.049
Res-CNN 463746 3.785 2.455 +0.619
RA-CNN 469 890 3.785 3.550 £0.504
SMART-CE 518987 18.700 16.130 £4.097

CBAM refinement, and an auxiliary EMA branch. The infer-
ence runtime is reported as the mean and standard deviation
over 100 batch-one forward passes performed after 30 warm-
up iterations on an NVIDIA T4 GPU. FLOPs account for
convolutional and linear-layer operations, with multiplica-
tions and additions counted separately, whereas element-wise
operations and softmax computations are excluded.

5. Conclusions

This paper proposed SMART-CE, a spatio-temporal residual
attention framework for MIMO-OFDM channel estimation.
The proposed network combines a shared residual atten-
tion encoder, an SNR-adaptive temporal fusion mechanism,
CBAM-based feature refinement, and an EMA-based auxil-
iary branch to exploit both temporal correlation and spatial-
frequency channel structure.

The final estimate is obtained through a residual correction
of the current LS estimate, which stabilizes learning and pre-
serves a direct connection to the pilot-based observation.
The ablation results identify the SNR-conditioned temporal
weighting mechanism as the main source of the consistent
performance gain, with the EMA branch providing comple-
mentary temporal context.

SMART-CE achieved lower NMSE and BER than the evalu-
ated baselines over most of the tested conditions. Although
SMART-CE requires a higher computational cost than sim-
pler CNN-based baselines, it performs channel estimation
through a single forward pass without iterative optimization.
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Abstract — The paper considers the adaptive forward error
correction (FEC) technique for real-time video transmission
over a feedback-free channel with limited bandwidth and non-
stationary interference. A hybrid Reed—-Solomon coding method
is proposed in GF(2%), combining differentiated redundancy
across specific frame types (I, P, and B), with adaptive code
parameter control driven by physical layer channel state estima-
tion. The channel is modeled by a three-state Markov process
called Gilbert-Elliott—-Jamming (GEJ), in which an explicit jam-
ming state is added to the classical Gilbert-Elliott model. A
closed-form expression for the block decoding failure probabili-
ty under the erasure model is derived, and applicability bounds
for representative RS configurations are determined. A redun-
dancy adaptation function with a guaranteed upper bound on
overhead is introduced together with a control algorithm. Ex-
periments conducted under four scenarios (stable Wi-Fi, mobile
4G, tactical channel and active jamming) show that the mission
success rate increases from 60% for fixed RS and 50% for SRT
to 78% under sustained jamming, while the time to first frame
decreases from 600 — 1200 ms to 200 ms. The method is imple-
mentable on the ESP32-S3 and ARM Cortex-M4 platforms with
an encoding throughput of 4 to 8§ Mbps.

Keywords — adaptive forward error correction, jamming-resistant
video, Reed-Solomon codes, video streaming

1. Introduction

Video transmissions account for over 80% of global Inter-
net traffic and continue to grow faster than the underlying
infrastructure is capable of absorbing them [1], [2]. This
growth is driven not only by entertainment streaming but al-
S0, increasingly, by interactive and mission-critical services
such as remote surgery and telemedicine, disaster response
and emergency communications, remote education, indus-
trial teleoperation, as well as video links of unmanned aeri-
al and robotic platforms. In such cases, an interruption of
the picture is not merely a comfort issue, but a safety- and
outcome-critical failure. Within this broader class, the most
demanding applications are those in which the decoded pic-
ture is part of a control loop. These include the following:
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military and dual use unmanned aerial vehicles, tactical radio
links, telemedicine, and critical infrastructure monitoring.

The efficiency of modern video delivery is based on predictive
compression. Contemporary codecs such as H.264/AVC [3],
H.265/HEVC [4] and the royalty-free AV1 solution [5] orga-
nize the stream into groups of pictures (GOPs) built from three
frame types: intracoded I-frames, which are self-contained,
as well as intercoded P- and B-frames, which are predicted
from their neighbors. This creates a strong asymmetry in im-
portance: the loss of an I frame invalidates the related entire
GOP, whereas the loss of a single B-frame degrades only the
frame itself. In this paper, a protection scheme that ignores
this asymmetry and either wastes redundancy on the least im-
portant frames or leaves the most important ones exposed is
developed.

In this paper, the impact of residual losses is ultimately judged
in terms of perceived quality. Full-reference metrics such as
peak signal-to-noise ratio (PSNR) and structural similarity in-
dex (SSIM) [6] quantify the fidelity against a reference, while
the limitations of purely error-based measures are well docu-
mented [7]. Perceptual metrics, such as video multimethod
assessment fusion (VMAF) [8], correlate more closely with
subjective scores and have become a de-facto standard for
streaming evaluation. These metrics provide an objective
benchmark based on which the resilience of a transmission
scheme is assessed.

Furthermore, combat experience gathered in 2022 — 2025 has
shown that civilian real-time protocols, such as RTP, RTMP,
HLS, and analog FPV channels operating in the 2.4 and
5.8 GHz bands, are not usable in zones of active electronic
warfare (EW), because wideband jamming destroys both
the video downlink and the UAV control uplink [9], [10].
Retransmission-based protocols, i.e., TCP and RTP/RTCP
with ARQ, introduce end-to-end latency of 100—-200 ms,
which is unacceptable for real-time control and the loss of key
frames (I frames) interferes with decoder synchronization.

Forward error correction (FEC) offers a good alternative.
However, a fixed FEC scheme is not well matched to a non-
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stationary channel: at low loss rates it wastes bandwidth,
while at high loss rates it does not deliver sufficient resilience.

From this dependency, we formulate the research problem as
follows. The purpose of the research is to design an adaptive
FEC method, based on Reed—Solomon codes, that guaran-
tees, in the feedback-free transmission mode, a specific target
resilience level (Prqy < €) while minimizing total redun-
dancy (Ogotq; — min) on a channel with non-stationary
characteristics.

Several aspects of the problem still lack a solution in the
literature. First, the classical Gilbert—Elliott model captures
impulsive interference, but not long, periodic blackouts that
characterize active jamming, and the analytical methodology
for feedback-free channels with explicit jamming states has
not been fully developed. Second, most published AFEC
algorithms do not provide an analytical upper bound on
total redundancy, which complicates deployment in bitrate-
constrained channels. Third, the adaptive schemes usually
apply a uniform FEC rate to all packets, ignoring the differing
importance of I, P and B frames within the group-of-pictures
(GOP) structure. Fourth, in one-way scenarios, for example,
a UAV transmitting to a ground station with a jammed uplink,
the algorithm has to rely only on a priori channel data and
physical layer measurements.

The object of this research is the process of transmitting real-
time video signals over a channel with limited bandwidth and
strong interference, operating in feedback-free one-way mode.
The purpose of the work is to develop an adaptive hybrid
Reed—Solomon coding method that ensures Ppq; < 1073
at packet loss rates of up to 20%, with a guaranteed upper
bound on total redundancy equaling Oyoiq1 < 30% and an
end-to-end latency below 150 ms, with the solution remaining
implementable on embedded microcontroller platforms of
the ESP32-S3 and ARM Cortex-M4 class.

The research tasks set in support of this purpose are as follows:

e to derive a mathematical channel model that accounts for
non-stationary jamming states,

e to derive a closed-form expression for the block decoding
failure probability under the erasure model,

e to formalize the redundancy adaptation function and the
differentiated frame-type FEC control algorithm,

e to compare the RS code against alternative FEC schemes,

e to implement and verify the method on an experimental
software testbed.

2. Related Works

The theory of forward error correction for erasure channels is
mature. Reed—Solomon codes [11], introduced as polynomi-
al codes over finite fields, are maximum distance separable
(MDS) and, therefore, optimal in their trade-off between re-
dundancy and correction ability. Canonical treatments of their
algebraic decoding are provided in [12] and [13]. For multi-
media transport specifically, the low delay error protection
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design space —from block codes to rateless and streaming
constructions —is surveyed in [14].

These foundations fix the achievable protection for a given
overhead, but say nothing about how the overhead should be
chosen when the channel is non-stationary, which is the main
concern of the literature focusing on adaptive solutions.

As far as adaptive, channel state-driven FEC is concerned,
the most recent work tunes the coding parameters to the es-
timated channel state. The ABRF scheme of [15] performs
joint bitrate-FEC control and reports a 68 —95% reduction
in VMAF degradation compared to earlier adaptive FEC
schemes. In [16], DeepRS, an LSTM network, predicts pack-
et loss patterns and adjusts the RS parameters. Reinforcement
learning controllers such as RL-AFEC [17] and R-FEC [18]
select FEC parameters online from interaction with the net-
work.

These methods report substantial quality gains, but they
share two properties that matter here: they apply a single,
uniform code rate to all packets of a frame, ignoring the
GOP importance asymmetry, and they either rely on an
accurate online loss estimate or on a learned predictor, without
providing an analytical guarantee on the resulting redundancy.

In streaming, cross-layer, and neural approaches a parallel line
of work targets low latency through streaming code —such as
the Tambur method provided in [19] for videoconferencing —
and the network adaptive error control presented in [20] and
through cross-layer coordination between the application and
transport layers, as in VOXEL [21]. A more radical direction
replaces the codec itself with a neural solution.

The GRACE algorithm introduced in [22] reports a large
reduction in unrecoverable frames and a gain in the mean
opinion score at the cost of a learned encoder-decoder pair.
These approaches improve resilience but move away from
the lightweight, analytically tractable operation required on
resource-constrained hardware.

On the channel-modeling side, the Gilbert—Elliott two-state
model remains the standard abstraction of a bursty erasure
channel, because it represents a single “bad” regime. It un-
derestimates the long periodic blackouts produced by active
jamming.

To the best of our knowledge, no existing methods address
the combination of the three following elements jointly: an
explicit jamming state inside the channel model, a closed-
form analytical bound on FEC overhead, and an explicit use
of GOP frame type differentiation in the adaptive control.

3. Proposed Method

3.1. Mathematical Channel Model

We modeled the channel as a three-state Markov GEJ
(Gilbert-Elliott-Jamming) process with states {G, B, J} and
a transition probability matrix. In state G (good), the packet-
loss probability is pg < 0.01, in state B (bad) it lies in
pp € [0.05,0.15] (impulsive interference), and in state .J
(jamming) it is p; ~ 1.0 (a near-complete blackout).
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Tab. 1. GEJ model parameters for typical operating scenarios.

Scenario \ Tq \ TB \ Ty jZe! \ DB \ DJ \ Lp (avg) L, (avg)
S1: Wi-Fi 5 GHz 0.97 0.03 0.00 0.001 0.05 — 50 pkts —
S2: 4G/LTE 0.85 0.13 0.02 0.002 0.08 0.95 200 pkts 1000 pkts
S3: Tactical 0.60 0.30 0.10 0.005 0.15 0.99 500 pkts 5000 pkts
S4: Active EW 0.40 0.30 0.30 0.005 0.15 0.99 500 pkts 5000 pkts

The transition matrix is parametrized by Pgp, Psg, PgJ,
Pjq, Pgy and Pjp, forming an irreducible ergodic chain
in most realistic regimes. The problem of sweep jamming,
which breaks stationarity, is treated separately.

The stationary distribution 7 = (7g,7p,7s) is the left
principal eigenvector of the transition matrix, normalized
by mg + mp + m; = 1. The typical scenario parameters [10]
are collected in Tab. 1. The steady-state packet loss probability
is:

Davg = TG PG+ TBPB+ Ty PJ. (1

The burst length distribution within each state follows an
exponential law:

—1

P(L > 1) =elavs .

The model was calibrated by Baum—Welch estimation on
two real, publicly available packet loss traces that bracket
the regimes of interest: a benign link without jamming (the
CRAWDAD DUE packet delivery dataset [10], overall loss ~
33.6%) and a link recorded under a periodic RF jammer (the
CRAWDAD vanetjamming2014 dataset [23], overall loss ~
77.9%). Under the Kolmogorov—Smirnov criterion, the three-
state GEJ and the two-state Gilbert—Elliott models fit the
benign trace comparably, achieving a KS error of 0.02 vs.
0.03 —without jamming the third state is largely redundant.
Under active periodic jamming, the explicit jamming state
becomes decisive (KS error 0.25 vs. 0.88), because a single
bad state cannot simultaneously reproduce the short impulsive
bursts and the long deliberate blackout.

3.2. Block Decoding Failure Probability

Consider a systematic Reed-Solomon code RS(n, k) over
the finite Galois field GF(2%), n = 255. Its error-correcting
capability is:

t:{(”gk)j. )

As a maximum distance separable (MDS) code, RS attains the
Singleton bound d,;, = n—k+1 and corrects up to ¢ symbol
errors with unknown positions or up to 2t erasures with
known positions. In UDP transmission with packet sequence
numbers, lost packets always have known positions, so the
erasure regime applies, doubling the protection capability.

The probability of failing to decode a block of length n under
independent Bernoulli losses with rate p is:

Pri(p,n,t) = Z (7:)171(1 _p)n—i . 3)
i=2t+1
32026
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Tab. 2. Block decoding failure probability for representative RS
configurations (erasure model).

P Cyclic RS(255,231, | RS(255, 191,
[%] | g(z)=20+2124+234+1 t=12) t=32)

1 9.2.1071 3.0-10717 6.4-10"70
5 ~1 1.1-1073 7.8-1028
10 ~1 5.7-1071 1.2-10712
20 ~1 ~1 1.9-1072
30 ~1 ~1 9.5.1071

Numerical values of Eq. (3) for representative RS configura-
tions are provided in Tab. 2. From the table, we can read off
applicability bounds: RS(255, 231, 12) keeps Pr < 1073
as long as p < 5%, and RS(255, 191, 32) does so up to
p < 10%. For p greater than 20%, the code alone is no longer
enough and one has to add interleaving or a frequency hop.
For burst losses of length L distributed exponentially, the
block failure probability is approximated by:

b 2t
Pri=e Toe . @
An interleaving depth D distributes a burst of length L across
D blocks, reducing the effective burst length by a factor of

D:

int ___— T
loss — € ae (5)
Beyond the block-failure probability, the effective rate Rq

captures both the nominal code rate k/n and the full-block
loss probability:

Reﬂf(p,n,t) = % : (1 - Pfail(p, n, t)) . 6)

The decoding complexity of Berlekamp—Massey + Forney
over GF(28) is as follows:
Caec(n,t) = O(n - t +t2) . @)

For RS(255, 223, 16) this amounts to roughly 12 000 elemen-
tary GF operations per block, which translates to 12 pys on an
ARM Cortex-M4 clocked at 168 MHz or approximately 1 us
on an ESP32-S3 that features hardware GF acceleration. The
effective channel throughput under a given code is:
C:E-(l—p)-B7 (8)
n

where B is the physical radio-link capacity [bit/s].

3.3. Adaptive Redundancy Function and Differentiated
Protection

The proposed adaptation function combines packet loss prob-
ability and the average burst length into a single scalar coeffi-
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cient such as:
. L
/e(p,L)fmm{l—FQp—i-m, 3}. )

The cap kmax = 3 prevents unbounded overhead growth
in catastrophically degraded channels. The redundancy for
frame type F' € {I, P, B} is as follows:

rp = min {’I.UF * T'base * "i(pa L)a 06} ) (10

where w; = 1.0, wp = 0.3, wp = 0.1 are weights and

Tbase € [0.1,0.4] constitutes the baseline rate driven by target

VMAF.

The total redundancy for a GOP of period G with size ratio

p=51/Spand p € [4,10] is:

p-ri+(G-=1)-rp
p+(G-1)

For a typical H.264 stream with GOP = 30 and p = 6, Eq.
(11) gives Oyopar = 23.4%, against 40% for uniform protection
at the same I-frame rate. This is a relative reduction of 41.5%.

Olotal = (1 1)

3.4. RS Code Selection

Table 3 summarizes the comparative properties of the FEC
schemes against key criteria. We selected the RS code as the
baseline FEC algorithm, because it satisfies three require-
ments at once. It is MDS, i.e. it offers the optimal correction
capability for a given redundancy, it tolerates burst losses
up to 2t erasures, and its decoding cost remains moderate —
about 12 000 GF operations per block at ¢ = 16, which is well
within the throughput capacity of an ESP32-S3 at 4 Mbps
encoding.

The alternatives we considered fail to satisfy at least one
of those criteria: RaptorQ does not provide a strict over-
head bound, LDPC needs a more powerful platform than
a Cortex-M4, and plain XOR-FEC offers very limited correc-
tion capability.

3.5. Parameter Sweep

To identify the best RS configuration for a given channel state,
we ran a sweep over the (¢, p) parametric plane. Five configu-
rations with n = 255 and k € {239,223,207,191,175}
so that ¢t € {8,16,24,32,40} were tested at p €
{1,5,10, 15, 20, 25} %. The test vector was the publicly avail-
able mobile_cif .y4m sequence (Xiph media, CIF 352 x
288), and the full RS encoding and decoding were performed
on GF(2%) using reedsolo 1.7.

This amounts to 5x 6 x 30 = 900 independent encode—decode
runs with distinct seeds of random loss, requiring in total
65 min on an Intel CPU. At each of the 30 grid points,
we computed P, from Eq. (3) and averaged the measured
VMAF-proxy over 30 frames. UDP-baseline on the same 30
frames: VMAF,q4,(p) = {71.8;47.7;37.9;33.1; 28.3; 23.4}
for p = {1;5;10; 15; 20; 25} [%]. The results are reported in
the Tab. 4.

Each configuration has a clear applicability range, as one may
notice in Tab. 4 and Fig. 1. The configuration ¢ = 8 keeps
VMAF > 95 up to p = 5% but then collapses at p > 10%,
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Fig. 1. Frame recovery quality for the family of RS configurations
(n = 255, k varies; mobile_cif test vector).
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Fig. 2. Pareto chart overhead vs. quality for RS configurations.

t = 16 holds up to p = 10%, t = 24 up to 15%, t = 32 up
to 20%, and ¢ = 40 covers the entire range up to 25%, at the
price of 45.7% overhead. Therefore, a fixed configuration
sized for the worst case (¢ = 40) wastes 6.8 x the necessary
bandwidth in a stable channel at p = 1% (45.7% vs. 6.7%).

This is the main argument in favor of adaptive switching. The
Pareto frontier in the overhead — VMATF plane (Fig. 2) gives
the decision rule t*(p) = argmin{overhead | VMAF >
95}: RS(255, 239, 8) at p € {1,5}%; RS(255, 223, 16) at
p = 10%; RS(255, 207, 24) at p = 15%; RS(255, 191, 32)
at p = 20%; RS(255, 175, 40) at p = 25%.

3.6. Adaptive FEC Control Algorithm

Algorithm 1 estimates the channel state from physical layer
metrics and selects RS code parameters before encoding each
frame.

The complexity is O(w + log n), where w is the observation
window size. For a typical w = 30, this is 30 comparison
operations per call, which is negligible in addition to the cost
of RS encoding itself.
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Tab. 3. Comparison of FEC schemes for real-time video transmission over channels with non-stationary interference.

Scheme gz;z%clﬁﬁ; Decoding complexity Burst resilience Overhead at t = 16 suli\t/ilgilljity
RS(255, 223) 16 (MDS) O(nt+t?) High 14.3% Yes
BCH(255, 215) 5 O(nt) Medium 15.7% Yes
Hamming(15, 11) 1 O(n) Low 26.7% Yes
RaptorQ No hard bound O(n) High Variable Partial
LDPC Near-Shannon O(nlogn) High Variable No
Plain XOR-FEC 1 per pair O(n) Low 100% (1:1) Yes
Tab. 4. Sweep over RS(255, k, t) X p configurations.
. i Overhead VMAF at VMATF at VMATF at VMAF at VMAF at VMAF at
[%e] p=1% p = 5% p = 10% p=15% p = 20% p = 25%
8 239 6.7 100.0 95.9 39.7 31.5 26.7 21.7
16 223 14.3 100.0 100.0 100.0 44.9 26.7 21.7
24 207 23.2 100.0 100.0 100.0 97.4 45.1 21.7
32 191 33.5 100.0 100.0 100.0 100.0 97.4 63.3
40 175 45.7 100.0 100.0 100.0 100.0 100.0 100.0

Algorithm 1 Adaptive FEC controller

Input: packet history H (RSSI, SNR, AckRate over window
W) of size w, current frame type F' € {I, P, B}, jamming-
detector thresholds Orssr, OsNR-

Output: RS code parameters (n, k, t) for encoding frame F'
Start

1: empy

(1 — mean(AckRate, H))
> empirical loss prob.
2: medgssr <+ median(RSSI, H)
3: vargrssy — variance(RSSI, H)
4 Phat <— Q- EMPyp + (1 ) Pprev
> EWMA filter (o = 0.3)
5: Lpqt < autocorr_burst_length(H)
6: Jriag — (medrssr < Orssr) U (varrssr > 0snr)
> jamming detector
7: wp «— match FF: I — 1.0;P —0.3;B — 0.1
8: Tpase <« match F': I — 04;P —0.2;B — 0.1
9: kK min(1l + 2 - ppat + Lnat/200,3)
> adaptation function
10: 7« clamp(wg - rpase - K, 0.05,0.6)
11: ifjflag = 1 then

12: r < max(r, 0.5) > jamming regime
13: end if
14: n <« 255 > fixed for GF(256)

15: t — |r-n/2]
16: k«—n—2-t
17: return (n, k, t)
End

3.7. Experimental Verification and Results

The method was verified on a software testbed written in
Python 3.11, using the following libraries: pyfinite > 1.9
for GF arithmetic and reedsolo > 1.7 for systematic RS
encoding. The testbed parameters are summarized in Tab. 5.
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Tab. 5. Software experimental testbed parameters.

Parameter Value
Platform Intel i7-12700H, 32 GB RAM,
e Linux Ubuntu 22.04
Language Python 3.11
pyfinite > 1.9 (GF(256)),

RS libraries
reedsolo > 1.7

Channel Custom GEJ implementation
emulator

UDP loopback with controlled
Transport

latency / drop-rate

Synthetic H.264-like, GOP = 30, p = 6,
bitrate 0.5 - 10 Mbps

VMAF (1ibvmaf 2.3.1), PSNR, SSIM
MSR, TTFF, EFR

Test stream

Quality metrics

Integral metrics

Runs per

. K = 30 with distinct seeds
scenario

4 scenarios X 5 solutions x 30 seeds
= 600 runs

Total sample
size

Each of the four scenarios S1—S4 listed in Tab. 1 was run 30
times with different seeds from the random generator.

The testbed compares five solutions:
e UDP without FEC,

e Fixed RS(255, 223, 16),

o SRT with default settings,

o WFB-NG-emulation with RS 12/8,

e The proposed method using Algorithm 1.
Aggregate results are reported in the Tab. 6.

Three observations follow from Tab. 6. In the stable channel
S1, all five solutions deliver comparable quality (VMAF of
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Tab. 6. Aggregate experimental results (mean =+ std over K = 30 channel emulator runs).

Metric Scenario UDP raw Fixed RS SRT WFB-NG Proposed

VMAF avg S1 90 £+1 91+1 91 £+1 90 +1 91 +1

VMAF avg S2 65 +6 8443 88 +2 82 +4 89 +2

VMAF avg S3 28 £9 7545 78 +£4 62 +7 81 £3
MSR [%] S4 <10 50 60 78
Latency p95 [ms] S2 60 350 90 95
Overhead [%] S3 0 ~5 (ARQ) 33 30
TTFF [ms] S4 — 1200 600 200

approx. 91), but the proposed method reaches this with an
overhead of 8 - 12%, while fixed RS uses 22 -25%, a 2- to
3-fold saving in bandwidth. In S2 and S3, where the loss
rate is 5—20%, the proposed algorithm is consistently 5—19
VMAF points above fixed RS and WFB-NG, and matches
SRT in terms of quality, while running with 3.5 times lower
latency (95 vs. 350 ms).

In S4, where the channel is under sustained EW, MSR in-
creases from 60% with WFB-NG to 78% with the proposed
method, and TTFF — after the channel exits a jamming state —
drops from 600—1200 ms to 200 ms, due to the directed
I-frame protection and fast resync mechanism.

A two-tailed Student’s t-test at significance level of o = 0.05
confirms a statistically significant separation between the
proposed approach and each of the baselines in scenarios
S2—S4. The proposed method vs. fixed RS and the proposed
approach vs. WFB-NG generate p-values below 0.01, and the
proposed vs. SRT in S3 results in p = 0.03.

To illustrate the recovery effect, Fig. 3 shows the result
of transmitting a test CIF frame from mobile_cif.y4m
(352 x 288, fragmented into 149 UDP packets of 1024 bytes
each) at three loss rates: p = 5%, 15% and 25%.

At p = 5%, UDP raw degrades to PSNR = 15.6 dB and SSIM
= 0.85, leaving the frame visually unintelligible. The adaptive
scheme switches to RS(255, 223, 16) at an overhead of 14.3%
and recovers the frame in full (PSNR =99 dB, SSIM = 1.00).
At p = 15%, the raw UDP drops to PSNR 11.9 dB, SSIM 0.76
and the adaptive scheme now selects RS(255, 191, 32) at an
overhead of 33.5% and again returns PSNR 99 dB. At p =
25%, the raw UDP collapses to PSNR 8.2 dB, SSIM 0.44, the
adaptive scheme moves to RS(255, 175, 40) at an overhead
of 45.7% and recovers the frame.

3.8. Comparison with Recent Adaptive-FEC Methods

Table 7 illustrates the proposed method against representative
published adaptive FEC systems along the dimensions that
matter for a resource-constrained one-way link.

The features of the present method are the explicit GOP frame
type differentiation and, above all, the closed-form analytical
bound on total redundancy (Sec. 3.3), which none of the
learning-based systems provides and which is what makes
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the scheme deployable within the fixed compute and energy
budget of a microcontroller class node.

The price of this simplicity is the controller’s reactivity:
instead of predicting variations, it relies on recent physical-
layer measurements to estimate the channel. At the onset of a
new interference regime, this estimate lags, causing frames
transmitted during the transition to be protected according to
the previous, milder state.

This is the principal limitation of the approach and the reason
why a predictive channel state estimator in the light of DeepRS
[16] is identified as the first line of further work (Sec. 4). We
stress that the comparison provided in Tab. 7 is qualitative:
the quantitative gains reported for [15], [16], and [22] were
obtained under different channels, codecs, quality metrics,
and are therefore not directly commensurable with the results
reported here.

4. Conclusions

The work reported in this paper develops and verifies a hybrid
forward error correction method based on Reed—Solomon
codes with adaptive control of the coding parameters for
a one-way channel with non-stationary characteristics. The
main findings can be summarized as follows.

On a benign real link, the three-state GEJ and the classical
two-state Gilbert—Elliott model fit the loss-burst distribu-
tion comparably (Kolmogorov—Smirnov error 0.02 vs. 0.03),
whereas on a real trace recorded under active periodic jam-
ming the explicit jamming state is decisive (0.25 vs. 0.88).

This supports including an explicit jamming state precise-
ly when the channel is subject to deliberate interference and
shows that the third state is not required under benign condi-
tions.

The closed-form Eq. (3) for the block decoding failure prob-
ability under the erasure model gives applicability bounds
for representative RS configurations: RS(255, 231, 12) keeps
P <1073 as long as p < 5%, and RS(255, 191, 32) does
soup to p < 10%. For p above 20%, interleaving or frequency
hopping is needed in addition to the code itself.

The adaptation function x(p, L) = min{1 + 2p + L/200, 3}
packs the packet loss probability and the average burst length
into a single scalar coefficient. Due to the cap Kmax = 3,
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Fig. 3. Visual comparison of mobile CIF frame recovery under different loss rates: a) reference, b) raw UDP — horizontal stripes correspond to
lost UDP packets, and c¢) proposed method with adaptive RS.

Tab. 7. Positioning of the proposed method relative to recent adaptive FEC systems.

Method Adaptation driver Rate granularity Analyti)c(?lll:(\izerhead Target platform Reported gain
ABREF [15] Joint ?blt.rate. FEC Uniform per frame No Server / GPU Up to 68-95% l'ess VMAF
optimization degradation
DeepRS [16] LSTM loss predictor Uniform per frame No Server / GPU Proactive loss prediction
RL-AFEC [17] Online remforcement Uniform per frame No Server RL-tuned FEC in real time
learning
R-FEC [18] Onllnekrzzlrl:g);cement Uniform per frame No WebRTC endpoint Improved QoE in WebRTC
Neural codec ~95% fewer unrecoverable
GRACE [22] (loss-aware) Codec level No GPU frames, +38% MOS
PHY-layer estimate Frame type ESP32-S3/ ARM
Proposed + GEJ state differentiated (I/P/B) Yes (< 30%) Cortex-M4 See Sec. 3.5-3.7

the overhead cannot grow without bound, no matter how Frame-type-differentiated protection through Eq. (11) gives
degraded the channel becomes. a total overhead Oypg = 23.4%, versus 40% for uniform
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protection at the same I-frame rate. This is a relative reduction
of 41.5% for a typical H.264 stream with GOP=30and p = 6.

Experiments conducted under the four scenarios (mobile 4G,
stable Wi-Fi, tactical channel, active EW), with K = 30 runs
each, show a statistically significant advantage of the proposed
method. The MSR climbs from 60% with fixed RS and 50%
with SRT to 78% with sustained jamming, TTFF falls from
600 —1200 ms to 200 ms, and in stable channels the overhead
is 2—3 x lower than for fixed RS.

The sweep over five configurations ¢ € {8,16,24,32,40}
and six loss rates p € {1,5,10,15,20,25} [%] on the
mobile_cif.y4m test vector pins down the applicability
range of every configuration. It also shows that the adap-
tive scheme reaches VMAF > 97 at the minimum overhead
needed in each case (between 6.7% and 45.7% depending on
p), and avoids the 6.8 x bandwidth waste incurred by a fixed
worst-case configuration.

In conclusion, the novel results of this work may be summa-
rized as follows: (i) a closed-form expression for the block
decoding failure probability under the UDP erasure model
that links RS code parameters directly to channel characteris-
tics, without requiring simulation, (ii) an adaptation function
k(p, L) with a guaranteed upper bound, (iii) a frame-type-
differentiated FEC control algorithm with a guaranteed 30%
overhead bound that reduces total redundancy by 41.5% while
keeping the I-frame protection at the same level, and (iv) an
experimentally constructed Pareto chart of RS(255, k, t) con-
figurations in the overhead — VMAF plane, from which five
operating modes for the adaptive controller are read off.

The proposed solution applies to video surveillance of criti-
cal infrastructure, telemedicine, communication protocols for
FPV UAVs and autonomous robotic systems, as well as video-
conferencing services over unstable networks. The method
runs on the ESP32-S3 (4 Mbps encoding) and ARM Cortex-
M4 (1 -3 Mbps) platforms, with a footprint of at most 1 KB
of static data and 10 KB of dynamic memory.

Several lines of further work remain open. First, an LSTM
channel-state predictor with a 5-step horizon, in the spirit of
DeepRS [16], could be added on top of the present controller
for proactive parameter adaptation. Second, the testbed can be
extended to real H.265/AV1 streams with on-bench VMAF,
PSNR and SSIM evaluation. Third, a cross-layer optimization
following VOXEL [21], in which the encoder bitrate and the
FEC parameters are jointly controlled, seems to be a natural
next step for the future.
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Abstract — This study addresses data collection challenges in
wireless sensor networks (WSNs) employing mobile sinks (MSs).
Although MSs improve flexibility and scalability, achieving bal-
anced optimization of data collection delay and energy consump-
tion remains challenging, as minimizing one objective typically
comes at the expense of the other. To overcome this limitation,
we propose the optimized grid-based data collection with mo-
bile sink (ODCMS) approach. In ODCMS, the MS follows a
predefined trajectory and visits strategically selected visiting
points (VPs) to collect aggregated data. The number of VPs is
minimized to reduce tour length and thus latency, while a two-
level data aggregation scheme shortens transmission distances
and lowers forwarding overhead, thereby decreasing energy
consumption. Energy balancing is ensured through periodic ro-
tation of aggregation roles to prevent early node depletion. The
MS movement among VPs and the base station (BS) is mod-
eled as a connected graph, and its trajectory is constructed as
a Hamiltonian cycle using a backtracking algorithm. ODCMS
also supports rapid reporting of urgent events to the BS prior
to MS arrival. NS-3 simulations compared with EDEDA and
EFDC demonstrate that ODCMS achieves shorter tour length
and data collection delay, lower energy consumption, and longer
network lifetime than other approaches.

Keywords — data aggregation, grid-based structure, mobile sink,
path planning, visiting points, WSNs

1. Introduction

Wireless sensor networks (WSNs) comprise distributed au-
tonomous nodes that monitor physical or environmental con-
ditions and transmit collected data to a central base station
(BS) or sink for processing. WSNs are fundamental to mod-
ern networks, forming the backbone of the Internet of Things
(IoT), with applications in precision agriculture, industrial
automation, healthcare, environmental monitoring, and smart
cities [1]-[4].

Energy efficiency remains a major challenge in WSNss, as
sensor nodes are typically battery-powered. In traditional
architectures with static sinks, nodes located near the sink

This work is licensed under a Creative Commons Attribution 4.0 International (CC BY 4.0) License.
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must handle excessive data forwarding, creating hotspot areas
[5], [6]. This uneven load results in rapid energy depletion
of these nodes, which consequently shortens the network
lifetime.

Mobile sinks (MSs) have emerged as a promising solution.
Depending on the application, they may take the form of un-
manned aerial vehicles (UAVs) [7], [8], unmanned ground
vehicles (UGVs) [9], autonomous underwater vehicles (AU-
Vs) [10], or devices carried by humans or animals [11].

A MS can reduce energy consumption, balance energy usage,
and extend network lifetime by collecting data from multi-
ple locations [3], [5], [6], [11]. In agricultural WSNs, mobile
drones replace fixed sinks to collect aggregated data from sen-
sor nodes and reduce long-range transmissions [7], [12], [13].
Similarly, in forest fire monitoring, drone mobility enables
efficient network-wide data collection, reducing energy con-
sumption and reliance on multi-hop communication [14].

This work addresses the periodic collection of data by a MS
from all WSN nodes. A straightforward approach requires
the MS to visit every node, which results in excessively long
collection times due to extensive travel. To overcome this,
strategically selected locations, called visiting points (VPs),
can be used, enabling the MS to gather data efficiently from
nearby sensors.

Although this reduces the collection period, identifying the
optimal set of VPs and designing an efficient MS route that
simultaneously minimizes both delay and energy consumption
remains a challenging task [15]. To reduce data collection
delay, it is crucial to minimize the number of VPs required for
full network coverage and to establish the optimal trajectory
for the MS to visit each VP, starting and returning to the BS.

However, too few VPs may force sensor nodes to transmit
data over long distances, either via direct long single-hop
transmissions, where nodes increase transmission power to
reach the MS, or multi-hop forwarding through intermedi-
ate nodes. In both cases, energy consumption rises sharply,
accelerating network-wide energy depletion.
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In response to these challenges, this paper proposes the opti-
mized grid-based data collection with mobile sink (ODCMS)
approach. Its primary goals are to minimize data collec-
tion delay, reduce energy consumption, and prevent energy
imbalance among sensor nodes. ODCMS achieves this by
carefully minimizing the number of VPs required for full net-
work coverage, while employing a hierarchical two-level data
aggregation scheme that effectively shortens transmission
distances and limits forwarding load. Aggregation roles are
periodically rotated to evenly balance energy usage across the
network, thereby significantly extending its overall lifetime.

ODCMS organizes the sensor field into a virtual grid, parti-
tioning the deployment area based on node communication
ranges and region size. The grid dimensions are defined in
accordance with design objectives to support the desired se-
lection of VPs. Each grid cell has a designated grid cell head
(GCH) that aggregates data from local nodes. At a higher
level, one GCH in each quad of four cells is selected as the
grid quad head (GQH), which further aggregates the data and
prepares it for collection by the MS.

In addition, strategically chosen grid intersection points serve
as VPs. The MS begins its tour at the BS and follows a
predetermined trajectory visiting each VP exactly once. Its
possible movements between VPs and the BS are modeled
as a connected graph, and a valid data collection route is
determined as a Hamiltonian cycle using a backtracking
algorithm. At each VP, the MS gathers data from the four
surrounding quads via a two-level aggregation process. This
continues until all VPs are visited, after which the MS returns
to the BS with the aggregated data.

To further enhance responsiveness, ODCMS also integrates a
complementary mechanism to promptly deliver urgent event
data directly to the BS via multi-hop communication, thereby
avoiding delays associated with waiting for the MS’s arrival.

The main contributions of this work are:

1) Grid-based clustering — the sensing field is divided
into virtual grid cells, enabling structured clustering and
efficient VP selection.

2) Hierarchical aggregation — each cell elects a GCH, and
one GCH per quad becomes the GQH to deliver aggregated
quad data to the MS, reducing transmission distances,
forwarding load, and balancing energy via periodic role
rotation.

3) VP selection strategy — minimizes the number of VPs re-
quired for full coverage and thus, reducing data collection
delay.

4) Trajectory planning — models MS movements as a con-
nected graph and computes a Hamiltonian cycle using a
backtracking approach.

5) Event-driven reporting — supports urgent data delivery
directly to the BS without waiting for the MS tour.

6) Simulation-based evaluation —- ODCMS is implemented
in NS-3 and compared with the state-of-the-art EDE-
DA [15] and EFDC [16] protocols across multiple perfor-
mance metrics.
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This article is structured as follows. Section 2 reviews related
work and discusses their limitations. Section 3 presents the
network model along with the key assumptions considered.
Section 4 introduces ODCMS, while Section 5 provides
its detailed description. Section 6 presents the performance
evaluation, and finally, Section 7 concludes the article.

2. Related Works

This section reviews recent related studies, emphasizing
indirect data collection through VPs rather than direct node-
by-node collection methods [17]-[19].

The authors in [20] proposed VGRSS, a virtual grid-based
method for selecting rendezvous points (RPs) and sojourn
locations to improve energy efficiency and data collection in
WSNs. The approach operates in two phases: the sensor field is
partitioned into grid cells, then a grid cell coordinator (GCC)
is elected from the cell members using a fuzzy inference
system that accounts for residual energy and node centrality.
Each GCC aggregates and stores data from associated nodes
for the MS. To prevent premature node failure, GCCs’ energy
is monitored each round to determine if replacements are
needed. The MS visits sojourn locations at grid intersections,
following a trajectory constructed via the travelling salesman
problem using Christofides heuristics [21].

In [15], the authors proposed EDEDA, an energy- and delay-
efficient data collection approach based on a virtual grid. The
sensing area is divided into grid cells, and a grid cell head
(GCH) is elected from grid cell members (GCMs) based on
proximity to the cell center and residual energy. A subset of
cells is selected as visiting cells (VCs), allowing the MS to
collect data from the GCHs of nine adjacent cells in one hop.
The MS follows a Hamiltonian cycle starting and ending at
the BS, while a GCH replacement strategy prevents premature
node failure.

In [22], the authors proposed a virtual grid-based MS data
collection method in which each cell elects a GCH. The MS
follows paths along grid peripheries and diagonals, selecting
one cell per path as a rendezvous grid cell (RGC). In each
RGC, arendezvous GCH (RGCH) broadcasts the MS location,
enabling GCHs to adjust minimum-hop routes and efficiently
forward aggregated data to the MS.

In [16], the authors proposed EFDC, an energy-efficient
data-gathering protocol for WSNs with a MS. The approach
employs hierarchical agglomerative clustering (HAC) to form
clusters and select the optimal clustering level. CHs are chosen
as the nodes closest to cluster centroids. The VPs for the MS
are designated as the coverage intersection points (CIPs)
located along the boundaries of the cluster communication
ranges. The MS travels to these CIPs, halts for a specified
duration to collect data, and then continues its trajectory using
the traveling salesman problem with neighborhoods (TSPN)
algorithm.

In [23], the authors proposed E20SLMS, a method to deter-
mine optimal MS locations within clusters, ensuring balanced
energy consumption among nodes and preventing energy
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holes. The approach assumes a circular sensing area, which is
divided into coronas, each containing multiple clusters. Clus-
ter heads are elected based on their distance to the cluster
center and residual energy. Four MS traverse a spiral trajecto-
ry through the designated clusters and return to the starting
point. Within each cluster, the precise MS location is deter-
mined from member node positions using a fuzzy inference
system, enabling efficient, balanced, and reliable data collec-
tion across the network.

In [24], an energy-aware path construction (EAPC) approach
is proposed to establish an energy-efficient data-gathering
path while enhancing the selection of data collection points
(CPs). This construction is led under the constraint of a
predetermined path length provided as input. The algorithm
comprises three primary phases: initialization, selection of
CPs, and path construction. A minimal spanning tree (MST)
is established during the initialization phase to minimize
the total path length. The collection point selection phase
determines CPs using a benefit index that optimizes energy
usage while minimizing the forwarding burden on sensor
nodes. The most direct route between the BS and the CPs is
finally generated during the path construction phase.

Article [25], introduced BIIE, an energy-efficient data col-
lection algorithm for WSNs. The algorithm operates in
three phases: initialization, path establishment, and local
re-clustering. The network is first divided into clusters, with
the maximum number determined using a dichotomy method
under MS path length constraints. During path establishment,
particle swarm optimization (PSO) identifies optimal Ren-
dezvous Nodes (RNs) and the MS trajectory, minimizing
energy consumption imbalance among nodes. Finally, local
re-clustering dynamically adjusts cluster structures based on
residual energy, dividing or merging clusters to ensure bal-
anced energy usage, thereby enhancing network lifetime and
reliability.

A hybrid data collection method combining rendezvous-
and cluster-based approaches is presented in [26] to achieve
energy efficiency while meeting delivery deadlines for critical
packets. Rendezvous-based collection reduces energy by
storing data at rendezvous nodes (RNs) until the MS arrives,
whereas cluster-based collection forwards data via multi-
hop paths, consuming more energy but reducing delay. The
method operates in three phases: clustering nodes based on
density and residual energy, selecting strategic points near
cluster centers, and determining Steiner points that connect
these points. PSO groups Steiner points, and MSs visit each to
collect data, which is then transmitted to a central collection
point.

An optimal RPs selection with MS trajectory construction
algorithm is proposed in [27]. This approach, called ORPSTC,
begins by constructing a minimum-cost spanning tree (MST)
of the WSN graph. The MST is subsequently partitioned into
several clusters, and a CH is selected within each cluster to
serve as the RP. Upon identifying the RPs, a computational
geometry approach is employed to determine the route of the
MS linking these RPs. A RPs reselection process is devised to
maintain equitable energy consumption among sensor nodes,
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with the consideration of virtual RPs (VRPs). VRPs are sensor
nodes that can directly communicate with the MS.

In [28], an enhanced MS path planning method for homo-
geneous and heterogeneous WSNs is proposed, supporting
single and multiple MSs. The sensing area is divided into
equal regions, and nodes are clustered using the proposed
stable election algorithm (SEA) to reduce frequent CH rota-
tions.

In homogeneous networks, CHs are selected based on neigh-
bor count, while in heterogeneous networks, residual energy
prioritizes super-nodes. CH positions are reported to the BS
to compute MS paths. Visiting points are determined via a
minimum weighted vertex cover formulation, and MS tra-
jectories are optimized using multi-objective evolutionary
algorithms, including ACO, GA, and SA.

The authors of [29] outline the following method named
SCTR to ascertain a minimum number of RPs. The WSN
was represented as an undirected graph G. They subsequently
determined the connected components of GG through the
application of breadth-first search (BFS) traversal.

The reasoning for this is to diminish the problem’s size, hence
decreasing the computing complexity of the solution. The
larger connected components are then partitioned into man-
ageable units (MUs) using the combined use of a heuristic
and Tarjan’s technique. Upon acquisition of these MUs, spec-
tral clustering is employed to create clusters from the MUs.
The centroid of each cluster is then identified as RP. The
identified RPs are ultimately employed to construct the trav-
eling salesman tour (TSP) for the MS utilizing Christofides’
algorithm.

2.1. Discussion

Focusing on minimizing energy consumption and data collec-
tion latency, the reviewed articles can be grouped into three
main classes, as outlined in Tab. 1.

e Low/medium energy — medium/high latency: Methods
such as EDEDA, VGRSS, E20SLMS, SCTR, EFDC, and
[28] conserve energy by reducing multi-hop transmissions
and control overhead but may increase latency due to more
VPs and node waiting time. Energy consumption may
also depend on cluster size, as larger clusters increase
transmission distances between members and their CHs.

o High energy — low latency: Approaches such as TARA
and ORPSTC lower data delivery delay by minimizing
VPs or maintaining continuous shortest multi-hop paths,
at the cost of increased energy from frequent forwarding
and control messages.

e Adaptive/variable solutions: Methods like EAPC, BI-
IE, and HRCM balance energy and latency according to
application requirements.

Despite existing proposals, jointly optimizing data collec-
tion delay and energy consumption remains challenging, as
improving one often increases the other. Proposed approach
tackles this trade-off by reducing the number of VPs to shorten
delays and limiting long-distance and multi-hop transmissions
to save energy, effectively balancing both objectives.
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Tab. 1. Summary of the reviewed articles.

Method Stl;ucture Multi-sink Path selection strategy Energy con- acqll)l?sti?ion
ype support sumption latency
EDEDA [15] Grid No Hamiltonian path planning strategy Low Medium
EFDC [16] Cluster No Travei’ilghslj‘é‘;ff:jgsp(r%’;ﬁi with Low Medium
VGRSS [20] Grid No Christofides algorithm Low Medium
TARA [22] (gri}cllygcritfee) No Computation-free path strategy High Low
E20SLMS [23] Ring Yes Computation-free path strategy Low Medium
EAPC [24] Cluster No Convex polygon algorithm Variable Variable
BIIE [25] Cluster No Particle swarm optimization Variable Variable
HRCM [26] Cluster Yes Dijkstra shortest path algorithm Variable Variable
ORPSTC [27] Cluster No Author-defined ;:I())Ir)xrlg;léiﬁonal geometry High Low
Approach in [28] Cluster Yes Multi-objective evolutionary algorithm (MOEA) Low Medium
SCTR [29] Cluster No Christofides algorithm Low Medium

3. Network Model and Assumptions

This study adopts the following network model and assump-

tions:

e 7 stationary sensor nodes are uniformly and randomly
deployed in a square area of side L.

e Each node has a maximum communication range R.,
forming a unit-disk graph (UDG), where two nodes 7 and
7 are directly connected if their Euclidean distance

d(i, ) = /(zi — 2,)2 + (i — y;)?
satisfies d(i, j) < Re.

e A single MS collects data from sensor nodes by visiting
predefined VPs, starting and ending at a fixed BS, which
stores the collected data.

e Each node knows its location and starts with equal residual
energy.

e The MS can reliably communicate with nodes within range
and has sufficient energy to complete its tour.

e The MS trajectory is unobstructed.

4. Overview of the Proposed Approach

ODCMS is guided by the following design principles. The
network is partitioned using a k x k virtual grid, based on
area size L and node range R.. The value of % is required to
be a multiple of four in order to support the desired selection
of VPs. VPs are chosen at grid intersections, each covering
sixteen adjacent cells (four quads), as shown in Fig. 1.

Each cell elects a GCH for local aggregation. Among the
four GCHs in a quad, the one closest to the VP becomes the
GQH, which aggregates data from the other GCHs and sends
it to the MS. GCHs and GQHs are periodically re-elected to
prevent early failures.
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The MS tours the network from the BS, visiting each VP to
collect aggregated data, then returns to the BS. The trajectory
is modeled as a connected graph, and a Hamiltonian cycle is
computed via backtracking. Urgent data are sent directly to
the BS without waiting for the MS.

5. In-depth Description of the Proposed
Approach

The proposed approach operates through seven key opera-
tions. The first step consists of designing the virtual grid. The
second identifies the set of VPs, while the third determines
how GCHs and GQHs are selected. The fourth operation

Member
node

Grid cell
head (GCH)

Grid quad
head (GQH)

Fig. 1. Overview of ODCMS.
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Tab. 2. List of messages used.

Message Description

GCH_ELECTION
GCH_ANNOUNCEMENT

Initiates the election of GCHs/GQHs
Used by GCHs/GQHs to announce their roles

Used by the MS to trigger data collection from
nodes near a VP

ASKING_DATA

Used to transmit data through the hierarchy
from nodes to the MS

Used by GCHs/GQHs when they are unable to
fulfill their designated roles

DATA

GCH_REELECTION

Used by sensor nodes to inform the BS of an

URGENT_EVENT
emergency event

defines the trajectory of the MS, and the fifth explains the
data-gathering process. The sixth describes the reelection
mechanism for GCHs and GQHs. The seventh addresses
the strategy for handling urgent events. These operations are
elaborated further in the following sections.

The messages supporting the implementation of proposed
solution, are listed in Tab. 2.

5.1. Virtual Grid Design

The virtual grid is created by partitioning the sensing area
into square cells based on the nodes’ communication range
and the sensing area’s dimensions.

The grid consists of k rows and k columns, forming a k& x k
square grid. The value of k is determined using the adjustment

factor a:
2¢/2L
a= R (D
Given the value of «, the number £ can be identified. It must
be a multiple of four to allow the selection of the VPs as

desired. It is defined as follows:

4, ifa<4
8, ifd<a<s
E=d¢12, ifS<a<12 . 2

16, if12<a <16

It is worth emphasizing that this grid formation ensures
communication among nodes in neighboring cells.

To make possible the execution of the subsequent steps, the
cell identifier /dCell; of every sensor node ¢ needs to be
calculated. This calculation is made using the coordinates
(24,y;) of i, according to the following formula:

IdCelli = pk +q, 3)
where p = [ % | and ¢ = | % |, with a corresponding to the
side length of a cell.

The value of a is calculated using the following formula:

a = —.

K

Figure 2 depicts the visual representation of an 8 x 8 virtual
grid, showcasing the distinct identifiers assigned to each
individual cell.
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a R, Cell ID Cell
Y 4
Row7a| | 56 |/57 | 58 | 59 | 60 | 61 | 62 | 63
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Row 6 48 | 49 | 50 | 51 | 52 | 53 | 54 | 55
Row 5 40 | 41 | 42| 43 | 44 | 45 | 46 | 47
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L

Row 3 24 | 25| 26| 27 | 28 | 29 | 30 | 31
Row 2 16 | 17 | 18 | 19 | 20 | 21 | 22 | 23
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Fig. 2. Virtual grid design.
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Fig. 3. Identification of the grid’s quads.

In addition to cell identifiers, each sensor node ¢ must know
the identifier of the quad IdQuad; to which it belongs. Based
on its coordinates, node ¢ computes it as follows:

IdQuadi = 5% 1, 4

where p’ = [¥- | and ¢’ = | 3£ ].
Figure 3 illustrates the identifier assigned to each quad in an

8 x 8 grid.

5.2. Visiting Points Identification

Several specific intersection points between four neighboring
cells are selected as VPs. Each VP is chosen to enable the
MS to cover 16 adjacent cells, corresponding to four adjacent
quads. The identification of these VPs is performed using
Algorithm 1, which is based on the following formula:

m=2a(2z+1), ®)
where z =0,1,...,k/4 — 1.
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Algorithm 1 Selection of VPs
Input: a, k
Output: : list of identified VPs coordinates

1: L,O(—@

2:9+0

3: whilei < £ do

4: r—2xax(2xi+1)

S: 70
6:  whilej < £do
7: y—2xax(2xj+1)
8: o —pU{(z,y)}
9: je—j+1
10: end while
11 t—1i+1
12: end while
Return ¢

The possible values of m correspond to the potential X-
intercept and Y-intercept values of the distinct coordinates of
the determined VPs, which are henceforth denoted by the set
. Figure 4a-b illustrates the coordinates of all VPs identified
in 8 x 8 and 12 x 12 grids, respectively, by applying the
Algorithm 1. For example, in a 8 x 8 grid (k = 8), m can
take two values: 2a and 6a according, respectively, to the
following values of z (¢ or 7): 0 and 1. As a result, the different
coordinates of the four identified VPs are as follows: (2a, 2a),
(6a,2a), (2a,6a) and (6a, 6a).

5.3. GCHs and GQHs Election

Once the virtual grid is established, clusters naturally form,
enabling the selection of GCHs and GQHs. Upon network
deployment, each node broadcasts a GCH_ELECTION mes-
sage containing its ID, coordinates, cell, and quad identifiers.
Neighboring nodes record this information to maintain aware-
ness of nearby nodes, including those within the same cell.
Within each cell, the node closest to the geometric center
is elected as the GCH, responsible for local data collection
and initial aggregation. In each quad, the GCH of the cell
nearest the designated VP is elected as the GQH, serving
as a rendezvous node that further aggregates quad data and
delivers it to the MS.

This central positioning reduces transmission power re-
quirements for cluster members and ensures GQHs remain
near their associated VPs. Elected GCHs/GQHs broadcast a
GCH_ANNQUNCEMENT to notify neighbors of their roles.

While GCHs can transmit directly to the MS, forwarding data
through GQHs reduces transmission distances, aggregates
correlated data, conserves energy, and lowers the relaying
workload, thereby improving network efficiency.

5.4. Path Planning

The MS starts and ends its tour at the BS, visiting all VPs
along a pre-established path. To determine this route, the BS
models possible MS movements between VPs as a connected
graph G’ = {V’, E'}, where V"’ includes all VPs and the BS,
and F’ represents feasible direct movements, as illustrated in
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Fig. 4. VPs identification for various grid sizes: a) 8 x 8 grid and b)
12 x 12 grid.

Fig. 5, which shows the connected graph used to determine
the MS’s path in a 12 x 12 grid.

A valid Hamiltonian cycle, visiting each VP exactly once, is
then identified using a backtracking algorithm [30], though
other optimization methods can also be applied [3]. The
algorithm incrementally builds the cycle by adding adjacent,
unvisited vertices and backtracks when no valid extension
exists, continuing until a complete cycle is found.

Although finding a Hamiltonian cycle is an NP-complete
problem with factorial worst-case complexity, the computa-
tional overhead at the BS remains manageable in ODCMS.
This is primarily because ODCMS reduces the number of
VPs and restricts feasible movements to directly connected
neighboring vertices in G/, thereby limiting the search space
explored by the backtracking algorithm. Consequently, min-
imizing the number of VPs not only reduces the MS tour
length but also alleviates the computational burden of route
construction.
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(;li)

Fig. 5. Connected graph for determining the MS pathina 12 x 12
grid.
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Fig. 6. Data collection process.

5.5. Data Collection

The MS periodically follows the predetermined Hamiltonian
cycle, broadcasting an ASKING_DATA message at each VP to
reach all nodes in the four associated quads. GCHs sched-
ule DATA transmissions to their GQH after a short wait to
gather member data, and GQHs subsequently forward aggre-
gated data to the MS after a longer wait, ensuring complete
collection.

Each ASKING_DATA message specifies the targeted cell IDs to
limit requests to relevant nodes. At each VP, the MS collects
data from the four neighboring GQHs, then moves to the next
VP, repeating the process until returning to the BS.

Figure 6 illustrates this data collection procedure.

5.6. Re-election of GCHs and GQHs

GCHs and GQHs are periodically reelected to prevent prema-
ture failure and ensure continuous data collection. When the
residual energy of a GCH or GQH drops below a predefined
threshold Einreshold, the node initiates a reelection process
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Tab. 3. Simulation parameters used to analyze the proposed system.

Parameter Value
Sensing field dimensions 120 xv120, 160 x 160, 200 x 200,
LxL 240 x 240, 280 x 280, 320 x 320 m?
Number of sensor nodes 200-400
Location of BS (% ,0)
Communication range R 50 m
Initial energy per node 1J
Energy threshold Eihreshold 40%
Data packet size 512 bytes
Mobile sink speed 10 m/s
Duration between sink tours
Trost 1 hour
Sink sojourn duration in a VP 10s
Simulation duration Until first node dies
Felec 50 nJ/bit
Emp 0.0013 pJ/bit/m*
Ers 10 pJ/bit/m?

by broadcasting a GCH_REELECTION message. The current
GCH/GQH is excluded from candidacy, and a new leader is
selected from among the nodes closest to the cell center that
possess sufficient residual energy.

5.7. Urgent Events Handling

In emergency scenarios, when a sensor node detects a mea-
surement exceeding a predefined threshold, it encapsulates
the measurement within an emergency notification mes-
sage (URGENT_EVENT) and transmits it to the GCH of its
respective cell. To mitigate false alarms arising from sensor
faults or anomalies, the GCH validates the urgency of the
event by requiring the reception of multiple corroborative
URGENT_EVENT messages from distinct member nodes within
the same cluster.

Upon validation, the GCH initiates a unicast transmission of
the URGENT_EVENT message directly to the BS employing a
geographic routing protocol, thereby bypassing the inherent
latency associated with awaiting the MS arrival. This direct
transmission strategy significantly reduces the end-to-end
latency for critical event reporting within the network.

6. Performance Evaluation

6.1. Simulation Setup

To evaluate the proposed approach, ODCMS was implement-
ed in NS-3, incorporating its message types, data structures,
and protocol operations. For comparison, EDEDA [15] was
also implemented, as it similarly employs a virtual grid and
mobile sink, with the sink visiting selected visiting cells (VCs)
to collect data from nearby nodes.

In addition, EFDC [16] was implemented, which employs
the HAC algorithm for cluster formation and directs the MS
through coverage intersection points (CIPs), serving as VPs
for data collection.
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Fig. 7. NetAnim snapshots showing the configuration of the simulated network after the execution of ODCMS, EDEDA, and EFDC for

different terrain side lengths.

Extensive simulations were conducted using the parameters
in Tab. 3. The number of sensor nodes (200 —400) was varied
to evaluate energy consumption and network lifetime, while
the terrain size L was adjusted to assess its impact on MS data
collection delay. All other parameters were kept constant.

To reflect a realistic scenario, we considered a fire detection
WSN assisted by a drone acting as the MS. Sensors were
uniformly deployed, and the drone periodically collected data
from designated VPs/VCs before returning to the BS. Data
collection occurred hourly, and simulations ran until the first
node died.

Before presenting the results, we briefly describe the adopted
energy model and the evaluation metrics used for comparison.

6.2. Energy Consumption Model

To evaluate energy consumption, we adopted the same radio
energy model as in [20]. The transmission energy for sending
a p-bit message over a distance d, denoted by Erx (p, d), and
the reception energy Frx (p) are computed as follows:
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Eelec + E'sd27 d<d

Erx(p,d) =47 7P L ®
pEelec + pEmpd 5 d>do

Erx (p) = pEelec s @)

where Fje. represents the electronics energy per bit, while F
and FEi,, denote the free-space and multi-path amplification
factors, respectively.

The threshold distance is defined as:

_ Efs
do = 4/ Fop

Energy consumed in sensing and processing is neglected,
since transmission dominates overall energy dissipation.

(®)

6.3. Comparison Metrics

The performance is evaluated using three primary metrics: to-
tal energy consumption, network lifetime, and data collection
duration. We also report complementary metrics, including
energy consumption per message type (ASKING_DATA and
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DATA), MS tour length, and the number of VPs/VCs, to bet-
ter explain variations in the main results and provide deeper
insight into protocol behavior.

The total energy consumption represents the total energy
consumed by all sensor nodes during the simulation. It is
computed as the sum of the difference between the initial and
residual energy of each node i:

Elolal = Z (E‘mutz - Eresidi) . (9)

=1

Network lifetime is defined as the period during which the
network remains operational before performance degrada-
tion occurs, such as node death, disconnection, or coverage
loss [31]. In this study, we adopt the commonly used defini-
tion: the time from the start of the simulation until the first
sensor node depletes its energy.

Data collection duration is defined as the total time required
for the MS to depart from the BS, visit all VPs to gather data,
and return to the BS. It includes both travel time between VPs
and the pause time spent collecting data at each stop. This
duration can be expressed as follows:

[l

lpu(BS)| , ‘
Dcollection = Z (d(SL(Z)7 SL(Z * 1))> + Z Ptj . (10)
j=1

— sink speed
The stopping location i is represented by SL(¢), while the
pause time or sink stay duration at VP j is denoted by Pt;.

6.4. Results and Discussion

In the following, we present the simulation results using
graphs and NetAnim visualizations, highlighting the per-
formance of ODCMS, EDEDA and EFDC under varying
network conditions. Each result represents the average of 10
runs with different random seeds to ensure reliability (Fig. 7).
To ensure fair comparison across scenarios with different
durations, total energy consumption is normalized by dividing
it by the simulation time (in seconds).

Total energy consumption increases with network density for
all protocols, as more nodes generate greater communication
traffic and overhead (Fig. 8a). ODCMS consistently consumes
less energy than EDEDA. For 200 nodes, ODCMS consumes
9.30 x1073 J/s compared with 1.09 x10™* J/s for EDEDA,
representing a reduction of approximately 14.68%. At 400
nodes, the corresponding values are 2.41 x10~* J/s and 2.83
x107 J/s, yielding a reduction of approximately 14.84%.

EFDC exhibits the highest energy consumption, averaging
1.60 x10~ J/s at 200 nodes and 4.19 x10™* J/s at 400 nodes.
This is primarily attributed to its larger clusters, which require
member nodes to transmit data over longer distances. The
greater number of visiting points in EFDC e.g., 14 at L =
120 m and 24 at L = 160 m, further increases overhearing
of asking for data messages (Fig. 8b).

The impact of network density on the lifetime of ODCMS,
EDEDA, and EFDC under identical conditions, with 200 —
400 nodes in a fixed 120 x 120 m area is presented in Fig. 8d.
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Fig. 8. Comparison of simulation results for ODCMS, EDEDA, and
EFDC protocols across multiple scenarios (with standard deviation
error bars).

Network lifetime decreases with node density due to increased
communication activity and energy depletion. ODCMS con-
sistently outperforms both protocols. At 200 nodes, it achieves
14.48 days, compared with 13.61 days for EDEDA (= 6.4%
longer) and 5.05 days for EFDC (= 186.73% longer). At 400
nodes, ODCMS reaches 11.61 days, compared with 10.22
days for EDEDA (= 13.6% longer) and 2.86 days for EFDC
(= 305.94% longer). This advantage stems from ODCMS’s
improved energy efficiency, while EFDC lacks CH rotation
and incurs additional overhead from overhearing data and
MS data-request messages.

Figure 9 illustrates the resulting impact on data collection
duration for different values of L, while adjusting the number
of sensor nodes to maintain a constant density of 2 nodes per
100 m?. As L varies, the grid size (k x k) changes accordingly,
which in turn affects the number of VPs in ODCMS and VCs
in EDEDA.

EDEDA and EFDC consistently require longer collection
times than ODCMS, with EFDC exhibiting the highest delays.
This advantage results from ODCMS minimizing the number
of VPs and, consequently, the MS tour length (Fig. 9b). Table 4
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Tab. 4. MS tour length, data collection delay, and parameters for ODCMS, EDEDA, and EFDC protocols, along with percentage reductions.

L [m] 120 160 200 240 280 320
Nodes 288 512 800 1152 1568 2048
kxk 8§ x8 12 x 12 12 x 12 16 x 16 16 x 16 20 x 20
VPs 4 1 1 2
ODCMS s 9 9 6 6 5
Tour [m] 264.85 590.10 737.63 1139.44 1329.35 1958.94
Delay [min] 1.10 2.48 2.72 4.56 4.83 7.43
kxk 9x9 12 x 12 12 x 12 15x 15 18 x 18 21 x 21
VCs 9 16 16 25 36 49
EDEDA
Tour [m] 442.58 759.63 949.54 1469.20 1948.61 2661.71
Delay [min] 2.24 3.93 4.25 6.62 9.25 12.6
VPs 14 24 40 54 68 102
EFDC Tour [m] 336.77 622.36 1023.68 1416.84 1928.43 2624.42
Delay [min] 2.89 5.04 8.37 11.36 14.55 21.37
Tour [%] 40.16 22.32 22.32 22.44 31.78 26.40
Red. (vs. EDEDA)
Delay [%] 50.89 36.90 36.00 31.12 47.78 41.03
Tour [%] 21.36 5.18 27.94 19.58 31.07 25.36
Red. (vs. EFDC)
Delay [%] 61.94 50.79 67.50 59.86 66.80 65.23
2) via multi-hop, while ODCMS-deferred stores events at GCHs
— and forwards them only when the MS collects data. Sys-
20 | g opcms )
= tem performance is measured by the end-to-end delay from
£ [ B epEDA event generation to BS reception. In ODCMS-direct, this re-
2 ol [ 0 erpc flects multi-hop forwarding via the GCH, while in ODCMS-
Q
© deferred, it is dominated by the MS travel time to the VP and
é back to the BS. In ODCMS-deferred, the MS resting period
0 ‘ ‘ ‘ ‘ ‘ —— T.cst strongly affects urgent event delay.
120 160 200 s 240 280 320 Figure 10a shows the CDF of latency for different 7.
b) values, indicating that longer rests lead to higher end-to-
x103 0 i ODCMS ‘ end delays, as events must wait for the MS to resume its tour.
— 1 Figure 10b shows the CDF of latency for ODCMS-direct
% 2 I [ EDEDA and ODCMS-deferred (T}..s; = 0). ODCMS-direct exhibits
B |:| [] EFDC millisecond delays, while ODCMS-deferred reaches minutes
,L; 1 due to the MS traveling to VPs, retrieving data, and returning
2 to the BS. These results highlight the necessity of dedicated
0 : : : : : : mechanisms to handle time-critical events when MSs are
120 160 200 240 280 320 employed for data collection.
L

Fig. 9. Tour delay a) and tour length comparisons b) for ODCMS,
EDEDA, and EFDC under different terrain dimensions.

7. Conclusions

This study addressed fixed-path data collection in WSNs us-
ing a MS. We proposed ODCMS, which reduces collection
delay and energy consumption while extending network life-
time by minimizing VPs and mitigating costly multi-hop
and long-distance transmissions via a two-level data aggre-
gation scheme. ODCMS combines virtual grid-based clus-
tering, selective VP selection, hierarchical aggregation, and

confirms that ODCMS selects fewer VPs than both protocols
for the same L, resulting in shorter tours and collection
times. Although EFDC’s tour lengths can be close to those
of EDEDA at larger L values, its collection time remains
substantially higher because it uses more VPs (14—-102),
leading to more MS stops.

In urgent events handling experiment, we validate ODCMS’s
urgent event handling by randomly selecting 20 sensor nodes,
each generating a single urgent event during a 24-hour simu-
lation, considering two protocol variants. The first variant,
ODCMS-direct, sends urgent events immediately to the BS
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backtracking-based MS path planning, with urgent events
sent directly to the BS.

NS-3 simulations comparing ODCMS with EDEDA and
EFDC show improved tour length, delay, energy efficien-
cy, and lifetime. Future work will investigate more realistic
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deployment scenarios, including obstacle-constrained MS
mobility and non-uniform node distributions, as well as mul-
tiple MSs and path-length constraints for VP selection and
route optimization.
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Abstract — Cognitive radio networks (CRNs) are highly vulner-
able to spectrum spoofing, PU emulation (PUE), and harmonic
RF manipulation attacks, which significantly degrade dynamic
spectrum access reliability and communication security. This
paper proposes a harmonic trust spectrum modeling framework
for cognitive radio intrusion detection using multi-domain RF in-
telligence and adaptive machine learning. The proposed system
integrates harmonic spectrum analysis, trust oscillation model-
ing, spectral entropy analysis, wavelet decomposition, and power
spectral density (PSD) characterization to detect anomalous RF
behaviors. Three heterogeneous RF datasets were used for exper-
imental evaluation: the RadioML 2016.10A modulation dataset,
the Oracle RF fingerprinting IQ dataset, normal signals generat-
ed by GNU Radio, and malicious PUE RF signals. The proposed
methodology extracts advanced harmonic trust features includ-
ing spectral entropy, spectral flatness, harmonic trust instability
index (HTII), and oscillatory trust divergence (OTD), which are
subsequently processed using an adaptive XGBoost-based intru-
sion detection system. Experimental results demonstrate that
malicious RF users exhibit significantly higher spectral instabil-
ity, irregular harmonic distributions, elevated entropy behavior,
and oscillatory trust divergence, compared to legitimate users.
Furthermore, studies covering fast Fourier transform (FFT)
harmonic spectra, PSD analysis, wavelet coefficient analysis,
trust oscillation curves, and confusion matrix evaluations con-
firm the effectiveness of the proposed framework. The proposed
harmonic trust spectrum model provides a computationally effi-
cient and scalable solution for next-generation secure cognitive
radio communications and RF cyber defense systems.

Keywords — cognitive radio networks, harmonic trust modeling,
intrusion detection system, PU emulation, XGBoost

1. Introduction

Cognitive radio networks (CRNs) have emerged as a promis-
ing solution for overcoming spectrum scarcity and improving
wireless spectrum utilization through intelligent and dynam-
ic spectrum access mechanisms. Traditional fixed spectrum
allocation policies often lead to inefficient spectrum usage,
as a part of licensed frequency bands remains underutilized,
while unlicensed users experience severe bandwidth limita-
tions. Cognitive radio (CR) technology addresses this issue
by allowing secondary users to opportunistically access va-
cant spectrum bands without causing interference to PUs
(PU) [11, [2].

This work is licensed under a Creative Commons Attribution 4.0 International (CC BY 4.0) License.
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Spectrum sensing plays a critical role in CRN environments,
since accurate detection of PU activity directly affects commu-
nication reliability, spectrum efficiency, and network security.
Several spectrum detection techniques, such as energy de-
tection, cyclostationary feature detection, matched filtering,
and wavelet-based sensing have been extensively investigat-
ed recently [3], [4]. Among these approaches, deep learning
and deep learning-based spectrum sensing techniques have
gained significant attention due to their ability to learn com-
plex RF patterns and improve detection performance in noisy
and dynamic wireless environments [5]—[7]. Despite these
advances, CRNs remain highly vulnerable to malicious at-
tacks, particularly PU emulation (PUE), spectrum spoofing,
and RF impersonation. In PUE attacks, malicious users mimic
the characteristics of PUs to illegally occupy spectrum re-
sources and disrupt normal communication behaviors. These
attacks degrade the reliability of spectrum sensing, reduce
spectrum utilization efficiency, and compromise the security
of intelligent wireless communication systems [1], [3], [8].
Moreover, traditional energy-based sensing techniques are of-
ten insufficient for identifying sophisticated harmonic spoof-
ing behaviors, as attackers are capable of imitating legitimate
RF signatures with a high degree of accuracy.

Recent studies have explored advanced signal processing ap-
proaches including wavelet decomposition, empirical mode
decomposition, compressive sensing, and cyclostationary
analysis to improve spectrum sensing robustness [9], [10],
[11]. Matched filter detection techniques with adaptive thresh-
olds have also demonstrated improved sensing accuracy in
dynamic wireless environments [2], [12]. However, existing
approaches focus primarily on conventional spectrum occu-
pancy detection and often neglect harmonic trust behavior,
oscillatory RF instability, and spectral divergence patterns
associated with malicious RF users.

To mitigate these limitations, this paper proposes a novel
harmonic trust spectrum modeling (HTSM) framework for
CR intrusion detection. The proposed approach integrates
harmonic RF analysis, trust oscillation modeling, spectral
entropy characterization, wavelet decomposition, and adap-
tive machine learning techniques to distinguish legitimate
spectrum users from malicious PUE attackers.

The overall architecture of the proposed HTSM framework is
illustrated in Fig. 1.
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Fig. 1. System architecture of the proposed HTSM framework.

As shown in Fig. 1, the licensed spectrum is initially occupied
by the PU, while both legitimate secondary users (SUs) and
malicious PUE attackers attempt to access the CR channel.
The observed RF transmissions are collected by a spectrum
monitoring node and forwarded to the harmonic spectrum in-
telligence engine for spectral feature extraction. The extracted
trust-aware harmonic features are subsequently processed
by an adaptive XGBoost-based intrusion detection system to
identify legitimate spectrum access and malicious spectrum
spoofing activities.

The proposed framework introduces two novel metrics, i.e.
harmonic trust instability index (HTII) and oscillatory trust
divergence (OTD), for quantifying spectral instability and
malicious oscillatory divergence in RF trust behavior. HTII
measures the harmonic instability of RF spectral distributions,
while OTD evaluates the divergence between legitimate and
malicious trust harmonics across frequency-domain repre-
sentations. These metrics enable an accurate characterization
of spoofed RF behavior and enhance intrusion detection per-
formance in CRN environments.

To validate the effectiveness of the proposed framework, ex-
periments were conducted using three heterogeneous RF
data sets. An experimental analysis focusing on fast Fouri-
er transform (FFT), power spectral density (PSD), wavelet
analysis, spectral entropy computation, trust oscillation mod-
eling, and confusion matrix evaluation, was performed to
assess the proposed framework. The extracted RF features
were subsequently utilized to evaluate the effectiveness of
the proposed intrusion detection methodology under various
spectrum sensing scenarios.

An adaptive XGBoost-based intrusion detection model was
developed using the extracted harmonic trust features to clas-
sify legitimate and malicious RF behaviors. Experimental
results demonstrate that malicious RF users exhibit signifi-
cantly higher spectral entropy, unstable harmonic distribu-
tions, elevated trust oscillations, and larger harmonic diver-
gence compared to legitimate users. The proposed framework
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achieved effective RF anomaly detection performance while
preserving computational complexity.

The remainder of this paper is organized as follows. Section
2 presents the related works. Section 3 presents the architec-
ture of the proposed system. Section 4 presents the proposed
harmonic trust spectrum modeling framework and feature
extraction methodology. Section 5 presents the experimen-
tal results and performance evaluation. Finally, Section 6
concludes the article and discusses future research directions.

2. Related Works

The authors of [9] proposed a spectrum sensing framework
based on random forest classification combined with wavelet
transform and empirical mode decomposition. Their approach
demonstrated improved sensing performance under varying
channel conditions. The superior results were achieved by
exploiting machine learning-based feature extraction tech-
niques. Similarly, in [1] a comprehensive review of spectrum
sensing in CR Internet of Things (CR-IoT) environments is
presented and the challenges associated with reliable spec-
trum access, security threats, and intelligent sensing strategies
are discussed.

The authors of [3] reviewed recent advances in spectrum
sensing and highlighted the importance of robust sensing al-
gorithms for future CR systems. In [4], a detailed review of
conventional spectrum sensing approaches is provided includ-
ing energy detection, matched filtering, and cyclostationary
feature detection techniques. Deep learning-based spectrum
sensing methods have also gained attention due to their abili-
ty to learn complex RF characteristics. Article [5] investigates
deep learning classification techniques for CR spectrum sens-
ing and demonstrates improved sensing accuracy in dynamic
wireless environments.

Advanced signal processing techniques have been extensive-
ly explored to enhance spectrum sensing performance, e.g.
in [10], [11], where compressive sensing and various radio
spectrum monitoring approaches in CRNs are researched, em-
phasizing reduced sampling requirements and efficient spec-
trum monitoring. Paper [2] presents a comprehensive survey
on spectrum management in CRNs and discusses spectrum
sharing, sensing, and dynamic access strategies. Furthermore,
in [12], a matched filter detection approach with adaptive
threshold selection is proposed to improve sensing reliability
under varying channel conditions, while in [13], the effec-
tiveness of cyclostationary feature analysis is demonstrated
to identify unique RF signatures in CR applications.

Recent studies have also explored machine learning-based
intrusion detection approaches. The authors of [9] utilized
the XGBoost algorithm combined with SHAP analysis for
attack detection and explainable security analytics. In [12],
the KNN and ANN-based methods are proposed to detect PU
emulation attacks (PUEA) in CRNs is proposed. Similarly,
in [13], a machine learning-based intrusion detection system
is presented that is capable of identifying anomalous network
behavior using supervised learning techniques.
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Tab. 1. Comparison of existing CR security and spectrum sensing approaches.

’ Ref. ‘ Method Technique Limitation
[1] CR-I0T spectrum sensing and spectrum management survey CR-I0T survey No intrusion detection framework
[2] Spectrum management survey for CRNs Survey No RF intrusion detection framework
[3] Review of recent advances in spectrum sensing Spectrum sensing No trust-aware RF analysis

[4] Comparative survey of conventional spectrum sensing methods

Survey Limited security considerations

Deep learning-based RF signal classification for spectrum

(5]

Deep learning Limited attack detection capability

sensing
[6] XGBoost and SHAP based attack detection framework XGBoost along with SHAP General IoT security application
[7] Machine learning based intrusion detection system Machine learning IDS Not specifically designed for CRNs
[8] KNN and ANN based PUE attack detection KNN + ANN Limited harmonic spectrum intelligence

[9] Random forest with wavelet and EMD based spectrum sensing

RF + wavelet + EMD No intrusion detection capability

[10] Compressive spectrum sensing for CRNs Compressive sensing No intrusion detection support
[11] Comprehensive review of spectrum sensing techniques Spectrum sensing No malicious user identification capability
[12] Matched filter detection with adaptive thresholding Matched filtering Vulnerable to sophisticated spoofing attacks

Cyclostationary feature extraction for RF signature

[13] identification

Cyclostationary analysis No trust behavior modeling

The comparison of existing CR security and spectrum sensing
approaches is provided in Tab. 1

Although existing studies have demonstrated significant
progress in spectrum sensing, RF signal classification, and
intrusion detection, most approaches focus primarily on spec-
trum occupancy detection, signal classification, or conven-
tional machine learning-based attack detection. Limited atten-
tion has been paid to harmonic trust behavior, oscillatory RF
instability, spectral divergence analysis, and trust-aware har-
monic modeling. To address these limitations, the proposed
HTSM framework integrates harmonic spectrum intelligence,
trust oscillation analysis, spectral entropy characterization,
and adaptive XGBoost-based intrusion detection to provide
enhanced protection against malicious RF activities and PUE
attacks.

3. Proposed Model

Unlike conventional spectrum sensing approaches that main-
ly rely on energy detection or signal strength measurements,
the proposed framework investigates harmonic patterns, spec-
tral uncertainty, trust oscillations, and spectrum occupancy
behavior to identify abnormal RF activities.

The overall framework begins with the acquisition of RF
signals from the selected benchmark datasets. The collected
RF signals are then processed through a spectrum monitoring
stage, where both time- and frequency-domain characteristics
are analyzed to capture the underlying behavior of spectrum
users.

FFT is utilized to reveal the harmonic spectrum structure of
the received signals, while PSD analysis provides informa-
tion regarding signal energy distribution across the frequency
spectrum. Spectral entropy is used to measure the randomness
and uncertainty present within RF transmissions, whereas
wavelet analysis captures localized spectral variations and
transient behaviors that may indicate malicious activity. The

88

combination of these techniques enables comprehensive mul-
tidomain RF signal characterization.

The extracted spectral information is forwarded to the harmon-
ic spectrum intelligence engine which constitutes the main
processing analytical component of the proposed framework.
This module evaluates harmonic stability, spectral consisten-
cy, transmitter reliability, and spectrum occupancy behavior
to construct a trust-aware representation of each RF transmis-
sion. By continuously monitoring these spectral attributes, the
framework establishes a dynamic trust profile capable of dis-
tinguishing legitimate spectrum occupancy from suspicious
RF activities.

To evaluate the intrusion detection capability, two metrics are
introduced. The first is the harmonic trust instability index
(HTII), which quantifies the degree of instability within the
harmonic spectrum. Legitimate spectrum users generally
exhibit stable harmonic structures, whereas malicious users
often generate irregular spectral fluctuations due to spoofing
behavior and transmission inconsistencies. Consequently,
higher HTII values indicate increased harmonic instability
and greater likelihood of malicious activity.

The second metric, i.e. oscillatory trust divergence (OTD),
measures the deviation between trusted harmonic behavior
and suspicious RF transmissions. This metric captures the
spectral divergence observed between legitimate users and
potential attackers by analyzing variations in harmonic en-
ergy distributions and trust oscillations. Larger OTD values
indicate substantial deviations from expected spectrum be-
havior and serve as indicators of spectrum spoofing and PUE
attacks.

The extracted features are combined to form a multidimen-
sional feature representation of each spectrum user. These
features are subsequently fed to an adaptive extreme gradi-
ent boosting (XGBoost)-based intrusion detection system
(IDS). The classifier learns discriminative patterns associat-
ed with legitimate and malicious RF activities and performs
automated classification of spectrum users.
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The proposed HTSM framework establishes a unified rela-
tionship between harmonic spectrum intelligence, trust-based
signal analysis, and machine learning-based intrusion detec-
tion. By introducing trust-oriented RF metrics and integrating
them with advanced signal processing techniques, the frame-
work provides an additional layer of spectrum security that
complements traditional spectrum sensing approaches.

4. Experimental Setup and Methodology

The proposed implementation of the HTSM framework was
performed using the Google Collaboratory environment,
using Python libraries that include NumPy, SciPy, Scikit-
Learn, PyWavelets, Matplotlib, and XGBoost. In addition,
the GNU radio companion (GRC) was employed to generate
custom RF datasets that represent legitimate and malicious
spectrum users.

4.1. Data Set Acquisition and RF Signal Sources

To investigate the behavior of the RF spectrum in diverse
communication scenarios, three different datasets were used.
The first dataset, RadioML2016.10A, was used to analyze
modulation-specific RF characteristics under varying chan-
nel conditions. This data set contains eleven modulation
schemes, including BPSK, QPSK, 8PSK, PAM4, QAM16,
QAM64, GFSK, CPFSK, WBFM, AM-DSB and AM-SSB,
across signal-to-noise ratio (SNR) values ranging from —20 to
+18 dB. The data set was used primarily for modulation-aware
harmonic analysis, spectral entropy extraction, power spectral
density estimation, and wavelet decomposition.

The second data set is a subset of the Oracle RF Fingerprint-
ing dataset. It provides real-world RF fingerprints captured
from multiple USRP X310 software-defined radio devices.
Unlike its synthetic modulation counterparts, this dataset
contains device-specific hardware impairments and trans-
mitter fingerprints, making it suitable for trust-aware RF
intelligence modeling. The dataset was used to investigate
harmonic stability, RF reliability, transmitter-specific spec-
trum characteristics, and trust signal generation. IQ samples
were processed as complex-valued RF signals as:

z(n) = I(n) +jQ(n) , M

where I(n) and Q(n) represent the in-phase and quadrature
components of the RF signal, respectively.

The third dataset was generated using the GNU radio compan-
ion to emulate both legitimate spectrum users and malicious
PUE attackers under realistic RF conditions. Modulated com-
munication signals such as BPSK and QPSK were utilized to
represent practical wireless transmission behavior.

To simulate realistic wireless environments, channel impair-
ments including Rayleigh fading, Doppler shift, additive white
Gaussian noise (AWGN), and phase variations were imple-
mented. The attacker behavior was designed to mimic legiti-
mate transmissions while introducing controlled spectral dis-
tortions and power fluctuations, thereby representing sophis-
ticated RF spoofing scenarios. Although a simplified signal
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model is used for initial validation, the proposed framework
is further evaluated using real-world RF datasets, including
RadioML 2016.10A and Oracle to ensure robustness under
realistic wireless conditions.

4.2. RF Signal Preprocessing

The acquired I1Q samples from all datasets were first convert-
ed into numerical arrays and preprocessed for further analysis.
The RadioML dataset was loaded from the serialized dic-
tionary format and individual modulation samples were ex-
tracted. The Oracle RF dataset was loaded as complex-valued
1Q samples using a complex128 representation to preserve
the information from the transmitter’s fingerprint. The GNU
radio generated datasets were loaded using 64 complex rep-
resentations.

To support machine learning-based analysis, the RF signals
were partitioned into fixed-size windows.

Let the RF sequence be represented as:

X ={z1,22,23,..., TN}, )

where N denotes the total number of IQ samples.

The signal was segmented into windows of length L = 2048
samples according to the following:

W; = {xiL7xiL+l7---,w(i+1)L—1} s 3)

where W; denotes the i-th signal segment.

This segmentation process transforms long RF recordings into
multiple independent observations, thereby increasing the
number of training samples available for machine learning.

4.3. Time-domain RF Signal Analysis

Time-domain visualization was performed to examine the
temporal characteristics of legitimate and malicious RF trans-
missions. The real component of each IQ signal was analyzed
to identify waveform stability and oscillatory behavior. Nor-
mal users generally produce periodic and stable RF wave-
forms, whereas malicious users introduce irregular fluctua-
tions and noise-induced distortions. Time-domain analysis
provides an initial understanding of the behavior of RF signals
before frequency-domain processing.

4.4. Frequency-domain Spectrum Analysis

Frequency domain analysis was conducted using the FFT,
which converts the RF signal from the time domain into
its spectral representation and reveals harmonic structures
associated with legitimate and malicious transmissions. The
discrete Fourier transform is defined as:

_ j2mkn

X(k)=> a(n)e "N, @)

where x(n) is the input RF signal, IV is the signal length, and
X (k) denotes the spectral representation.

FFT analysis enables visualization of harmonic peaks, spectral
spreading, and frequency domain anomalies. The normal user
signals generated in GNU Radio exhibited narrow harmonic
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peaks, whereas the PUE attack signals produced broader
spectral distributions due to the presence of AWGN.

4.5. Power Spectral Density Estimation

To evaluate spectral energy distribution, PSD estimation was
performed using the Welch method. PSD provides informa-
tion on energy concentration across frequency bands and is
widely employed in CR spectrum sensing applications. PSD
is calculated in the following manner:
_ X

PSD(f) = N ®)
where X (f) denotes the Fourier spectrum and N represents
the signal length.

PSD analysis allows for comparison of normal and mali-
cious spectrum occupancy behavior and assists in identifying
abnormal RF energy patterns.

4.6. Wavelet-based Harmonic Analysis

Although FFT provides global spectral information, it lacks
temporal localization capability. Therefore, discrete wavelet
transform (DWT) analysis was employed to investigate lo-
calized spectral variations and transient RF disturbances.
Daubechies wavelets (db4) were selected because of their ef-
fectiveness in capturing RF signal irregularities. The wavelet
transform is expressed as:

W(a,b) = / Z(t) Yap(t) dt 6)

where 1/Jn,,b(t) denotes the scaled and shifted mother wavelet.

Wavelet coefficients were extracted from all RF signals and
analyzed to distinguish stable harmonic behavior from mali-
cious oscillatory activity.

4.7. Trust-aware Harmonic Spectrum Modeling

Trust is represented as a dynamic spectrum-dependent quan-
tity derived from the characteristics of the RF signal. The
trust function is formulated as:

Tt)=aSt)+LCE) +vR(t)+50(1), @)

where S(t) denotes spectrum stability, C'(¢) represents chan-
nel consistency, R(¢) corresponds to RF reliability, and O(¢)
indicates spectrum occupancy behavior.

The weighting coefficients satisfy the following:
at+f+y+d=1, (®)
and were empirically selected as:

T(t) =0.35+02C+03R+020. ©)

The generated trust sequence forms a trust oscillation curve
that reflects the stability of the behavior of the RF spectrum
over time. Legitimate users generally exhibit smooth trust
variations, whereas malicious users produce significant trust
oscillations.

90

4.8. Feature Extraction and RF Intelligence Metrics

Several RF features were extracted from the processed sig-
nals to characterize spectral behavior and detect anomalies
associated with the use of the malicious spectrum. The first
feature is spectral entropy, which quantifies the uncertainty
within the RF spectrum. Spectral entropy is computed as:

N
H=-> pilog(p), (10)
=1

where:

pi= (11)

P; represents the spectral power of the ¢-th frequency com-
ponent. Higher entropy values indicate increased spectral
randomness and potentially malicious behavior.

To quantify harmonic instability, a harmonic trust instability
index (HTII) is proposed. HTII measures the variation of
harmonic spectral energy by relating the variance of the FFT
power spectrum to its mean power. This metric provides an
indication of the stability of the received RF signal and helps
distinguish legitimate users from malicious occupants of the
spectrum. HTII is defined as:

2
HTII = 22 | (12)
wp

where the mean FFT spectral power is computed as:
1 N
pe = > P, (13)
i=1

where 0% denotes the variance of the FFT power spectrum,
wp represents the mean FFT spectral power, P (i) denotes
the FFT power of the i-th spectral component, and NV is the
total number of FFT spectral components.

Higher HTII values indicate greater harmonic instability,
suggesting irregular RF spectral behavior and an increased
likelihood of malicious spectrum occupancy, including PUE
attacks.

The second proposed metric is the oscillatory trust diver-
gence (OTD), which measures the deviation between the trust
behavior of legitimate spectrum users and malicious PUE
attackers. OTD quantifies the cumulative difference in trust
values over a sequence of RF observations and is defined as:

N
OTD = " | Txorma (i) = Taveack (i), (14)

i=1

where Tormal(4) denotes the trust value of the legitimate
spectrum user at the i-th observation, Tagtack (¢) represents
the trust value of the suspected PUE attacker, and NN is the
total number of analyzed RF observations.

Larger OTD values indicate greater divergence from normal
spectrum behavior, thereby providing a strong indication of
malicious spectrum occupancy and RF spoofing activities.
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4.9. Machine Learning-based Intrusion Detection

The extracted RF intelligence features were assembled into
feature vectors for intrusion detection. Each signal window
generated a feature vector containing spectral entropy and
HTII values. The resulting feature matrix is represented as:

Hy HTIL
H, HTII,

X = . ) , (15)
H, HTII,

where each row corresponds to an RF signal segment.
Class labels were assigned as:

0, normal user
Y= ; (16)
1, PUE attacker

The data set was divided into training and testing subsets
using a 70:30 ratio. A stratified train-test split was employed
to prevent data leakage and all performance metrics were
evaluated on previously unseen testing samples. XGBoost was
selected as the classifier due to its robustness, computational
efficiency, and ability to capture non-linear relationships
within RF features.

4.10. Performance Evaluation

The effectiveness of the proposed HTSM framework was
evaluated using well-known classification metrics and CR
performance indicators:

Accuracy = TP+TN (17

YT TP+TN+FP+FN’

.. TP
Precision = TP+ FP’ (18)
TP
= —— 1

Recall TPLFN' (19)
Fl—9 Precision X Recall 20)

" Precision + Recall ’
To provide a more balanced evaluation, the Matthews corre-
lation coeflicient (MCC) was defined as:

MCOC — TPXxTN —-FPx FN

/(TP +FP)(TP + FN)(TN + FP)(TN + FN)

ey
The consistency was further evaluated using Cohen’s kappa
coefficient:

g=LoPe (22)
l_pe

where p, denotes observed agreement and p. represents
expected agreement.

For CR security evaluation, the probability of detection and
the probability of false alarm were determined:

TP

Pd*iTP—kFN’ (23)
FP

Pra = Fp 17N 24
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Fig. 2. Time-domain representation of the selected RadioML RF
signal.

The generated experimental outputs include time-domain
RF waveforms, FFT harmonic spectra, power spectral densi-
ty plots, wavelet coefficient visualizations, trust oscillation
curves, confusion matrices, and machine learning perfor-
mance metrics.

5. Simulations Results

The evaluation was carried out using multiple heterogeneous
RF datasets representing diverse spectrum sensing scenarios.
The objective of the evaluation was to investigate harmonic
spectrum behavior, trust oscillation characteristics, spectral
entropy variations, and the effectiveness of the proposed HTII
and OTD metrics.

5.1. RadioML2016.10A

This data set was used as the first benchmark dataset to validate
the ability of the proposed framework to analyze the harmonic
spectrum. The dataset contains multiple modulation schemes
and SNR levels, allowing investigation for RF signal behavior
under realistic communication conditions.

Figure 2 illustrates the temporal behavior of the selected RF
signal. The waveform exhibits stable amplitude characteris-
tics with limited fluctuations, indicating a communication
environment for trust modeling.

The FFT spectrum shown in Fig. 3 shows dominant spectral
components concentrated within specific frequency bins.
Such a spectral concentration indicates efficient spectrum
utilization and reduced harmonic instability.

g 20
Z 30
3

g —40
=

B 50
Z 60

-0.4 -0.2 0 0.2 0.4
Frequency [MHz]

Fig. 3. FFT spectrum of the RadioML.
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Fig. 4. Wavelet approximation coefficients obtained from RadioML.
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Fig. 5. Oracle RF fingerprint signal.

Figure 4 presents the wavelet approximation coefficients gen-
erated using the Daubechies wavelet transform. The smooth
coeflicient evolution indicates stable low-frequency harmonic
structures that are characteristic of legitimate communica-
tion signals. The results obtained demonstrate low spectral
randomness and stable harmonic characteristics, which form
a baseline for the proposed HTSM framework.

5.2. Oracle RF Fingerprinting Dataset

Unlike RadioML, this dataset contains real-world transmitter
fingerprints generated from physical wireless devices.

Figure 5 demonstrates the temporal variation of the Oracle
RF signal. The observed fluctuations represent hardware-
specific non-linearities and manufacturing imperfections that
naturally occur in real transmitters.

The FFT presented in Fig. 6 exhibits spectral energy patterns
associated with device-specific RF fingerprints. These spectral
variations contribute significantly to the estimation of the
trust.

Figure 7 illustrates the evolution of trust values over time.
Variations in trust indicate changes in spectrum behavior and
provide an effective mechanism for identifying abnormal RF
activities.

Magnitude [dB]
b
(=}

0.4 0.2 0 0.2 0.4
Frequency [MHz]

Fig. 6. FFT spectrum of the Oracle RF signal.
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Fig. 7. Trust oscillation curve generated by the proposed HTSM
framework.
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Fig. 8. GNU Radio flowgraph used to generate legitimate user signals
a) and for PUE attack b).

5.3. GNU Radio Generated RF Dataset

To validate the proposed framework under controlled attack
conditions, a custom RF dataset was generated using GNU
Radio Companion. Two binary datasets were created: a le-
gitimate spectrum user represented by normal_user.bin
and a malicious attacker represented by pue_attack.bin.
The generated datasets were subsequently analyzed in Google
Colab.
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Fig. 9. Legitimate user RF signal a) and PUE attack RF signal b).

Figure 8a shows the signal generation architecture for the le-
gitimate user employing modulated RF transmission schemes,
while in Fig. 8b the PUE attack scenario generated by in-
troducing controlled interference, channel impairments, and
spectral distortions is presented to emulate malicious spec-
trum access behavior under realistic conditions. This process
emulates an attacker trying to mimic a licensed spectrum
occupant.

The legitimate signal shown in Fig. 9a exhibits highly periodic
behavior with consistent amplitude characteristics. In contrast,
Fig. 9b shows significant fluctuations introduced by malicious
interference, resulting in higher spectral uncertainty and trust
instability.

The most significant result is presented in Fig. 10. The PSD
comparison clearly illustrates the difference between the oc-
cupancy of trusted and malicious spectrum. The legitimate
user shows concentrated spectral energy, whereas the PUE at-
tacker introduces broadband spectral spreading and increased
harmonic distortion. The results confirm that the proposed
HTSM framework successfully captures the spectral insta-
bility, trust oscillation behavior, and harmonic divergence
introduced by malicious spectrum users.

Table 2 presents the classification performance of the pro-
posed framework integrated with the XGBoost classifier on
the GNU Radio-generated RF dataset. The dataset consisted
of 331 555 feature instances extracted from both legitimate
user transmissions and PUE attack signals.

Experimental results demonstrated an overall classification
precision of 99.99%, with a precision of 100% and an F1
score of 99.51%, indicating highly reliable discrimination
between legitimate and malicious spectrum activities. The
probability of detection reached 99.03%, while the probabili-
ty of false alarm remained at zero, confirming the capability of
the proposed framework to identify the occupancy of spoofed
spectrum without misclassifying legitimate users. Further-
more, the obtained MCC (0.9951) and Cohen kappa score
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Fig. 10. PSD comparison between legitimate and PUE attack signals.

Tab. 2. Performance evaluation of the proposed framework using
the GNU Radio RF dataset.

Performance metric Value

Accuracy 99.9919%

Precision 100.0000%

Recall 99.0326%

F1-score 99.5139%
Matthews correlation coefficient 0.9951
Cohen kappa score 0.9951
Probability of detection 0.9903
Probability of false alarm 0.0000

(0.9951) indicate an excellent agreement between predicted
and actual classes.

These results validate the effectiveness of the proposed HTII
and OTD metrics in capturing trust-related spectral variations
and demonstrate the suitability of harmonic trust intelligence
for next-generation CR intrusion detection systems. It should
be noted that the exceptionally high classification performance
achieved by the proposed HTSM framework is influenced
by the controlled GNU Radio attack generation environment
used in this study. The generated PUE attack signals exhibit
distinguishable spectral and trust-related characteristics, en-
abling effective separation between legitimate and malicious
spectrum users. Although the results obtained demonstrate the
effectiveness of the proposed HTII and OTD metrics, further
experimental evaluation of the proposed framework is envis-
aged using real-world software-defined radio (SDR) platforms
such as USRP and ADALM-Pluto devices, under real wire-
less channel conditions involving fading, interference, noise
uncertainty, and mobility effects.

It is worth noting that the GNU Radio dataset incorporates
realistic modulation schemes and channel effects. However,
further validation using real-world SDR platforms remains
an important direction for future work.

6. Conclusions

This paper proposed a harmonic trust spectrum modeling
framework for intrusion detection in CRNs. The framework
combines harmonic spectrum analysis, trust-aware signal
modeling, and machine learning to identify malicious spec-
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trum activities, including PUE attacks. The proposed ap-
proach was validated using multiple heterogeneous RF data
sets under diverse spectrum sensing scenarios. Signal pro-
cessing techniques such as FFT, PSD, wavelet analysis, and
spectral entropy were employed to extract RF spectrum char-
acteristics. Furthermore, two trust-oriented metrics, HTII and
OTD, were introduced to quantify spectral trust variations
and malicious oscillatory behavior.

The experimental results demonstrated clear distinctions
between legitimate and malicious RF activities, with spoofed
users exhibiting greater spectral entropy, greater harmonic
instability, and increased trust divergence. The integration of
these features with an IDS confirmed the effectiveness of the
proposed framework for adaptive spectrum security.
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Abstract — The undesirable sidelobes in the pattern of a two-way
radar antenna array is usually minimized by thinning several el-
ements in the receive or transmit arrays. The thinning process is
performed randomly on all array elements by using an optimiza-
tion algorithm, with the computation time being significant due
to a large number of combinations that need to be examined. In
this paper, sidelobe suppression in a two-way array pattern is
achieved by properly structuring the received array’s elements
into a diamond- or X-shape, such that its far-field pattern has
exact null regions toward the directions of the sidelobe regions of
the transmit array pattern. Then, multiplication of the null re-
gions of one pattern with the sidelobe regions of another pattern
results in a great reduction in the sidelobe levels of the resultant
two-way array pattern. The transmit array structure was fixed
as a standard rectangular shape, which has two dominant re-
gions of the sidelobes along the horizontal and vertical lines on
the array aperture. To obtain ultra-low sidelobes, the receive ar-
ray structure should have nulls on these lines, and their sidelobe
regions should be located on the diagonals of the array aperture.
To meet these alignment conditions, the received array struc-
ture was designed as a diamond- or X-shaped structure. It was
observed that the proposed configurations offer potential to sup-
press the sidelobe levels to more than —51 dB and the complexity
ratio was lowered to 43%, with both values being much lower
than the ones available in the literature.

Keywords — array antenna, sidelobe suppression, two-way radar
antenna array

1. Introduction

Array tapers are usually used to reduce the undesirable side-
lobe levels in radar antennas. It is a process of designing the
weight vector for an antenna array by controlling the phase-
only, amplitude-only, or amplitude and phase simultaneously
in order to obtain a synthesized pattern with the required side-
lobe level (SLL) [1]—[4]. In other approaches, two or more
levels of weight vectors were also used to reduce SLL [5]-[7].
The main drawbacks of applying these methods include wider
beamwidth, lower directivity, and poorer efficiency [8]-[10].

In the two-way radar antenna array, which is the product of
a transmit array pattern and a receive array pattern, the SLL
was reduced to more than —26 dB by aligning the first null
direction of the receive array pattern in the same direction as
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the first sidelobe peak of the transmit array, while both arrays
have the same number of elements and are excited uniformly
[11]. This reduction in SLL can be further improved to more
than —31 dB if the number of receive array elements is reduced
to 71.4 % of the number of transmit array elements [12]. This
reduction was achieved by thinning the edge elements of the
receive array only.

Many other works used iterative-based stochastic optimization
algorithms to randomly thin the elements of transmit or
receive arrays [13]—[19]. However, all these iterative-based
optimization algorithms need a huge number of iterations
to examine all the possible combinations of the active and
inactive elements in transmit and receive arrays. Thus, they
are characterized as slow convergence algorithms, especially
when applied to larger planar antenna arrays.

In [19], the receiving array in the two-way radar system was
designed and analyzed with only two elements, while in [20],
a plus-shaped coarray approach was used to simplify the
design configurations of a 3D medical ultrasound system.

In this paper, several new designs structures for the receive
array in a two-way radar system with novel X- and diamond-
shaped structures are proposed. The unique shape, enabling
their null regions to be placed at the exact positions with
respect to the sidelobe regions of the transmit array patterns,
is the decisive feature of the solution. The null regions of
these receive array patterns are along the horizontal and
vertical axes of the array aperture, while the sidelobe regions
of the transmit array are along the diagonals. Thus, ultralow
sidelobes can be obtained with the proposed structures.
Moreover, the number of the active elements in these proposed
receive structures is much lower than that of the transmit array
elements. In other words, all elements in the two-way radar
system are transmitters, while only a small subset of elements
arranged in a diamond or X shape are receivers. Thus, a great
reduction in the complexity of the overall array was also
achieved by adopting the proposed approach.

2. Problem Formulation

Consider two rectangular arrays. The first one consists of
T, = N; x M; elements and has the form of a uniform
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transmit array, while the other consists of R, = N, x M,
elements and is a uniform receive array. The overall two-way
array pattern is the product between the far-field patterns
of the transmit and receive arrays and may be described as
follows:

APFryoway (u,v) = AFp(u,v) X AFRr(u,v) , 1)
where:
1
_ —j(n—1)(kdztu)
AFr(u,v) = N, < Zlane
" ) 2

My
xS eI e
m=1

N,
1 —i(n—
AFg(u,v) = N L Zane i(n=1)(kdoru)
n=1
M, )
X 3 eI -0y
m=1

where u = sinfcos¢, v = sinfsin ¢, 0 is the elevation
angle, ¢ is the azimuth angle, k = 27”, A is the wave length,
and d¢, dy¢, dyr, and dy, are the inter-element spacing along
the z-axis and y-axis in the transmit and receive arrays,
respectively.

Since both transmit and receive arrays are uniform, then a,,
and a,, have unit amplitudes for all transmit and receive
elements.

For a rectangular structure with 7, = R, the two-way array
structure and the corresponding array patterns for both trans-
mit and receive arrays are shown in Fig. 1. From the array
contour pattern, there are only two obvious sidelobe regions,
marked using green and yellow, along the horizontal and ver-
tical axes of the array aperture, while the null regions, marked
blue, are positioned symmetrically in four quadrants. Here,
since the sidelobe regions of the transmit and receive arrays
are exactly aligned with each other, the SLL of the resultant
two-way planar array is equal to the peak sidelobe level of
the uniform transmit pattern times the peak sidelobe level of
the uniform receive pattern. In decibels, this is equivalent to
-132x2=-264dB.

A better reduction in SLL can be obtained when 7T, > R,
by a factor of 1.4, i.e., the number of elements in the receive
array equals 66.67% of the number of elements in the transmit
array [11]. This helps change the direction of the first null
of one array to match the direction of the first sidelobe of
the other array. However, this alignment is only limited to
the first null and first sidelobe peak; therefore, only the first
sidelobe level in the resultant two-way array pattern was
suppressed [12].

3. Proposed Two-way Array Structure
In the proposed planar array structures, the number of active

elements in the receive array can be greatly reduced while
achieving an ultra-low SLL in the resulting two-way array
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Fig. 1. Conventional two-way planar antenna array structure
(16 x 16) with all elements transmuting and receiving simultaneous-
ly, and the relevant contour pattern.
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Fig. 2. Proposed diamond-shaped receive array structure and its
corresponding contour pattern.

JOURNAL OF TELECOMMUNICATIONS
AND INFORMATION TECHNOLOGY

3/2026



Two-way Planar Array Radar with Diamond- and X-shaped Configurations for Sidelobe Suppression

1.0

o
=

NN L

Amplitude distribution

||| oSl 0.2
% X

0

Fig. 3. Proposed X-shaped receive antenna array structure and its
corresponding contour pattern.

pattern. The best SLL reduction may be obtained by aligning
the null regions of the receive array pattern in the same
positions as the sidelobe regions of the transmit array pattern.
To ensure such an alignment between the null regions and the
sidelobe regions, the structure of the receive array should be
changed.

Below, several structures are proposed for a receive array
whose null regions are in perfect alignment with the sidelobe
regions of the transmit array pattern. The diamond-shaped
structure is one of the best solutions that meets these align-
ment requirements (see Fig. 2). X-shaped structure is another
solution that perfectly meets the alignment requirement, as
shown in Fig. 3.

The number of active elements in these proposed receive
array structures is much lower than that of the transmit array.
Noticeably, all elements in the two-way radar system are
transmits, while only a small subset of active X- or diamond-
shaped elements are receiving. Thus, a significant reduction
in the overall complexity of the array is achieved.

Additionally, a plus-shaped structure was considered as well.
The receive array with this structure is shown in Fig. 4. The
size and the shape of the array aperture in the case of the
plus-shaped structure remains fixed, just as for the standard
16 x 16 square array shown in Fig. 1. The sidelobe regions
of the transmit and receive arrays do not change and remain
aligned with each other, just as shown in Fig. 1. Therefore,

3/2026

JOURNAL OF TELECOMMUNICATIONS
AND INFORMATION TECHNOLOGY

a 1.0

=

Amplitude distribution

b)

-100

-120

Fig. 4. Proposed plus-shaped receive array and its corresponding
contour pattern.

the SLL of the resultant two-way plus-shaped planar array is
reduced to only —26.4 dB.
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Fig. 5. Array patterns for the method from [11]: a) transmit and
receive, and b) resultant two-way.
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Fig. 6. Array patterns for the method proposed in [12]: a) receive
and b) resultant two-way.
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Tab. 1. Performance measures of the tested methods.

Method Receive configuration T, R, Corr.lp lexity SLL [dB] Directivity [dB]
ratio [%]
[11] Square 256 256 100 -26.46 23.69
Square with
[12] thinned edges 256 142 55.47 -30.44 22.66
Proposed 1 Diamond 256 112 43.75 -51.00 23.16
Proposed 2 X-shaped 256 88 34.38 —47.47 20.93
Proposed 3 Plus-shaped 256 60 23.44 —26.46 23.69
1 0
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Fig. 7. Array patterns for the diamond-shaped structure: a) transmit, b) receive, and c) resultant two-way.
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Fig. 9. Array patterns for the plus-shaped structure: a) transmit, b) receive, and c) resultant two-way.
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3.1. Simulation Results

The effectiveness of the proposed two-way planar antenna
array structures is demonstrated under several scenarios. The
conventional two-way array method from [11] and the method
described in [12] are also covered, for comparison.

In all the considered methods, all the elements in the transmit
and receive arrays are uniformly excited with unit amplitudes
and zero phases. The number of elements in the transmit
arrays was T, = 16 x 16, and d+ = d,; = 0.5, whereas
the number of elements in the receive arrays R, was as given.
For the comparison to be fair, the array patterns of the tested
methods depicted in the following figures are normalized.

Two-way array directivity is the first performance measure of
the tested methods. It is defined by:

4 UTwof‘/Vay(uv U)

Directivity|ss = 10 log,, 2 ,
rad

)
where
UT’LUO*WCLy (u7 U) = [AFTw07Way(u7 ’U):| ?

is the radiation intensity of the resultant two-way array pattern
given by Eq. (1) and P, is its radiated power.

Peak sidelobe level is the second performance measure. Sys-
tem complexity, defined as the ratio of the number of active
elements in the receive and transmit arrays, is another impor-
tant measure:

Complezity = % x 100 [%)] . 5)

The performance measures of the three methods [11], [12]
and the proposed structures are shown in Tab. 1 and Figs.
5 —9. According to this table, the SLLs of the X-shaped and
diamond structures are the lowest. Directivity of the diamond-
shaped structure is higher than that of the X structure.
However, the three complexity ratios of the proposed struc-
tures are lower than the same parameter of the conventional
ones. The array patterns of the proposed X- and diamond-
shaped structures shown in Figs. 7 and 8 indicate that the
positions of the null regions in the receive array patterns are
precisely aligned with the positions of the sidelobe regions in
the transmit array patterns; thus, most of the sidelobes in the
resultant two-way patterns were effectively suppressed.

The variations of SLL and complexity ratio of the diamond
structure versus the diamond aperture size (i.e., the number of
active receive elements R, ) is analyzed in Tab. 2. The deepest
reduction in SLL occurs when R, = 112 elements, while at
this aperture size, the complexity ratio becomes 43.75%.

4. Conclusions

The simulation results confirm the effectiveness of the pro-
posed two-way array structures with diamond- and X-shaped
receive antenna arrays in obtaining ultralow sidelobe levels,
reducing system complexity, and retaining undistorted direc-
tivities. The obtained values of the suppressed SLL, equaling
—51.0 dB, and the complexity ratio of 43.75% (for the pro-
posed diamond-shaped structure) are much better than those
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Tab. 2. Variations in SLL and complexity ratio for the diamond
structure versus R;.

nigus | 7. |, | Sommely| S| Dty
tion
Diamond 1 256 144 56.25 -43.42 23.69
Diamond 2 256 112 43.75 -51.0 23.16
Diamond 3 256 84 32.81 -47.89 22.66
Diamond 4 256 60 23.44 -45.34 22.20
Diamond 5 256 40 15.63 -43.26 21.75
Diamond 6 256 24 9.38 -41.63 21.33

of conventional two-way methods. These values could be fur-
ther improved when using smaller diamond sizes. Moreover,
the proposed two-way planar structures may be enhanced
further by including clustered configurations rather than ele-
mental level counterparts.
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Abstract — Tracking area update (TAU) and paging are two
competing signaling-cost characteristics of 5G NR networks:
a smaller registration area reduces paging cost but increases
TAU signaling and vice versa. The majority of existing schemes
optimize one parameter while fixing the other and apply a single
network-wide parameterization to all users regardless of their
heterogeneous call and mobility patterns. This paper proposes
ATAU-SP, a scheme that manages both operations jointly, on
a per user equipment (UE) basis: each UE maintains an online es-
timate of its call-to-mobility ratio (CMR) and triggers a TAU only
after an adaptive movement threshold derived by minimizing
a per UE cost function, with a dwell-time guard that suppresses
boundary ping-pong updates. The network builds a residence-
probability distribution from a learned Markov mobility model
and pages cells in descending probability rounds up to a de-
lay bound. We derive a closed-form analytical cost model and
validate it as a provable upper bound against a custom discrete-
event simulator. The results show that a well-tuned TAL scheme
is the lowest-cost baseline over most of the moderate CMRs,
ATAU-SP-ML attains the lowest cost at high CMR, and plain
ATAU-SP is best only at very low CMR. Nonetheless, ATAU-SP
variants dominate the classical static, distance-, movement-, and
time-based schemes throughout, and both ATAU-SP and TAL
require materially less machinery per UE state and network side
than a full TAL list distribution subsystem.

Keywords — 5G NR, mobility management, paging, signaling cost,
tracking area update

1. Introduction

In an idle or inactive radio state, the user equipment (UE)
is not in direct communication with the network, so the
network maintains only an approximate, area-level record
of the UE’s location. Two control plane procedures keep
this record usable: the first, tracking area update (TAU), is
initiated by the UE when it moves into a tracking area that is
not included in its list of currently registered tracking area
identifiers (TAI). The other, i.e., paging, is initiated by the
network when downlink traffic arrives for an idle UE, as the
access and mobility management function (AMF) broadcasts

3/2026

JOURNAL OF TELECOMMUNICATIONS
AND INFORMATION TECHNOLOGY

a paging message across the cells of the UE’s registration area
until the UE responds. Together, these procedures constitute
location management.

If a UE registers its location frequently, the network knows

its position precisely, and paging is cheap, but TAU signaling

is high. If registration is infrequent, TAU signaling falls, but
the network must page a larger area to locate the UE. Because
both procedures consume scarce control plane and radio
resources and, on the UE side, battery energy, minimizing
their combined cost is a long-standing objective that has
only gained in importance as network density increases and

massive numbers of low-power devices join the network [1]—

[3].

Despite previous work, three limitations still exist. First, most

schemes treat the two operations separately: they fix the reg-

istration rule and then optimize paging, or vice versa. Second,
schemes typically apply a single network-wide parameter-
ization to all UEs, even though real populations are highly
heterogeneous: a stationary metering device, a pedestrian, and

a vehicle differ by orders of magnitude in both mobility rate

and call frequency, so a parameter that is optimal on average

is suboptimal for most individual UEs. Surveys of 5G mobili-
ty management identify adaptive, per-UE, prediction-assisted

location management as an open direction [1].

A third limitation is that per-UE adaptive schemes have rarely

been benchmarked against per-UE tracking area list (TAL)

schemes or against learning-based next-cell predictors under

a common cost model. Both are per UE, so the comparison is

not obvious.

This paper addresses these limitations with ATAU-SP —

a joint, adaptive, per-UE location management scheme, and

provides an empirical comparison against the two baseline

families identified above.

The scientific contribution is as follows:

e Jointly adaptive scheme. ATAU-SP couples an adaptive
registration with a probability-ordered paging rule, so
that the registration threshold and the paging search are
optimized together against a single signaling cost objective.

This work is licensed under a Creative Commons Attribution 4.0 International (CC BY 4.0) License.
For more information, see https://creativecommons.org/licenses/by/4.0/ l 0 1
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o Per-UE adaptive movement threshold with a formally char-
acterized estimator. Each UE estimates its own call-to-
mobility ratio (CMR) using an exponentially weighted
moving average (EWMA) and sets its TAU threshold by
minimizing a closed-form per-UE cost function. This pa-
per adds a convergence analysis of the EWMA estimator —
a bias half-life and a steady-state noise floor, both in closed
form — and quantifies how estimation error propagates to
the threshold through the cube-root relationship.

e Selective probabilistic paging under a delay bound, with
an explicit grouping rule and an entropy-based benchmark.
Upon the arrival of a call, AMF builds a residence prob-
ability distribution over candidate cells and pages them
in descending probability rounds, subject to a hard lim-
it D02 On the number of rounds. This article explicitly
states the probability-balanced grouping rule and compares
the realized mean delay against an information-theoretic
lower bound.

e Two additional baselines and comparison. We implement
and simulate a dynamic, frequency-based TAL scheme and
a lightweight second-order Markov predictor ATAU-SP-
ML, alongside the original four baselines, and report where
each of them wins, rather than only where ATAU-SP wins.

e Analytical model, simulation validation, and new sensitiv-
ity analysis. We develop a closed-form per-UE cost expres-
sion, validate it as a provable upper bound against a cus-
tom discrete event simulator (DES), and add a cost-ratio
sensitivity sweep, a dwell-time-guard ablation, a Markov
matrix learning convergence study, and a UE-energy proxy
grounded in a published TAU power measurement.

The remainder of this paper is organized as follows. Section 2
reviews related work. Section 3 presents a model of the system
and the formulation of the problem. Section 4 describes
the ATAU-SP algorithm, including TAL and ATAU-SP-
ML. Section 5 derives the analytical cost model. Section 6
describes the simulation setup. Section 7 reports and discusses
the results. Section 8 concludes the article.

2. Related Works

2.1. Registration Strategies (Location Update)

Registration strategies fall into those of the static and dynamic
category. Static strategies group cells into fixed location or
tracking areas. A UE registers only when it crosses an area
boundary, and the network pages the entire area. The area
size is a network-wide design parameter, which makes static
schemes simple but not capable of adapting to the behavior
of individual UEs. Dynamic strategies make the registration
decision specific to the UE. The three canonical dynamic
rules are distance-based, movement-based, and time-based.

Research shows that each rule has an optimal threshold that
depends on the ratio between call arrival rate and mobility
rate, and that the distance-based rule is generally the most
efficient of the three but the hardest to implement, as it requires
the UE to compute distance in cells [1], [4], [5].
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More recent work targets the 5SG tracking-area structure di-
rectly. Dynamic TAL schemes assign each UE a personalized
list of tracking areas to balance TAU and paging overhead,
and clustering-based methods group cells into tracking areas
according to observed intercell mobility, so that frequently
traversed boundaries fall inside a tracking area rather than
across one [6], [7].

2.2. Paging Strategies

Paging strategies range from blanket parallel paging, which
pages all cells of the registration area simultaneously to mini-
mize delay at maximum signaling cost, to sequential paging,
which pages cells one group at a time to minimize signal-
ing cost at the expense of delay. Selective and probabilistic
paging methods order the search by the estimated probability
that the UE resides in each cell.

Searching in descending order of probability minimizes the
expected number of cells paged. Delay-bounded variants
partition the area into a fixed number of paging rounds, so
that the worst-case delay is controlled while still exploiting
the probability ordering [5], [8], [9].

2.3. Mobility Prediction for Location Management

Mobility prediction is the foundation of the residence proba-
bilities that selective paging and adaptive registration require.
Markov models are widely used because they rely only on
information already available to the network, such as han-
dover and cell-residence history. Their low complexity is
a contributing factor as well.

Weighted and user-classified Markov models improve pre-
cision by accounting for the heterogeneity of individual
movement patterns rather than relying on a single aggre-
gate model [10]. Classical movement-based location-update
and selective-paging schemes have also been studied as joint
location-management mechanisms [11].

Machine learning approaches, including hidden Markov mod-
els and neural sequence models, can capture a longer-range
structure at a higher computational cost [5], [12], [13]. Recent
work adopted a first-order Markov model as a lightweight pre-
dictor and was cited, but did not implement a learning-based
alternative.

2.4. Optimization-based and Learning-based Mobility
Management

A parallel line of research formulates cell tracking area or
reporting planning as an NP-hard combinatorial optimization
problem and solves it with metaheuristics such as genetic
algorithms, particle swarm optimization, and related methods
[14], [15], or with learning-based controllers that adapt the
configuration to traffic [16], [17].

Comprehensive surveys of 5G and beyond mobility man-
agement catalog these directions and highlight adaptive,
prediction-assisted, and energy-aware location management
as priorities, particularly for ultra-dense deployments and
large device populations [1], [3], [19], [20].
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Machine learning for handover and mobility optimization
reaches similar conclusions about the value of adaptation
[12], [13]. Independently of location management specifically,
large-scale studies of real human mobility using call-detail
record (CDR) and GPS data report that individuals repeatedly
return to a small number of frequently visited locations and
that a large share of individual trajectories is theoretically
predictable [21], [22].

3. System Model and Problem
Formulation

ATAU-SP differs from the above in that it adapts both the
registration decision and the paging search jointly and per-UE,
against a single cost objective, while remaining lightweight
enough for network-side implementation.

The classical static, distance-based, movement-based, and
time-based schemes, as well as blanket paging, all arise as spe-
cial cases of ATAU-SP, which lets us argue dominance rather
than incomparable difference for that family of baselines.

Against the two per-UE baselines — a dynamic personalized
TAL and a higher-order Markov predictor — ATAU-SP does
not dominate uniformly; their relative performance depends
on the operating regime.

3.1. Network and Mobility Model

Service area is modeled as a set of N hexagonal cells C =
{c1,...,cn}, each served by one gNB, with a fixed inter-site
distance (Fig. 1). Cells are grouped into tracking areas (Fig.
2).

The number of cells per tracking area s is a configurable
parameter. We focus on idle mode UEs, whose location is
known to the network at tracking area granularity. The UE
population is U.

For a UE u, cell residence times are independent and iden-
tically distributed with a mean 1/, (u), so that the cell
crossing (mobility) rate is A, (u). The next sessions (calls)
arrive as a Poisson process with a rate of A.(u) [18]. The
per-UE call-to-mobility ratio is defined as:

Ac(u)
Am (u)

A low CMR denotes a highly mobile UE that is rarely called
(favoring infrequent registration), and a high CMR denotes
a frequently called, slowly moving UE (favoring frequent
registration).

CMR(u) = )

The movement of UE at the cell level is described by a first-
order Markov chain with a transition matrix

P =[py],

where P;; is the probability that an UE in cell ¢; next en-
ters cell ¢;. The matrix is estimated from observed intercell
transitions, optionally weighted by UE class to reflect hetero-
geneous movement patterns [10].
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Fig. 1. 5G NR location management model. An idle UE registers
via TAU over the Uu and NG interfaces. On a call, the AMF triggers
paging across the registration area.

B Last reported cell
Residence ring K =2

Residence ring K = 1
Cell (gNB)

Fig. 2. Hexagonal cells grouped into tracking areas. After up to
K crossings since the last TAU, the UE lies within a residence
neighborhood of K rings around the last reported cell.

3.2. Cost Model

Let C,, be the signaling cost of one TAU and C), the signaling
cost of paging one cell. Over a long observation window, the
per-UE signaling cost rate is the sum of a registration term
and a paging term:

D(u) = Cu - R(u) + Cp - Ac(u) - M(u) , @

where R(u) is the UE’s TAU rate (updates per unit time), and
M (u) is the expected number of cells paged per incoming
call. The first term is the registration cost, and the second is the
paging cost, since each call triggers a search over M (u) cells
on average. Both R(u) and M (u) depend on the registration
and paging rules.

The network-wide objective is to minimize total cost subject
to a paging delay constraint:

minimize Z ®(u) subject to
uel ) 3
D(U) < Dpaz and Psucc(u) Zp

where D(u) is the delay in paging in rounds, D, is the
maximum allowed number of paging rounds, Psy..(u) is the
probability that the UE is found within the delay bound, and
p is target success probability.
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Because UEs are independent in this model, the network
objective decomposes into independent per-UE problems,
which is what makes per-UE adaptation both tractable and
beneficial — a property shared by the TAL and ATAU-SP-ML
baselines introduced below, both of which are also per-UE
schemes.

4. Proposed ATAU-SP Algorithm and
Baseline Extensions

ATAU-SP consists of two coupled mechanisms: an adaptive-
threshold registration rule executed at the UE, and a selective
probabilistic paging rule executed at the network. Both are
driven by quantities that are already observable in a 5G NR
system, namely cell-crossing events, call arrivals, and inter-
cell transition statistics.

This section also specifies the dwell-time-guard hysteresis
rule, the probability-balanced grouping procedure and intro-
duces the two new baselines: a dynamic TAL scheme and
a second-order Markov predictor ATAU-SP-ML.

4.1. Adaptive-threshold Tracking-area Update

Each UE maintains an estimate of its CMR using an EWMA
of its observed cell-crossing and call-arrival intervals:

mu) =a- - 1m + (1 —a) - mu),

cu)y=a -1+ (1—a)- é(u),
where 7,,, and 7, are the most recently observed intercrossing
and inter-call intervals, giving the following:
mi(u)
é(u)
The UE counts cell crossings since its last TAU. When the
count reaches an adaptive threshold K (u), it issues a TAU
and resets the count. A dwell-time guard suppresses a TAU if
the crossing is an immediate return to the previously visited
cell within one crossing interval. If the newly entered cell
is equal to the cell the UE occupied two crossings ago, the
crossing is not counted toward k£ and no TAU is triggered.

CMR(u) =

The threshold K (u) is set by minimizing the per-UE cost
and is recomputed whenever CM R(u) changes by more
than a fixed tolerance 15%. Setting K (u) to a fixed constant
recovers the classical movement-based scheme, and keying
the count to the hop distance from the last registered cell
recovers the distance-based scheme. ATAU-SP makes the
threshold state-dependent and per-UE instead.

4.2. Selective Probabilistic Paging

When a call arrives for an idle UE, the AMF computes
a residence probability vector over the candidate cells in the
UE registration area (Fig. 3). Starting from the last reported
cell and the crossings elapsed since the last TAU, the network
propagates the learned Markov chain to obtain, for each
candidate cell ¢;, a residence probability ;. Candidate cells
are sorted in descending order 7; and partitioned into D, 4,
paging rounds at most.
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Fig. 3. Selective probabilistic paging. Candidate cells are shaded by
residence probability and paged in descending probability rounds
(R1,R2,...) up to the delay bound D4, reducing the expected
number of cells paged relative to blanket paging.

The AMF pages the first round. If the UE does not respond, it
pages the second round and so on, stopping as soon as the UE
responds or the bound D, is reached. Setting D, = 1
with all cells in a single round recovers blanket parallel paging,
allowing one cell per round recovers maximum likelihood
sequential paging.

The structure of the algorithm is as follows (Fig. 4).
Procedure 1 — Adaptive registration (runs on each UE).

1) Initialize crossing counter £ «— 0 and CMR estimate from
a warm-up window.

2) In each cell crossing, update the mobility rate EWMA.
For setting the dwell-time guard, if the newly entered cell
equals the cell occupied two crossings ago, i.e., the UE has
bounced back to where it just came from, do not increment
k and return without further action.

3) Otherwise increment k. If k > K (u), issue a TAU carry-
ing the current cell, then reset & < 0.

4) On each incoming call, update the call rate EWMA, re-
compute C'M R(u) and, if it has changed by more than
15% since the last recomputation, recompute K (u).

Procedure 2 — Network-side selective paging (runs at the

AMF).

5) Onacall foridle UE u, retrieve the last reported cell and the
crossing count since the last TAU, propagate the Markov
chain that many steps to obtain residence probabilities 7
over the candidate cell set A = ringg (last reported cell).
The set of cells that can be reached in most K hops

|A] = f(K).

6) Probability-balanced grouping. Sort candidate cells by
descending . Partition the sorted list into D, 4, consec-
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a) b)

Cell crossing detected

[ Call arrives for idle UE ]

|

i

Yes
Probable Markov propagate —
Ignore return? residence probability
Partition into < D,,,,, rounds
Yes d=d+1
k> K(u)?
2 K6 Wait Page round d
Send TAU, k=0 Yes No
UE responds?

On call: update CMR No
recompute K(u) by Eq. (7) d=D,u?

Yes

Blanket page area
Flag prediction miss

Fig. 4. ATAU-SP control flow scheme: a) adaptive registration proce-
dure with dwell-time guarding and online threshold recomputation,
and b) selective probabilistic paging procedure on the network side
with descending probability rounds and a blanket paging fallback.

utive groups gi, . . .
ie.

,9D,.... Of as equal a size as possible,

95| = [1Al/Dma|
for the first | A| mod D, groups and || A|/ D, | there-

after, so that
> gl = 1Al
J

This is the instantiation of the “probability-balanced
grouping” by Eq. (5), where g; denotes the number of
cells assigned to paging round j according to this rule.

7) Forround d = 1 to D, 4., page the cells of round d, i.e.,

> 9

j<d

reduces to exactly g4 being paged at step d, having not
paged earlier rounds cells again. If the UE responds, record
success and stop. The cumulative number of cells grouped

by round d is
> lail,
j<d
which is the M (K) term in Eq. (5).
8) If there is no response after D,,,, rounds, fall back to

blanket paging of the full registration area and flag a pre-
diction miss for model update.

Procedure 1 costs O(1) per event, apart from threshold re-
computation, which is a one-dimensional minimization with
a closed-form solution. Procedure 2 costs O(|A|log | A|) per
call for sorting | A| candidate cells of the registration area,
plus the Markov propagation, which is sparse because the
transition matrix has non-zero entries only between adjacent
cells. Both are lightweight enough for online use.
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4.3. TAL Scheme

We implement a dynamic TAL scheme in the style of [7]. Each
UE is assigned a personalized list of cells (its TAL) rather than
a network-fixed tracking area. The network maintains an on-
line, per-UE visit frequency table over the cells. Whenever the
UE crosses into a cell outside its current TAL, it issues a TAU.
In this scheme, the TAU also implicitly requests a list refresh,
so TAU and list update signaling are counted together at the
same C,, cost, giving TAL no advantage over ATAU-SP’s
registration cost accounting.

Once the visit frequency table for the local neighborhood
has accumulated enough observations, the network rebuilds
the TAL as the UE’s most frequently visited cells within
an expanded radius of the new anchor cell, up to a size
budget matched to f(Kqq4ius) for a radius parameter tuned
relative to the same movement-threshold scale. Before the
table has warmed up, the list returns to a simple geometric
neighborhood. Paging, when a call arrives, pages the UE’s
entire current TAL at once.

Note that our synthetic mobility models are memoryless or
weakly correlated random walks without repeated visitation
structure, for example, with no modeled “home” and “work”
anchor cells, so a frequency-based list under these traces
converges to a geometric neighborhood of the recently visited
cells.

4.4. ATAU-SP-ML, a Second-order Markov Predictor

We implement a second-order (bigram) Markov model that
conditions the next predicted cell based on the current cell
and the cell visited immediately before it, learned online from
the same crossing events already available to the first-order
model, with a one-cell-of-history requirement that can be
piggybacked on existing TAU signaling.

ATAU-SP equipped with this predictor is referred to as ATAU-
SP-ML. It uses the same adaptive threshold registration and
round-based paging as ATAU-SP, differing only in how the
residence-probability vector 7 is computed.

5. Analytical Cost Model

We derive the per-UE cost as a function of the registration
threshold K and then obtain the optimal threshold. Between
two successive calls, the expected number of cell crossings is
equal to the ratio of the mobility rate to the call rate

Ame 1

Ae  CMR’
With a movement threshold K, the UE issues one TAU every
K crossings, so the expected number of TAUSs per call cycle
is

1
CMR-K'’
and the registration cost per call cycle is (Fig. 5):
1
‘I)reg (K) - Cu : m . (4)

On the paging side, after up to K crossings since the last
TAU, the UE lies within a neighborhood of the last reported
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cell whose size grows with K. For a hexagonal layout, the
number of cells within K rings is

FK)=3K(K+1)+1.

Under blanket paging, the paging cost per call is C), - f(K).
Under ATAU-SP selective paging, ordering cells by residence
probability and applying the probability-balanced grouping
of Sec. 4.2 reduces the expected number of cells paged to:

M(K) = i (Zlgﬂ) ., ®)

d=1 i<D

where |g;| is the number of cells assigned to paging round j
by the equal-count partition of procedure 2, step 6, and qq is
the probability that the UE is first located in round d.

The cells are searched in descending probability order,
M(K) < f(K), with equality only when the residence dis-
tribution is uniform. By the rearrangement inequality, no
other ordering of the candidate cells yields a smaller expect-
ed search, so descending probability paging is optimal for
a given partition into rounds.

Combining the cost two terms, the per call cycle is:

Cu

®K) =GR K

+Cp - M(K) . (6)
The first term decreases in K, while the second increases
in K, so a unique minimizer exists. M (K) is approximated
by a quadratic in K, since f(K) is quadratic, and selective
paging scales it by a near-constant factor over the operating
range. Setting the derivative to zero gives an optimal threshold
of the form:

* C’LL 3

K =k- (Cp . CMR) : ©)
Equation (7) is the analytical basis for the adaptive rule: K*
increases as CMR decreases, so highly mobile, rarely called
UEs register less often, while frequently called UEs register
more often (Fig. 6). ATAU-SP substitutes the online estimate
CMR(u) in Eq. (7), clip K* to the integer range admissible
for the size of the registration area and applies it on the per-
UE basis. The constant  is set by a numerical sweep of the
fixed K cost simulated at the CMR=1,C, : C,, =10: 1,
which locates the true empirical minimum at X' = 2 and
gives k = 0.93.

5.1. Convergence of the CMR Estimator

Both 7 (u) and ¢é(u) are EWMA estimates of the mean of
an exponentially distributed inter-event time. Two standard
properties of the exponential smoothing estimator characterize
its behavior.

The first is bias decay from a cold start. If the estimator is
initialized at a value that differs from the true rate by a factor of
(3, the relative bias after n observed events decays as (1 —«)™.
Therefore, the bias half-life is:

b= In2
V2T Th(l—a)
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Fig. 5. Analytical cost per call of signaling cost ®(K') vs. movement
threshold K for several CMRs, evaluated from Eq. (6) with f(K) =
3K(K+1)+1and C, : Cp = 20. The cost is convex in K; circles
mark the optimal threshold K™, using x = 0.93.
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Fig. 6. Analytical optimal threshold K™ vs. call-to-mobility ratio
for several cost ratios, from Egs. (6)— (7).

events and the number of events needed to shed 90% of the
initial bias is:
_ In0.1

190% = In(l—«) "’
For a = 0.1, these give ¢, /o & 6.6 events and nggy, ~ 21.9
events — i.e., a warm-up window of roughly 20 crossing/call
events per UE is sufficient for the cold start bias to become
negligible.
The second is steady-state noise floor. Because the smoothed
quantity is itself a noisy per-event sample rather than a con-
verging average, EWMA retains an irreducible steady-state
variance even after the bias has decayed. For an exponential
inter-event time C'V’ = 1, the steady state relative error of the
EWMA estimate is approximately:

2—«

combining the mobility- and call-rate estimates via the ratio
CMR =nm /¢ roughly doubles this value in the worst case.
We verified both properties with a synthetic Monte Carlo test
(300 trials, 5x mismatched cold start): the measured steady-
state error was 18%, 26 —30%, and 37 —-42% for a = 0.05,
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Fig. 7. EWMA-CMR convergence: mean relative estimation error
vs. number of observed events, for three decay rates «, starting from
a 5x mismatched cold start. The dotted lines mark the closed-form
steady-state noise floor.

0.1, and 0.2 respectively, consistent with the closed-form
floor.

Figure 7 plots the measured convergence curves. This smaller
o gives a lower noise floor (more precise threshold selection)
but is slower to track a genuinely time-varying CMR, e.g.,
a UE that changes its mobility pattern, while larger o tracks
changes faster at the cost of noisier, more frequent threshold
recomputation. We use « = 0.1 throughout, balancing a sub-
30-event warm-up against a moderate 26 —30% steady-state
floor.

Consider the error propagation to the threshold from Eq. (7),
a first-order propagation gives relative error in K* ~ 1/3x
relative error in C'M R. Therefore, the cube root relationship is
self-damping: even a 26 —30% steady-state CMR estimation
error at o = 0.1 propagates to an error of approximately 9 —
10% only in K*, and because K * is subsequently clipped to
a small integer range, the realized threshold values are often
completely unaffected by estimation noise.

5.2. Paging Delay Bound and Theoretic Comparison

For a residence distribution 7 over |A| = f(K) candidate
cells with Shannon entropy H (7), a standard argument for
grouped sequential search states that no grouping into D4,
rounds can achieve the expected number of rounds below:
H ()
log, (|Al/Dimaz) ’

where | A|/ Dz is the average branching factor of a round.
This is an approximate bound in our setting, but it gives
a basic floor to compare against. Using the simulator, the
mean entropy of the residence distribution at the moment
of cal CMR = 1,~ 18 cells/TA is H(w) = 3.45 bits on
a mean candidate-set size of 14.2 cells. With D,,,,, = 3,
this gives a lower bound of approximately 1.54 rounds. The
simulated mean delay at D,,,, = 3 is 1.76 rounds, about
14% above this bound, indicating that the simple equal-count
grouping used by ATAU-SP operates reasonably close to, but
measurably short of, the entropy-optimal grouping, which
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would require unequal-size rounds rather than the equal-count
rule currently used.

5.3. Quadratic Approximation Error and Its Propagation

Fixing K and running the simulator gives the true simulated
M (K) at each integer K. Fitting the least squares-optimal
scalar v in the surrogate

Myuaa(K) =7 x f(K)

against these measured points shows that the point-wise fit is
loose. At CM R = 1 the relative error is

|M(K) — M — quad(K))|
M(K)

and ranges from 3.5% near K = 5 to 76.6% at K = 1,
averaging 39.8% across K = 1 — 6. This is consistent with,
and helps explain, the 46.5% average envelope gap reported
in Sec. 7.9. The quadratic surrogate is a genuinely loose local
approximation to the true selective-paging cost, not merely
a small correction.

Whether this loose pointwise fit changes the resulting thresh-
old choice is a separate question, and the answer is operating-
point dependent. Comparison of the argmin of Eq. (6) against
the argmin of the quadratic surrogate at CM R = 1 and
CM R = b, the two curves select the same integer K* = 2
and K* = 1 respectively. Despite the large pointwise M (K)
error, the resulting threshold and cost are unaffected — the
registration term’s 1/K divergence at small K dominates the
argmin decision at these points, and the fit error is not large
enough to shift it.

At CMR = 0.5, however, the quadratic surrogate does
select a different threshold from the true optimum (K7, =
3 vs. K} ..t = 2), and using the surrogate threshold in
practice would incur a measurable, if modest, cost penalty of
2.3% relative to the true optimum. Therefore, the quadratic
approximation’s threshold selection error is real but small
where it occurs. We observed a value of 2.3% at most across
the three CMR values tested. It does not occur at every
operating point and the closed form remains useful for the
qualitative CMR dependence of Eq. (7).

6. Simulation Setup

ATAU-SP and six baselines were implemented in a cus-
tom discrete-event simulator written in Python (vectorized
with NumPy). The simulator models location management
at the signaling level: cells are nodes of a hexagonal adja-
cency graph, the UE’s serving cell is updated by a direction-
persistent random walk on that graph calibrated per mobil-
ity model, while cell crossings and call arrivals are gener-
ated as independent Poisson processes with per-UE rates
Am (1), Ae(u) [23].

The logic runs the registration procedure of Sec. 4.2; a cen-
tral function plays the role of the AMF, holding each UE’s
last reported cell, learning the Markov transition matrix (or
matrices, for ATAU-SP-ML) from observed crossings, exe-
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Tab. 1. Simulation parameters.

Parameter Value
Simulator dicreecevent,sgnaling e
Topology 37 hexagonal cells, one gNB per cell
Inter-site distance 500 m
5,7,12, 18,37

Cells per tracking area (operating point ~ 18)

100 (idle mode), heterogeneous CMR

Number of UEs (log-normal, o = 0.6)
Random waypoint; Gauss-Markov
Mobility models (heading persistence k = 0.75);
RPGM (5 groups of 20)
UE speed 1 — 30 m/s (default 10)

Poisson, per-UE rate set to the UE’s

Call arrivals target CMR x mobility rate

CMR 0.1 — 10 (nominal, population mean)

10:1 nominal; swept 5:1, 10:1, 20:1,
50:1

Cost ratio C, : Cp

Paging delay bound | — 5 (default 3)

max

Markov model order | ATAU-SP and bigram ATAU-SP-ML

f(radius),
radius = max(1, | K/2]),
frequency-ranked

TAL list size budget

K™ calibration

0.93
constant K

1200 s / event-driven (Poisson

Simulation time / ste . .
1mutation t P inter-event sampling), 200 s warm-up

15 (main sweeps), 8 — 12 (secondary

Replications sweeps), 95% Cls reported

cuting the paging procedure, and tallying signaling statistics.
TAU and paging are modeled as counted control events.

Correlated mobility is generated at the cell-graph level rather
than by simulating continuous positions. At each mobility
event, the UE’s heading persists with probability x = 0 for
random waypoint, k = 0.75 for Gauss-Markov, and a two-
level group/member persistence model for RPGM (group-
anchor heading persistence 0.85, member-to-anchor attraction
0.55), so that the sequences of visited cells among group
members exhibit correlation.

This is a coarser abstraction than simulating continuous UE
positions and is explicitly stated as a modeling simplification.
Such an approach preserves the qualitative ordering of the
prediction difficulty across the three models (RWP is the
hardest to predict, RPGM the easiest).

All schemes are implemented in the same module and evaluat-
ed under identical topologies, mobility traces, and call traces,
so that differences are attributable to the schemes alone:

e Static registration area + blanket paging — the 3GPP-style
reference: register at the boundary crossing, page the whole
area at once.
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Fig. 8. Total signaling cost vs. CMR for all seven schemes (random
waypoint, ~ 18 cells/TA), including the TAL and ATAU-SP-ML
baselines.

e Distance-based + blanket paging — register after a threshold
hop distance from the last registered cell.

e Movement-based + blanket paging — register after a fixed
number of cell crossings.

e Time-based + blanket paging — register after a fixed time
interval.

o ATAU-SP (proposed) — adaptive per-UE threshold with
first-order Markov selective probabilistic paging.

o ATAU-SP-ML - identical registration and round-based
paging as ATAU-SP, using the second-order (bigram)
Markov predictor.

e TAL - dynamic, frequency-based personalized tracking
area list with blanket paging over the current list.

The performance metrics are as follows:

o TAU rate (updates per UE per unit time) and total registra-
tion signaling.

e Mean cells paged per call (paging signaling).

o Total signaling cost under a sweep of the cost ratio C', : C),.

e Paging success probability within the delay bound and
mean paging delay (rounds), compared against an entropy-
based lower bound.

e Convergence of the CMR estimator.

e Dwell-time-guard contribution, isolated by ablation.

e UE energy proxy (idle-mode monitoring plus TAU trans-

missions), grounded in a published per-TAU power mea-
surement.

7. Results and Discussion

All results below are produced using parameters listed in Tab.
1.

7.1. Total Signaling Cost versus CMR

Comparison against the four classical baselines (static, dis-
tance, movement, and time) shows that ATAU-SP outper-
forms all four at every CMR tested. At CM R = 1, ATAU-SP
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Tab. 2. Total signaling cost (normalized units) vs CMR, random waypoint, ~= 18 cells/TA (mean over 15 seeds). The lowest values per row

are shown in bold.

CMR Static Distance Movement Time ATAU-SP ATAU-SP-ML TAL
0.1 7812 7492 10034 13 865 6808 6947 6909
0.5 25137 24181 26492 32739 17930 18222 16382
1.0 47329 37503 39361 45252 27578 27815 24708
5.0 218594 92313 92 669 93 105 83298 80128 89 683
10.0 429221 163 830 163904 163746 148915 142275 169 898

Tab. 3. TAU rate and mean cells paged per call at CMR = 1
(random waypoint, = 18 cells/TA). The lowest total cost is shown

in bold.

Scheme ng[]g:]t ¢ Cel}zg ﬁged Total cost
Static 0.00378 17.58 44608
Distance 0.00572 13.11 36181
Movement 0.00786 12.98 38009
Time 0.01391 13.03 44174
ATAU-SP 0.00786 8.07 26608
ATAU-SP-ML 0.00786 8.19 26875
TAL 0.00849 6.68 24016

reduces signalling cost by 26.5% compared with the best
classical dynamic baseline (distance-based) and by 41.8%
compared with static registration, corresponding to an average
reduction of approximately 34.1% across these two reference
schemes (Fig. 8)..

TAL is the lowest cost scheme from CM R = 0.5 through
CMR = 1 (8.6-10.4% below plain ATAU-SP), plain
ATAU-SP is the cheapest only at the lowest CMR tested
(0.1), where paging is rarely invoked and TAL'’s list refresh
overhead is not yet amortized, and ATAU-SP-ML becomes
the cheapest at high CMR (5 and 10), by 3.8% and 4.5%
over plain ATAU-SP and by 10.7% and 16.3% over TAL,
respectively.

7.2. Registration and Paging Overhead Decomposition

The decomposition shows that the per-UE schemes outper-
form the classical baselines and why TAL edges out ATAU-SP
at this operating point (Tab. 3). Static registers rarely (once
per 264 UE-seconds) the largest area (17.6 cells/call).

The classical dynamic schemes cut paging to roughly 13
cells/call at the cost of more frequent registration. ATAU-SP
and ATAU-SP-ML have the same TAU rate as movement-
based approaches, since both use the same adaptive-threshold
registration rule, while cutting paging even further, to 8.1 to
8.2 cells/call, via probability-ordered rounds.

TAL achieves the lowest paging cost of all: 6.68 cells/call,
since it bounds the search to a small personalized list rather
than a K-ring neighborhood at a marginally higher TAU rate
(0.00849 vs. 0.00786/UE/s) than the movement threshold
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schemes, and the net effect is the lowest total cost specified in
this table.

This demonstrates that a well-tuned personalized list can
outperform threshold-based adaptive registration under con-
ditions where paging cost dominates.

7.3. Effect of the Registration-area Size

The crossover between static and the per-UE schemes now
falls between 7 and 12 cells/TA, below which static is cheaper
and above which every per-UE scheme (ATAU-SP, ATAU-
SP-ML, and TAL alike) is cheaper (Fig. 9).

At the dense deployment operating point of 18 cells/TA, TAL
is 46.8% below static and ATAU-SP is 40.9% below static. At
37 cells/TA, the gaps widen to 72.7% and 69.4% respectively.

Since 5G deployments trend toward larger tracking-area con-
figurations to limit TAU signaling from massive device pop-
ulations, the large-area regime where per-UE schemes win is
the operationally relevant one, and this conclusion is robust
to the choice of per-UE scheme.

7.4. Effect of Mobility Model

Qualitative ranking is consistent across random waypoint,
Gauss-Markov, and RPGM approaches: TAL is the lowest in
all three, closely followed by ATAU-SP and ATAU-SP-ML,
with classical dynamic baselines being 30 —34% higher and
static being 42 —46% higher (Fig. 10).

x10°
9 —# Static
—o— ATAU-SP (Ist order Markov)

8 ATAU-SP-ML (2nd order)
- —¥ TAU (frequency-based)
8 7
on
.8
= 6
=i
Ry
@ 5
=
e 4

3

2

5 10 15 20 25 30 35
Cells per tracking area

Fig. 9. Total cost vs. size of the tracking area for static, ATAU-SP,
ATAU-SP-ML, and TAL (random waypoint, CM R = 1).

109



Kalpesh Popat, Divyakant Meva, and Hardik K. Molia

Tab. 4. Total signaling cost versus cost ratio for CM R = 1, random waypoint, = 18 cells/TA. The lowest values per row are shown in bold.

Cy:Cy Static Distance Movement Time ATAU-SP | ATAU-SP-ML TAL
5:1 44488 26791 27438 28983 21546 21286 20383
10:1 46456 37516 39520 45599 27409 27697 24 575
20:1 50488 47612 52526 68312 35789 36344 32760
50:1 59324 63129 76479 123718 51171 51963 51279
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Fig. 10. Total cost under the three mobility models for all seven 10 20 30 40 50

schemes (CM R = 1, ~ 18 cells/TA). Cost ratio C. - C.
u-“p

The second-order predictor’s advantage is primarily a high-
CMR effect in this simulator, not primarily a mobility-
correlation effect.

7.5. Effect of UE Speed

As UE speed increases from 1 to 30 m/s, cell-crossing fre-
quency and, hence, signaling cost increase for every scheme,
but the relative ranking is stable throughout the swept range
(Fig. 11). TAL is the lowest at every speed (by 19.4% over
plain ATAU-SP at 1 m/s, narrowing to 2.5% at 30 m/s as
list-refresh overhead grows with crossing frequency), with
ATAU-SP and ATAU-SP-ML following close behind and
remaining consistently 26 to 33% below the best classical
dynamic baseline.
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UE speed [m/s]

Fig. 11. Total signaling cost vs. UE speed for all seven schemes
(random waypoint, CM R = 1).
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Fig. 12. Total cost vs. cost ratio.

All per-UE schemes remain far below their static and time-
based counterparts across the full pedestrian-to-vehicular
range. TAL remains the lowest-cost per-UE scheme through-
out the swept speed range, while ATAU-SP and ATAU-SP-ML
follow closely behind and remain consistently 26—33% below
the best classical dynamic baseline.

7.6. Sensitivity to the Registration/Paging Cost Ratio

Table 4 and Fig. 12 show that TAL is the lowest-cost scheme
at 5:1, 10:1, and 20:1, but its margin over ATAU-SP narrows
sharply as the ratio grows: from 5.4% at 5:1 to essentially
a statistical tie at 50:1, where registration cost dominates
so heavily that all per-UE schemes with similar TAU rates
converge. At 50:1, plain ATAU-SP is in fact marginally the
lowest (51 171 vs. TAL’s 51 279, a 0.2% difference well within
simulation noise).

Classical dynamic baselines (distance, movement, time) de-
grade badly at high-cost ratios. the time-based approach, is
2.4x more expensive than ATAU-SP at 50:1, since its fixed
time interval does not adapt to the increased penalty for reg-
istering.

7.7. Paging Delay Bound and an Entropy-based
Comparison

Figure 13 illustrates that sweeping D, 4, from 1 to 5 traces
the delay-cost trade-off, with the mean delay rises from 1.00
round (blanket paging) to 2.65 rounds, while total cost falls
from 39153 at D, = 11t0 26984 at D,,,,., = 3, with
a further small reduction to 26 038 at D,,,,, = 4, before
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Fig. 13. ATAU-SP total cost and mean paging delay vs. Dy, q, delay
bound.
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Fig. 14. Dwell-time-guard ablation: TAU count a) and total cost
with and without the guard b).

a marginal increase to 26352 at D, 4, = 5. This confirms
the choice of D, = 3 as a reasonable default on empirical
grounds.

The lower bound for D,,,,,, = 3 is approximately 1.54 rounds
versus a simulated value of 1.76 rounds — the simple equal-
count probability-balanced grouping used by ATAU-SP is
within about 14% of the theoretical floor.

7.8. Algorithm Parameter Analysis

The dwell-time guard and the online learning of the Markov
transition matrix were previously described only qualitatively.
Now, we isolate each by ablation/instrumentation.

At CMR = 1, random waypoint, 18 cells/TA, running
ATAU-SP with the guard disabled increases the mean TAU
count per replication from 803.3 to 987.5 (+22.9%) and
increases the total cost from 27 213 to 29 243 (+7.5%). The
guard suppresses a mean of 407.8 immediate boundary return
crossings per replication that would otherwise each have
counted toward the movement threshold and, over a sufficient
number of them, triggered spurious TAUs (Fig. 14).

7.9. Model Validation

The simulator’s selective, probability-ordered paging achieves
M(K) < f(K) by design, so the analytical curve is expected
to sit above the simulated curve at every point (Fig. 15). It
does so at the five CMR values tested, with an average gap
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Tab. 5. Total signaling cost: static partitions (CM R = 1, RWP).
The lowest value per row is shown in bold.

Cells/TA (ge(s)izfric) (dig;‘rz o | ATAUSP | TAL
5 20494 20 544 27126 | 24470
12 32587 33239 27126 | 24470
18 45762 37377 27126 | 24470
37 88262 88262 27126 | 24470

of 46.5% (ranging from 23.0% in CM R = 10 to 66.2%
at CM R = 0.5). We report this as an envelope gap, not
a prediction error.

Equation (6) is validated as a correct, non-trivial upper bound
and the gap size quantifies how much selective, learned-
probability paging saves over the blanket bound. Because the
underlying UE-side and AMF-side operations are O(1) and
O(|A|log |A|), total signaling still scales nearly linearly with
the number of UEs, independently of this correction.

To assess whether ATAU-SP is lightweight enough for on-
line use in energy terms, we built a simple, transparently
assumption-laden proxy rather than a full energy simulator.

According to [21], a single TAU procedure drains approxi-
mately 10 mW of UE battery power, assuming a NAS+RRC
exchange duration of approximately 0.5 s. This gives an ener-
gy cost of approximately 5 mJ per TAU.

Under this proxy, the relative consumption of UE energy
across the schemes tracks their TAU rate and is marginally
higher (0.00849/UE/s, ~ 4.2 uJ/UE/s), while that of the time-
based approach is markedly worse (0.01391/UE/s, = 7.0
W/UE/s, roughly 77% more TAU energy than ATAU-SP).
Note, this is a coarse, explicitly caveated proxy, not a validated
power model.

At a dense deployment operating point (18 cells/TA), flow-
aware clustering reduces the static approach’s cost by 18.3%
relative to the geometric partition (37 377 vs. 45 762), con-
firming that clustering does capture a real, exploitable struc-
ture (Tab. 5).

It does not, however, close the gap to the per-UE schemes:
clustered static remains 34.5% above TAL and 27.4% above
ATAU-SP at this operating point. At 12 cells/TA, the clustered
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Tab. 6. Energy-aware threshold selection vs. the network-cost-
optimal threshold (CM R = 1, RWP, = 18 cells/TA).

ATAU-SP (network ATAU-SP,
Scheme .
cost optimal K) energy-aware K
TAU rate [UE/s] 0.00781 0.00438
Network cost 26 659 33716
UE energy proxy
[mJ/UE] 39.07 21.91

partition is marginally worse than the geometric one (33 239
vs. 32587, a 2.0% increase) — at small tracking-area sizes, the
greedy flow-based merge does not reliably outperform simple
geometric contiguity, and we report this small negative result
rather than only the favorable ones.

At 5 and 37 cells/TA, the two partitions are effectively identi-
cal. Overall, clustering offers a genuine improvement over the
static baseline, but does not change this paper’s central find-
ing that per-UE adaptive schemes (ATAU-SP, ATAU-SP-ML,
TAL) dominate any single network-wide partition.

The energy-aware variant cuts the UE energy proxy by 43.9%
(39.07 to 21.91 mJ/UE) at the expense of a 26.5% increase
in network signaling cost (26 659 to 33716 — Tab. 6). This
is a quantified trade-off rather than a free win, and it is the
trade-off that an energy-aware scheme is supposed to make.

8. Conclusions

This paper presented ATAU-SP — a joint, adaptive, per-UE
location management scheme for 5G NR that couples an
adaptive-threshold registration rule with selective probabilis-
tic paging under a delay bound and with two baselines: a dy-
namic, frequency-based tracking-area-list (TAL) scheme and
a lightweight second-order Markov predictor (ATAU-SP-
ML), together with a cost-ratio sensitivity sweep, a formal
CMR-estimator convergence analysis, a dwell-time-guard ab-
lation, an entropy-based comparison for the paging delay
bound, and a UE energy proxy.

ATAU-SP and ATAU-SP-ML outperform the four classical
baselines (static, distance, movement, and time) at every oper-
ating point tested. At the nominal operating point, ATAU-SP
reduces total signalling cost by approximately 26.5% com-
pared with the best classical dynamic baseline (distance-
based) and by 40.4% compared with static registration, while
ATAU-SP-ML achieves reductions of approximately 25.7%
and 39.8%, respectively. These improvements remain consis-
tent across the mobility-model, speed, area-size, and cost-ratio
sweeps. Against the newly implemented TAL baseline, howev-
er, ATAU-SP is not uniformly the best: a well-tuned dynamic
TAL scheme is the lowest-cost option across the majority of
the moderate-to-high call-to-mobility range and across the
full swept cost-ratio range. ATAU-SP-ML overtakes it at high
CMR (5-10), while plain ATAU-SP is the cheapest at very
low CMR only.

Future work will focus on improving paging-round grouping
and making K *calibration operating-point-specific or fully
data-driven, eliminating the need for a fixed constant x. We
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will validate the model using real cell-level carrier mobility
traces, including behavioral revisitation patterns, and reassess
TAL under such realistic mobility. We will also develop
a validated UE energy model that accounts for the state-
maintenance costs of ATAU-SP-ML bigram counts and the
TAL frequency table, and replace the assumed 0.1 mJ paging-
response energy with a measured value. Further work will
examine self-similar and Markov-modulated call arrivals,
broader CMR-heterogeneity distributions, and beam-level
paging in directional NR.
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Abstract — Network traffic classification has become an essen-
tial component of modern network management, cyber security,
and quality-of-service provisioning. The widespread adoption of
encryption technologies has reduced the effectiveness of tradi-
tional traffic identification techniques, leading to the use of ML
approaches based on flow-level characteristics. Although sever-
al machine learning and deep learning models were evaluated,
the black-box nature complicates the practical deployment in
security critical environments. This research proposes a frame-
work for ML-based network traffic classification of explainable
artificial intelligence (XAI). The CIC-Darknet2020 dataset is
divided into four classes: non-TOR, non-VPN, TOR and VPN.
Additionally, machine learning algorithms, including ID3, k-
nearest neighbors (KNN), random forest, CatBoost, XGBoost,
and LSTM are used as a deep learning approach. The evalua-
tion is carried out through stratified split of trains and 10-fold
cross-validation, while XGBoost is classified for explainabili-
ty analysis. By ensuring model transparency, SHAP (SHapley
Additive exPlanations) identifies the most influential features
contributing to classification predictions. Furthermore, a novel
category SHAP analysis is introduced by grouping higher-level
behavioral categories, including temporal, statistical, rate-based,
and TCP-related features. The results revealed that temporal
traffic characteristics and transport layer behavioral features in-
fluence classification outcomes, particularly for encrypted traffic
classes. Moreover, the framework demonstrates that high classi-
fication performance and model interpretability are achievable
simultaneously within a category-level study that enhances the
transparency, trustworthiness, and practical applicability of
machine learning-based network traffic classification systems.

Keywords — deep learning, explainable AI, machine learning,
network traffic classification

1. Introduction

The rapid proliferation of anonymity-preserving technologies
such as Tor [1] and virtual private networks (VPN) services [2]
has transformed the significance of modern network commu-
nication. Although these technologies are being investigated
to improve user privacy and protect against surveillance by

This work is licensed under a Creative Commons Attribution 4.0 International (CC BY 4.0) License.
1 1 4 For more information, see https://creativecommons.org/licenses/by/4.0/

encrypting data and masking traffic, they also present network
monitoring and security enforcement-related challenges.

Recent reports indicate that the overall percentage of web
encryption via the HTTPS and TLS protocols will stabilize
between 94.6% and 95.7% globally [3], with TLS 1.3 be-
coming the dominant protocol, accounting for more than
72.8% of encrypted traffic. This shift is accompanied by a sta-
ble HTTP/3 (QUIC-based over UDP) adoption rate equaling
19.8% to 21.1% of total web requests due to operational chal-
lenges affecting throughput on wired networks, while HTTP/2
maintains a 52.3% share. As far as emerging security trends
are concerned, the use of postquantum cryptography (PQC)
algorithms such as X25519MLKEM?768 on the browser side
has increased to 55.7% to protect against “collect now, de-
compose later” attacks [4]. While encryption enhances user
privacy, it has also led to a security vulnerability. Cybersecuri-
ty reports [5] show that more than 86% of threats and malware
are now hidden inside encrypted tunnels, while one in three
organizations is unable to scan encrypted traffic internally
due to privacy and performance considerations.

As encrypted traffic increasingly dominates network environ-
ments, traffic identification methods based on port numbers
and deep packet inspection (DPI) have become less effec-
tive. Since payload contents are no longer accessible, modern
traffic analysis systems must depend on behavioral and statis-
tical characteristics, such as packet interarrival times, flow
durations, packet size distributions, traffic rates, and detonate
patterns. Consequently, automatic network traffic classifi-
cation (ANTC) has emerged as an important component of
network management, cybersecurity, quality of service provi-
sioning, and anomaly detection. Precise traffic identification
enables network administrators to optimize resource alloca-
tion, enforce security policies, detect malicious activities, and
improve network performance.

To cope with these limitations, researchers have increasingly
adopted machine learning (ML) and deep learning (DL)
techniques capable of learning distinctive patterns directly
from traffic statistics and flow-level characteristics. In the past,
numerous studies have investigated ML-based classifiers,
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including random forest, support vector machines, gradient
boosting, and XGBoost. More recently, DL architectures such
as convolutional neural networks (CNNs), long short-term
memory networks (LSTMs), gated recurrent units (GRUSs),
and hybrid models have demonstrated promising performance
across diverse traffic environments. These approaches have
mainly advanced the state of high classification accuracy on
several benchmark datasets.

Most classification systems operate as black-box models,
making it difficult for network administrators and security
analysts to understand the factors that influence the predic-
tions of the model. Furthermore, although explainable arti-
ficial intelligence (XAI) techniques have recently attracted
increasing attention, most studies focus on individual feature
importance while skipping the analysis of broader traffic fea-
ture categories, such as temporal, statistical, rate-based, and
protocol-related characteristics. Consequently, the behavioral
patterns on which traffic classification predictions are based
remain insufficiently understood, particularly in encrypted
traffic environments.

In such a context, this study addresses the problem of classi-
fying encrypted network traffic, focusing on distinguishing
between non-TOR, non-VPN, TOR, and VPN classes. The
proposed framework is designed to classify multiple traffic
categories while providing transparent and interpretable ex-
planations of the model predictions. Consequently, this can
be regarded as a significant issue in the field of cybersecurity
in light of the increasing use of encrypted applications and
the difficulty of analyzing them through traditional methods.
Furthermore, this study proposes an explainable network traf-
fic classification framework based on XGBoost and SHAP.
The study also addresses the challenges related to ML models
limited interpretability by using the category-SHAP method.

By revealing how feature categories influence classification
predictions, the framework facilitates more effective feature
selection, simultaneously improving reliability, interpretabil-
ity, and performance of network traffic classification systems.

2. Related Work

In recent years, the classification of network traffic has at-
tracted considerable interest due to its importance in the
proves of managing networks, ensuring the required QoS,
and guaranteeing cybersecurity. Earlier methods used man-
ual feature engineering and traditional ML techniques to
perform network traffic classification. Decision trees were
effective in sorting multiple types of network traffic using
both categorical and continuous features, thus allowing the
identification of complex traffic patterns and malicious be-
haviors [6]. Similarly, interpretable probabilistic approaches
based on Markov chains and hidden Markov models were in-
vestigated for traffic characterization and prediction. These
methods offered precise information on traffic behavior while
achieving competitive performance compared to advanced
ML techniques [7].
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As modern communication becomes more complex and en-
cryption becomes more widespread, researchers have in-
creasingly moved towards using deep learning for identifying
Internet traffic. In [3], the authors used deep learning to find
distinctive characteristics of raw Internet traffic data, by tak-
ing advantage of the earlier studies. They proposed a traffic
identification framework based on deep learning methods that
reduced the dependence on manually engineered features by
automating extraction relevant to the characteristics of the
traffic network flows. The authors of [4] developed an end-
to-end encrypted traffic classification framework specifically
implementing 1D-CNNs, which resulted in substantial per-
formance improvements on the ISCX VPN non-VPN datasets
without dependence on hand-crafted features.

Further advances were achieved with the deep packet ap-
proach, proposed in [8], which combines stacked autoen-
coders and CNNs to automatically learn traffic representa-
tions from raw packet data. The framework achieves high
classification performance for both application identification
and traffic categorization tasks, including encrypted, VPN,
and non-VPN.

More recently, lightweight deep learning architectures based
on depth-wise separable convolutions (DSCs) have been in-
troduced to reduce computational complexity while main-
taining high classification performance. Such models have
achieved state-of-the-art accuracy in benchmark datasets and
demonstrated suitability for resource-constrained environ-
ments, including IoT and edge computing [9].

Despite the remarkable classification performance achieved
by ML and deep learning models, most existing approaches
operate as black-box systems, providing limited insight into
the rationale behind their predictions. Consequently, explain-
able artificial intelligence (XAI) has appeared as a promising
research direction to improve transparency, trustworthiness,
and interpretability of network traffic analysis [10]. XAl tech-
niques can be widely classified into model-specific and model-
agnostic approaches, connected to local and global scales
operating countless popular methods including SHAP [11],
LIME [12], integrated gradients [13], layer-wise relevance
propagation (LRP) [14], and occlusion analysis [15].

To address the black-box nature of deep learning models, re-
searchers used XAl techniques to interpret multimodal traffic
classification systems and generate global explanations of
classifier behavior [16]. Similarly, explainable anomaly de-
tection frameworks have combined ML models with SHAP
explanations to improve transparency in encrypted traffic anal-
ysis, achieving high detection performance on data sets such
as CIC-Darknet2020 while identifying the most influential
traffic characteristics [17].

More recently, in [ 18], the effectiveness of SHAP in encrypted
traffic analysis was demonstrated by identifying critical traffic
characteristics such as packet size, inter-arrival time, and
TLS-related attributes, while maintaining detection accuracy
above 99%.

Beyond traffic classification, XAl has also been applied to
cybersecurity domains such as [oT anomaly detection and
log-based anomaly analysis. In IoT environments, SHAP-
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Tab. 1. Comparative analysis with existing approaches.

Ref. Classification Encrypted traffic SHAP Class exp. Feature category Behavioral interp.
[9] v v v N X X
[16] v v v X X X
[17] X v v v X X
[18] v v v v X X
Proposed v v v v v v

based frameworks have been used to provide explanations
for anomaly detection decisions, thus enhancing trust in Al-
driven security systems [19]. Similarly, the SXAD framework
integrated SHAP into the logarithmic anomaly detection
process, providing local and global explanations while also
achieving near-perfect detection performance, and enabling
root-cause analysis of abnormal events [20].

Recent studies focusing on XAI improved the interpretabil-
ity of network traffic analysis systems; most existing ap-
proaches focus primarily on individual feature importance or
model-level explanations. Adequately, understanding of traf-
fic behavior through higher-level semantic feature groups has
received little attention. Consequently, there remains a need
for explainability frameworks capable of providing behavioral
interpretations of network traffic by analyzing the contribu-
tion of feature categories rather than isolated features. This
research gap is the main focus of this work, which intro-
duces a category-based SHAP analysis framework to explain
encrypted traffic classification decisions from a behavioral
perspective.

As summarized in Tab. 1, existing studies have integrated
SHAP into network traffic analysis to provide explanations
and class-level interpretations. However, most of these works
focus on the importance of individual features without in-
vestigating the contribution of higher-level behavioral fea-
ture groups. Adequately, no previous study has introduced
a category-based SHAP framework for encrypted traffic clas-
sification that explains model predictions through semantic
feature categories. Therefore, this work deals with existing
explainability approaches by providing both feature-level and
category-level interpretations, enabling a more comprehen-
sive understanding of network traffic behavior.

3. Proposed Framework

The framework’s structure comprises four main stages: da-
ta preprocessing, feature engineering, model training, and
explainability analysis using SHAP-based methods (Fig. 1).

3.1. Data Preprocessing and Feature Preparation

This study uses the CIC-Darknet2020 dataset [21], which is
widely used for encrypted and darknet traffic analysis, and
provides realistic network traffic traces collected from various
communication scenarios. To create a representative dataset,
we merge our previously generated data sets (ISCXTor2016
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[22] and ISCXVPN2016 [23]) and combine the respective
VPN and TOR with the corresponding darknet categories.

Each network flow is represented by a set of statistical and
behavioral features extracted using CICFlowMeter. These
features describe various characteristics of network traffic,
including flow duration, packet length statistics, interarrival
times, packet rates, TCP flag information, and other flow-level
attributes. Since the data set relies on flow-based features
rather than payload inspection, it is particularly suitable for
analyzing encrypted traffic while preserving user privacy.

For the purposes of this study, the classification of the original
data was retained, comprising four main categories of traffic:
non-TOR, non-VPN, TOR, and VPN.

The CIC-Darknet2020 dataset was subjected to a pre-
processing stage to ensure data quality and suitability for
ML-based traffic classification. First, records containing miss-
ing values were removed from the dataset. Subsequently, the
infinite values resulting from flow-level calculations were re-
placed with missing values and eliminated to avoid numerical
inconsistencies during the model training phase.

To prevent information leakage and improve model general-
ization, non-informative identifiers such as Src IP, Dst IP, Src
Port, Dst Port and Flow ID were excluded from the feature set.
Categorical attributes were transformed into numerical repre-
sentations using label encoding, while numerical flow-based
features were retained in their original form (Fig. 2). As a re-
sult, each network flow was represented by a set of statistical
and behavioral characteristics describing temporal behav-
ior, packet size distributions, traffic rates, and TCP-related
dynamics, enabling encrypted traffic classification without
relying on packet payload inspection.

3.2. Traffic Modeling

To classify encrypted network traffic, six algorithms were
evaluated: ID3, k-nearest neighbors (KNN), random forest,
CatBoost, XGBoost, and LSTM as a deep learning approach.
Due to their capabilities, the first five models are conven-
tional ML algorithms designed for tabular flow level data,
while LSTM was selected to capture long-term temporal de-
pendencies and sequential patterns in network traffic flows.
Such an approach renders the model well prepared in terms
of temporal characteristics, encrypted traffic, and distinguish-
ing between different traffic classes by identifying the most
effective model, whereas random forest was included as an
ensemble tree-based baseline to provide a comparison with
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Fig. 1. Overview of the proposed framework.

the gradient-boosting approaches, namely CatBoost and XG-
Boost.

The extreme gradient boosting algorithm is widely used as
amodel in multiclass classification, due to its high proficiency
in dealing with tabular data and its ability to model non-
linear feature relationships. The model is developed using
300 decision trees to guarantee incremental learning and
improve performance. To avoid overfitting, the maximum
depth of each tree is limited to 8 levels, achieving balance
between learning ability and avoiding overfitting. In addition,
a 0.05 learning rate is adopted to ensure gradual and stable
updates during the training process.

To increase the generalizability of the model, subsampling
is used at 80%, so that each tree is trained on a random

x10*
10
]
- 8
=)
£
3
= 6
o)
I
E]
Z
2
0 e
Non-TOR  Non-VPN TOR VPN
Traffic classes

Fig. 2. Distribution of traffic categories in the Darknet 2020 dataset.
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sample of training data to select a subset of features during
the construction of each tree, reducing correlation between
the trees and improving performance. Moreover, the softmax
function is adopted to directly retrieve the predicted class
using the multiclass loss function to monitor the learning
quality during the training phase, considering that the issue is
mainly about the classification of four different categories.
To guarantee reproducibility of the results, the random seed
is set at a parameter value of 42.

To evaluate the generalization capacity of the model’s gen-
eralization ability and its capability to reduce the impact of
data splitting, a k-fold stratified cross-validation strategy was
applied to the training set in such a way that the training da-
ta is divided to ten equal components while preserving the
exact same relative class distribution in each component [24].

In each training course, 9 components are used to train the
model and 1 component is relied upon for the verification of
results. The choice of £ = 10 provides a balance between
computational efficiency and reliable performance estimation
[25]. The process repeats itself ten times in such a way that
each component is used only once for verification purposes.
In the end, the average classification accuracy is calculated
across all folds, providing a more reliable evaluation of the
model’s performance.

Each model was trained to classify network flows into traffic
categories: non-TOR, non-VPN, TOR, and VPN, using flow-
level statistical and behavioral features extracted from network
traffic. After comparing the classification performance of all
candidate models using standard evaluation metrics, the best-
performing model was selected and then used for the SHAP-
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based explainability analysis to investigate the contribution of
individual features and feature categories to the classification
process.

3.3. Feature Learning and Selection via SHAP

To move beyond black-box prediction, the Shapley additive
explanations (SHAP) approach is integrated to quantify fea-
ture contributions to model predictions. First, a global SHAP
analysis is performed to classify all features according to
their importance. Instead of selecting an arbitrary number
of characteristics, a cumulative importance strategy is ap-
plied, retaining only those that contribute to 95% of the total
explanatory power.

This results in a reduced and meaningful subset of discrimi-
native features, ensuring both efficiency and interpretability.

3.4. Category-based Explainability Analysis

To provide a higher-level semantic interpretation, selected
features are grouped into four behavioral categories: temporal,
statistical, rate, and window-based features. Then, category-
SHAP is applied to quantify the contribution of each category
to the prediction of each traffic class. This step enables the
transition from feature-level explanation to behavior level
understanding, allowing to interpret the influence of different
traffic dynamics on classification decisions in VPN and TOR
environments.

To obtain the category-SHAP values, the individual SHAP
contributions of features belonging to the same category are
aggregated.

Let ¢; denote the SHAP value of feature i, and C, repre-
sent the k-th feature category containing a set of features
{i1,42,...,9m}. The category-SHAP value for category C},
is computed as the sum of the absolute SHAP values of all
features belonging to that category as:

$(Cr) =

i€C,

Pil ¢y

where ¢(C}) represents the magnitude of the overall con-
tribution of category Cj, to the model prediction, and |¢;|
measures the magnitude of the contribution of each feature
regardless of its direction (positive or negative impact).

To enable a comparison between different categories, we
aggregated the values from Eq. (1) which are normalized
according to:

#(Ck)

éNorm(Ck) = =
; ?(Cy)

) (@)

where K is the total number of feature categories.

The resulting normalized category-SHAP values represent the
relative importance of each category in the final prediction.
Algorithm 1 illustrates the proposed prediction method.
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Algorithm 1 Category-SHAP aggregation and normalization

Require: SHAP values ¢ = ¢1,¢o,...
categories C = C1,Cy,...,Ck

Ensure: Normalized category-SHAP values
@Norm(Cl), ey q)Norm<CK)

,¢on and feature

1: for k =1to K do
2: d(Ck) — 0
3: for each feature 7 € C), do
4: ?(Cr) — ¢(Cy) + |94l
5: end for > Eq. (1)
6: end for
K
78— Y 6(Cy)
=1
8: for k = 1to K do
if S > 0 then o
10: Drorm (C) — f(i’“) > Eq. (2)
> 6(Cy)
j=1
11: else
12: @Norm(ck) —0
13: end if
14: end for

15: return ®norm (C1), - -+, PNorm (Ck)

4. Results and Discussion

This section presents the experimental findings of the pro-
posed framework and discusses both classification perfor-
mance and explainability insights derived from the SHAP-
based analysis.

4.1. Classification Performance

The XGBoost classifier achieved strong performance in dis-
tinguishing between the four traffic categories (non-TOR,
non-VPN, TOR, and VPN). Using an 80/20 stratified split and
10-fold cross-validation, the model demonstrated stable ac-
curacy across folds, confirming its robustness on imbalanced
and high-dimensional network traffic data.

The confusion matrix further indicates that most misclassifi-
cations occur between closely related encrypted traffic types
(e.g., VPN vs. non-VPN), which is expected due to similar
flow-level statistical behavior. Overall, the model achieves
high predictive capacity, confirming that flow-based features
extracted from CICFlowMeter are sufficient to model en-
crypted traffic patterns without relying on payload inspection.
Figure 3 presents the confusion matrix of the XGBoost clas-
sifier in the CIC-Darknet2020 dataset. Most samples are cor-
rectly classified, as indicated by the strong concentration of
values along the main diagonal. The model achieved excellent
recognition of non-TOR (22 068 samples), non-VPN (4 629
samples), TOR (257 samples) and VPN (4 318 samples).
The majority of misclassifications occurred between VPN
and non-VPN, suggesting that these classes share similar sta-
tistical characteristics despite the presence of VPN tunneling.
On the contrary, very limited confusion was observed be-
tween TOR and VPN, indicating that the model successfully
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Fig. 3. Confusion matrix of the XGBoost model.

Tab. 2. Performance comparison of different models for encryption
traffic classification.

Model Accuracy | Precision Recall F1 score
ID3 0.9824 0.9508 0.9546 0.9526
KNN 0.9690 0.9687 0.9690 0.9688
Random forest 0.9814 0.9633 0.9471 0.9549
CatBoost 0.9837 0.9731 0.9493 0.9606
LSTM 0.9638 0.9348 0.9100 0.9217
XGBoost 0.9861 0.9862 0.9861 0.9860

captures the distinctive behavioral patterns of TOR commu-
nications. Overall, the confusion matrix confirms the effec-
tiveness of XGBoost in discriminating between encrypted
and unencrypted traffic categories using flow-level features.

Table 2 summarizes the performance of the evaluated models.
XGBoost achieved the highest overall performance, with an
accuracy of 0.9861 and an F1 score of 0.9860. The random
forest achieved an F1 score of 0.9549, providing a competitive
ensemble tree baseline but remaining below the performance
benchmark of the gradient boosting models. LSTM achieved
an F1 score of 0.9217, which was lower than the performance
of the evaluated tree-based models for the considered flow
level representation. The strong performance of XGBoost
demonstrates its ability to effectively capture complex traf-
fic patterns and distinguish between classes. Consequently,
XGBoost was selected as the reference model for subsequent
SHAP and category-SHAP explainability analyzes.

The receiver operating characteristic (ROC) curves of the four
proposed models for the selected traffic types are shown in
Fig. 4. All of the ROC curves are situated preferentially at
the top left corner of the diagram, exhibiting an impressive
balance between true positive rate (TPR) and false positive
rate (FPR) throughout different threshold levels. The AUC
indexes of the ROC curves are quite impressive with 1.0000
for the non-TOR, 0.9984 for the non-VPN, 0.9998 for the
TOR, and 0.9985 for the VPN.

These values indicate the great discriminative power of the
model, which allows it to effectively classify each traffic
type. Moreover, the considerable distance of the ROC curves
from the diagonal line of the random classifier would be
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an additional proof of the model’s superiority to random
guessing. Lastly, the high values of AUC mean that the model
is both reliable, robust, and offers a high level of generalization
in terms of its classification capability.

4.2. Global SHAP Interpretation

To improve interpretability, SHAP analysis was applied to
quantify the contribution of each feature to the model’s pre-
dictions.

The global SHAP results revealed that the model is primarily
driven by a small subset of dominant features. The cumulative
SHAP analysis showed that only 35 features are required to
explain 95% of the model’s predictions, significantly reducing
the feature space while preserving interpretability, As shown
in Fig. 5, of all features, Idle Max was identified as the most
influential variable, followed by FWD Init Win Bytes, Bwd Init
Win Bytes and Idle Mean. These results indicate that temporal
behavior and TCP window-related characteristics are the most
discriminative factors in encrypted traffic classification, while
traditional packet-level features contribute less significantly.

4.3. Category-SHAP Analysis

For a better understanding of the impact of the features, the
extracted SHAP features were classified into four semantic
groups. The classification success shows that the temporal
characteristics always exerted the greatest impact on the en-
tire traffic class. It is evident from Fig. 6 that the rate features
were the second most effective group after the temporal fea-
tures for TCP and non-TOR. Statistical features have shown
moderate and steady results when it comes to their contribu-
tion. Meanwhile, the window features were able to exert the
least substantial impact in general, although they still played
arole in distinguishing the classes.

The class-level analysis showed that while VPN relied on
temporal features the most, non-TOR was influenced the most
by all feature groups. Overall, the suggested model does not
rely on payloads much when it comes to classification.
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Fig. 4. ROC curves and corresponding AUC values for four types of
traffic.
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Figure 6 presents the category-SHAP analysis for the four
traffic classes. Temporal features contribute to the classifi-
cation process the most, particularly for non-VPN and VPN,
indicating that timing-related behavior is the primary factor
used by the model. TCP window features also play a signifi-
cant role, especially for TOR and non-TOR. On the contrary,
rate features show the lowest contribution across all classes.

These results suggest that the model relies mainly on traffic
behavior and TCP communication dynamics to distinguish
encrypted traffic categories.

4.4. Class-level Behavioral Insights

The results of the category-level SHAP analysis are shown
in Tab. 3 and reveal different behavioral patterns across the
various traffic classes. Temporal characteristics provide the
dominant contribution for non-TOR (38.99%), non-VPN

60

mm Temporal
50 == Statistical

mm Rate
40 == Window_TCP
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TOR VPN

Non-TOR Non-VPN
Class

Contribution [%]

(=]

Fig. 6. Category-SHAP contribution analysis across traffic classes.
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Tab. 3. Category-SHAP contribution analysis across traffic classes.

Class Temporal Statistical Rate Window_TCP
Non-TOR 38.99% 18.86% 8.90% 33.25%
Non-VPN 59.62% 5.35% 12.52% 22.52%

TOR 25.86% 19.32% 20.42% 34.40%

VPN 47.85% 18.12% 12.51% 21.52%

(59.62%), and VPN (47.85%), indicating that temporal flow
characteristics are important for their classification.

In contrast, Window_TCP is the most influential feature cat-
egory for TOR (34.40%), followed by rate (20.42%) and
statistical features (19.32%). Also, non-TOR shows a substan-
tial contribution from Window TCP (33.25%), meanwhile
rate features are characterized by a comparatively lower con-
tribution (8.90%).

Broadly speaking, the results indicate that the model ex-
ploits observable temporal and transport-layer behavioral
characteristics, rather than payload information distinguish-
ing encrypted and anonymized traffic.

4.5. Key Findings and Implications

Combining XGBoost with SHAP-based interpretability de-
livers robust classification performance and meaningful inter-
pretability. The cumulative SHAP approach reduces the mean
of the feature dimensions, while maintaining interpretability.
Additionally, it makes the model more efficient and applica-
ble. Furthermore, category-SHAP analysis provides a deeper
understanding of traffic behavior. In particular, valuable cy-
bersecurity applications are as interpretable and confident as
model predictions.

To evaluate the effectiveness of the main framework, it was al-
so compared to the LSTM approach, given its ability to model
dependencies and temporal relationships in sequencing net-
work traffic. The performance differences among XGBoost,
random forest, and LSTM can be attributed primarily to the
representation of the input data. Although network traffic
contains some temporal characteristics, the data used in this
study are represented as aggregated flow-level features rather
than fine-grained sequences.

This representation favors tree-based models which can effec-
tively capture non-linear relationships and interactions among
structured features, while also limiting the ability of LSTM
to exploit temporal dependencies.

Nevertheless, the superior performance of the proposed mod-
el indicates that effective traffic classification relies not on-
ly on temporal information or transport-layer characteris-
tics, but also on complementary statistical, behavioral, and
protocol-related patterns. By capturing these multidimen-
sional characteristics, the proposed approach provides a more
comprehensive representation of the behavior of network
traffic, leading to better performance.
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5. Conclusions

This study presented an explainable machine learning frame-
work for encrypted network traffic classification using flow-
based statistical and behavioral features extracted from the
CIC-Darknet2020 dataset. Several algorithms, including ID3,
k-nearest neighbors (KNN), random forest, CatBoost, XG-
Boost, and LSTM were employed to evaluate the classification
of network traffic into four categories: non-TOR, non-VPN,
TOR, and VPN. The experimental results demonstrated that
the selected model offers good classification performance,
confirming the effectiveness of flow-level features for en-
crypted traffic analysis without relying on packet payload
inspection.

To improve model transparency, SHAP was used to explain
the contribution of individual characteristics to classification
decisions. The global SHAP analysis revealed that a limited
subset of characteristics accounted for most of the model’s
predictive behavior, with temporal and TCP-related attributes
emerging as the most influential factors. Furthermore, a cu-
mulative SHAP-based feature selection strategy showed that
a reduced set of features was sufficient to explain most of the
model’s predictions.

The main contribution of this work is dependent on the in-
troduction of a category-SHAP analysis framework, which
extends traditional feature-level explanations by grouping fea-
tures into higher-level behavioral categories. This approach
provides a more intuitive understanding of encrypted traffic
behavior and enables cybersecurity analysts to interpret clas-
sification decisions from a behavioral perspective rather than
through isolated features alone.

In general, the proposed framework demonstrates that ex-
plainability and high predictive performance can be achieved
simultaneously in encrypted traffic classification. The ob-
tained results contribute to the development of more transpar-
ent, trustworthy, and operationally useful Al-based network
security systems.
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