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Abstract  Precise and efficient localization is a key enabler for
context-aware operations in emerging 6G cognitive semantic
communication (CSC) systems. In AI-native and semantic-aware
networks, precise node positioning improves semantic compres-
sion, context-driven routing, and adaptive spectrum allocation,
positively affecting communication reliability and resource uti-
lization efficiency. This paper addresses the problem of localiza-
tion in wireless sensor networks (WSNs) in the broader context
of 6G CSC, formulating it as an optimization task. Based on the
previous research, we explore the application of bio-inspired
metaheuristic algorithms to achieve robust and high accura-
cy positioning. Specifically, we propose the use of the Harris
hawks optimization (HHO) algorithm to develop a semantic-
aware, stable, and efficient localization framework. The proposed
approach is implemented and tested within the Matlab simula-
tion environment. Performance evaluation is conducted through
comparative experiments with two widely used optimization al-
gorithms: particle swarm optimization (PSO) and cuckoo search
optimization (CSO). The simulation results demonstrate that the
proposed HHO-based localization method not only improves po-
sitioning accuracy by up to 25% compared to the benchmarks,
but also provides enhanced stability, enabling its integration
with CSC architectures for intelligent resource management in
next-generation networks.
Keywords  6G cognitive semantic communication, context-aware
resource management, Harris hawks optimization, node position-
ing, semantic-aware localization, WSN

1. Introduction
Wireless sensor networks (WSNs) are composed of a large
number of sensor nodes which are densely distributed and
interconnected via a wireless medium. Their primary mission
is to collect and transmit environmental information in real
time to support the observation and monitoring of various
physical phenomena, such as meteorological data, health
status, as well as security- and surveillance-related parameters.
In the context of 6G cognitive semantic communication
(CSC) systems, precise node localization becomes even more
important, as spatial context directly enhances semantic-
aware data processing, context-driven routing, and intelligent
spectrum allocation [1], [2].
Installation of GPS receiver sensors on each sensor node is
often impractical and costly. Therefore, alternative localiza-
tion methods have been developed under the assumption that

only a subset of nodes, called anchors, is equipped with GPS
and knows its exact position [3]. In 6G WSNs, localization al-
so plays a role in reliable and efficient communication, where
intelligent transmission strategies rely on positional knowl-
edge to optimize the lifetime of the network and improve data
relevance [4].
Over the last decade, optimization-based localization methods
have received much attention due to their ability to improve
sensor positioning accuracy and reduce estimation errors.
These methods reformulate localization as an optimization
problem which requires the definition of an objective function
[5].
The localization process generally consists of two stages:
estimation of distance between sensors and subsequent calcu-
lation of their position. Recent research favors nature-inspired
metaheuristic algorithms to address localization challenges.
These algorithms randomly generate an initial solution and
iteratively refine it by optimizing the difference between the
measured distance from an unknown node to the anchors and
the Euclidean distance computed from the estimated node
position and anchor coordinates.
The first metaheuristic approach applied to localization was
simulated annealing (SA) [6], followed by particle swarm
optimization (PSO) [7] and genetic algorithms (GA) [8].
These early successes spurred extensive experimentation with
other metaheuristics, including the chicken swarm optimiza-
tion algorithm (CSO) [9] and cuckoo search optimization
(CSO) [10]. The authors of [11] introduced two localiza-
tion approaches based on the fruit fly optimization algo-
rithm (FOA). These studies collectively demonstrated the
adaptability of metaheuristics to WSN localization, making
them suitable candidates for integration into next-generation
semantic-aware, energy-efficient, and context-driven 6G WSN
architectures.
This study addresses the problem of accurate node local-
ization in wireless sensor networks (WSNs) by introducing
a novel localization framework based on the Harris hawks
optimization (HHO) algorithm. Taking advantage of the dy-
namic balance between exploration and exploitation offered
by HHO, the proposed method, termed HHO-L, formulates
the localization task as a non-linear optimization problem,
minimizing the discrepancy between the estimated and actual
distances from the anchor nodes.
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The main contributions of this work can be summarized as
follows.
• Novel application of HHO to WSN localization. This is

among the first attempts to adapt Harris hawks optimiza-
tion to the node localization problem, demonstrating its
potential in handling complex and high-dimensional search
spaces.
• Robust formulation of the objective function. The local-

ization problem is modeled to minimize the localization
error by integrating the estimated distances from the sig-
nal strength indication (RSSI), the time of arrival (TOA),
and other range-based metrics with Euclidean distance
calculations.
• Performance benchmarking. A comprehensive compar-

ative analysis is conducted against two well-established
metaheuristics, particle swarm optimization (PSO) and
cuckoo search optimization (CSO), to evaluate localization
accuracy, convergence behavior, and stability.
• Simulation-driven validation. Matlab-based experiments

are performed under varying network densities, anchor
ratios, and deployment scenarios to prove the accuracy and
robustness of the approach.
• Alignment with next-generation networks. The study situ-

ates HHO-L within the context of emerging 6G cognitive
semantic communication (CSC) paradigms, highlighting its
potential for integration into location-aware, metaheuristic-
driven network optimization frameworks.

The remainder of this article is structured as follows. Section
2 presents an overview of localization in WSNs, reviews the
related literature, and highlights the limitations of existing
methods. Section 3 describes the Harris hawks optimiza-
tion algorithm and details the proposed HHO-L localization
framework, including its mathematical formulation and im-
plementation steps. Section 4 reports and discusses the ex-
perimental results, including a comparative evaluation with
PSO and CSO. Finally, Section 5 concludes the paper and
outlines potential directions for future research.

2. Related Works

Localization in WSNs has been studied over the past two
decades, as it plays a crucial role in enabling context-aware
operations such as routing, monitoring, and environmen-
tal sensing. Several techniques have been proposed to esti-
mate the positions of unknown nodes, ranging from tradi-
tional range-based and range-free methods to more advanced
optimization-based approaches. An excellent review of this
topic is presented in article [12].
Among the most well-known metaheuristics applied to the
localization problem is PSO [7], which simulates the social
behavior of flocks of birds. PSO has been widely adopted
due to its simplicity and fast convergence. However, it often
suffers from premature convergence and becomes trapped in
local optima when dealing with complex, high-dimensional
search spaces. To overcome these limitations, more recent

approaches have turned to nature-inspired algorithms with
stronger exploration and exploitation capabilities.
Cuckoo search optimization (CSO) is one such algorithm
that mimics the behavior of cuckoo birds. CSO has shown
promising results in WSN localization [10], offering bet-
ter performance than PSO in several studies due to its Lévy
flight-based search mechanism which enhances global ex-
ploration. However, while CSO improves convergence and
avoids local optima more effectively, it can still exhibit insta-
bility under specific deployment scenarios or sparse anchor
configurations.
More recently, bio-inspired metaheuristics, such as bat algo-
rithm, whale optimization algorithm (WOA), and gray wolf
optimizer (GWO) have also been adapted for node localiza-
tion [13], with varying degrees of success. These algorithms
aim to balance the trade-off between exploration and exploita-
tion by simulating specific natural behaviors like echolocation
or pack hunting. While these techniques offer improved ro-
bustness and adaptability, they still face challenges in terms
of accuracy, convergence speed, and sensitivity to parameter
tuning.
In addition to single-algorithm approaches, hybrid and im-
proved localization strategies have emerged. For example,
the authors of [14] proposed a regularized least squares DV
hop method to enhance multihop localization accuracy, while
in [15], DV hop using RSSI-based distance estimation and
recursive computation, significantly reducing localization er-
rors, was improved. In parallel, UAV-assisted approaches have
been explored to enhance network connectivity and reduce
localization error in large-scale or complex deployments.
In [16], an energy efficient UAV flight path model with
metaheuristic optimization for cluster head selection in next
generation WSNs was proposed, demonstrating the benefits of
UAV mobility for improving network lifetime and coverage.
Similarly, a Java macaque algorithm for optimizing VANET
routes based on the IoT was presented in [17], illustrating the
adaptability of meta-heuristic frameworks to various wireless
network contexts, including localization.
In this context, the Harris hawks optimization (HHO) al-
gorithm has emerged as a novel and powerful optimization
tool [18]. HHO mimics the cooperative hunting behavior of
Harris’ hawks and dynamically adjusts its search patterns be-
tween soft and hard besiege strategies. Although HHO has
shown success in various domains such as feature selection,
machine learning, and engineering design, its application
to WSN localization remains relatively underexplored. The
current study contributes to bridging this gap by adapting
and evaluating HHO for node localization and comparing its
performance against PSO and CSO under various network
configurations.
Beyond traditional WSNs, recent research has highlighted
the importance of accurate localization in the emerging field
concerned with 6G cognitive semantic communication (CSC).
In AI-native 6G networks, precise node localization is not
merely a positioning task, but a foundational enabler for
semantic-aware and context-driven communication. Accurate

2
JOURNAL OF TELECOMMUNICATIONS
AND INFORMATION TECHNOLOGY 4/2025



Aware Node Localization in Wireless Sensor Networks Using Harris Hawks Optimization

location information supports semantic compression by pro-
viding spatial context that determines which sensing data are
relevant, thereby reducing unnecessary transmissions and im-
proving network efficiency in applications such as V2X, UAV
swarms, and IoT deployments for the metaverse [19]–[21].
The authors of [22] analyzed localization performance using
a channel knowledge map (CKM) in a 3D environment,
integrating angle-of-arrival, angle-of-departure, and path-
loss information to achieve submeter accuracy. Their CRLB-
based analysis demonstrated the impact of propagation paths
and grid resolution on positioning performance, offering
valuable information on optimizing localization accuracy in
6G communication contexts.
Similarly, in [23], a reconfigurable intelligent surface (RIS)
system assisted by UAVs was proposed for vehicle positioning
in dense urban environments, using the snake optimization
algorithm to dynamically adjust the placement of RIS. This
work illustrates how metaheuristic-driven localization can be
embedded in integrated sensing and communication (ISAC)
frameworks, directly aligning with the 6G CSC goals for
intelligent transportation and dynamic network optimization.
Localization is also crucial for intelligent routing and dynamic
spectrum allocation in CSC, where location-aware decisions
improve robustness, reduce latency, and enhance resource
utilization [20], [24], [25]. In advanced 6G infrastructures,
such as those leveraging intelligent surfaces or edge-based
semantic processing, localization enables adaptive beamform-
ing and spectrum reconfiguration to maintain high-quality
links [20], [24]. Moreover, semantic-aware frameworks in-
creasingly integrate location data into multimodal resource
prioritization strategies for scenarios such as smart traffic sys-
tems, immersive environments, and mission critical industrial
IoT [26]–[28].
Parallel to these developments, AI and meta-heuristic algo-
rithms are playing a central role in multi-task/multimodal opti-
mization for CSC. Machine learning, reinforcement learning,
and evolutionary optimization have been applied to semantic
spectrum allocation, channel selection, and joint localiza-
tion–communication design, allowing adaptive and context-
aware resource management in highly dynamic 6G environ-
ments [19], [20], [29], [30].
Metaheuristics such as HHO, GA, and swarm intelligence
methods offer the advantage of handling high-dimensional
optimization problems with non-convex constraints, making
them suitable for integrated CSC tasks involving spectrum
management, edge computing, and secure semantic data de-
livery [31]–[33]. Joint optimization frameworks that combine
localization with semantic-aware transmission have been
shown to improve end-to-end performance under latency,
utility, and security constraints [33]–[35].
This body of work, including recent advances in CKM-
based positioning [22] and UAV-assisted RIS metaheuristic
optimization [23], suggests that integrating high-accuracy
localization algorithms into CSC frameworks could directly
improve semantic compression efficiency, adaptive spectrum
allocation, and network resilience.

2.1. Research Gap

Despite significant progress in WSN localization, several
challenges remain, particularly when positioning is viewed
through the lens of next-generation wireless networks and
CSC paradigms. Traditional range-based and range-free al-
gorithms, as well as classical metaheuristics such as PSO and
CSO, have demonstrated effectiveness in moderate-scale, rel-
atively stable network conditions. However, these methods
often struggle with:
• Balancing exploration and exploitation in high-dimensional

search spaces. Many existing algorithms converge prema-
turely, becoming trapped in local optima, which limits their
accuracy in complex and irregular deployments.
• Robustness under dynamic and sparse-anchor conditions.

Localization accuracy tends to degrade significantly when
anchor nodes are sparse, network topology changes, or
environmental noise increases.
• Integration into next-generation semantic-aware networks.

Most existing localization studies focus on accuracy within
traditional WSN deployments and overlook integration into
AI-native, 6G ready infrastructures where location data
must also serve real-time semantic compression, context-
driven resource allocation, and cross-layer optimization.
• Underexplored potential of advanced metaheuristics. Al-

though bio-inspired algorithms such as bat algorithm,
GWO, and WOA have been applied to WSN localization,
newer approaches like HHO, with adaptive transition strate-
gies between exploration and exploitation, have not been
extensively evaluated.

Given these limitations, there is a clear need for a localization
method that not only improves accuracy and stability over ex-
isting metaheuristics, but also aligns with the multi-objective
demands, where node positioning directly impacts semantic
communication efficiency, spectrum utilization, and network
resilience.
The proposed HHO-based localization framework addresses
this gap by combining high-dimensional optimization capa-
bility with adaptability to varying deployment conditions,
making it a candidate for integration into future intelligent
and semantic-aware WSN architectures.

3. Methodology

Harris hawks optimization (HHO) is a nature-inspired meta-
heuristic optimization algorithm that simulates the cooper-
ative hunting behavior of Harris’ hawks, a predatory bird
species known for their intelligent and collaborative strate-
gies in capturing prey. Originally introduced in [18], HHO
mimics the social hierarchy and dynamic tactics employed by
these raptors, such as surprise pounce and perching strate-
gies, to explore and exploit the search space effectively. The
algorithm adaptively balances exploration and exploitation
phases, making it suitable for solving complex and non-linear
optimization problems.
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The HHO algorithm begins with an initial population of can-
didate solutions, represented as a set of individuals. These
individuals are considered “hawks” in the algorithm. Each
hawk represents a potential solution to the optimization prob-
lem.
The algorithm iteratively updates the positions of the hawks
in search of better solutions. It employs various operators
inspired by the behavior of Harris’ hawks, such as exploration,
exploitation, and flight. These operators allow the hawks
to explore the search space, exploit promising regions, and
escape from local optima.
During the optimization process, the hawks communicate and
cooperate with each other to improve the overall performance.
They exchange information, share knowledge, and learn from
their experiences to guide the search toward optimal solutions.
The main objective of the HHO algorithm is to find the best
solution that optimizes a given fitness function. This approach
can be applied to a wide range of optimization problems,
including engineering design, planning, data mining, and
many others [18].
Exploration is the initial phase of the hunting process, which
involves observing, tracking, and locating the prey. In the
context of the HHO algorithm, this step is referred to as the
exploratory mechanism. In nature, Harris’ hawks may spend
several hours searching for prey. Similarly, in the algorithm,
the probability of spotting the prey (target solution) depends
on the quality of the hawks (candidate solutions). Therefore,
the best candidate solution is the one closest to the prey.
Harris’ hawks adopt two strategies while waiting for their prey.
They either position themselves near other family members
to initiate a group attack, or they choose random vantage
points such as high trees. Both strategies are modeled and
represented by Eq. (1).

X(t+ 1) =

Xrand(t)− r1
∣∣Xrand(t)− 2 r2X(t)∣∣ for q ­ 0.5

Xrabbit(t)−Xm(t)− r3
(
LB + r4(UB − LB)

)
for q < 0.5

(1)

where X(t + 1) represents the new positions of the hawks
at iteration t, Xprey corresponds to the location of prey,
denotes a hawk selected randomly in the search space, and
X (t) indicates the initial locations of the hawks, which are
calculated according to Eq. (2). Variables r2, r3, r4, r5 and q
are random values between 0 and 1. It is important to note
that these random numbers are updated at each iteration t.

Xm(t) =
1
N

N∑
i=1

Xi(t) , (2)

where Xi represents the position of the hawk in iteration t
and N is the total number of hawks.
The HHO algorithm can move from the exploration phase to
the exploitation phase by adapting its exploitation behaviors
according to the escape energy of the prey. During the escape
phase, the energy of prey decreases significantly. To take
this reduction into account, the energy of prey is modeled as

follows:
E = 2E0

(
1− t
T

)
. (3)

After discovering the prey during exploration (i.e. extended
search), the next phase marks the start of exploitation. Harris’
hawks then attempt to swoop down on their prey suddenly.
On the other hand, the prey attempts to escape, which is
commonly called the seven escapes.
Optimization of Harris’ hawks proposed four potential ap-
proaches for modeling hunting strategies and escape behav-
iors. A random number r is used to represent the probability
of success of the prey in the fight (r < 0.5) or its failure
(r ­ 0.5). Additionally, Harris’ hawks use either a soft block
or a hard block to capture the prey, depending on the strength
of the prey E. For example, if the block is soft, the condition
will be E ­ 0.5, otherwise E < 0.5.
In the soft siege phase, when the values of E are greater than
or equal to 0.5 with r greater than or equal to 0.5, this means
that the prey has sufficient energy to defend itself against
Harris’ hawks by following random paths and performing
deceptive jumps. Unfortunately, the prey will fail because
Harris’ hawks exhaust their energy by circling them and then
launching a surprise attack. Eq. (4) shows the modeling of
this behavior.

X(t+ 1) =∆X(t)− E
∣∣JXrabbit(t)−X(t)∣∣ or

∆X(t) = Xrabbit(t)−X(t) ,
(4)

J = 2× (1− r6) . (5)

In the soft siege phase,X represents the difference in position
between the prey and their initial position in iteration t. The
value r6 is chosen randomly within the interval 0 . . . 1. For J ,
it refers to the random jump of the prey, and its value changes
randomly to imitate the nature of the prey’s movements.
In the hard phase t < 0.5 and r < 0.5. Therefore, the pray
does not have enough energy to escape. In addition, Harris’s
hawks are ready to surround the prey and carry out a surprise
attack, with difficulty. Equation 6 illustrates the update of
current positions in this situation.

X(t+ 1) = Xprey(t)− E
∣∣∆X(t)∣∣ . (6)

The third case, soft seat with progressive rapid dips, is more
complicated than the one described above, because it is used
when |E| ­ 0.5 and r < 0.5. Thus, the prey has enough
power to escape successfully. On the other hand, Harris’
hawks continue to perform numerous rapid dives to force the
prey to change trajectory and distract it. The process continues
until the best time to catch the prey is chosen. The following
equation describes the decision to move to implement soft
encirclement.

Y = Xprey(t)− E
∣∣JXprey(t)−X(t)∣∣ . (7)

If Harris’ hawks notice that the prey is making deceptive
movements and is about to escape, they will intensify their
sharp, irregular, and rapid dives. The new technique of the
hawks is based on the Levy fights (LF) as:

Z = Y + S × LF (D) . (8)
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where D indicates the dimension of the problem, S refers to
a random vector of size 1×D, andLF is calculated according
to:

LF (x) = 0.01
uσ

|v|
1
β

, (9)

σ =
Γ(1 + β) sin(πβ2 )

Γ 1+β2 β 2
β−1
2

, (10)

where u and v refer to a random value in the interval 0 . . . 1,
β indicates the fixed variable defined in Eq. (10).
Therefore, the mathematical model for updating the positions
of hawks in the soft circling stage is given by the following
equation.

X(t+ 1) =

{
Y for F (Y ) < F

(
X(t)
)

Z for F (Z) < F
(
X(t)
) . (11)

In the case given by Eq. (11), Y represents the value calculated
according to the specified formula, while Z represents the
value calculated according to Eq. (8).
The rigid seat with progressive rapid dips is the last case,
when the values of r < 0.5 and |E| < 0.5. This means that
the prey does not have enough strength to escape. At the same
time, hawks seek to reduce the space between themselves
and the prey before surprising and attacking it. Equation (12)
describes the updating of the hawks’ positions.

Y = Xprey(t)− E
∣∣JXprey(t)−Xm(t)∣∣ . (12)

The summary of the HHO algorithm-based procedures is
presented in pseudo-code form as Algorithm 1, where the
value of Xm(t) is calculated using Eq. (2).

3.1. Proposed Algorithm

The goal of the localization process in WSNs is to calculate
the coordinates of N unknown sensors based on the known
position of sensors. It is assumed that all sensors are deployed
in a two-dimensional area of interest, all sensors have similar
hardware characteristics, particularly in terms of their ability
to send and receive information (similar connectivity radius
R), and that each sensor is equipped with a similar radio
interrogator which allows sensors in the neighborhood to
estimate the distance between them.
The localization process based on the Harris hawks optimiza-
tion algorithm is illustrated as Algorithm 1.
Furthermore, localization consists in calculating the coordi-
nates of unknown nodes (target nodes) using the inter-node
distance information managed by the anchors.
The basic steps of the positioning process are described below.
1. The network sensors (N known nodes andM unknown
nodes) are randomly deployed within the area of interest.
2. Known nodes (considered anchors during this process)
frequently broadcast their positions until the localization
process is completed.
3. Each unknown node receives an RSSI radio signal through
three or more anchors, so it is considered a localizable sensor.

Algorithm 1 Harris hawks optimization (HHO) [18]
1: Inputs: The population size N and maximum number of

iterations T
2: Outputs: The location of rabbit and its fitness value
3: Initialize the random population Xi, i = 1, 2, . . . , N
4: while stopping condition is not met do
5: Calculate fitness values of hawks
6: Set Xrabbit as the location of rabbit (best location)
7: for each hawk Xi do
8: Update the initial energy E0 and jump strength J

E0 = 2 rand()− 1, J = 2 (1− rand())
9: Update the E using Eq. (3)

10: if |E| ­ 1 then
11: Update the location vector using Eq. (1)
12: end if
13: if |E| < 1 and r ­0.5 and |E| ­ 0.5 then
14: Update the location vector using Eq. (4)
15: else if r ­0.5 and |E| < 0.5 then
16: Update the location vector using Eq. (6)
17: else if r <0.5 and |E| ­ 0.5 then
18: Update the location vector using Eq. (11)
19: else if r <0.5 and |E| < 0.5 then
20: Update the location vector using Eq. (12)
21: end if
22: end for
23: end while
24: Return Xrabbit

Furthermore, we assume that the distance measurement be-
tween neighboring captures can then be transferred to equiv-
alent distances based on the RSSI technique.
The real distance dij between target node xi, yi and the j-th
anchor xj , yj is defined by the following Euclidean distance
as:

dij =
√
(xi − xj)2 + (yi − yj)2 . (13)

The measured distance dij between target node xi, yi and the
j-th anchor xj , yj is formulated as follows:

d̂ij = [dij ± nij ] , (14)

where nij represents the error between target node xi, yi, and
its neighboring anchor xj , yj .
4. The objective function of the localization problem repre-
sents the mean-square difference between a target node and
the corresponding anchors. It is formulated by the following
equation:

f(x, y) =
1
N

N∑
i=1

(√
(xi − xj)2 + (yi − yj)2 − d̂ij

)2
, (15)

where N (N ­ 3) represents the number of anchors in the
unknown communication range, the target node can calculate
its geographic coordinates by running the HHO algorithm,
represented by the flow diagram given in Fig. 1.
The objective function f(xi, yi) is minimized, then (xi, yi)
represents the coordinate of the ith localizable node.
5. The sensors located during this process act as anchors
during the next iterations, so that the number of anchors
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increases with the iterations and the number of unknown
nodes decreases. But this will only be used to locate nodes
initially considered non-localizable, i.e. those that do not have
three or more anchors in their transmission range.
6. Steps 2 to 5 are repeated until all unknown nodes are
localized.
7. Now we can calculate the average localization error as
the average Euclidean distance between the real positions
and the estimated coordinates of all unknown sensors. Thus,
the average localization error can be calculated using the
following equation:

EL =
1
NL

∑√
(Xreal −Xrabbit)2 − (Yreal − Yrabbit)2 ,

(16)
where NL is the number of unknown nodes, Xrabbit, Yrabbit
are the coordinates of the calculated node and Xreal, Yreal is
the position of the real node, L =M −N ,M is the number
of unknown nodes, and N is the number of anchors.
The smaller the average error, the higher the localization
accuracy. Therefore, the challenge is to reduce the average
error, and in this way to transform the localization problem
into an optimization problem.

4. Results
In this section, the performance of the proposed HHO-L
optimization algorithm was evaluated based on the density of
anchor nodes, the density of unknown nodes, communication
range and population size.
At the same time, a comparative study was carried out between
the proposed approach and two recent similar works which
use one of the most popular metaheuristic algorithms: PSO [7]
and CSO [9], noting that comparative tests are performed
using the same network configuration.
Simulations are performed using the Matlab environment,
with their parameters summarized in Tab. 1.
To facilitate parameter modification and to generate multi-
ple results for evaluating the performance of our proposed
approach, a simulation interface was developed for flexible
experimentation and analysis. It is illustrated in Fig. 2.
The large white square in the interface shows the deployment
of nodes within a two-dimensional area. The orange lozenges
represent anchor nodes, while the black squares correspond
to unknown nodes. The blue circles indicate the estimated
Tab. 1. Configuration of WSN during simulation.

Parameter Value

Number of sensor nodes 30 – 60
Number of anchors nodes 5 – 20

Deployment area 50 m × 50 m

Transmission range
i=12∑
i=6
5× i [m]

Maximum iterations 10 – 30
Population size 15 – 30

Initialize network parameters: number of sensors, 
number of anchors, and radius of sensors

Is there still an unknown sensors to be located?

Move to the next sensor to locate, calculate the distance 
between each sensors and anchors by Eq. (13)

Calculate the error of each hawk and determine the best 
position X  by Eq. (15), then generate random hawksrabbit

Start

End

Is  t >T ?

Update the energy E

Is |E| ≥ 1?

Is  r ≥ 0.5?

Is |E | ≥ 0.5? Is |F | ≥ 0.5?

Exploration
 phase

Gentle siege 
with dives

Hard siege 
with progre-
ssive rapid

Hard 
siege

Soft 
seat

Retain the best 
position X  rabbit

T = t+1

Yes

Yes

Yes

Yes

Yes

Yes
No

No

No

No

Fig. 1. Node localization by proposed method.

Fig. 2. Example of a localization process relying on the proposed
algorithm.

positions of the unknown nodes. The network parameters
selected for this deployment are presented in the side panels,
shown in the small boxes adjacent to the simulation area.

4.1. Effect of Anchor Density

The number of anchor nodes is one of the most important
parameters that influences the localization accuracy in WSNs.
In this experiment, the objective is to evaluate the impact of
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Fig. 3. Anchor effect on localization error.

a varying the number of anchors on localization performance.
To achieve this, several experiments were conducted in which
the number of anchors varied from 10 to 30. All other network
parameters remained unchanged, as detailed in Tab. 1.
Figure 3 presents the localization error obtained as the num-
ber of anchors changes, using the HHO algorithm, along with
the two other metaheuristic algorithms employed for compar-
ison. This evaluation allows to assess the sensitivity of each
algorithm to the density of anchor nodes in the network.
The average localization error was evaluated by varying the
number of anchors in the network at different node densi-
ties. The results clearly show that as the number of anchors
increases from 10 to 30, the localization accuracy improves
significantly across all algorithms used in this comparative
study. The proposed approach (HHO-based localization) con-
sistently outperforms other methods, demonstrating its effec-
tiveness.
This improvement is attributed to the fact that, as the number
of anchor nodes increases, the number of unknown nodes that
can estimate their positions based on these reference anchors
also increases. Anchors are typically deployed manually or are
equipped with GPS receivers, making them reliable reference
points.
However, it is observed that beyond a certain threshold, a fur-
ther increase in the number of anchors yields diminishing
returns in terms of localization accuracy. The improvement
becomes minimal or negligible, suggesting that an excessive
number of anchors may not be effective, especially consider-
ing the additional hardware (GPS modules) required or the
need to manually place the anchors.
Furthermore, the results also indicate that as the density in-
creases, the average localization error decreases, reinforcing
the importance of the network structure in localization per-
formance. Therefore, selecting an optimal anchor-to-node
density ratio is essential to balance performance and cost in
real-world wireless sensor network deployments.

4.2. Effect of Unknown Sensor Density

Localization performance is also impacted by the density
of unknown sensor nodes. In this experiment, we varied the
number of sensor nodes, while keeping all other parame-

L
oc

at
io

n 
er

ro
r 

[m
]

Number of sensors

HHO-L

0.5

1.0

1.5

2.0

2.5

30 35 40 45 50 55 60

PSO

CSO

Fig. 4. Effect of unknown sensors on localization error.

ters unchanged, as specified in Tab. 1. The results of this
experiment are illustrated in Fig. 4.
One may notice that the localization error decreases gradu-
ally as the number of nodes increases. This improvement is
attributed to the fact that a higher density of unknown sensors
enhances the connectivity of the network. Consequently, the
likelihood that each unknown node has multiple anchor nodes
within its communication range increases. This means that
nodes are more evenly and densely distributed throughout
the network, allowing them to form connections with sev-
eral neighbors and effectively participate in the localization
process.
Furthermore, in the proposed approach, once unknown nodes
are successfully localized, they can be reused as additional
anchor nodes to assist in the localization of other nodes that
lack at least three anchors in their vicinity. This dynamic
anchor promotion strategy significantly contributes to the
superiority of our approach, even with different node densities,
as confirmed by experimental results.

4.3. Effect of Connectivity Radius

Connectivity radius is another key parameter that significant-
ly affects the accuracy of node localization in WSNs. The
influence of the connectivity radius on the performance of
the HHO algorithm for localization is illustrated in Fig. 4.
This evaluation verifies localization error, considering dif-
ferent network settings, and includes a comparison with two
alternative metaheuristic approaches.
In this experiment, the connectivity radius is varied within
the 5 – 20 m range. As shown in Fig. 5, when the connectivi-
ty radius is less than 10 m, the internode communication is
relatively weak, leading to poor connectivity across the net-
work. As a result, the average localization error is slightly
higher, mainly due to the fact that many unknown nodes can-
not access a sufficient number of anchor nodes to perform an
accurate localization.
However, as the connectivity radius increases above 18 m,
the localization error begins to decrease. This improvement
is due to the fact that more unknown nodes are able to detect
multiple anchors within their communication range, providing
more distance-based information to accurately estimate their
positions. Nevertheless, the decrease in error becomes more
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gradual beyond a certain point, indicating a saturation effect,
where further increases in radius yield marginal improvements
only.
These results confirm that the selection of an appropriate con-
nectivity radius is essential for maintaining sufficient network
connectivity and achieving high localization accuracy while
avoiding unnecessary energy consumption or communication
overhead.

4.4. Effect of Population Size

The population size, i.e., the number of individuals in the
swarm, plays an important role in the convergence behavior
of metaheuristic algorithms, particularly during the explo-
ration phase of the search space. In addition, the size of the
population directly influences the execution time of the algo-
rithm. Similarly, variations in the number of iterations can
have a comparable effect on performance and computational
cost.
The relationship between localization error and population
size is illustrated in Fig. 6. The results show that when the
number of individuals in the population is small, the local-
ization accuracy is relatively low.
However, as the population size increases, accuracy improves
as well. This improvement is attributed to the algorithm’s
ability to better exploit the search space during the exploitation
phase. A larger population allows the algorithm to explore
the neighborhood of each solution more effectively in search
of the optimal coordinates of the unknown nodes.
In essence, a larger population enhances the algorithm’s
ability to avoid premature convergence and reduces the risk
of falling into a local optimum. Therefore, an adequately
large number of individuals is necessary to ensure effective
localization and to improve the robustness of the solution,
especially in complex or high-dimensional problem spaces.

5. Conclusions

The proposed method leverages the dynamic transition be-
tween the exploration and exploitation phases inherent to
HHO, enabling robust performance under varying deploy-
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Fig. 6. Effect of population size on localization error.

ment conditions. Simulation experiments demonstrated that
HHO-L achieves approximately 25% higher localization accu-
racy compared to other bio-inspired techniques. Specifically,
it reached an average accuracy of approximately 0.4 m, out-
performing CSO (0.5 m) and significantly surpassing PSO
(1.2 m). The study relies on Matlab simulations without any
physical testbeds. In real deployments, RSSI fluctuations may
be more severe, which could degrade accuracy.

These results not only confirm the algorithm’s superiority
in classical WSN contexts but also highlight its potential
for integration into emerging 6G CSC environments, where
precise localization improves semantic compression, spec-
trum utilization, and adaptive communication in intelligent
transportation.

Future research can build on this work in several directions:

• Adaptive and hybrid strategies – dynamically adjusting
hawk population size, escape energy parameters, or inte-
grating HHO with complementary metaheuristics (e.g.,
grey wolf optimizer, whale optimization algorithm) could
further improve convergence speed and resilience against
environmental noise.
• Cross-layer integration in 6G CSC – embedding HHO-

L within semantic-aware network architectures, enabling
joint optimization of localization, routing, and spectrum
allocation for applications such as V2X, UAV-assisted
sensing, and RIS-enabled communication.
• Scalability and real-world deployment – extending the

framework to large-scale heterogeneous WSNs with irreg-
ular topologies and mobility patterns, and validating its
performance on physical testbeds.
• Real hardware experiments, study of environmental noise,

energy consumption, and scalability.
• Energy-aware localization – combining HHO-L with

energy-efficient communication protocols to minimize lo-
calization overhead in resource-constrained next-generation
sensor deployments.

By addressing these aspects, HHO-L can evolve from a high-
accuracy localization algorithm into a core enabler for intelli-
gent, semantic-driven wireless sensor networks in the era of
6G and beyond.
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Abstract  In recent years, there has been a growing focus on
research concerning wireless communication technologies, with
a particular emphasis placed on the emerging field of massive
MIMO systems. In these systems, precoding performed at the
base station (BS) is a crucial signal processing task which en-
sures reliable downlink transmission. In this paper, we propose
a new modified accelerated overrelaxation (AOR) approach to
enhance signal precoding in large-scale MIMO downlink sys-
tems. This approach uses distinctive matrix decompositions
along with optimally selected relaxation and acceleration pa-
rameters. Specifically, the proposed method, termed “optimized
symmetric accelerated over-relaxation (OSAOR)”, exhibits two
key advantages: low complexity (compared to the near optimal
zero forcing (ZF) precoder) and iterative nature, with its param-
eters optimized by means of the particle swarm optimization
(PSO) algorithm that is capable of boosting convergence and
improving precoding precision. Simulation results are given to
confirm the superiority of the proposed algorithm, as it may
outperform conventional AOR and other existing solutions.

Keywords  AOR iteration, linear precoders, low complexity,
massive MIMO, PSO algorithm

1. Introduction

In recent years, research focusing on the field of communica-
tions has revealed that the full potential of MIMO systems
to achieve high spectral efficiency remains underutilized in
practical applications. As a result, the large-scale MIMO (LS-
MIMO) approach, commonly referred to as massive MIMO,
has emerged as a promising solution to address this limita-
tion. This technology involves equipping base stations with
large antenna arrays that contain tens to hundreds of elements,
thus enabling simultaneous communication with multiple
terminals over the same time-frequency resources.
Using this approach, massive MIMO significantly enhances
spectral efficiency, allowing higher data rates without increas-
ing bandwidth. Furthermore, it provides substantial benefits in
terms of capacity, energy efficiency, and link reliability, mak-
ing it a key enabler for 5G and beyond wireless networks [1].
As demand for high-speed, low-latency and ultra-reliable
communication continues to grow, massive MIMO stands
out as a transformative wireless access technology poised to
meet the evolving needs of next-generation communication
systems [2], [3].

In addition to the promising advantages, several practical
challenging problems must be solved to realize a massive
MIMO system, with precoding performed in the system’s
downlink portion being one of them. Consequently, a plethora
of massive MIMO precoding methods has been proposed to
reach a satisfactory trade-off between overall performance
and the complexity of the solution.

In fact, precoding methods can be categorized as linear or
non-linear, depending on whether they involve non-linear
operations in their computation. Non-linear precoding tech-
niques, such as constant envelope (CE), dirty paper coding
(DPC) [4], vector perturbation (VP), lattice-aided methods,
and Tomlinson-Harashima precoding (THP) are generally
impractical for hardware implementation due to their high
computational complexity [5]. As a result, linear precoding
techniques, including matched filter (MF), zero-forcing (ZF),
and minimum mean square error (MMSE) are preferred and
considered as benchmark linear precoders. However, these
methods require that the channel matrix, including all user
data, be inversed [6].

To address high computational complexity associated with
large-scale matrix inversion, several alternative linear precod-
ing methods have been proposed. These methods generally
fall into three main categories: direct methods, iterative meth-
ods, and expansion methods. Direct methods transform the
matrix requiring inversion into a product of simpler matri-
ces, such as QR or Cholesky decomposition [7]. Although
accurate, these methods suffer from high computational com-
plexity.

Iterative methods solve linear equations through successive
approximations and include techniques such as the Richardson
method [8], the conjugate gradient (CG) method [9], and
successive over-relaxation (SOR) [10]. These approaches are
computationally efficient for large-scale systems, but may
require careful parameter tuning for fast convergence.

Expansion methods approximate the matrix inverse using
a series of matrix vector products, with examples includ-
ing the Neumann series (NS) [11], the truncated polynomial
expansion (TPE), as well as Newton iteration (NI) and Cheby-
shev iteration (CI) algorithms [12], [13]. These approaches
provide a trade-off between complexity and accuracy, making
them particularly suitable for massive MIMO systems.
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Conventional quasi-optimum precoders, such as zero forcing
(ZF) and minimum mean square error (MMSE) [14], achieve
the best BER performance. However, they require matrix
inversion calculation, which leads to high computational
complexity.
To address this challenge, researchers have explored iterative
algorithms to overcome the need for direct matrix inversion in
mathematical operations [15]. The accelerated overrelaxation
(AOR) method, introduced in [16], is one of such approaches.
It bypasses the operation of the inverse matrix through lin-
ear iteration, thus reducing computational complexity from
O(U3) to O(U2). Despite this improvement, AOR perfor-
mance remains suboptimal and requires further enhancement.
In response, the authors of [17] proposed the symmetric ac-
celerated over-relaxation (SAOR) method, which builds upon
AOR by incorporating two similar symmetric matrices for it-
eration, leading to improved performance over the original
AOR method.
Building on these developments, recent research has focused
on further improvement of iterative AOR-based precoding
schemes. For example, in [18], an improved AOR-based
precoding method was introduced, where the acceleration
factor of AOR is optimized using the relationship between
the spectral radius and the eigenvalues of a positive definite
Hermitian matrix, which depends solely on the number of
transmitting and receiving antennas.
In addition, article [19] presents an improved variant of the
traditional AOR method, termed optimized AOR (OAOR).
This approach integrates a novel variant of meta-heuristic
particle swarm optimization (PSO), refining the cognitive co-
efficients to optimize the relaxation parameters for OAOR.
Furthermore, the AOR iterative method, which is applicable
both to massive MIMO detection and precoding, has been
further refined in [20] using the Nelder-Mead simplex op-
timization technique. This heuristic optimization approach
facilitates the determination of optimal acceleration and re-
laxation parameters, leading to higher detection accuracy and
faster convergence.
The main contribution of this work is the proposition of a new
version of the accelerated over-relaxation (AOR) algorithm
that is used as a linear precoder for massive MIMO systems.
The new solution is referred to as the optimized symmetric
accelerated over-relaxation (OSAOR) algorithm. The pro-
posed scheme is developed by integrating the strengths of the
symmetric accelerated overrelaxation (SAOR) method and
the PSO algorithm.
The primary objective of employing PSO is to find the optimal
values of relaxation and acceleration parameters for the SAOR
precoder. We analyze the computational complexities of
SAOR and OSAOR precoders and compare them with those
of the near-optimal ZF precoder. Additionally, we discuss the
influence of the relaxation and acceleration parameters on
the convergence speed of the proposed OSAOR method.
The remainder of the paper is organized as follows. In Section
2, we describe the multi-user large MIMO downlink system
model, formulate the precoding problem, and review the ZF
benchmark precoder. Then, in Section 3, the classical AOR
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Fig. 1. Model of a massive MIMO downlink system with U single
antenna users and N BS antennas.

detection algorithm is reviewed and its new version is pro-
posed. Computational complexity is studied in Section 4, and
the numerical results allowing to compare the performance of
the proposed approach are analyzed in Section 5. The latter
is followed by conclusions and future perspectives presented
in Section 6.

2. System Description and
Problem Formulation

This section examines the downlink transmission of a large-
scale multi-user MIMO system, where each base station (BS)
is fitted with N antennas and serves concurrently U single-
antenna users within the same frequency band, with U ≪ N
[1]. We assume that the base station has perfect knowledge
of channel state information (CSI), which can be obtained
through pilot-based training [21]. For this communication
scenario, we consider the Rayleigh flat-fading channel model.
A model of the system is shown in Fig. 1.
The received signal vector y ∈ CU×1 at the user terminals
can be mathematically described as follows:

y =
√
ρr H x+ n , (1)

where√ρr is a normalization factor to determine signal to
noise power ratio (SNR), H ∈ CU×N is the channel matrix,
x ∈ CN×1 is the transmitted symbol vector, and n ∈ CU×1
is the complex additive white Gaussian noise (AWGN) vector
at the receiver with zero mean and σ2 variance.
The considered system model can be represented in a matrix
form as:

y1

y2

y3
...

yU


=
√
ρr



h11 h12 . . . h1N

h21 h22 . . . h2N

h31 h32 . . . h3N
...

...
. . .

...

hU1 hU2 . . . hUN



T 

x1

x2

x3
...

xN


+



n1

n2

n3
...

nU


. (2)
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Each entry hij of channel matrix H is modeled as an inde-
pendent and identically distributed (i.i.d.) complex Gaussian
random variable according to CN (0, 1) distribution, while the
AWGN vector entries are i.i.d., with each of them following
CN (0, σ2) distribution.
In practice and under nonideal conditions, the assumption
of perfect CSI at the BS is rarely achievable due to noisy
channel estimation and pilot contamination. To model this,
the estimated channel matrix Ĥ can be represented as [22]:

Ĥ =
√
1− τ2H + τHe , (3)

where H denotes the true channel matrix with i.i.d. entries
following CN (0, 1), He ∈ CU×N being the estimation error
matrix with i.i.d. entries also distributed as CN (0, 1), and
0 ¬ τ ¬ 1 controlling the quality of CSI.
The challenge of signal precoding in massive MIMO at the
base station is to optimize the transmitted signal vector x, so
that users receive their intended signal via the received vector
y with minimal interference.
Therefore, the base station applies a precoding matrixW ∈
CN×U to the original data symbols s ∈ CU×1 intended for
users, leading to:

x =Ws . (4)

Thus, the received signal becomes:

y =
√
ρr HWs+ n =

√
ρr Qs+ n , (5)

where Q = HW represents the equivalent channel matrix,
and making it close to an identity matrix helps minimize
multi-user interference.
The signal-to-interference plus noise ratio (SINR) at the u-th
reception can be given to the user as follows [23]:

SINRu =
ρr
U
|qu,u|2

ρr
U

U∑
m ̸=n
|qm,u|2 + 1

=
ρr
U
|qu,u|2 , (6)

where qm,u denotes the element of matrixQ at the intersection
of them-th row and the u-th column.
The ergodic capacity of the downlink massive MIMO system
after applying precoding can be expressed as [22]:

C =
U∑
u=1

log2(SINRu + 1) . (7)

The achievable capacity is a key factor in assessing the per-
formance of precoding techniques.
In this study, the basic zero forcing (ZF) precoding algorithm
is used as a benchmark linear precoder. Its primary objective is
to mitigate interuser interference by adhering to optimization
criteria designed to minimize it [24]. The corresponding ZF
precoding matrix is the following:

WZF = β H
H(HHH)−1 = β HHG−1 , (8)

where G = HHH stands for the Gram matrix, while β is
the normalization parameter that accounts for the average
fluctuations in transmit power. This parameter is defined as:

β =

√
U

tr(G−1)
, (9)

The transmitted signal, after ZF precoding has been applied,
can be represented as:

xZF =WZF s = β H
HG−1s = β HHz , (10)

where G−1s = z, which clearly results in:

Gz = s . (11)

The vector of the received signals after applying ZF precoding
is given by:

yZF = β
√
ρrHH

H(HHH)−1s+ n = β
√
ρrEs+ n , (12)

where E = HHH(HHH)−1 is the ZF equivalent channel
matrix. Then, the corresponding signal-to-interference-plus-
noise ratio (SINR) for any u-th user can be determined as
[22], [23]:

SINRu =
ρr
U
|eu,u|2

ρr
U

U∑
m ̸=u
|em,u|2 + 1

=
ρr
U

∣∣eu,u∣∣2 = ρr
tr(G−1)

,

(13)

where em,k represents the element of matrix E located in the
m-th row and the k-th column.
Based on Eq. (13), the sum capacity achieved by ZF precoding
in a large-scale MIMO system can be determined using the
following expression [23], [25]:

CZF =
U∑
u=1

log2(SINRu + 1)

= U log2

(
ρr

tr(G−1)
+ 1

)
.

(14)

3. Precoding Algorithms

3.1. Standard AOR

The standard accelerated over-relaxation (AOR) splitting
method was originally proposed in [16] as a two param-
eter linear stationary method for solving linear systems of the
x = A−1 b form. Hadjidimos demonstrated that when these
two parameters are appropriately chosen, the AOR method
achieves faster convergence compared to other similar ap-
proaches.
The AOR method has been proven to be a powerful tool
for solving problems associated with linear systems [18]. To
explicitly formulate the iterative process of the AOR method,
we start by decomposing the precoding matrixW from Eq. (4)
into its fundamental components as follows:

W =WD −WL −WU , (15)

whereWD represents the diagonal part ofW , while −WL
and −WU correspond to the strictly lower and strictly upper
triangular parts, respectively.
Using this decomposition, we can now reformulate the origi-
nal Eq. (4) as follows:

(WD −WL −WU )x = s . (16)
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Rewrite this equation:

WD x =WL x+WU x+ s . (17)

We applyW−1D , the inverse of the diagonal matrixWD, to
both sides and simplify the left side, sinceW−1D WD = I:

x =W−1D (WL x+WU x+ s) . (18)

At this stage, we incorporate the relaxation parameter ω ∈ R:

x = x+ ω
(
W−1D (WL x+WU x+ s)− x

)
. (19)

Expanding the equation, the following form is obtained:

x = x+ ω (W−1D WL x+W
−1
D WU x+W

−1
D s− x) . (20)

Next, we introduce the acceleration parameter γ ∈ R:

x = x+ ω (γ W−1D WL x+W
−1
D WU x+W

−1
D s− x) . (21)

Reorganizing the terms:

x = (1−ω)x+ω γW−1D WL x+ωW
−1
D WU x+ωW

−1
D s . (22)

We extract x as a common factor:

x =
[
(1−ω)I+ω γW−1D WL+ωW

−1
D WU

]
x+ωW−1D s . (23)

To formulate this as an iterative method, we introduce the
iteration index i:

x(i+1) =
[
(1−ω)I+ω γW−1D WL+ωW

−1
D WU

]
x(i)+ωW−1D s .

(24)
To simplify the computation, we multiply both sides by
(WD − γWL):
(WD − γWL)x(i+1) =

[
(1− ω)WD + (γ − ω)WL

+ ωWU
]
x(i) + ω s .

(25)

Finally, solving for x(i+1), we derive the AOR iteration for-
mula:

x(i+1) = (WD − γ WL)−1
([
(1− ω)WD

+ (γ − ω)WL + ωWU
]
x(i) + ω s

)
.

(26)

The optimal relaxation parameter ω and the optimal accel-
eration parameter γ of the AOR iterative method are given
by [26] as follows:

ω =
2

1 +
√
1− µ2max

, (27)

γ =
µ2max − µ4min
µ2max(1− µ2min)

, (28)

whereµmax andµmin denote the maximum and the minimum
eigenvalues of the Jacobi matrix, respectively.

3.2. Symmetric AOR Version

The symmetric accelerated over-relaxation (SAOR) method
can be interpreted as a double sweep approach. The first
sweep follows the standard AOR method, while the second
sweep applies the AOR method with the roles ofWL andWU
matrices interchanged.
In other words, each iteration of the SAOR method consists of
two half-iterations: a forward pass using the AOR method, fol-
lowed by a backward pass where the equations are processed
in a reverse order, effectively applying AOR again.

Therefore, the SAOR iterative process is executed in the two
steps described below:
1) Perform the first half iteration, which is equivalent to the

AOR iteration [16], as follows:

x(i+1/2) = (WD − γWL)−1
([
(1− ω)WD

+(γ − ω)WL + ωWU
]
x(i) + ω s

) . (29)

2) Perform the second half iteration, applying the AOR
method with the equations processed in a reverse order, as
follows:
x(i+1) = (WD − γ WU )−1

([
(1− ω)WD

+ (γ − ω)WU + ωWL
]
x(i+1/2) + ω s

)
.

(30)

In SAOR-based precoding, both relaxation ω and acceleration
γ parameters are within the range of [0, 2], serving the same
role as in AOR. Their optimal values can be determined using
Eqs. (27) and (28).

3.3. Improved Version of SOAR

The performance of the SAOR version is strongly influenced
by its acceleration and relaxation parameters. To systemati-
cally determine these parameters, we integrate an innovative
approach based on the PSO algorithm. This heuristic method
enables the identification of optimal values, ensuring en-
hanced precoding accuracy and faster convergence, even in
complex system configurations.
So, to determine the optimal ω and γ for improving the per-
formance of the SAOR method, we formulate an optimization
problem as follows:

minimize f(ω, γ) = E
[
||x− x̂(ω, γ)||2

]
subject to 0 < ω < 2, 0 < γ < 2

ρ
(
I − ωW−1D G

HG+ ω γWD
−1(WD −WL −WU )

)
< 1

(31)

where ρ(·) denotes the spectral radius of a matrix.
This optimization problem is formulated to minimize the
mean square error while guaranteeing the convergence of the
method that maximizes system performance [27]. We employ
the PSO algorithm to solve this problem and determine the
optimal ω and γ. PSO is a powerful and popular metaheuristic
optimization algorithm that simulates the intelligent behavior
of a swarm to navigate a complex search space and find
optimal solutions.
Mapping the problem to PSO [28]:
• Particle. Each particle in the swarm represents a candidate

solution.
• Particle position. It is a vector of the parameters we want

to optimize. In this case position_X = [ωX , γX ].
• Search space. We need to define the valid range for ω and
γ and these parameters must be within the range of [0, 2]
for convergence.
• Fitness function. This is the most critical part. The fitness

function evaluates how good a particle’s position [ω, γ] is.
The flow chart of the basic PSO is depicted in Fig. 2.
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Fig. 2. Particle swarm optimization flow chart.

At each iteration t+ 1, every particle p updates its velocity
V and position X . The process is defined by the following
velocity and position update equations [29]:

V (t+1) = ΩV (t) + c1 r1
(
p
(t)
best −X

(t))
+ c2 r2

(
g
(t)
best −X

(t)) , (32)

X(t+1) = X(t) + V (t+1) , (33)

where Ω is the inertia weight, c1 and c2 are the cognitive
acceleration coefficients and r1, r2 are random numbers
uniformly distributed over the interval [0, 1]D; D denotes
the dimensionality of the search space (i.e., the problem size).
Unlike OAOR, which optimizes parameters only within the
standard AOR framework, the proposed OSAOR combines
the symmetric SAOR structure with PSO-based parameter
selection.
Since symmetric schemes already improve stability and per-
formance over standard AOR, integrating the PSO-based glob-
al optimizer at this level enables further gains in convergence
speed and SER performance, making OSAOR fundamentally
different from the OAOR precoding algorithm.

4. Computational Complexity
Computational complexity of the SAOR-based precoding al-
gorithm is analyzed in terms of the number of complex multi-
plications required per iteration. The iterative process is domi-
nated by sparse matrix-vector products and forward/backward
substitutions. A full symmetric SAOR iteration consists of
one forward and one backward pass. In each pass, the update

involves calculating:

(γ − ω)WL x+ (1− ω)WD x+ ωWU x ,

which requires approximately
U2 − U
2

+ U +
U2 − U
2

= U2

multiplications, where U is the number of users.
This is followed by a forward substitution to solve the system
(WD −WL)xnew, which requires an additional 12 (U

2 − U)
multiplications.
The sum of operations performed during both passes yields
a total complexity of approximately 3U2 complex multipli-
cations per iteration. Therefore, the SAOR algorithm exhibits
a computational complexity of O(U2). This is a significant
advantage over direct matrix inversion methods such as ZF,
which are O(U3), making SAOR a highly efficient solu-
tion for massive MIMO systems. Although its complexity
is slightly higher than O(2U2) of the SSOR method due
to an additional matrix vector product, this cost enables the
use of a second parameter γ that can accelerate convergence
and improve performance, representing a favorable trade-off
between computational effort and system accuracy.
The OSAOR-based precoding algorithm combines SAOR
iteration with a PSO stage to optimally tune its relaxation
and acceleration parameters. The PSO algorithm operates
with P particles over T iterations, with fitness evaluation
being the most demanding step. A straightforward evaluation
involves operations comparable to a SAOR algorithm with
complexity of O(U2). However, by adopting sampling and
approximation, this can be reduced to O(U log(U)).
Therefore, the overall cost of the PSO phase is
O(PTU log(U)), which is a one-time cost for a giv-
en channel realization and does not contribute to each
transmission iteration. After optimization, OSAOR precod-
ing proceeds in a manner that is identical to that charcteristic
of SAOR, with per-iteration complexity of O(U2). Conse-
quently, the overall complexity of OSAOR remains of order
O(U2), significantly lower than the complexity of ZF pre-
coding, while providing faster convergence and improved
error rate performance.
The computational complexity of linear precoding algorithms
is summarized in Tab. 1.

5. Results and Discussion
In this section, we numerically analyze and discuss the per-
formance of the proposed precoding method in terms of SER
and ergodic capacity with respect to different SNR values and
iteration counts. The results are compared with conventional
AOR, SSOR, and SAOR-based multi-user precoders over the
Rayleigh fading channel.
For reference, the near optimal ZF precoder is also included
as a benchmark. Simulations are carried out for a 128 ×
16 BS user antenna configuration in a massive downlink
MIMO system using 64-quadrature amplitude modulation
(64-QAM). SER results are averaged over 5 × 104 Monte
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Tab. 1. Computational complexity of different precoding schemes.

Precoder Complexity
order Remarks

ZF O(U3) Requires exact matrix inversion

AOR O(U2) Two parameters (relaxation,
acceleration)

SSOR O(U2) Single relaxation parameter

SAOR O(U2) Two parameters (relaxation,
acceleration)

OSAOR O(U2)
PSO overhead: O(PTU logU)

(one-time), then O(U2) per
iteration

Tab. 2. PSO parameters used in the simulation.

Parameter Value

Number of particles P 20
Number of iterations T 15

Inertia weight (max) Ωmax 0.9
Inertia weight (min) Ωmin 0.4
Cognitive coefficient c1 2.0

Social coefficient c2 2.0

Carlo trials, while PSO optimization parameters are listed in
Tab. 2.
PSO parameters were selected based on values that are widely
adopted in the literature and were validated through prelimi-
nary simulations. The size of the swarm P = 20 and the itera-
tion limit T = 15 provide a good trade-off between reliability
of convergence and computational cost. The inertia weight
was linearly decreased from Ωmax = 0.9 to Ωmin = 0.4
to balance exploration and exploitation, while the cognitive
and social coefficients were set at c1 = c2 = 2.0, which are
canonical choices that ensure stable convergence. Sensitivi-
ty tests confirmed that small variations of these parameters
do not significantly affect the convergence behavior or final
performance, demonstrating the robustness of the adopted
setting.
Figure 3 shows the convergence behavior of the PSO algo-
rithm used to find the optimal parameters for the OSAOR
precoder. The fitness function which is defined as 1

1+error is
designed so that as the error of the precoder decreases towards
zero, the fitness value approaches its maximum of 1.
The plot shows that the PSO algorithm converges quickly.
There is a significant improvement in fitness between the first
and second iterations, indicating that the algorithm rapidly
identifies a promising region in the parameter space. From
the second iteration onward, the fitness value continues to
improve in very fine increments, stabilizing, and effectively
converging by the 11-th iteration. This rapid convergence
highlights the efficiency of using PSO to tune the parameters
of OSAOR.
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Fig. 3. Convergence of PSO fitness function for optimization of
OSAOR parameters.
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Figure 4 provides the evolution of the two key OSAOR pa-
rameters that are being optimized: relaxation parameter ω
and acceleration parameter γ. The graph shows that in the
initial iterations, particularly for the relaxation parameter ω,
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of iterations for a (N,U) = (128, 16) precoding m-MIMO system.

the algorithm makes significant adjustments, starting from
approximately 1.6 and decreasing to around 1.1 by iteration
10.
The acceleration parameter γ shows a more modest adjust-
ment, starting near 0.85 and settling around 1.02. After ap-
proximately the 10-th iteration, both parameters stabilize,
which corresponds directly to the point where the fitness
function flattens. This indicates that the PSO algorithm has
successfully converged to a stable set of optimal parameters,
which are found to be approximately ω ≃ 1.15 and γ ≃ 1.02
for the given system configuration.
Figure 5 presents the SER performance of the proposed pre-
coding schemes compared to conventional methods for a mas-
sive MIMO downlink system with (N,U) = (128, 16) and
64-QAM. As expected, SER decreases as SNR increases
for all schemes. The ZF precoder, included as a benchmark,
achieves the best performance but at the expense of high
computational complexity due to matrix inversion calcula-
tions. Among the iterative methods, AOR exhibits the weakest
performance, particularly at moderate to high SNR values.
On the contrary, both SSOR and SAOR show significant im-
provements, with SAOR consistently outperforming SSOR as
a result of its acceleration mechanism. In particular, the pro-
posed OSAOR scheme achieves the closest performance to ZF
across the entire SNR range, particularly at high SNR, where
its SER nearly overlaps with that of ZF. This demonstrates that
optimizing SAOR parameters using PSO effectively acceler-
ates convergence and minimizes precoding errors, offering
a practical low-complexity alternative to ZF for large-scale
MIMO systems.
Figure 6 illustrates the performance of SER versus the number
of iterations at SNR = 15 dB. As observed, all iterative pre-
coding methods (SSOR, AOR, SAOR, and OSAOR) start with
higher SER but converge rapidly within a few iterations. No-
tably, OSAOR and SAOR achieve faster convergence, reaching
near-optimal performance by the second iteration, whereas
SSOR lags in the initial iterations. After approximately three
iterations, all methods converge to the same performance level
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Fig. 8. Comparison of capacity performance of the studied precoding
iterative techniques against the number of iterations for a (N,U) =
(128, 16) m-MIMO system.

as ZF, demonstrating the efficiency of the proposed OSAOR
in reducing complexity while maintaining accuracy.
Channel capacity performance is presented in Fig. 7 as a func-
tion of SNR for a (N,U) = (128, 16) precoding massive
MIMO system. As expected, the near-optimal ZF precoder
achieves the highest capacity across the entire SNR range.
Among the iterative schemes, OSAOR- and SAOR-based pre-
coding closely approach the performance of ZF, especially
from moderate to high SNR values, while requiring only
a small number of iterations.
On the contrary, AOR- and SSOR-based methods exhibit
slower capacity growth, with SSOR showing the largest per-
formance gap when compared to ZF. These results confirm
that OSAOR provides a favorable trade-off between complex-
ity and spectral efficiency, achieving near-optimal capacity
with reduced computational cost.
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The convergence performance of several iterative precoding
algorithms is illustrated in Fig. 8 by plotting channel capacity
against the number of iterations for a massive MIMO system
configured with (N,U) = (128, 16) at an SNR of 15 dB.
The ZF precoding algorithm serves as a performance bench-
mark, achieving an optimal channel capacity of approximately
151 bps/Hz. The results clearly demonstrate the superior con-
vergence speed of the symetric-based algorithms (SSOR,
SAOR, and OSAOR) over the traditional AOR method. Al-
though the AOR algorithm requires three full iterations to
converge to the performance level of ZF, the SSOR, SAOR,
and OSAOR schemes achieve near-optimal capacity after just
a single iteration and fully converge by the second.
The magnified inset provides a crucial distinction in their
first-iteration performance, revealing that the OSAOR algo-
rithm attains the highest capacity, followed closely by SAOR

and then SSOR. This signifies that OSAOR offers the most
favorable trade-off between computational complexity and
performance as it is capable of delivering near-maximum
channel capacity with the minimal computational load of
a single iteration.
To further evaluate the scalability of the proposed OSAOR al-
gorithm, we extended the simulations to a larger user antenna
configuration with (N,U) = (256, 32) using the 32-QAM
modulation scheme. Figures 9 and 10 illustrate the resulting
SER vs. SNR and achievable capacity vs. SNR, respectively.
The results confirm that OSAOR consistently outperforms
conventional methods in terms of both error performance and
capacity, even under increased system dimensions and other
order modulation, thereby demonstrating its robustness and
scalability.

6. Conclusions and Future Outlook

By integrating the strengths of the symmetric accelerated
over-relaxation (SAOR) method and advantages of the particle
swarm optimization (PSO) algorithm, the proposed approach
achieves an optimal balance between computational efficiency
and SER performance. In addition, the improved version of the
standard AOR proposed in this paper achieves a more refined
trade-off between performance and complexity compared to
basic existing methods.
Furthermore, the simulation results confirm that the proposed
OSAOR scheme not only reduces computational load, but also
adapts effectively to different system configurations, making
it suitable for large-scale deployments. The incorporation of
PSO ensures that the relaxation and acceleration parameters
are tuned optimally, enabling the algorithm to converge faster
and achieve improved error performance.
As this study is limited to simulation-based analysis, future
research will extend the scope of the evaluation to cover im-
perfect CSI scenarios in order to assess the robustness of the
proposed method under more realistic channel conditions.
Additional performance metrics such as latency, energy effi-
ciency, and computational resource consumption will also
be investigated to provide a more comprehensive view of
practical applicability.
Furthermore, future work will include hardware-in-the-loop
validation and prototype implementations on FPGA/ASIC
platforms to evaluate the feasibility of real-time deployment
in 5G and beyond wireless systems. Finally, real-time imple-
mentation on commercial SDR platforms, followed by field
trials, is planned to further confirm the practicality and ro-
bustness of the proposed OSAOR scheme under real-world
deployment conditions.
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Abstract  Software-defined networking (SDN) is now wide-
ly used in modern network infrastructures, but its centralized
control design makes it vulnerable to distributed denial of ser-
vice (DDoS) attacks targeting the SDN controller. These attacks
are capable of disrupting the operation of the network and re-
ducing its availability for genuine users. Existing detection and
mitigation methods often suffer from numerous drawbacks,
such as high computational costs and frequent false alarms,
especially with standard machine learning or basic unsuper-
vised approaches. To address these issues, a new framework
is proposed that relies on multistep feature selection methods,
including SelectKBest, ANOVA-F, and random forest to select
the most important network features, to detect anomalies in an
unsupervised manner using agglomerative clustering in order
identify suspicious hosts, and to mitigate adverse impacts by
relying on posterior probability and game theory. An evalua-
tion conducted using benchmark datasets and validated through
Mininet emulation demonstrates that the approach achieves
better performance with silhouette scores of 0.86 for InSDN
and 0.95 for Mininet. The framework efficiently computes rep-
utation scores to distinguish malicious hosts, thus enabling to
rely on adaptive defense against evolving attack patterns while
maintaining minimal computational overhead.

Keywords  agglomerative clustering, DDoS attacks, game theory,
SDN, unsupervised learning

1. Introduction

The software-defined networking (SDN) concept enhances
the process of managing a network by separating the control
plane from the data plane and thus enabling centralized
data traffic oversight. Such an architecture enables network
operators to configure and optimize traffic while using a single
control point, simultaneously simplifying policy updates and
facilitating the deployment of new services. However, the
approach relying on central control comes along with new
vulnerabilities. If attackers flood the SDN controller with
malicious traffic, with such an attempt known as a distributed
denial of service (DDoS) attack, the traffic in the entire
network may be slowed down. As more organizations use SDN
in cloud and enterprise settings, the detection and mitigation
of these attacks is mandatory.

Conventional DDoS detection in SDN often uses fixed rules
or simple thresholds to identify malicious traffic. Although
these methods are easy to use, they are not flexible enough to
handle constantly changing dynamic traffic.
Machine learning and deep learning techniques have shown
promise in detecting attacks more accurately, but usually need
large amounts of labeled data to train and require significant
computing resources [1]. This makes them less practical for
real-time implementations in SDNs, especially when attacks
take new forms that the model has not experienced before.
Unsupervised learning approaches, such as clustering algo-
rithms, are promising because they do not rely on pre-labeled
datasets. These methods are capable of detecting anomalies
or suspicious behavior within network traffic by grouping
similar patterns, thereby identifying potential attacks. How-
ever, the effectiveness of unsupervised detection is critical to
the selection of relevant features from network data.
Detection alone is not adequate. Effective mitigation strate-
gies are equally important to ensure the security of SDN
environments. Game theory, which analyzes strategic interac-
tions between adversarial entities, offers a valuable framework
for improving SDN security. By mathematically modeling
the behaviors of both attackers and defenders, game-theoretic
methods allow the network controller to dynamically adapt
its mitigation policies [2]. This adaptive response improves
the controller’s ability to manage threats in real time, main-
taining an optimal balance between security enforcement and
network performance for legitimate users.
The contributions of this research work include the following:
• A combined approach that uses three distinct feature selec-

tion methods: SelectKBest, ANOVA F-value and random
forest to identify the most relevant network traffic features
for effective attack detection.
• Use of agglomerative clustering, i.e. an unsupervised al-

gorithm, to detect anomalous traffic flows that may hint at
attacks, even in the absence of labeled attack data.
• Development of a novel game theory-based mitigation

process that analyzes traffic flows and applies penalties to
suspicious users based on their behavior and puzzle solving
speed.
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The paper is organized as follows. Section 2 reviews previous
work concerning the field in question. Section 3 presents the
methodology and modeling details. Section 4 provides an
analysis of the experimental findings and Section 5 contains
concluding remarks.

2. Related Work

As SDNs become ever more popular, the level of security
they offer, especially in defending against DDoS attacks,
has become a major area of concern. Legacy techniques,
such as statistical analysis and entropy-based models, have
been commonly applied for detecting abnormal activities.
However, these traditional solutions often face difficulties
when it comes to accuracy and do not scale well with large
high-speed networks.
In recent years, the use of machine learning and deep learning
has become more popular, as these approaches may interpret
complex network behaviors and improve detection rates. Re-
search relying on artificial intelligence methods has shown
better results in identifying malicious traffic and adapting
to changing attack patterns. Despite these advances, some
challenges – such as delays in detecting threats, frequent
false alarms, and difficulties with managing different types
of attacks – still remain. This highlights the need for more
adaptable and robust security frameworks for SDN environ-
ments.
The authors of [3] propose a clustering framework based on
the whale optimization algorithm (WOA-DD) for detecting
DDoS attacks in SDNs, using metaheuristic clustering to dy-
namically group and identify malicious traffic. The methodol-
ogy separates control and data planes, utilizing programmable
SDN switches to analyze network flows and applying WOA-
based clustering to detect attack patterns. In [4], the efficiency
of an entropy-based technique is identified to detect DDoS
attacks on SDN controllers, covering both low- and high-rate
attack patterns. The method computes the entropy using the
source IP distribution in network traffic, applying a statistical
traffic analyzer, and comparing the results with a predefined
threshold. The experiments, conducted in a Mininet environ-
ment with a POX controller and 64 hosts, evaluate detection
rate (DR) and false positive rate (FPR) across eight simula-
tion scenarios, covering both single and multiple attackers
targeting one or multiple victims. The results show that the
entropy-based approach achieves higher detection rates and
lower false positives for high-rate attacks compared to low-
rate attacks, with enhancements in DR by 6.25% (to 20.26%)
and reductions in FPR by 64.81% (to 77.54%).
The authors of [5] introduced a semi-supervised DDoS de-
tection approach using the K-means clustering algorithm to
classify network traffic as normal or malicious. The method-
ology involves training and testing the model on the CICIDS
2017 dataset, employing hybrid feature selection techniques
to optimize input attributes.
Article [6] introduced CAPoW – a context-aware AI-assisted
proof-of-work (PoW) framework designed to mitigate DDoS

attacks. Using context-aware AI models, such as dynam-
ic attribute-based reputation (DAbR) and temporal activity
models (TAM), the framework calculates context scores from
deviations in attributes such as IP and temporal data. The
CIC-IDS 2017 dataset is used for training and testing, with
flow-level features analyzed for adaptive puzzle difficulty.
CAPoW achieves a 96% precision level and evaluates per-
formance using such metrics as latency and computational
cost, demonstrating its effectiveness in reducing adversarial
requests while maintaining network integrity.
In [7], the authors introduce an AI-assisted PoW framework
to mitigate DDoS attacks. The methodology uses reputa-
tion scores calculated through an AI model trained on the
Cisco Talos dataset, which includes malicious IP addresses
and attributes. The framework assigns dynamic PoW puz-
zle difficulties based on reputation scores, integrating Java
(Springboot) and Python (Flask) for implementation.
The authors of [8] propose a dynamic game-theoretic frame-
work to mitigate DDoS attacks in SDN-enabled cloud envi-
ronments. The framework employs the Nash folk theorem to
enforce cooperative behavior through reward and punishment
mechanisms. Using OpenDaylight controllers, OpenFlow
rules, and Snort IDS to detect malicious activity, the solu-
tion reduced attack traffic by over 90% during evaluations in
Mininet with ICMP, TCP SYN, and UDP flood attacks, while
maintaining legitimate traffic throughput.
In [9], a cost-effective shuffling algorithm (CES) is pro-
posed within a moving target defense (MTD) framework
to counter DDoS attacks. The methodology utilizes multiob-
jective Markov decision processes (MOMDP) to model inter-
actions between attackers and defenders, enabling dynamic
shuffling decisions. The CES algorithm was implemented us-
ing OpenStack and Open vSwitch in an SDN testbed with 50
virtual machines.
The authors of [10] propose an autonomous DoS/DDoS
defense system for SDN networks, called GT-HWDS. It
combines the Holt-Winters for digital signature (HWDS)
and the game-theoretical (GT) approaches. The methodology
includes seven-dimensional IP flow analysis for anomaly
detection and a game theory-based mitigation module for
optimal defense strategies. Using real IP flow data from
a large-scale network and the Scorpius simulator for attack
scenarios, the system achieves an anomaly detection accuracy
of over 98%.
In [11], the authors propose a game-theoretical approach to
mitigate DDoS attacks in edge computing environments, fo-
cusing on edge DDoS mitigation (EDM). The methodology
introduces two approaches: EDMOpti for small-scale op-
timization using integer programming and EDMGame for
large-scale suboptimal solutions employing Nash equilibrium.
Evaluations conducted using the EUA data set and simulated
edge server scenarios demonstrate the ability to reduce ser-
vice latency and effectively mitigate over 90% of malicious
traffic.
A security enforcement framework aimed at strengthening
SDN controllers through game-theoretic defense models
against various attack vectors is proposed in [12]. The ap-
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Fig. 1. Architecture of the proposed system.

proach incorporates a trust-based detection scheme that uses
signaling game principles for early identification of threats,
along with a risk-oriented prevention mechanism to assess
and control threat levels in packet flows. To evaluate its effec-
tiveness, the framework models potential threats using the
STRIDE methodology and performs experiments in Mininet,
achieving a detection accuracy of 98%.

In [13], the authors present a dynamic defense strategy to
counter volumetric DDoS attacks by employing client puz-
zles as a PoW mechanism. The proposed framework adopts
a multi-tier approach, incorporating a traffic analysis unit,
a puzzle generation component, and a dynamic provision-
ing module to regulate and suppress attack traffic, with the
evaluation conducted using the NS2 simulator.

A zero-sum game-based anti-DDoS firewall framework is
proposed to mitigate DDoS attacks in [14]. To optimize miti-
gation strategies, the framework models interactions between
attackers and defenders as a linear programming problem.
Two mitigation algorithms are introduced, employing con-
nection limits and sending rates to manage traffic on 80/443
web ports. It is validated using a pay-off matrix, demonstrat-
ing probabilistic decision making for effective defense. The
study described in [15] proposes a hybrid defense mechanism
designed to mitigate distributed reflection denial-of-service
attacks within 5G network environments. The framework uti-
lizes a Stackelberg game model to optimize packet sampling
rates, combining SDN detection with target-side defenses.

The authors of [16] propose a PoW mechanism integrated
with the game theory to mitigate DDoS attacks using compu-
tational puzzles with dynamic difficulty levels based on the
request frequency of clients. Simulations using 2 000 clients,
including 1 000 legitimate users and 1 000 scalpers, demon-
strate the system’s ability to limit malicious traffic while
ensuring that legitimate users are capable of accessing more
resources.

In [17], the authors present a game-theoretic framework for
identifying and countering low-rate denial-of-service (LR-
DoS) attacks. Their approach employs a sigmoid-based filter
to distinguish between legitimate and malicious traffic using
bandwidth thresholds, while directing potentially harmful
flows towards honeypot systems for further analysis. The
game theory model evaluates strategies of both attackers and
defenders, identifying optimal actions, and achieving Nash
equilibrium to enhance security. It uses the NS-3 simulator
for traffic generation and Matlab for analysis.
A dynamic Bayesian game-based approach to safeguard
software-defined space-air-ground integrated networks (SD-
SAGIN) from DDoS attacks is introduced in [18]. This method
utilizes support vector machines (SVM) for detecting attacks
and leverages Nash equilibrium to dynamically optimize
strategies for both attackers and defenders and is validat-
ed through simulations conducted in Mininet using a Ryu
controller.
All the related works highlight significant gaps in DDoS
mitigation strategies for SDN. Traditional methods, such as
entropy-based and statistical detection approaches lack the
accuracy and scalability needed for modern high-traffic net-
works. Machine learning and deep learning techniques have
shown promise but face challenges, including high false posi-
tives, detection latency, and handling heterogeneous attack
types. Existing game theory and PoW-based methods improve
mitigation, but often involve excessive computational over-
head or fail to adapt dynamically to evolving attack scenarios.
These limitations emphasize the need for innovative, scal-
able, and adaptive solutions that balance detection efficiency
with resource optimization.

3. Proposed Methodology

The proposed system model, illustrated in Fig. 1, intended for
mitigating DDoS attacks in SDN environments, is initiated by
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continuously monitoring real-time network traffic and captur-
ing each incoming flow for analysis. During preprocessing,
relevant traffic attributes, such as source IP and protocol in-
formation, are extracted and normalized. A comprehensive
feature selection process is then performed using multiple
statistical techniques. SelectKBest, ANOVA-F, and random
forest are relied upon to identify the most significant features
for downstream analysis. These selected attributes are input to
an unsupervised anomaly detection module, where agglom-
erative clustering is applied to distinguish between normal
and suspicious network activities.
If abnormal traffic is detected, the system proceeds to as-
sess the reputation score and dynamically assigns a puzzle
difficulty threshold based on posterior probabilities and statis-
tical characteristics of the traffic. A game-theoretic mitigation
strategy is used as the model constructs a pay-off matrix and
calculates expected utilities to guide response decisions. The
final decision module implements mitigation measures, such
as blocking or isolating the malicious source, while allowing
legitimate traffic to proceed. This adaptive and multilayered
approach enhances detection accuracy and ensures efficient
mitigation in real-time programmable network environments.
The proposed framework operates in a periodic monitoring
cycle to enable continuous detection and mitigation of mali-
cious activities. A one-time feature selection stage is executed
at initialization to identify the most relevant flow attributes
which are then reused across subsequent intervals. During
each monitoring window, the system executes three tasks: un-
supervised clustering of captured flows, reputation scoring
of active sources, and assignment of proof-of-work puzzle
difficulties. The mitigation rules derived from these steps
are enforced by the controller in the subsequent cycle. This
design avoids redundant recomputation, ensuring that on-
ly clustering, scoring, and mitigation are repeated. In our
experiments, each cycle required approximately 3 to 5 s to
complete, confirming the feasibility of real-time deployment
in SDN environments.

3.1. Traffic Capture Using Wireshark

In the proposed framework, real-time network traffic is con-
tinuously monitored at the SDN controller using Wireshark.
Each monitoring session is configured to capture packets at
fixed intervals of 120 s, with the resulting traffic data stored in
pcap format to maintain detailed records for analysis. After
data collection, categorical attributes such as protocol types
are converted into unique numerical representations, and all
features are standardized to integer or floating-point types for
consistency in subsequent analysis.
The set of packets captured during each interval is denot-
ed as P = {p1, p2, . . . , pm}, where m represents the total
number of packets observed in a single 120-second window.
Feature extraction is applied to this set, and the ten most in-
formative attributes are selected, resulting in a feature subset
F10 = {f1, f2, . . . , f10} for downstream anomaly detection.
To improve computational efficiency and focus the analysis
on potentially abnormal events, the system introduces a pack-
et rate filter for all observed source IP addresses. For each

capture interval, the mean packet rate is computed across all
unique sources. This is mathematically defined as:

1
N

N∑
i=1

Ri < 100 , (1)

where N denotes the number of distinct source IP addresses
present in the interval, andRi is the packet rate corresponding
to the i-th source IP.
If the average packet rate across all sources is less than
100 packets per second (pps), the interval is considered to
represent normal traffic and is excluded from clustering and
further analysis. This approach ensures that the anomaly
detection module processes only intervals with significant
activity, which may indicate the onset of a DDoS attack.
The specific selection of 100 pps as a threshold is based
on empirical studies and baseline measurements of typical
network usage patterns in SDN environments. Under normal
conditions, genuine sources usually remain within this rate,
whereas DDoS attacks often show sudden increases in the
number of packets sent. By setting the threshold at 100 pps, the
model effectively filters out benign fluctuations and minimizes
false positives, thereby enhancing the detection accuracy and
focusing computational resources on suspicious events.

Algorithm 1 Preprocessing network traffic
1: Input: List of pcap files
2: Output: Numerical feature matrix X
3: for all file p in pcap files do
4: Extract flows: F ← CICFlowMeter(p)
5: for all flow f in F do
6: Extract features: v ← Features81(f )
7: Add v to feature list V
8: end for
9: end for

10: for all feature c in V do
11: if c is categorical then
12: c← LabelEncode(c)
13: end if
14: end for
15: X ← Convert V to numerical matrix
16: return X

3.2. Data Pre-processing

The data preprocessing phase begins after network traffic is
captured using Wireshark in pcap format, initiating a struc-
tured workflow to prepare data for unsupervised machine
learning detection – see Algorithm 1. The raw pcap files are
first processed by CICFlowMeter, which extracts 81 com-
prehensive flow-based features from each network session,
encompassing statistical, temporal, and protocol-specific char-
acteristics of the observed traffic. These features provide a de-
tailed view of typical and potentially abnormal behaviors in
the network.
To ensure compatibility with machine learning algorithms that
require numerical input, all categorical variables within the
feature set are systematically transformed into unique numeric
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values using label encoding. This standardization process
produces a uniform numerical feature matrix, facilitating
effective anomaly detection by unsupervised models.

3.3. Feature Selection

The feature selection process shown as Algorithm 2 is a com-
bination of three well-known methods deloyed to find the most
relevant features from data set D, consisting of 81 variables
and a target variable y. The aim is to identify ten most impor-
tant features of Ftop that contribute the most to distinguishing
different types of network traffic.

Algorithm 2 Multi-method feature selection
Input: Dataset D with 81 features, target variable y

2: Output: Top 10 selected features Ftop
Initialize k ← 20,m← 10

4: S ← empty list ▷ Store selected features
for all method∈ {SelectKBest, ANOVA F-value, random
forest} do

6: if method = SelectKBest then
Compute statistical scores for each feature

8: Select top k features; add to S
else if method = ANOVA F-value then

10: Compute F-value for each feature
Select top k features; add to S

12: else if method = random forest then
Train random forest classifier

14: Rank features by importance
Select top k features; add to S

16: end if
end for

18: Initialize freq as an empty map ▷ Count feature
▷ occurrences

20: for all feature f in S do
if f in freq then

22: freq[f ]← freq[f ] + 1
else

24: freq[f ]← 1
end if

26: end for
Sort features in freq by frequency (descending)

28: Ftop ← Topm features with highest frequency
return Ftop

First, the algorithm sets k = 20, meaning that each method
will select its top 20 features, andm = 10, i.e. the number of
final features to be chosen. An empty listS is used to collect all
the features selected by each method. The algorithm evaluates
three feature selection techniques in sequence: SelectKBest,
ANOVA F-value, and random forest. For SelectKBest, the
method performs a statistical test for each feature in D and
selects 20 features with the highest test scores, adding them
to S. The ANOVA F-value method calculates how well each
feature separates the classes in y and also picks the top 20
features.
The random forest method builds a classifier using all fea-
tures and calculates an importance score for each feature.

Tab. 1. Top 10 selected features from the InSDN dataset.

No. Name Description of feature

1 Src IP Network address from which the data
originates

2 Dst IP Destination address to which the data is
directed

3 Protocol Specifies the type of network protocol,
e.g. TCP or UDP

4 Pkt Len Std Standard deviation of all packet sizes
within a flow

5 Flow ID Unique identifier allocated to each
network flow

6 Bwd Pkt Len
mean

Average size of packets sent in the
reverse direction

7 Pkt Len Var Measure of how packet sizes vary
within a single flow

8 Src port Port number used by the sender of the
packet

9 Bwd Seg Avg
size

Average segment size calculated for the
backward path

10 Bwd Pkt Std
Len

Standard deviation of packet lengths in
the backward direction

Again, the 20 highest-ranked features are added to S. Once
all three methods have selected their features, the algorithm
counts how often each feature appears in the combined list S
using a frequency map. Features that appear more frequently
across the various methods are considered more consistently
important.
The algorithm then sorts all features by their frequency, in
descending order, and selects the topm features as Ftop. This
approach ensures that the final selection is not biased toward
any single method and that only features considered important
by multiple techniques are retained. Then, ten features in
Ftop are used in the subsequent steps of anomaly detection
and model development process, helping to improve both
detection accuracy and computational efficiency (Tab. 1).

3.4. Unsupervised Learning

The proposed Algorithm 3 describes an unsupervised anoma-
ly detection procedure relying on hierarchical agglomerative
clustering and subsequent evaluation of cluster quality using
the silhouette score.
The input to the algorithm is a feature set X =
x1, x2, . . . , xm, where xi denotes a data point in the select-
ed feature space. Before clustering, the algorithm enforces
two prerequisites: network traffic must be aggregated over
a 120-second interval, and the average packet rate per flow
must exceed 100 pps. This ensures that only sufficiently ac-
tive and potentially anomalous traffic segments are subjected
to further analysis.
If these conditions are satisfied, agglomerative clustering
is applied to X to partition the data into two clusters, cor-
responding to normal and suspicious traffic. The result of

24
JOURNAL OF TELECOMMUNICATIONS
AND INFORMATION TECHNOLOGY 4/2025



Hybrid Approach for Detection and Mitigation of DDoS Attacks Using Multi-feature Selection, Unsupervised Learning, and Game Theory

the clustering assigns label ci ∈ 0, 1 to each data point xi,
resulting in the cluster assignment set C = c1, c2, . . . , cm.
Equation (2) represents the mean intracluster distance ai
for a data point xi. It is obtained by computing the average
Euclidean distance between xi and every other member of its
own cluster Cxi, excluding the point itself:

ai =
1

|Cxi | − 1
∑

xj∈Cxi , xj ̸=xi

d(xi, xj) , (2)

where |Cxi | denotes the total number of points in the cluster
Cxi and d(xi, xj) represents the Euclidean distance between
the points xi and xj .
Equation (3) defines the mean distance bi for xi. This is
determined by locating the cluster Ck such that Ck ̸= Cxi
and is closest to xi, then computing the average distances
from xi to every point within Ck:

bi = min
Ck ̸=Cxi

1
|Ck|

∑
xj∈Ck

d(xi, xj) . (3)

The silhouette score si for a data point xi is computed as the
difference between the mean distance from xi to the closest
neighboring cluster and the mean distance to points within its
own cluster, scaled by the larger of these two quantities:

si =
bi − ai
max(ai, bi)

. (4)

This score indicates how similar xi is to its own cluster relative
to the nearest neighboring cluster. The overall silhouette
score S for the entire data set as the mean of all individual
silhouette scores is:

S =
1
m

m∑
i=1

si . (5)

A higher value ofS (close to 1) suggests well-defined, separate
clusters. Values near zero indicate overlapping or ambiguous
clusters, and negative values may suggest misclassified points.
The algorithm ultimately outputs both cluster assignments C
and the computed silhouette score S, which form the basis
for further traffic classification and model validation.

3.5. Computation of Reputation Score

The prior probability that the traffic from source IP IPi is:

P (Normal | IPi) =
n0(IPi)
nIPi

, (6)

where n0(IPi) is the count of normal traffic samples and nIPi
is the total number of samples from IPi within a monitoring
window. This value serves as the initial baseline for further
traffic classification.
Equation (7) defines the prior probability that the traffic from
IPi is malicious:

P (Malicious | IPi) =
n1(IPi)
nIPi

, (7)

where n1(IPi) is the number of malicious samples from IPi.
This value helps to estimate the likelihood of attack activity
from each source.

Algorithm 3 Agglomerative clustering and silhouette score
evaluation

Input: Feature set X = {x1, x2, . . . , xm}
Output: Cluster assignments C, silhouette score S

3: Check clustering conditions:
if traffic interval = 120 s and avg. flow packets/s > 100
then

Proceed to clustering
6: else

Exit (do not cluster)
end if

9: Apply agglomerative clustering onX to form two clusters
(n = 2)
Obtain cluster labels C = {c1, c2, . . . , cm}, ci ∈ {0, 1}
for each data point xi in X do

12: Calculate intra-cluster distance:

ai =
1

|Cxi | − 1
∑

xj∈Cxi , xj ̸=xi

d(xi, xj)

Calculate nearest-cluster distance:

bi = min
Ck ̸=Cxi

1
|Ck|

∑
xj∈Ck

d(xi, xj)

Compute silhouette score for xi:

si =
bi − ai
max(ai, bi)

15: end for
Compute overall silhouette score:

S =
1
m

m∑
i=1

si

return cluster labels C, silhouette score S

The mean µNormal and standard deviation σNormal for a feature
x among all samples labeled normal (ci = 0) for a specific IP
are defined as follows. These statistics summarize the typical
behavior of normal flows.

µNormal =
1

n
(j)
0

∑
i:ci=0

xi , (8)

σNormal =

√
1

n
(j)
0

∑
i:ci=0

(xi − µNormal)2 . (9)

The mean value µMalicious for a particular feature x is calcu-
lated on all data samples labeled as malicious for a specific
source IP.

µMalicious =
1

n
(j)
1

∑
i : ci = 1xi , (10)

where n(j)1 is the total count of malicious samples for IP j.

The standard deviation σMalicious for the same feature x pro-
vides the spread of feature values around the malicious mean
µMalicious for samples with ci = 1. This statistic helps capture
the variability of the selected feature among flows classified
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as attacks for the particular IP.

σMalicious =
√
1

n
(j)
1

∑
i : ci = 1(xi − µMalicious)2 . (11)

The probability of observing feature value x given class-
specific mean µ and standard deviation σ under a Gaussian
distribution is modeled in following manner. This likelihood
supports probabilistic classification for each flow.

P (x | µ, σ) = 1√
2πσ2

exp

(
− (x− µ)

2

2σ2

)
. (12)

The posterior probability that a flow with features x belongs
to a specific class, integrating both likelihood and prior prob-
ability using Bayes’ theorem, is defined as:

P (Class | x) = P (x | µClass, σClass) · P (Class)
P (x)

. (13)

The normalization constant P (x) ensuring that the posterior
probabilities across all classes sum up to one is:

P (x) = P (x | µNormal, σNormal) · P (Normal)

+ P (x | µMalicious, σMalicious) · P (Malicious) .
(14)

The reputation score R for a flow, scaling the posterior ma-
licious probability to a score between 0 and 10, which in-
fluences subsequent mitigation actions, is defined by the
following:

R = 10 · P (Malicious | x) . (15)

Equation (16) assigns the puzzle difficulty D according to
the calculated malicious probability. Higher risk results in
a more challenging proof-of-work puzzle for the source.

D =



5 (Very high), P (Malicious | x) > 0.8

4 (High), 0.6 < P (Malicious | x) ¬ 0.8

3 (Medium), 0.4 < P (Malicious | x) ¬ 0.6

2 (Low), 0.2 < P (Malicious | x) ¬ 0.4

1 (Very low), P (Malicious | x) ¬ 0.2

(16)

3.6. Mitigation using PoW and Game Theory

The construction of the hash input for puzzle generation,
concatenating flow attributes, and a nonce value before SHA-
256 computation, is formulated as:

H = SHA-256 (Src IP | Protocol | Flow duration

| R | Nonce) .
(17)

The condition for puzzle completion is stated in this way.
The hash output H must begin with D consecutive zeros,
signifying successful proof-of-work.

H[1 : D] = ”0 . . . 0” (D leading zeros) . (18)

The adaptive time threshold for solving the puzzle is modeled
by the following formula which integrates puzzle difficultyD,
current network load Nload, average solving time Tnormal avg,
and reputation score R weighted by coefficients α, β, γ, δ.

Tthreshold = αD + βNload + γTnormal avg − δR . (19)

Tab. 2. Description of the notation used.

Symbol Description

pi
Individual packet in the captured

traffic
F Set of all flows extracted from traffic
fj A single flow in the dataset
X =

{x1, x2, . . . , xm}
Feature set ofm data points (flows)

used for clustering

m
Total number of packets observed in

the interval

k
Number of features selected per
method during feature selection

F10 =
{f1, f2, . . . , f10}

Reduced set of ten most informative
features selected from the packet

stream

ai
Mean intra-cluster distance for data

point xi

bi
Mean nearest-cluster distance for

data point xi
si Silhouette score for data point xi

S
Overall silhouette score for

clustering

P (Normal | IPi)
Probability that traffic from source

IPi is normal
P (Malicious |
IPi)

Probability that traffic from source
IPi is malicious

R
Reputation score of a source (range

0 – 10)

D
Puzzle difficulty level assigned to a

source

H
Hash value used in proof-of-work

puzzle generation

N
Total number of unique source IP
addresses identified in the interval

Ri
Packet rate for the i-th source IP

address, measured in pps

Nload
Current network load during puzzle

assignment

Tsolve
Actual puzzle solving time for a

source host

Tthreshold
Maximum allowed puzzle solving
time based on system parameters

UA1, UA2

Expected utility values for attacker
strategies in the game-theoretic

model

The host status is determined in this way. If the puzzle is solved
within the threshold time, the host is normal. Otherwise, it is
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flagged as malicious.

Tsolve ¬ Tthreshold =⇒ Normal Host , (20)

Tsolve > Tthreshold =⇒ Malicious Host . (21)

The expected utility for the host, if it attempts to solve the
puzzle, considering both correct S1 and incorrect S2 system
classifications, is computed as:

UA1 = P (S1) · 10 + P (S2) · (−5) . (22)

The expected utility for the host, if it chooses not to solve
the puzzle, is once again based on the system classification
outcomes. These utility functions inform the optimal strategy
and support the mitigation decision.

UA2 = P (S1) · 0 + P (S2) · (−20) . (23)

Table 2 provides a consolidated overview of the mathematical
notation used throughout the study. It describes the symbols
used to represent packets, flows, feature sets, clustering mea-
sures, and reputation scores, thus ensuring consistency in the
formulation of equations.

4. Results and Discussion

Mininet is used to emulate the SDN environment, allowing for
the creation of a programmable network topology for realistic
testing. To simulate DDoS behavior, Hping3 is deployed to
generate legitimate and attack traffic.
The POX controller, an open source SDN controller, manages
network flows, applies predefined rules, and processes pack-
ets adaptively. Wireshark captures network traffic, offering
a detailed view of packet behavior and transmission patterns.
CICFlowMeter is then applied to extract flow-level statistics
which are later used to select key features for the detection
algorithm. The integration of these tools facilitates continu-
ous monitoring, traffic classification, and dynamic response
to network anomalies.

4.1. Analysis of Benchmark Datasets

The CICDDoS 2019 dataset, created by the Canadian Insti-
tute of Cybersecurity, provides a collection of real and attack
traffic across various DDoS types such as TCP, UDP, SYN
flood, and HTTP flood, as represented in Tab. 3. Captured
over several days in a controlled environment, it includes la-
beled flow data generated using CICFlowMeter, with more
than 80 features extracted per flow. This structure supports
the development and evaluation of both supervised and unsu-
pervised detection models. Due to its diversity and scale, the
data set is widely used in SDN security research to benchmark
anomaly detection techniques [19].
The InSDN dataset was generated within a realistic SDN
architecture, featuring a layered topology that separates da-
ta, control, and application planes, as shown in Tab. 4. The
testbed includes OpenFlow enabled switches, a centralized
POX controller, and a range of hosts that act as both normal
users and attackers. Traffic traces were captured from multiple
points in the network to reflect operational conditions. The da-

Tab. 3. CICDDoS 2019 dataset summary.

Parameter Value

Total duration 5 days
Total packets 50 million+
Attack types 12

Features extracted 84 flow-based attributes
Flow extraction tool CICFlowMeter

Data format PCAP and CSV
Label availability Benign / attack

Traffic type Normal and malicious

Tab. 4. InSDN dataset summary.

Parameter Value

SDN topology Layered (3 planes)
Controller POX (centralized)

Switch type OpenFlow-enabled
Attack types DDoS (SYN, UDP, ICMP), others

Total DDoS flows 291 330
Total DDoS packets 27 million
Feature extraction CICFlowMeter (80+ features)

Label classes Normal, DDoS, others
Traffic capture Multi-point, real/attack flows

ta set comprises labeled flow records that distinguish between
normal, DDoS, and other intrusion events, offering more than
80 statistical features per flow using CICFlowMeter. Attack
scenarios include volumetric floods and controller-targeted
exploits, all systematically varied in terms of their intensity
and duration [20].
The CICIoT 2023 data set was collected in a realistic smart
IoT lab environment using 105 diverse IoT devices, includ-
ing cameras, smart plugs, lights, and home automation con-
trollers, as illustrated in Tab. 5.
Data gathering focused on both benign traffic and malicious
activity, especially on DDoS attacks which were launched

Tab. 5. CICIoT 2023 dataset summary.

Parameter Value

Environment Smart IoT Lab (real devices)
Number of devices 105 IoT devices

Attack types DDoS attacks
Total DDoS rows 33 million

Traffic format PCAP (Wireshark), CSV
Feature extraction Flow-based, 50+ features

Label classes Normal, DDoS, other attacks
Attack tools Raspberry Pi Bots, scripts

Traffic capture Network tap
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by grouping multiple Raspberry Pi devices used as attack-
ers. Various types of DDoS attacks, such as UDP flood, TCP
flood, SYN flood, ICMP flood, and more advanced threats
such as ACK fragmentation and PSH-ACK flood, were exe-
cuted to target IoT devices. Network traffic was captured using
Wireshark in the pcap format via network taps that mirrored
all communication flows without impacting normal opera-
tions. After collection, the data were processed into CSV files
with their features extracted, resulting in a data set that cov-
ers 33 different attacks in seven categories and totaling over
33 million DDoS attack rows [21].

4.2. Mininet Setup Environment

The network is emulated using Mininet (as show in Fig. 2)
– a platform that is widely adopted for creating and testing
programmable network topologies in a controlled environ-
ment. The POX controller is used to manage flow rules and
dynamically control network behavior throughout the experi-
ment. The attached network represents a tree topology with
the POX controller at the root, connected to core switches S1
and S2, which branch out to the edge switches S3, S4, S5 and
S6, and finally connect to end hosts, with their designations
ranging from H1 to H100.
This hierarchical structure is commonly used in SDN experi-
ments to model scalable, realistic aggregation, and distribu-
tion of network traffic. The raw network traffic was initially
captured in pcap format using Wireshark to ensure compre-
hensive recording of all packets.
For the experiments, the range of IP addresses assigned to the
end hosts ranged from 10.0.0.1 to 10.0.0.100. Each host with-
in the topology was uniquely identified by its respective IP
address, ensuring clear mapping and traceability of network
flows during traffic generation and analysis. This configura-
tion enabled a precise evaluation of both normal and attack
scenarios across the network. The HPing3 tool was used to
generate both normal and attack traffic in the experimental
setup.
Normal flows simulated routine host communications, while
malicious traffic included various DDoS patterns such as TCP
SYN, UDP, and ICMP floods. The intensity and timing were
varied to test the detection system under various network con-
ditions. The resulting traffic was used to rigorously evaluate
the performance of the proposed detection framework.
Wireshark was used to capture the pcap files. These were
then processed by CICFlowMeter to extract detailed flow-
level features, resulting in CSV files suitable for machine
learning analysis. During the data preprocessing stage, label
encoding was applied to convert categorical variables to
numerical values, and any missing or duplicate entries were
systematically removed to maintain data quality.
To enhance the effectiveness of subsequent anomaly detection,
a feature selection process was conducted, narrowing the data
set to the ten most relevant attributes. The refined dataset was
then used for unsupervised clustering to identify anomalous
traffic patterns. The silhouette score is a metric that is widely
used for evaluating the quality of clustering in unsupervised
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Fig. 2. Mininet topology with 100 hosts.

Tab. 6. Performance evaluation of the silhouette score.

Dataset Agglomerative K-means IF

CICDDoS 2019 0.7084 0.6016 0.5393
InSDN 0.8658 0.3579 0.4203

CICIoT 2023 0.8253 0.2669 0.4114
Mininet 0.9558 0.8023 0.2473

learning. It is computed for each data point as the difference
between the mean nearest-cluster distance and the mean intra-
cluster distance, divided by the maximum of these two values:

si =
bi − ai
max(ai, bi)

, (24)

where ai represents the average distance between a point
and all other points in its assigned cluster and bi denotes the
lowest average distance to points in any other cluster.
The overall score is the average of si across all data points. A
silhouette score close to 1 indicates that clusters are well sepa-
rated and compact, while values near zero suggest overlapping
or ambiguous clusters. Negative values indicate potential mis-
classification. Therefore, higher silhouette scores signify more
effective clustering.
Table 6 and Fig. 3 present the silhouette scores obtained for
different algorithms, including agglomerative clustering, K-
means, and isolation forest with three benchmark datasets and
real-time emulation using Mininet. Agglomerative cluster-
ing consistently achieves the highest silhouette scores in all
datasets, with values of 0.7084 for CICDDoS 2019, 0.8658 for
InSDN, 0.8253 for CICIoT 2023, and 0.9558 for the Mininet
emulation.
In contrast, K-means and isolation forest yield significantly
lower scores, particularly in the case of InSDN and CICIoT
2023 datasets. Consistently high silhouette scores achieved
by the proposed approach further validate its effectiveness
for real-time DDoS attack detection and traffic analysis.
The Davies-Bouldin (DB) index is a metric that is common-
ly used to assess clustering performance, as it measures the
average similarity between each cluster and its most similar
cluster. It is defined as the ratio of scatter to between-cluster
separation between clusters for all clusters. Lower DB in-
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Fig. 3. Performance evaluation using silhouette score.

Tab. 7. Performance evaluation of Davies-Bouldin index scores.

Dataset Agglomerative K-means IF

CICDDoS 2019 0.5139 0.7809 2.9820
InSDN 0.0951 1.4336 2.3158

CICIoT 2023 0.2932 1.8647 3.0906
Mininet 0.0392 0.1766 3.0786

dex values indicate better clustering as they reflect compact
clusters with greater separation from each other.
The DB index for a clustering solution with k clusters is
calculated as follows:

DB =
1
k

k∑
i=1

max
j ̸=i

(
Si + Sj
Mij

)
, (25)

whereSi andSj are the average distances between all points in
i and j and their respective centroids, andMij is the distance
between the centroids of clusters i and j.
Table 7 and Fig. 4 present the Davies-Bouldin index scores
for agglomerative clustering, K-means, and isolation forest
approaches. Agglomerative clustering consistently achieves
the lowest values of the DB index, with scores of 0.5139
for CICDDoS 2019, 0.0951 for InSDN, 0.2932 for CICIoT
2023, and 0.0392 for Mininet. In comparison, K-means and
isolation forest yield higher DB index values, reflecting less
compact and poorly separated clusters, particularly for the IoT
and InSDN datasets. The consistently low DB index achieved
by agglomerative clustering highlights its effectiveness for
DDoS attack detection in SDN and IoT environments.
The Calinski-Harabasz (CH) index, also known as the vari-
ance ratio criterion, is a standard metric relied upon for eval-
uating clustering performance. It is defined as the ratio of
between-cluster dispersion to within-cluster dispersion:

CH =
Tr(Bk)
Tr(Wk)

· n− k
k − 1 , (26)

where Tr(Bk) is the trace of the dispersion matrix, Tr(Wk) is
the trace of the dispersion matrix, n is the number of samples
and k is the number of clusters.
Higher CH index values indicate better clustering with well-
separated and compact groups.
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Fig. 4. Performance evaluation using Davies-Bouldin index.

Tab. 8. Performance evaluation of Calinski-Harabasz index scores.

Dataset Agglomerative K-means IF

CICDDoS 2019 9832.68 7402.58 718.94
InSDN 56297.22 3443.00 1074.22

CICIoT 2023 264.94 1816.02 528.59
Mininet 13902.40 84479.42 129.07
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Fig. 5. Performance evaluation using the Calinski-Harabasz index.

Table 8 and Fig. 5 show that agglomerative clustering achieves
high CH index scores across most datasets, especially in
InSDN and Mininet, suggesting strong cluster separation and
compactness.
Figure 6 presents the distribution of the reputation scores as-
signed during the detection process. The histogram shows
that the majority of traffic flows are concentrated around
reputation scores between 9 and 10, with the highest frequen-
cies observed being close to 9.5. This pattern indicates that
most observed flows represent malicious traffic, reflecting the
prevalence of benign or ambiguous traffic in the dataset.
Only a small number of flows receive reputation scores below
9. The spread and shape of the distribution support the ef-
fectiveness of the reputation scoring mechanism, proving its
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Tab. 9. Simulation parameters used to analyze the proposed system.

Parameter Description Value

Number of
clusters k

Partitioning of
dataset into groups 2

Linkage criterion Rule for merging
clusters Ward

Affinity /
Distance metric

Distance computation
method Euclidean

Compute full tree Construction of
complete hierarchy True

Compute
distances

Store distances
between merged

clusters
True

Silhouette score Measure of clustering
quality 0.95

effectiveness in distinguishing between typical background
traffic and potential threats in the SDN environment.
Table 9 summarizes the hyperparameter settings for agglomer-
ative clustering. The configuration with k = 2, Ward linkage
and Euclidean distance achieved the highest silhouette score
of 0.95. These parameter choices ensured effective cluster
separation and classification of benign and malicious flows.
The distribution of reputation scores among the three source
IP addresses identified during DDoS detection experiments
is shown in Fig. 7. The chart provides a visual comparison of
how individual IP addresses are assessed by the reputation-
based detection framework, which is a central component of
the proposed mitigation strategy.
In this analysis, each color-coded bar represents the repu-
tation score assigned to a specific source IP, reflecting its
observed behavior within the network during both normal
and attack scenarios. The green bar for IP 10.0.0.2 indicates
a reputation score of 2.61, which is relatively benign based
on its traffic characteristics and the probability of malicious
activity derived from model analysis. On the contrary, the red
bars for IPs 10.0.0.3 and 10.0.0.5 correspond to substantially
higher reputation scores of 9.75 and 9.99, respectively.
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Fig. 7. Source IPs by reputation score.
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The evaluated difficulty levels assigned to the top five source
IP addresses observed during the DDoS mitigation experiment
in the emulated SDN environment are presented in Fig. 8.
Each point on the graph represents a unique source IP, with
its corresponding difficulty score, as determined by the game
theory PoW mechanism integrated within the mitigation
framework.
The plotted line connects the five IP addresses (10.0.0.1,
10.0.0.2, 10.0.0.3, 10.0.0.4, and 10.0.0.5), facilitating visual
comparison of difficulty allocation between sources. The
difficulty score reflects the level of challenge imposed on each
source when attempting to transmit further traffic, with higher
values denoting a greater degree of suspicion of malicious
intent.
To distinguish between benign and potentially malicious traf-
fic, the data points are color coded: green dots correspond to
source IPs 10.0.0.1, 10.0.0.2, and 10.0.0.4, which are classi-
fied as benign, while red dots indicate sources that have been
assigned high difficulty scores (10.0.0.3, 10.0.0.5) based on
their behavior and are identified as malicious. This differenti-
ation is derived from the Bayesian reputation score and the
probability of malicious activity, as outlined in the methodol-
ogy. When the calculated probability that an IP is malicious
exceeds a specified threshold, the system responds by increas-
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Tab. 10. Analysis of the execution time of proposed methodology.

Stage Description Average
time [s]

Feature
selection

(one-time)

Identification of the top
10 features from

80+ attributes
12 – 15

Clustering Agglomerative clustering
of traffic flows 1.5 – 2.0

Reputation
scoring

Bayesian probability and
reputation computation 0.8 – 1.2

Puzzle
assignment

and mitigation

Difficulty allocation and
enforcement at controller 0.7 – 1.3

Total per
monitoring

cycle

The periodic cycle includes
clustering, reputation

scoring, and mitigation,
while the one-time feature
selection phase is excluded

3 – 5

ing the difficulty level, thus slowing or restricting the actions
of these suspicious hosts.
The results discuss patterns about how the detection and mit-
igation system works in practice. The high values seen in
the silhouette and the CH index show that once the system
processes and selects key features from the network data, it
is able to group normal and attack traffic with clear bound-
aries. This means that the approach is successful not just with
one kind of data, but across different types of network envi-
ronments, including complex IoT setups and simulated SDN
traffic, where network behavior is often unpredictable.
One key insight is that the agglomerative clustering method
consistently forms well-separated groups, even in datasets
where attacks might be less comparable to normal traffic. This
is important because, in real-world networks, attack patterns
change constantly, and normal traffic can take many forms.
The system’s performance suggests that it can keep up with
these changes, making it a flexible option for real deployments.
In situations where other models, such as K-means or isolation
forest, do not distinguish normal and malicious activity, this
approach continues to find reliable clusters.

4.3. Processing Time Analysis

The computational efficiency of the proposed methodology
was evaluated alongside the clustering performance, measured
using the silhouette score represented in Tab. 10.
The feature selection phase, executed once during initial-
ization, required approximately 12 to 15 s when applied to
data sets with more than 80 flow-level attributes. From this
pool, the proposed methodology consistently retained only
10 highly discriminative features, reducing dimensionality,
and improving efficiency. As feature selection is a one-time
process, it is excluded from periodic execution, thus eliminat-
ing redundant overhead. Each monitoring cycle, comprising
clustering, reputation scoring, and PoW puzzle assignment,

was completed in 3 to 5 s. The reduced feature set further
improves scalability, and future optimization through paral-
lelization or GPU acceleration could enhance performance in
larger topologies with heavy traffic.
The authors of [3] used a whale optimization algorithm-based
clustering (WOA-DD) for the detection of DDoS in SDN,
achieving moderate adaptability but reporting higher false
positives, with cluster compactness metrics not exceeding
a silhouette score of 0.70 in comparable scenarios. In [4], an
entropy-based method is used that achieved detection rate
improvements of 6.25 to 20.26% for high-rate attacks, but
suffered a notable drop in accuracy for low-rate attacks, with
false positive reductions limited to a level between 64.81
and 77.54%. The authors of [5] applied K-means clustering
in a semi-supervised setting, which yielded faster classifi-
cation but lower clustering cohesion, with silhouette scores
around 0.60 and DB index values above 0.78. In [6] CAPoW,
a context-sensitive AI-assisted PoW framework was devel-
oped, reaching a classification accuracy level of 96%, but
without unsupervised anomaly detection, which resulted in
no silhouette or Davies–Bouldin benchmarks for heteroge-
neous datasets. The authors of [8] proposed a dynamic game-
theoretic defense in SDN that reduced attack traffic by more
than 90%, but lacked integrated multi-feature selection and
clustering for early detection.
On the contrary, the proposed hybrid approach achieved
silhouette scores of 0.8658 for InSDN and 0.9558 for Mininet,
with low DB index values of 0.0951 and 0.0392, and high
CH index scores exceeding 56 000 for InSDN and 13 900
for Mininet, ensuring clearer separation between attack and
legitimate traffic with minimal false positives.

5. Conclusions

The proposed framework integrates multimethod feature se-
lection, unsupervised anomaly detection, and adaptive game-
theoretic mitigation to protect against DDoS attacks in SDN
environments. Evaluations performed using CICDDoS 2019,
InSDN, CICIoT 2023, and Mininet emulation confirmed its
effectiveness, with agglomerative clustering achieving low
DB index values of 0.0951 for InSDN and 0.0392 for Mininet,
together with high CH scores that indicate clear separation
between legitimate and malicious traffic.
The adaptive PoW mechanism, guided by posterior proba-
bility using reputation scores, ensured that only malicious
IP sources obtained a high reputation score of 9.99 with
IP 10.0.0.5 that failed the puzzle threshold and triggered
targeted defense, while benign hosts, like IP 10.0.0.2 with
a score of 2.61, experienced minimal challenge and offered
uninterrupted service. This selective, multilayered approach
achieved minimal false positives, adapted effectively to miti-
gate malicious traffic, and demonstrated strong readiness for
deployment in practical programmable networks, with the
game-theoretic model providing one of the most effective
strategies for allocating defense resources efficiently while
keeping legitimate network activities unaffected.
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Abstract  The growing popularity of on-demand pay-as-you-go
subscription models for online cloud computing requires in-
creasing amounts of resources to ensure adequate quality of
services. However, to satisfy the strong demand for these services,
cloud infrastructure providers continue to scale up their data
centers. This scaling often lacks an optimal resource manage-
ment approach, thus leading to inefficiencies, excessive energy
consumption, and higher costs. This creates challenges in the
virtual machine placement (VMP) process focusing on identi-
fying efficient ways for assigning virtual machines to physical
hardware. This paper introduces a hybrid cuckoo search bat
algorithm (HCS-BA) to solve VMP in heterogeneous cloud en-
vironments. The suitability of the cuckoo search algorithm for
global searches is combined with the local refining capacity of the
bat algorithm, therefore optimizing both energy consumption
and resource utilization. The results of simulations carried out
in Matlab and CloudSim for scalability testing demonstrate that
HCS-BA outperforms both individual algorithms. It reduces
energy consumption and improves resource utilization.
Keywords  bat algorithm, cloud computing, cuckoo search algo-
rithm, virtual machine placement

1. Introduction
Cloud computing is an evolving technology that offers, over
the Internet, a vast majority of services to a large number of
clients. These services can be obtained on demand, without
any interaction with the cloud provider, via the pay-as-you-go
model which turns computing resources into business assets
and allows to charge consumers for the capacity they have
used.
As cloud services continue to evolve, the demand for larger
and more efficient data centers is booming. These facilities
require massive computing, networking, and data storage ca-
pacities to support various applications with the expected
quality of services. Consequently, the growing reliance on
cloud environments is driving the construction of new, more
advanced data centers. However, this rapid expansion intro-
duces significant challenges, including high energy consump-
tion, resource usage inefficiencies, and network bandwidth
limitations [1]–[3].
Virtualization has become the cornerstone of cloud com-
puting, allowing physical resources to be efficiently shared

among multiple users through virtual machines (VMs). These
virtual machines run on physical hardware housed within data
centers, leading to significant improvements in resource uti-
lization [4]. However, this advancement also creates new chal-
lenges, most notably the virtual machine placement (VMP)
problem. Therefore, addressing VMP has become essential
for enhancing the performance and efficiency of cloud infras-
tructure.

The VMP problem involves mapping VMs to physical ma-
chines (PMs) within a cloud data center. It is a key considera-
tion in how these data centers operate and plays a crucial role
in cloud computing, as it significantly affects performance and
costs. Placing virtual machines without optimization can re-
sult in significant inefficiencies such as underutilized servers,
increased energy consumption from running unnecessary
PMs, and idle servers that waste power.

As cloud services continue to grow and demand for comput-
ing resources increases, VMP has become a major area of
interest for both researchers and practitioners. This challenge
has been studied from various perspectives, with many ap-
proaches aiming to minimize energy use and improve overall
system efficiency. Despite the often conflicting objectives,
the diversity in strategies has led to a wide range of models,
frameworks, and algorithms [5], [6].

Given the complexity of the VMP problem and its impact
on efficiency, researchers have turned to heuristic and meta-
heuristic algorithms to find near-optimal solutions. Various
approaches have been widely adopted, including ant colony
optimization [2], whale optimization [7], cuckoo search algo-
rithm (CSA) [8], and bat algorithm (BA) [9]. Furthermore,
researchers have combined techniques such as hybridization
of flower pollination with particle swarm optimization to take
advantage of the features of multiple algorithms [4].

Over the years, both BA and CSA have been applied to
a wide range of optimization problems, including VMP. The
cuckoo search algorithm is known for its strong exploration
capabilities, thanks to the Lévy flight mechanism [10], while
BA effectively balances exploration and exploitation using
adaptive parameters such as loudness and pulse rate [11].
These strengths have made both algorithms popular in the
face of complex challenges. However, despite their proven
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potential, there has been relatively little research focused on
combining these two algorithms for VMP-related tasks. While
each excels in different aspects (CSA in broad exploration and
BA in fine-tuned exploitation), their hybridization remains
largely unexplored.
Merging their complementary features could offer a promising
solution to common issues, for instance premature conver-
gence or getting caught in local optima. Exploring this hybrid
approach could open new avenues to improve the efficiency
and effectiveness of VMP in cloud environments.
In this paper, a hybrid algorithm has been proposed balancing
the exploitation capabilities of BA with the exploration apti-
tude of the Lévy flight-relying CS algorithm (HCS-BA). This
hybrid method is designed to optimize VMP in cloud com-
puting environments while simultaneously reducing energy
consumption and improving resource utilization.
The rest of this paper is organized as follows. Section 2
discusses related work. Problem formulation is introduced in
Section 3 and the HCS-BA algorithm is described in Section
4. Section 5 presents and discusses the experimental results.
The paper is concluded in Section 6.

2. Related Work

The process of selecting a VM that should be assigned to
given physical machine (PM) is known as virtual machine
placement. This task becomes challenging due to factors such
as the scale and complexity of the cloud environment, which
bring concerns such as efficient resource utilization, energy
consumption, and overall system performance. To address
these challenges, researchers have proposed a wide range of
techniques, ranging from heuristic and metaheuristic methods
to hybrid approaches, all aiming to find smarter and more
efficient placement strategies.
Existing methods, such as flower pollination optimization
(FPO) and particle swarm optimization (PSO), often struggle
with local optima and result in inefficient resource utiliza-
tion. To overcome the drawback of both algorithms, a nov-
el multi-objective algorithm has been developed, known as
hybrid particle swarm with Lévy flight flower pollination
optimization (HPSOLF-FPO), being a hybrid of PSO with
Levy flight and flower pollination, to minimize the time need-
ed for the mapping of VM to PM, energy consumption, and
resource waste [4]. It takes advantage of the exploitation
strength of PSO and exploration strength of FPO, resulting in
an improvement in all performance metrics. Unfortunately,
HPSOLF-FPO still suffers from some limitations, mainly the
congestion problem, meaning that too many VMs are allocat-
ed to a single PM. Local optima pose a challenge too, as they
cannot be solved even with the help of Lévy flight.
In [12], an innovative method to address the high energy
demands of cloud data centers has been introduced, i.e. a hy-
brid VMP algorithm that integrates a genetic algorithm for
permutation-based optimization problems (IGA-POP) with
a multidimensional resource-aware best fit (BF) allocation
strategy. This combination reduces the number of active phys-

ical servers, leading to significant energy savings, and si-
multaneously reduced resource waste. IGA-POP balances
exploration and exploitation within the optimization process,
while BF strategy ensures the efficient use of critical resources
such as CPU, RAM, and network bandwidth. The experi-
mental results highlight its superiority in terms of energy
efficiency and resource utilization, compared to traditional
heuristic and metaheuristic approaches.
The problem of reducing energy consumption for dynamic
virtual machine placement in cloud data centers has been
tackled in [13]. The authors proposed an ant colony system
(ACS) that was enhanced with designed heuristics. This
approach dynamically adapts to workload fluctuations and
prioritizes utilizing active PMs over activating new ones, thus
minimizing total energy use. Improvements in precision and
efficiency have been observed when a problem is defined as
a constrained combinatorial optimization problem. Extensive
simulations demonstrate that the proposed ACS outperforms
traditional methods, such as first-fit decreasing (FFD) and
existing ACS-based strategies across small- to large-scale
data centers.
Paper [8] introduced an advanced optimization technique for
efficient allocation of virtual physical machines. By improv-
ing the cuckoo search algorithm (CSA) from [14], with cost
and perturbation functions, the study addresses resource uti-
lization, reducing the number of active PMs and energy usage.
The proposed approach ensures minimal resource waste while
avoiding server overload. Experiments on benchmark datasets
reveal its superiority to traditional methods, as it achieves re-
duced energy consumption and fewer active servers while
maintaining fast task execution.
In the context of hybridization, the method combining flower
pollination optimization (FPO) and the Pareto front module of
the nondominated classification genetic algorithm (NSGA-II)
was used to address the VMP problem in [15]. The proposed
FP-NSO algorithm, along with a bio-VMP framework that
helps allocate VMs to PMs, optimizes multiple objectives,
including maximizing resource utilization and minimizing
power consumption, hence reducing carbon emissions in
cloud data centers.
Another proposal, the GATA algorithm [16], is a hybrid ap-
proach that combines the genetic algorithm (GA) and the
tabu search (TS). The optimization objectives focus on reduc-
ing energy consumption and improving the balance of load
across data center resources. To enhance GA’s local search
capabilities, TS has been used as a mutation operator, prevent-
ing premature convergence and increasing solution diversity.
Experimental evaluations show that GATA outperforms the
traditional GA, simulated annealing (SA) and ACS-based
methods, achieving better energy efficiency, more balanced
resource utilization, and competitive execution times.
A VMP method using an enhanced cuckoo search (ECS) was
explored in [17]. The ECS integrates strategies such as Lévy
flights for local and global exploration, “effective overload
detection”, “VM selection policies”, and a status index for
resource utilization. Optimization objectives are minimiz-
ing energy consumption, SLA violations, and VM migrations
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while maximizing resource utilization. Experiments were
conducted using CloudSim, and real workload traces demon-
strated the superiority of ECS over other solutions, such as
genetic, optimized firefly search (OFS) and ant colony (AC)
algorithms, achieving significant energy savings, reduced
SLA violations and optimized VM placements. However,
even with Lévy flights, CS tends to over-explore, meaning
that local optima exploitation may be weak.
An approach called multi-objective bat algorithm with decom-
position (MOBA/D), presented in [9], addressed minimizing
energy consumption and reducing network traffic. Unlike tra-
ditional methods, MOBA/D leverages a decomposition-based
strategy to divide the VMP into smaller subproblems, solv-
ing them individually for improved efficiency with another
technique that allows for the discretization of continuous val-
ues, meaning that it lets them deal with the VMP problem
more efficiently.
The authors compared the performance of MOBA/D with that
of established multiobjective algorithms such as MOEA/D,
NSGA-II, and memetic MOEA across various scenarios. Ex-
perimental results demonstrate that MOBA/D outperforms
these algorithms in terms of Pareto front solutions and exe-
cution time.
Despite significant advances in VMP algorithms, existing
methods often suffer from limitations such as premature
convergence to local optima, inefficient resource utilization,
slow convergence speed, unstable exploitation, and weak
exploration capabilities.
Study [18] introduced a hybrid approach that combines BA
with the CSA to improve task scheduling in cloud settings. In
this method, tasks are first ranked using BA and then CS is
applied to assign these tasks to virtual machines in a way that
balances the workload. The approach was tested in CloudSim
and compared with other metaheuristics, showing that HB-
CSA achieved better load distribution, improved scheduling
efficiency, and more effective VM utilization.
However, the HB-CSA framework was designed specifically
for task scheduling and does not address the broader challenge
of VMP in heterogeneous cloud data centers. VMP brings
additional complexity, as it involves diverse host resources,
multidimensional constraints like CPU, memory, and storage,
as well as energy consumption considerations. Importantly,
heterogeneity and energy optimization were not central to the
HB-CSA study, leaving room for approaches that explicitly
address these issues. In this context, this paper aims to address
these gaps by developing a hybrid algorithm that integrates BA
with the CS algorithm for VMP. This combination leverages
BA exploitation capabilities with efficient CSA exploration
with Lévy flight.

3. Problem Formulation

We consider a cloud environment made up of a set of physical
and virtual machines, each with varying resource capacities.
The objective is to find the optimal placement of virtual

machines in PMs in a way that maximizes resource utilization
while minimizing energy consumption.
We have the following sets which define our model:

PM = {PM1, PM2, . . . , PMn}: set of physical machines

VM = {VM1, V M2, . . . , V Mm}: set of virtual machines

RVMj = {CPUj ,RAMj , Storagej}: resource requirements of VMj

CPMi = {CPUi,RAMi, Storagei}: capacity of physical machinei

UCPU = CPU usage of a physical machine
URAM = RAM usage of a virtual machine
UStorage = storage usage of a virtual machine

3.1. Resource Model

The resource model describes how CPU, RAM, and storage
usage rates are calculated and utilized in relation to their
respective usages.
Resource utilization for each host is defined as:

Total RAM usage =
m∑
j=0

RAMj , (1)

Total CPU usage =
m∑
j=0

CPUj , (2)

Total storage usage =
m∑
j=0

Storagej , (3)

UCPU =

(
Total CPU usage

CPU total capacity

)
× 100 , (4)

URAM =

(
Total RAM usage

RAM total capacity

)
× 100 , (5)

UStorage =

(
Total storage usage

Storage total capacity

)
× 100 . (6)

The overall utilization across hosts is calculated as the average
utilization of CPU, RAM, and storage is:

Resource
utilization =

n∑
i=0
UCPUi +

n∑
i=0
UStoragei +

n∑
i=0
URAMi

3
, (7)

with the following constraints:
m∑
j=0

CPUj ¬ CCPU
PMi , (8)

m∑
j=0

Storagej ¬ C
Storage
PMi , (9)

m∑
j=0

RAMj ¬ CRAM
PMi . (10)

3.2. Energy Model

The energy model estimates the power consumption of each
host based on its utilization of resources. For every physical
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machine, energy usage is calculated in the following way:

Ehost = Uidle + (Umax − Uidle)

· (αcpu · Ucpu + βram · Uram + γstorage · Ustorage) ,
(11)

where:Uidle is idle energy consumption,Umax is energy con-
sumption in active state, αcpu, βram, γstorage are weights for
CPU, RAM, and storage contributions to energy consumption.
Total energy consumption can be modeled as follows:

Total energy =
n∑
i=0

Ehosti . (12)

3.3. Fitness Function

Energy consumption and resource utilization can be grouped
into one single fitness function:

Fitness function = α · energy+
1

β · Resource utilization
, (13)

where α – weight for the energy component, β – weight for
resource utilization.

4. Proposed Approach
In this investigation, both nests and bats are represented using
a matrix M, which captures all potential solutions (Fig. 1). In
this matrix, rows correspond to PMs and columns correspond
to VMs. Each matrix represents a unique way to assign VMs
to PMs, effectively illustrating different placement strategies.
For each solution, H × V binary matrix is generated, where
the solution [i, j, k] a ∈ A[0, 1] indicates VM k assigned to
host j in the nest or bat i.

4.1. Overview of the Cuckoo Search Algorithm

The cuckoo search algorithm mimics the behavior of cuckoo
birds. Cuckoo birds rely on other birds nests to lay their eggs
rather than building their own. The host bird might identify
the intruding egg, so once that happens, birds either build new
nests or simply remove the egg. In a nest, each egg represents
a solution, and the cuckoo egg represents a new and good
solution. The host bird identifies the cuckoo egg with the
probability of Pa, so the higher the probability, the higher
the chance of the egg being removed [10], [19].
A Lévy flight is a random walk-in which step-lengths are
calculated according to a heavy-tailed probability distribution
[10], [19]. This helps prevent premature convergence and
being stuck in local optima. This behavior is especially useful
in optimization, because it allows the algorithm to explore
the search space more efficiently.

M =



VM1 VM2 VM3 VM4 VM5 VM6 VM7 VM8 VM9 VM10
PM1 1 0 1 0 0 0 1 0 0 0

PM2 0 1 0 0 0 1 0 1 0 0

PM3 0 0 0 1 0 0 0 0 0 0

PM4 0 0 0 0 1 0 0 0 0 0

PM5 0 0 0 1 0 0 0 0 1 1


Fig. 1. Example of VM-PM allocation matrix.

When applied to the VMP problem, each nest can be viewed
as a possible allocation of virtual machines to physical hosts.
Through the use of Lévy flights, CS is able to make occasional
long jumps in the search space, which allows it to explore
diverse placement possibilities and avoid being trapped in
local optima. Over time, it discovers more effective VM
placements by using a Pa probability to determine whether
to keep or discard a given solution.
This strong exploratory ability makes the algorithm highly ef-
fective in discovering promising global solutions in complex
and heterogeneous environments. However, because CS em-
phasizes global exploration, it often converges more slowly
and lacks strong local exploitation capabilities, which means
it may not always fine-tune solutions efficiently once good
regions of the search space are found.

Algorithm 1 Cuckoo search using Lévy flight
1: Input: population size Npop, iterations Niter, hostsH ,

VMs V , abandonment rate Pa, fitness weights α, β,
resource constraints.

2: Output: Best solution Sbest and its fitness
3: Generate resource capacities for hosts
4: Assign random requirements to each VM
5: Initialize population:
6: Generate H × V binary matrix nests[i, j, k] ∈ {0, 1}
7: for each nest do
8: Randomly assign each VM to one host
9: end for

10: Validate VM assignments and adjust overloaded hosts
11: for iter = 1 to Niter do
12: for each nest do
13: Evaluate fitness via Eq. (13)
14: Update Sbest if improved
15: if rand > Pa then
16: Apply Lévy flight for exploration
17: else
18: ReplacePa worst nests with new random ones
19: end if
20: Validate VM assignments and adjust overloaded

hosts
21: end for
22: end for
End

The Algorithm 1 with Lévy flight begins by initializing the
problem parameters, such as the number of hosts and VMs,
population size (nests), number of iterations, and fitness
weights. Each nest represents a possible solution (a binary
matrix), where each 1 indicates that a specific VM is placed
on a specific host. The initial population of nests is created
by randomly assigning VMs to hosts. The algorithm then
checks for valid placements and adjusts any overloaded hosts
to ensure feasibility. Adjusting overallocated hosts can be
achieved by preventing PMs from hosting new VMs which
exceed the total capacity of the PM using Eqs. (8)–(10).
During each iteration of the algorithm, the fitness of every
candidate solution (or nest) is evaluated on fitness function
with energy and resource utilization serving the role of param-
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eters. If a solution outperforms the current best, it becomes the
new reference point Sbest. To maintain exploration and avoid
premature convergence, the algorithm introduces randomness
through two strategies governed by probability Pa.
With a chance higher than Pa, a Lévy flight is applied to
explore new and potentially better placements by making large
or small shifts in the VM-to-PM assignment. Otherwise, the
algorithm abandons the least promising solutions and replaces
them with new randomly generated ones to increase diversity
in the population. After these updates, the algorithm ensures
that all assignments are valid and adjusts any overloaded
hosts accordingly. This process repeats over a set number
of iterations, gradually refining the solutions, and finally
returning the best one found.

4.2. Overview of the Bat Algorithm

Bats rely on a type of sonar called echolocation to figure
the distance between them and their prey. They travel in the
search space using a set of parameters [11]:
• Velocity: bats randomly move in the search space with Vi.
• Position: bats move from one position to another, repre-

sented by Xi.
• Frequency range: defines the lower and upper bounds of

frequency and controls the range of velocity adjustments
for bats.
• Loudness: represents the initial loudness of bats, controls

step size and convergence behavior, and typically decreases
over iterations as bats approach their prey.
• Pulse emission rate: defines the initial rate of pulse emission

and increases as the algorithm progresses, promoting local
exploitation.

In the BA applied to VMP, each bat represents a possible
solution, essentially a way of assigning virtual machines to
physical machines. Bats “fly” through the solution space by
adjusting their positions (placements) based on jumps instead
of velocity to make the problem discrete.
Instead of moving the bat in certain direction with a specific
velocity, we use the jump variable which helps us move a VM

M =



VM1 VM2 VM3 VM4 VM5 VM6 VM7 VM8 VM9 VM10
PM1 1 0 1 0 0 0 1 0 0 0

PM2 0 1 0 0 0 1 0 1 0 0

PM3 0 0 0 1 0 0 0 0 0 0

PM4 0 0 0 0 1 0 0 0 0 0

PM5 0 0 0 1 0 0 0 0 1 1



Jump↓
M′ =



VM1 VM2 VM3 VM4 VM5 VM6 VM7 VM8 VM9 VM10
PM1 0 0 0 1 0 0 0 0 0 0

PM2 0 0 1 0 1 0 0 0 1 0

PM3 1 1 0 0 0 1 0 1 0 1

PM4 0 0 0 1 0 0 1 0 0 0

PM5 0 0 0 0 0 0 0 0 0 0


Fig. 2. Example of a discrete VM migration jump.

Algorithm 2 Bat algorithm flowchart
1: Input: population size Npop, max iterations Niter,

weights α, β, loudnessA, pulse rate r, fmin, fmax, max-
Hops, minHops, abandonment rate Pa, and resource con-
straints

2: Output: Best solution Sbest and its fitness
3: Generate resource capacities for hosts
4: Assign random requirements to each VM
5: Initialize population:
6: Generate H × V binary matrix bats[i, j, k] ∈ {0, 1}
7: for each bat do
8: Randomly assign each VM to one host
9: end for

10: Validate VM assignments and adjust overloaded hosts
11: for iter = 1 to Niter do
12: for each bat do
13: Generate frequency f ∈ [fmin, fmax]
14: Update VM assignments via frequency-guided

jumps
15: Evaluate fitness using Eq. (13)
16: if fitness improved then
17: Update global best solution
18: end if
19: if rand > r then
20: Perform local random walk around

best solution
21: Fine-tune using A-scaled adjustment
22: end if
23: if rand < A then
24: Decrease A and increase r
25: end if
26: Validate VM assignments and adjust

overloaded hosts
27: end for
28: end for
End

from one PM to another. Each bat is considered a candidate
solution to the problem. The jump is calculated as follows:

jump = minHops+ random(maxHops−minHops+ 1) ,
(14)

whereminHops represents the minimum number of hops,
maxHops represents the maximum number of hops, random
picks a number between 0 and (maxHops−minHops+1).
The bat algorithm also uses frequency, loudness, and pulse
rate to control exploration and exploitation. These parameters
control how much the bat explores new solutions or fine-tunes
existing ones. At each step, a bat can explore globally or
exploit locally, depending on how good the current solution is
and how close it is to the best one found so far. Over time, bats
naturally focus more on promising areas. The best solution
discovered during this process is returned as the optimal
placement.
Overall, BA is particularly effective in fine-tuning solutions.
Its adaptive use of loudness and pulse emission rate allows it
to gradually shift focus toward promising regions of the search
space, making it well suited for refining virtual machine place-
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ments once good candidates are found. Unfortunately, this
strength comes with a limitation. Because the algorithm em-
phasizes local search, it can sometimes converge too quickly
and miss better global solutions. In large and heterogeneous
cloud environments, this tendency toward premature con-
vergence highlights the need to complement the BA with
stronger exploratory capabilities.
The BA shown as Algorithm 2 starts by setting up the cloud
environment defining the resource capacities of each physical
host and the demands of each virtual machine. Each bat
in the population represents a possible way to place VMs
onto hosts, initialized randomly using a binary matrix. VM
placement is validated and overallocation is adjusted by
preventing PMs from hosting new VMs that exceed the total
capacity of the PM using the constraints (8)–(10). Then, the
algorithm enters its main loop. Here, each bat updates its
position using a frequency value, which guides how it shifts
VM assignments.
Each updated solution is evaluated using fitness functions
that consider energy efficiency and resource utilization. If
a bat discovers a better solution, it becomes the new global
best. Occasionally, if a random chance exceeds the bat’s
pulse rate, it performs a local search near the current best
solution, fine-tuning it slightly based on its loudness. Then,
with a probability based on A, the algorithm decides whether
to accept the new solution. If accepted, it simulates a bat
coming closer to its prey by decreasing the volume and
increasing pulse rate, which gradually shifts the bat’s behavior
toward exploitation. Finally, it checks and adjusts the VM
assignments to ensure that no host is overloaded.

4.3. Hybrid Cuckoo Search-Bat Algorithm (HCS-BA)

The major strength of the proposed hybrid cuckoo search-bat
algorithm (HCS-BA) shown as Algorithm 3, is not just the
combination of two metaheuristics, but the way in which this
integration is structured to address the specific challenges of
VMP in heterogeneous cloud environments.
While hybrid metaheuristics are common in the literature,
most of them follow a sequential or operator-level fusion that
often inherits the weaknesses of both methods. In contrast,
HCS-BA employs a competitive, parallel design that pre-
serves the independent search behavior of each algorithm
and leverages their complementary strengths through a best-
solution selection strategy. This ensures that the algorithm
avoids premature convergence through explorations, while al-
so accelerating refinement once promising solutions emerge
through exploitation.
HCS-BA starts by generating the resource capacities (CPU,
RAM, storage) for each physical host and assigning random
requirements to the virtual machines. Two separate popula-
tions are initialized: one for CS (nests) and one for BA (bats),
with each individual represented as a binary matrix indicating
VM-to-host assignments.
The main loop runs for a set number of iterations. In the CS
phase, the solution of each nest is evaluated using the fitness
function. If a solution outperforms the current best, it becomes

Algorithm 3 HCS-BA scheme
1: Input: population size Npop, max iterations Niter,

weights α, β, loudnessA, pulse rate r, fmin, fmax, max-
Hops, minHops, abandonment rate Pa, and resource con-
straints

2: Output: Best solution Sbest and its fitness
3: Generate host capacities (RAM, storage, CPU)
4: Assign random resource requirements to each VM
5: Initialize population:
6: Generate two H × V binary matrices:

bats[i, j, k], nests[i, j, k] ∈ {0, 1}
(VM k assigned to host j)

7: for each nest and bat do
8: Randomly assign each VM to one host
9: end for

10: Validate VM assignments and adjust overloaded
11: for t = 1 to Niter do

▷ cuckoo search phase
12: for each nest do
13: Evaluate fitness via Eq. (13)
14: Update Sbest if improved
15: if rand > Pa then
16: Apply Lévy flight for exploration
17: else
18: ReplacePa worst nests with new random ones
19: end if
20: Validate VM assignments and adjust

overloaded hosts
21: end for

▷ bat algorithm phase
22: for each bat do
23: Generate frequency f ∈ [fmin, fmax]
24: Update VM assignments via frequency-guided

jumps
25: Evaluate fitness using Eq. (13)
26: if fitness improved then
27: Update global best solution
28: end if
29: if rand > r then
30: Perform local random walk around

best solution
31: Fine-tune using A-scaled adjustment
32: end if
33: if rand < A then
34: Decrease A and increase r
35: end if
36: Validate VM assignments and adjust

overloaded hosts
37: end for

▷ Fitness comparison
38: Compare best fitness of bats and nests
39: Keep best individual for next iteration
40: end for
End

the new reference point Sbest for nests. With probability Pa,
the algorithm either applies a Lévy flight to explore new
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placements or replaces the worst-performing nests with fresh
solutions. All placements are then validated to avoid host
overloads.
Next comes the BA phase, where each bat adjusts its solution
using frequency-guided jumps. If a solution outperforms the
current best, it becomes the new reference point Sbest for
bats. Bats may also perform a local random walk around
the best-known solution, fine-tuning it using their loudness
parameter A. Over time, the noise decreases while pulse rate
r increases, gradually shifting their behavior from exploration
to exploitation. VM placements are re-validated after each
update.
Finally, in the fitness comparison phase, the best solutions
from both algorithms are compared. The one with the best
fitness is retained for the next iteration, ensuring that the
algorithm progresses by leveraging the strengths of both
exploration (cuckoo) and exploitation (bat). This collaborative
approach aims to balance diversity and refinement, guiding
the search toward optimal placements of virtual machines.

5. Results and Experiments

To evaluate the proposed algorithm, we performed a series
of simulations using both Matlab and CloudSim. Matlab
experiments focused on implementing the core optimiza-
tion logic and comparing the proposed hybrid approach with
several well-known metaheuristic algorithms: bat algorithm
(BA), cuckoo search algorithm (CSA), ant colony optimiza-
tion (ACO), particle swarm optimization (PSO), and non-
dominated sorting genetic algorithm (NSGA-II). Each exper-
iment was carried out on a set-up consisting of 20 physical
hosts, while the number of virtual machines was varied over
four scenarios between 20, 50, 100, and 200.
To further test the scalability of the approach, we conducted
additional experiments using CloudSim, in collaboration with
the (HPC) laboratory at the University of Trento. Their cluster
environment provided the computational power needed to
simulate large-scale cloud data centers and compare the HCS-
BA algorithm with its standalone variants (BA and CSA)
under realistic load conditions. The experimental setup also
incorporated heterogeneity at the VM level. Although all
hosts shared identical configurations (each with 64 GB of
RAM, 100 GB of storage, and 10 000 MIPS), the VMs were
intentionally configured with CPU capacities of (1 000 MIPS),
RAM (2 to 4 GB) and storage (5 to 10 GB).
The proposed HCS-BA algorithm handles heterogeneity nat-
urally by evaluating the quality of each solution. Since every
virtual machine has different resource requirements, the fit-
ness function checks how well these demands are met by the
available capacities of each host.
To assess the effectiveness of the HCS-BA algorithm, we
measured the following key performance indicators:
• Energy consumption – the total energy usage of active

hosts after VM placement,
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• Resource utilization, the percentage of CPU, RAM, and
storage utilization across all hosts,
• Fitness score – the optimized value that balances energy

efficiency and resource utilization.

5.1. Energy Consumption

As illustrated in the results, the HCS-BA algorithm consis-
tently outperforms all other compared methods, including
CSA, BA, ACO, PSO, and NSGA-II, by achieving significant-
ly lower energy consumption and faster convergence rates.
Figure 3 highlights how HCS-BA rapidly stabilizes at an opti-
mal energy level. Meanwhile, the CloudSim-based scalability
test presented in Fig. 4 further confirms the robustness of the
approach even as the system scales, since HCS-BA main-
tains its advantage over the standalone CSA and BA, proving
both its adaptability and effectiveness in large-scale cloud
environments.

5.2. Energy Consumption over Different VMs

As shown in Fig. 5, the HCS-BA algorithm provides strong
and consistent performance across all VM set sizes. Although
ACO slightly outperforms it in smaller configurations (20,
50, and 100 VMs), HCS-BA remains highly competitive,
maintaining low energy consumption levels. However, as
the environment scales to 200 VMs, HCS-BA clearly takes
the lead, outperforming all other algorithms including CSA,
BA, PSO, and NSGA-II. This demonstrates that the hybrid
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Fig. 5. Energy consumption on different VM set.

approach becomes increasingly effective as the system grows,
showcasing its ability to efficiently handle larger and more
complex cloud workloads.

5.3. Fitness Score

The fitness function analysis shown in Fig. 6 highlights how
each algorithm converges over 100 iterations. CSA shows
a quick initial drop in fitness values, but soon levels off
at a higher point, suggesting that it settles for less optimal
solutions due to its stronger focus on global exploration. In
contrast, BA improves more steadily, showing good local
search ability but slower overall convergence.
The hybrid HCS-BA, however, combines the strengths of
both achieving the lowest fitness values by approximately
iteration 60 and converging much faster. This demonstrates
its effective balance between exploration and exploitation,
leading to more accurate and energy-efficient virtual machine
placement in cloud environments. Overall, HCS-BA not only
outperforms standalone CSA and BA, but also surpasses other
approaches like PSO, ACO, and NSGA-II, demonstrating its
robustness, scalability, and superior optimization capability
in large-scale scenarios.
Figure 7 presents the fitness values obtained from the
CloudSim simulations used to evaluate the scalability of
the algorithms. It clearly shows that the HCS-BA algorithm
achieves lower fitness values compared to the standalone BA
and CSA approaches, demonstrating its superior optimization
capability. As the iterations progress, the HCS-BA converges
more efficiently, maintaining stability even as the problem
scale increases. This confirms that HCS-BA not only scales
effectively in larger cloud environments, but also consistently
delivers better fitness results.
Figure 7 also shows how well the algorithms scale. It is clear
that the HCS-BA algorithm performs better, reaching better
fitness values than BA and CSA. As the iterations progress,
HCS-BA converges more smoothly and efficiently, showing
that it can handle larger and more complex workloads without
losing performance.

5.4. Fitness Score over Different VMs

As shown in Fig. 8, the HCS-BA algorithm maintains strong
performance across all VM set sizes, achieving lower fitness
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scores that reflect its efficient optimization behavior. Although
ACO performs slightly better in smaller configurations (20,
50, and 100 VMs), HCS-BA remains highly competitive
and stable. However, as the number of VMs increases to
200, HCSBA clearly stands out, outperforming all other
algorithms, including CSA, BA, PSO, and NSGA-II. This
demonstrates the impressive scalability and ability to deliver
consistent high-quality results even as the complexity of the
cloud environment increases.

5.5. Resource Utilization

Figure 9, generated using Matlab, compares resource uti-
lization across different algorithms. Among them, NSGA-II
achieves the highest resource utilization, outperforming all
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other algorithms. HCS-BA, however, maintains a strong and
stable performance, closely following PSO and its standalone
variants (BA and CSA). On the other hand, ACO records
the lowest utilization, indicating weaker efficiency in man-
aging host resources. The CloudSim output presented in
Fig. 10 shows that HCS-BA consistently achieves the highest
resource utilization and remains stable throughout the simu-
lation, outperforming both the standalone BA and CSA. This
consistency demonstrates that HCS-BA scales effectively.
Several previous studies have shown notable energy sav-
ings. For example, in paper [13], a medium-scale data center
achieved an energy improvement of 4.92%, while a large-
scale one achieved 3.69%. Similarly, in [20], a reduction
in energy consumption of 7% and 12% was reported using
the non-dominated vector generation (ONVG) and spacing
methods, respectively.
Another work [21] reported decreases of 28%, 27%, 24%, and
1% for four different algorithms. Although the mean resource
utilization in some of these studies was slightly lower than
the best performing baselines, they still outperformed many
comparative methods.
In this work, the proposed HCS-BA shows that it consis-
tently outperforms all other approaches in terms of energy
efficiency. Compared to BA, CSA, NSGA-II, PSO, and ACO,
HCS-BA achieves energy reductions of approximately 1.99%,
3.87%, 4.36%, 3.81%, and 8.64%, respectively. It also im-
proves resource utilization by 4% compared to ACO. While
HCS-BA shows performance comparable to BA, CSA, and
PSO, it struggles when evaluated against NSGAII. Unlike

previous studies that focused primarily on energy reduction,
the proposed approach emphasizes maintaining high resource
utilization efficiency, demonstrating a balanced improvement
in both energy efficiency and system performance.

6. Conclusions
The proposed HCS-BA algorithm demonstrates significant
improvements in optimizing VMP in heterogeneous cloud
environments. Through comprehensive simulations, the hy-
brid algorithm consistently outperformed standalone CSA
and BA and even recent VMP approaches in key performance
metrics.
The HCS-BA approach achieved superior results in minimiz-
ing energy consumption, maximizing resource utilization,
and converged faster to optimal solutions, validating its ability
to effectively balance exploration and exploitation. While the
proposed HCS-BA algorithm has demonstrated significant
improvements in VMP, there are several avenues for future re-
search to further enhance its effectiveness, such as scalability
for large-scale cloud data centers, integration with machine
learning techniques, and even turning it into a multi-objective
optimization problem.
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Abstract  Excitation coefficients with a low dynamic range
ratio (DRR) are advantageous in controlling mutual coupling
between the elements of an antenna array. Their use also reduces
the output power loss and simplifies the design of the feeding
network. In this paper, a hybrid algorithm based on invasive
weed optimization and convex optimization for the synthesis
of distributed arrays with two subarrays is proposed. Arrays
of this type are used in numerous applications, e.g. in aircraft.
A constraint is added to the optimization problem to control
the DRR of the array’s excitation vector. Numerical results are
presented for position-only, as well as for position and excitation
control approaches. The trade-off between the peak sidelobe
ratio and the obtained DRR is illustrated by numerical examples.

Keywords  convex optimization, distributed antenna arrays,
dynamic range ratio, invasive weed optimization

1. Introduction

A distributed phased array (DPA) is composed of multiple
small-scale arrays, which increases the array’s arrangement
flexibility and expands the its aperture. DPA with a large
aperture offers highly favorable characteristics, such as high
directivity and narrow mainlobe width. Due to these fea-
tures, DPA finds use in many applications in communication
systems relying on special layout platforms [1], [2], and in
other applications which cater to the high demand for good
directivity and great precision with increased degrees of free-
dom [3], [4].
A DPA is ordinarily a sparse array with nodes that can be
placed on independent platforms tens of wavelengths apart.
This leads to the appearance of grating lobes in the array’s
pattern. It is essential in many applications to suppress these
grating lobes to avoid problems such as interference from
undesired locations.
Many synthesis techniques have been proposed to suppress
grating lobes in DPAs [5]–[7]. The synthesis process depends
on numerous parameters, including position, excitation, and
the number of array elements. Many array pattern synthe-
sis techniques employ global optimization techniques, such
as genetic [8], invasive weed optimization (IWO) [9], differ-
ential evolution [10], and particle swarm optimization [11]
algorithms. Convex optimization has also been widely used to
synthesize antenna arrays [12]. Compressive sensing-based

approaches have been utilized in [13]–[15] for this purpose
as well.
Dynamic range ratio (DRR) is defined as the ratio of the array
elements’ amplitudes at maximum and minimum values.
The DRR of the excitation coefficients is usually high in
the synthesized arrays with a low sidelobe level (SLL) [16],
[17]. High DRR is undesirable, since it complicates the
feeding network and increases its cost. Furthermore, low
DRR results in better control of the mutual coupling between
antenna elements. Many analytical methods based on popular
windows and polynomials, for example Gaussian [18] and
ultraspherical windows [19], are used to synthesize array
patterns with low DRR. Optimization-based methods, which
include the need for low DRR as a design objective, are also
used to synthesize arrays with low DRR of the excitations
[20], [21].
In [22], a hybrid algorithm for synthesizing a distributed array
consisting of two subarrays using differential evolution and
convex optimization was proposed. In this proposed method,
the differential evolution algorithm is used to find the element
positions and the iterative reweighted ℓ1-norm minimization
algorithm is employed to find the optimum weights for a given
set of element positions. Unfortunately, the use of iterative
reweighted ℓ1-norm minimization is not necessary, as it is
usually relied upon to enhance the sparsity in solutions for
optimization problems which use ℓ1-norm instead of ℓ0 quasi-
norm to minimize the number of non-zero elements in the
excitation vector [23]. It is not used to further lower the peak
sidelobe level (PSLL), as mentioned in [22].
In the case of the work described in [22], the optimization
problem for a given position vector which is obtained using
the differential evolution algorithm is convex, and there is no
need for any relaxation. Furthermore, the results reported in
the paper, i.e. those shown in Tab. 1 in [22], did not satisfy the
constraint on the distance between the two subarrays, which
should be 30λ instead of the reported 18λ. The work also did
not consider the DRR of the excitations of the synthesized
array.
In this paper, an algorithm based on IWO and convex opti-
mization is proposed to synthesize distributed arrays consist-
ing of two subarrays, with DRR taken into consideration as
well. In the proposed algorithm, IWO is used to find the op-
timum positions of the array’s elements under a constraint
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on the distance between the two subarrays and a minimum
allowed distance between 2 adjacent array elements.
Convex optimization is used to find the optimum excitation
vector for a given set of element positions, which minimizes
PSLL, with a constraint aimed at minimizing DRR of the
excitations. PSLL of the synthesized array is used as the
fitness function for the IWO algorithm. To the best of the
author’s knowledge, this is the first paper focusing on the
synthesis of distributed antenna arrays with constraints on the
distance between the sub-arrays and the inter-element spacing
between the elements in each sub-array, with dynamic range
ratio considerations accounted for as well.
The remainder of the paper is organized as follows. Section 2
formulates the problem. The proposed algorithm is detailed
in Section 3. Numerical examples are given in Section 4, and
conclusions are drawn in Section 5.

2. Synthesis Problem Formulation

Consider a linear array made up of two identical sub-arrays
which consist of 2×M isotropic radiating elements, with the
distance between the sub-arrays equaling D0. The distance
between the individual elements in the same subarray is d0.
The location of the n-th array element xn can be expressed
as:

xn =

{
−(N − n) d0 − D02 , 1 ¬ m ¬M
D0
2 + (n−N − 1) d0, N + 1 ¬ n ¬ 2N

. (1)

The distance between two elements on the left-hand side of
each subarray equals:

xN+1 − x1 = D0 + (N − 1) d0 . (2)

The array’s far field pattern can be written as:

AF (θ) =
2N∑
n=1

wn e
−jkxn sin θ , (3)

where wn is the excitation of the n-th element, k = 2π
λ is

the wave number, λ is the wavelength, and θ is the elevation
angle. Equation (3) can be written in a matrix form as:

AF (θ) = A(θ)Tw , (4)

where T is the transpose operator,

A(θ) =
[
e−jkx1 sin θ, e−jkx2 sin θ, . . . , e−jkx2N sin θ

]T
and

w = [w1, w2, . . . , w2N ]
T .

The objective here is to find element locations and excitations
that minimize the peak sidelobe level (PSLL), subject to
constraints on the number of elements, minimum element
separation, and a fixed distance between the two sub-arrays.

Mathematically, the optimization problem can be expressed
as:

find x = [x1, . . . , x2N ]T and w = [w1, . . . , w2N ]T

min {PSLL(x,w),DRR(w)}
subject to xi+1 − xi ­ dc > 0

i ∈ Z, 1 ¬ i ¬ 2N − 1, i ̸= N
xN+1 − xN ­ D0 > 0
x0 = 0

, (5)

where dc is the minimum allowable distance between elements
in each sub-array and the PSLL is defined as:

PSLL(x,w) = max

∣∣∣∣∣∣∣∣∣∣

2N∑
n=1

wn e
−jkxn sin(θsl)

AF (θ0)

∣∣∣∣∣∣∣∣∣∣
, (6)

where θ0 is the direction of the mainlobe, θsl is the sidelobe
angles outside of the mainlobe region, and | · | is the absolute
value.
The DRR is defined as:

DRR =
max{|wk |}
min{|wk |}

, k = 1, 2, . . . , 2N , (7)

which represents the ratio of maximum and minimum values
for the amplitudes of the array’s elements.

3. The Proposed Hybrid Method

Hybrid IWO and convex optimization algorithms are used
to solve the optimization problem in Eq. (5). The proposed
algorithm is summarized below.

3.1. Element Position Initialization

The individual here is taken as the position vector
x = [x1, . . . , x2N ]T . For the sake of satisfying the con-
straints on the minimum spacing between the elements in
each subarray d0 and the space between the two subarrays
D0, the position vector is expressed as follows:

x =



x1

x2

x3
...

xN

xN+1

xN+2
...

x2N



=



0

a1

a2
...

aN−1

aN

aN+1
...

a2N−1



+



0

d0

2 d0
...

(N − 1) d0
(N − 1) d0 +D0
Nd0 +D0

...

(2N − 2) d0 +D0



(8)

The vector a = [a1, . . . , a2N−1]T consists of 2N − 1 real
random numbers in the range of [0,Vmax], and elements of a
are ordered in ascending order, i.e. a1 ¬ a2 ¬ . . . ¬ a2N−1.
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The position vector x can be determined after generating a.
Here a is considered the seed for the IWO algorithm. By
producing aM times independently, a starting population
ofM seeds is initialized. Consequently, a set ofM position
vectors are initialized.

3.2. Fitness Function

Provided that the positions of the array elements are deter-
mined by the IWO algorithm, the optimization problem in
Eq. (5) is a convex optimization problem which can be solved
efficiently using off-the-shelf packages, such as CVX [24].
In such a case, the optimization problem can be expressed
mathematically as:

min
w,τs
τs (9a)

subject to Re
{
A(θ0)Tw

}
= τm (9b)∣∣A(θsl)Tw

∣∣ ¬ τs (9c)
∥w∥ ¬ τd (9d)

where Re{·} is the real part.
Without normalization, τm is the directivity of original dis-
tributed array and τs is a slack variable which represents an
upper bound on the response of the array in the sidelobe re-
gion. ∥ · ∥ is the ℓ2-norm, which is the square root of the sum
of the squared values of the vector elements. τd represents an
upper on the ℓ2-norm of the excitation vector w.
Unlike the ℓ1-norm, the ℓ2-norm does not promote sparsity
in solutions. Instead, it distributes the penalty across all
coefficients, resulting in more evenly distributed values. This
leads to a reduction in the ratio between the largest and
smallest values that element excitations can assume, which
results in a decrease in the DRR.
The resulting PSLL of the array is considered to be the fitness
value of the correspondent seed in the population. Every
initial seed grows into a weed after calculating its fitness.

3.3. Reproduction

The reproductive capability of weeds depends on their fitness
values. A linear relationship exists between the number of
seeds reproduced from every weed and its fitness value, i.e.
PSLL associated with the weed. Here, the weeds with lower
fitness values have a larger probability of being preserved in
the population and, hence, produce more seeds. The number
of seeds produced by them-th weed can be expressed as:

sm =
Smax − Smin

fmax − fmin
(fmax − fm) + Smin , (10)

where fmax and fmin are the maximum and minimum fitness
values, i.e. PSLLs, in the current population, respectively.
Smax and Smin are the maximum and minimum allowable
seeds, respectively. fm is the fitness value of them-th weed.

3.4. Spatial Dispersal

New seeds are then dispreaded in a random manner over the
searching space. Gaussian distribution is used with mean µ
equal to the location of the parent weed. During the iterations,

Tab. 1. List of element positions for N = 25 element array with
position-only control.

n Pos. (λ) n Pos. (λ) n Pos. (λ) n Pos. (λ)

1 0 14 12.3381 27 40.7146 40 49.7632
2 0.7003 15 12.9280 28 41.2152 41 50.8395
3 1.3394 16 14.3832 29 41.9873 42 52.4788
4 1.8571 17 15.4114 30 42.7831 43 53.1647
5 3.0920 18 16.2914 31 43.3900 44 54.0020
6 3.6944 19 16.8024 32 43.9927 45 54.7090
7 4.7633 20 17.5651 33 44.5261 46 56.7148
8 5.5138 21 18.1179 34 45.0555 47 57.3373
9 6.7853 22 18.6586 35 45.5993 48 58.0154

10 7.5022 23 19.1612 36 46.1893 49 58.7423
11 8.2622 24 19.7004 37 47.1063 50 59.3086
12 9.0797 25 20.2101 38 48.4132
13 11.4735 26 40.2112 39 49.1710

the standard deviation σ is reduced from its initial maximum
value σinitial to its final minimum value σfinal. The value of σ
during iteration i can be calculated using the relation:

σ =
(imax − i)n

(im)n
(σinitial − σfinal)− σfinal , (11)

where n is a nonlinear modulation index and imax is the
maximum number of iterations.
Then the k-th seed produced by them-th weed may be written
as:

an,k = an +N (0, σ) . (12)

Following that, the elements of each seed a are limited in
the range of [0,Vmax] and thus ordered in an increasing order
a1 ¬ a2 ¬ . . . ¬ a2N−1.
Equation (8) is thus used to calculate the corresponding
position vector, and next (9) is used to find the optimum
excitation vector which minimizes the PSLL of the distributed
array pattern.

3.5. Competitive Exclusion

The weeds are grown from the seeds and ranked together
with parent weeds based on their PSLL fitness value. As
the number of weeds increases, there must be some sort of
competition between them to limit their maximum number
in the colony. When the maximum number of weeds pmax
is reached, weeds with poor fitness, i.e., with their PSLL
being high in comparison to that of other weeds, are removed
from the current colony. On the other hand, the weeds with
better fitness will survive and be allowed to reproduce their
next generations. The process is repeated as described in
Subsection 3.3 until the termination process criteria are met,
i.e., the number of maximum iterations imax is reached.

4. Simulation Results
4.1. Position-only Control

Consider an array of 50 elements, which consists of two
subarrays, each containing N = 25 elements. The distance
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Fig. 1. Patterns of the original uniformly spaced array vs. the array
with uniform amplitudes and optimized element positions.
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Fig. 2. Patterns of the synthesized arrays with withD0 = 20λ.

between subarrays is D0 = 20λ, and the distance between
the elements in each subarray is d0 = 0.5λ. The array with
uniform amplitudes and fixed spacing between the elements
has a PSLL of –2.17 dB for the normalized pattern. Optimiz-
ing only the positions of the array elements resulted in an
array with a PSLL of –4.79 dB for the normalized pattern.
The first null beam width (FNBW) of array pattern is 1.8°. A
list of the position of each element is given in Tab. 1.
It can be seen from the list that the distance between each
successive elements is greater than or equal to d0 = 0.5λ and
the distance between the two subarrays equals to D0 = 20λ.
Therefore, the constraints on the optimization problem are
satisfied in the synthesized array. The normalized patterns of
the uniformly spaced array and the synthesized array with
optimized element locations are depicted in Fig. 1.

4.2. Position and Excitation Control

The same array as described in Subsection 4.1 (N = 25,
d0 = 0.5λ and D0 = 20λ) is considered here. The array is

Tab. 2. List of element positions and normalized excitations for
N = 25 element array with no constraint of the weight vector w.

n
Position

(λ) wn n
Position

(λ) wn

1 0 0.0454 26 37.1519 1.0000
2 0.5338 0.0867 27 38.3303 0.1541
3 1.3945 0.0710 28 39.3940 0.2147
4 2.0561 0.0518 29 40.2403 0.0037
5 2.6577 0.0095 30 41.0885 0.0000
6 3.3152 0.0000 31 42.5882 0.1567
7 3.9472 0.0941 32 43.7477 0.1770
8 4.4813 0.0647 33 44.2883 0.0836
9 5.2003 0.0645 34 45.9830 0.0000
10 5.8500 0.0591 35 46.5271 0.0782
11 6.8806 0.0000 36 47.0757 0.1670
12 7.7895 0.1113 37 47.6219 0.0419
13 8.6952 0.1279 38 48.9694 0.0489
14 9.4475 0.1163 39 49.7959 0.0700
15 9.9618 0.0000 40 50.9733 0.1224
16 10.9504 0.0000 41 52.3476 0.0000
17 11.5424 0.0887 42 52.9467 0.0604
18 12.3939 0.1194 43 53.7691 0.0000
19 12.9026 0.0000 44 54.8033 0.0952
20 13.5500 0.0000 45 55.5401 0.0836
21 14.0602 0.0000 46 56.1475 0.1136
22 14.9208 0.0312 47 56.7744 0.0000
23 15.6179 0.0000 48 57.3970 0.0000
24 16.5354 0.3159 49 58.2532 0.0774
25 17.1519 0.4404 50 60.9913 0.4737
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Fig. 3. Patterns of the synthesized arrays withD0 = 30λ.

synthesized by optimizing both the positions and excitations of
the array elements. We start with optimizing the array using
the objective function given in (9a) under the constraints
defined Eqs. (9b) and (9c) only. That is, there is no constraint
on the the ℓ2-norm of the weight vectorw. The resultant array
has a PSLL of –9.38 dB with a DRR of 274. Table 2 contains
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Tab. 3. List of element positions and normalized excitations for
N = 25 element array with τd = 10.

n
Position

(λ) wn n
Position

(λ) wn

1 0 0.2012 26 36.4994 1.0000
2 0.8820 0.1335 27 36.9994 0.7551
3 1.4606 0.1050 28 37.5001 0.5570
4 2.0104 0.0899 29 39.2464 0.2014
5 2.5173 0.0856 30 39.8575 0.1748
6 3.4254 0.0908 31 40.3841 0.1801
7 3.9456 0.0970 32 41.4258 0.2285
8 4.4538 0.1055 33 42.1098 0.2608
9 5.1479 0.1204 34 44.2116 0.2098
10 5.8642 0.1315 35 45.0513 0.1605
11 6.9215 0.1346 36 45.6693 0.1337
12 7.4267 0.1365 37 46.2975 0.1179
13 8.3457 0.1447 38 46.8566 0.1134
14 9.3621 0.1563 39 47.4929 0.1144
15 10.3648 0.1478 40 48.0668 0.1159
16 10.9275 0.1238 41 48.8481 0.1191
17 11.4564 0.0926 42 50.5966 0.1194
18 12.0924 0.0540 43 51.3460 0.1136
19 12.8909 0.0174 44 52.6031 0.1268
20 13.5487 0.0110 45 53.5261 0.1574
21 14.4040 0.0640 46 54.2029 0.1809
22 14.9987 0.1582 47 55.5386 0.1786
23 15.4989 0.2835 48 56.0452 0.1657
24 15.9991 0.4580 49 57.9896 0.2040
25 16.4993 0.6843 50 60.5225 0.9048

a list of element positions and the corresponding normalized
weights.
Next the optimization problem in (9) is considered under all
the constraints. The value of τd is set to 10 experimentaly.
After optimizing the pattern using the proposed hybrid IWO
and convex optimization algorithm, the optimized pattern
has a PSLL of –9.10 dB and DRR = 91. The PSLL increased
by 0.28 dB (3%) and the DRR decreased by 183 (66.79%)
compared to the unconstrained ∥w∥. The trade-off is obvious
between the PSLL and the DRR and will be more obvious as
we decrease the value of τd. A list of the element position the
their normalized excitation is given in Tab. 3.
Next the algorithm is run with τd = 9. The obtained PSLL of
the normalized pattern is –8.07 dB with DRR of 11.1. This
corresponds to an increase in the PSLL of 1.31 (14%) and a
decrease in the DRR by –262.9 (96%) compared to the case
of unconstrained ∥w∥. Table 4 lists element positions and the
corresponding normalized weights.

Tab. 4. List of element positions and normalized excitations for
N = 25 element array with τd = 9.

n
Position

(λ) wn n
Position

(λ) wn

1 0 0.7657 26 41.0850 0.7198
2 0.5136 0.6078 27 41.5991 0.5804
3 1.1969 0.4334 28 42.3679 0.4144
4 2.5289 0.2078 29 43.1618 0.2939
5 3.7192 0.1142 30 44.2219 0.2020
6 4.2407 0.0971 31 44.7751 0.1786
7 4.9250 0.0902 32 45.5175 0.1657
8 7.0583 0.1243 33 46.6976 0.1701
9 7.8754 0.1425 34 47.5546 0.1794
10 8.5126 0.1553 35 48.1616 0.1848
11 9.3579 0.1694 36 48.7338 0.1875
12 9.9082 0.1769 37 49.6791 0.1863
13 11.3564 0.1896 38 50.3039 0.1817
14 12.3723 0.1920 39 50.9258 0.1748
15 13.3857 0.1890 40 51.5208 0.1666
16 14.7962 0.1812 41 52.3721 0.1530
17 15.3058 0.1807 42 53.0022 0.1423
18 16.1448 0.1893 43 53.6061 0.1319
19 16.7389 0.2072 44 54.4423 0.1184
20 17.5210 0.2531 45 55.0639 0.1104
21 18.3334 0.3374 46 55.6404 0.1060
22 19.3443 0.5083 47 56.5578 0.1101
23 20.0494 0.6770 48 57.3778 0.1328
24 20.5683 0.8282 49 58.2990 0.1918
25 21.0819 1.0000 50 58.9904 0.2677

Finally the algorithm is run for τd = 8. The obtained nor-
malized pattern has a PSLL of –6.9 dB and DRR of 5.6. This
corresponds to an increase in the PSLL by 2.48 (26.4%) and
a decrease in DRR by 268.41 (98%) compared to the case
of unconstrained ∥w∥. A list of the element positions and
their normalized excitations are given in Tab. 5. Again, the
trade-off is clear between the obtained PSLL and the resul-
tant DRR. It is also obvious that as the ∥w∥ is constrained to
has a lower value, the value of the resultant DRR improves
(decreased). The patterns of the three cases of τd (i.e. ∥w∥)
are shown in Fig. 2.

4.3. Effect of Distance Between Subarrays

In this section, the distance between the two subarrays is
increased to 30λ. It is expected that as the distance between
the subarrays increases, the grating lobe level will increase
and the FNBW will decrease. For the uniform array with
D0 = 30λ, the PSLL is –1.27 dB compared to –2.17 dB for
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Tab. 5. List of element positions and normalized excitations for
N = 25 element array with τd = 8.

n
Position

(λ) wn n
Position

(λ) wn

1 0 0.4989 26 37.9738 1.0000
2 0.5024 0.4563 27 38.5722 0.9375
3 1.1273 0.4066 28 39.2448 0.8669
4 1.6606 0.3674 29 39.8553 0.8031
5 2.3929 0.3187 30 40.5724 0.7291
6 3.0146 0.2825 31 41.2286 0.6630
7 3.7743 0.2451 32 42.5078 0.5408
8 4.3987 0.2203 33 43.1215 0.4864
9 6.0796 0.1819 34 43.8583 0.4255
10 6.8959 0.1786 35 44.5376 0.3742
11 7.4659 0.1823 36 45.2974 0.3229
12 7.9836 0.1900 37 46.1382 0.2744
13 8.5192 0.2022 38 46.9678 0.2358
14 9.0566 0.2187 39 48.6926 0.1870
15 9.7858 0.2478 40 49.3271 0.1803
16 10.3167 0.2736 41 50.0797 0.1802
17 11.0325 0.3143 42 51.9051 0.2158
18 11.7437 0.3610 43 52.9070 0.2559
19 12.8468 0.4448 44 54.1803 0.3264
20 13.3873 0.4903 45 55.0326 0.3847
21 14.4320 0.5851 46 55.8927 0.4514
22 15.6409 0.7038 47 56.5112 0.5037
23 16.2322 0.7643 48 57.6209 0.6052
24 16.8421 0.8277 49 58.4899 0.6899
25 17.8622 0.9347 50 59.1051 0.7519

the array with D0 = 20λ, and the FNBW is 1.4° compared
to 1.8° for the array with D0 = 20λ. The array is optimized
using the proposed algorithm by optimizing both the positions
and weights of the array elements for different values of τd.
For unconstrained ∥w∥, the obtained PSLL is –6.9770 and
the DRR is 270.73. For the case with τd = 10, the PSLL is
–5.8153 and DRR is 23.79. For τd = 9, the PSLL is –5.12
and DRR equals 11. Finally, for τd = 8, the PSLL equals
–4.4039 and the DRR is 5.8. Figure 3 shows the pattern of the
uniform array alongside the patterns for the different obtained
DRRs. Table 6 summarizes the obtained results. From Tab.
6, it can be seen that as the distance between the sub-arrays
increases, the performance of the array deteriorates.

5. Conclusion

An algorithm based on IWO and convex optimization was
presented. The algorithm optimizes the elements’ positions

Tab. 6. PSLL of optimized arrays with different distances between
subarrays.

Distance D0 = 20λ D0 = 30λ

Uniform –2.17 dB –1.27 dB

τ =∞
PSLL –9.38 dB –6.977 dB
DRR 274 270.7

τd = 10
PSLL –9.1 dB –5.815 dB
DRR 91 23.8

τd = 9
PSLL –8.07 dB –5.123 dB
DRR 11.1 11

τd = 8
PSLL –6.9 dB –4.404 dB
DRR 5.6 5.8

and excitations in distributed arrays with two subarrays. Nu-
merical results showed a clear trade-off between the obtained
PSLL and the value of DRR. Low DRR resulted in higher
PSLL and vice versa.
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Abstract  Pervasive wireless sensor networks (PWSNs) are
essential for real-time data transmission in Internet of Things
(IoT) environments. However, conventional centralized mod-
els, while energy efficient, often face challenges related to da-
ta integrity and security. This paper proposes a decentralized
blockchain-based architecture aimed at enhancing secure IoT
data processing at the base station while preserving energy ef-
ficiency. The system utilizes a blockchain network among sink
nodes and its operation is divided into four stages: deployment of
a virtual machine on leaf nodes for real-time data collection, gen-
eration of hash keys to ensure secure transmission to sink nodes,
implementation of a universal virtual machine (UVM) at the
sink layer for block formation, and development of an integrated
authentication and consensus module within the UVM. The pro-
posed framework ensures efficient, verifiable and efficient data
handling. Performance is evaluated using sensor node energy ef-
ficiency (SNEN), blockchain energy consumption level (BCLE),
blockchain transmission efficiency (BCTE), and packet delivery
in sink nodes (PDSN). Experimental results demonstrate im-
proved energy efficiency in the sensor zone, reduced blockchain
latency, and improved throughput, establishing a robust and
secure model for data handling in PWSNs.

Keywords  blockchain, data integration, energy efficiency, Inter-
net of Things, pervasive WSN

1. Introduction

The huge growth in the number of Internet of Things (IoT)
devices has caused an unprecedented increase in the genera-
tion of data collected from such environments as smart cities,
healthcare, agriculture and industrial automation. Howev-
er, the management and integration of these heterogeneous
data sets is a difficult task due to issues concerning data in-
tegrity, security, and interoperability. To address these issues,
the use of blockchain technology [1], [2] combined with
a cryptographic hash key [3], [4] is a promising solution.
Blockchain technology provides secure data transmission
through a complex encryption system [5], similar to a metic-
ulous accounting ledger of a company. It carefully monitors
and records all transactions on a peer-to-peer network. Each
block in the chain contains data about its creation time and is
connected to the previous block through a unique hash code
and transaction details. Once recorded on the network, the da-

ta is immutable. Blockchain is designed to prevent fraud and
data tampering attempts. It requires complex computational
processes, such as data encryption [6], [7] and decryption in
a distributed environment, leading to higher energy consump-
tion compared to the conventional approach of a centralized
network structure often used in WSNs. However, the central-
ized network structure may compromise the security of data
integration.
This paper proposes a hybrid model for pervasive wireless
sensor networks (PWSN) that utilizes a decentralized net-
work structure [8]–[10]. The PWSN is divided into multiple
sensor zones, each with a sink node. These sink nodes are
connected through a cloud environment, forming a distribut-
ed network. Within each sensor zone, a centralized network is
replicated, with sensor nodes acting as leaf nodes. These leaf
nodes are responsible for data preparation tasks such as hash
generation, compression, and transmission to the respective
sink node, thus reducing energy consumption compared to
a fully distributed blockchain implementation. To address en-
ergy and computational complexity issues, the sink nodes,
which are high-end computers powered by the mains, partici-
pate in the creation and integration of blockchain data for the
entire PWSN. The model addresses the challenges of trust-
worthiness, privacy, and interoperability of IoT data using
blockchain technology and hash functions.
The key contributions of this research are as follows:
• Design of a decentralized architecture for PWSN.
• Developing algorithms for energy-efficient data collection

and preparation using semantic technology at the leaf
nodes.

• Incorporating cryptographic hash functions before data
transmission to sink nodes.

• Designing a universal virtual machine (UVM) for sink
nodes to manage data storage and blockchain integration.

• Integrating authentication and consensus modules within
the UVM for secure block validation.

2. Literature Survey
The authors of [11] conducted an in-depth survey of
blockchain technology, including its history, consensus algo-
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rithms, cryptography, and various blockchain applications.
The work also emphasized blockchain security, covering risk
analysis, security risk categories, real attacks, bug analysis,
and recent security measures. Article [12] investigated the
integration of blockchain technology into wireless sensor
networks (WSN), highlighting its advantages and potential
challenges.

The authors of [13] showed the use of the blockchain technol-
ogy to improve the security of WSNs. This research smoothly
incorporated blockchain into data transfer processes, form-
ing a highly secure structure for WSNs. By implementing
a blockchain-based transaction ledger, sensor data is convert-
ed into unalterable records. The new system they proposed
is excellent in the aggregation and analysis of sensor data,
significantly increasing the reliability of the entire wireless
sensing network architecture.

As a result, the study concluded that blockchain technology
can be an effective solution to the security problem of dis-
tributed storage data. In [14], a thorough examination of the
role of blockchain in the metaverse is conducted. The authors
presented the basic principles of blockchain and the meta-
verse to demonstrate how blockchain solutions can address
issues such as storage, integrity, security, and interoperability.

In [15], the authors suggest a way to strengthen data security
in WSNs by incorporating blockchain into data transmission,
leading to a highly secure wireless sensor network. Paper [16]
presented a novel blockchain-based architecture to address
the storage issues of massive IoT data. This decentralized
system uses blockchain immutability, security, transparency,
and automation, providing reliable data management.

The research demonstrated remarkable results, making it
a scalable solution for IoT data storage. It is protocol-agnostic,
allowing easy integration into various IoT applications, and
revolutionizing data management in the IoT domain.

The survey conducted in [17] starts by introducing traditional
WSN solutions and then delves into how blockchain technol-
ogy can be used to improve data management. It also looks at
the important role of blockchain in strengthening security.
It begins by examining centralized WSN models and the se-
curity issues they face. After that, a thorough investigation
of blockchain-based WSN solutions is presented, designed
to address various security aspects, such as access control,
preservation of information integrity, assurance of privacy,
and extension of the longevity of WSN nodes.

Researchers in [18] investigated the impact of security proto-
cols on wireless sensor networks and their ability to collect
and analyze data. This study offers a concise overview of data
aggregation and data compression using blockchain technolo-
gy in WSNs for secure data transmission. The authors of [19]
combined blockchain and IoT to create a distributed storage
architecture that would protect the integrity and security of
WSN data storage in edge computing. Paper [20] provides
an overview of the protocols used to integrate blockchain
technology with IoT. The researchers studied the consensus
protocols used to create blockchains for IoT applications.

The study in [21] introduces a blockchain-based incentive
system for WSNs. This system uses two blockchains: one to
store node data and the other to manage data access. To reduce
the storage requirements of network nodes, the preserving
hash functions are used to compare stored data with new
data blocks, and the latter are stored in nodes closest to
existing data. The authors of [22] suggested a cryptographic
iterative hash function system to improve the security of
WSNs when transmitting sensor data on the blockchain. To
improve sensor security, the Merkle tree algorithm was used
in the investigation.
In [23], the authors proposed a hybrid blockchain-based mod-
el that incorporates a mutual authentication scheme to identify
the cluster head node in a pervasive wireless sensor envi-
ronment. In [24], a new and effective authentication system
is proposed that uses blockchain technology to improve se-
curity in WSNs, essential components of the IoT network.
The proposed approach established a hierarchical blockchain
network with local and global chains, allowing secure con-
nections among nodes in various communication scenarios,
such as user authentication, identity verification, and cluster
node validation.
The authors of [25] proposed a decentralized blockchain-
based system that integrates authentication and privacy pro-
tocols for secure communication in WSNs enabled by the
Internet of Things. This system includes a registration, certi-
fication, and revocation process for secure communication
between sensor nodes and the central base station (BS) in
a cloud environment. The performance of the solution was
evaluated on metrics such as detection accuracy, certification
delay, and computational and communication overhead.
In [26], a blockchain-based system is proposed for registra-
tion, authentication, data sharing, and non-repudiation in the
Internet of Wireless Sensor Things (IoWST). The nodes were
divided into three categories: sensor nodes, cluster heads, and
coordinators. A consortium blockchain was established on
the coordinators to store legitimate node identities and to en-
able the execution of smart contracts for authentication, data
sharing, and non-repudiation among the sensor nodes. Ambi-
ent node data were stored using an AI-based interplanetary
file system (IPFS).
Paper [27] offers a complete understanding of cybersecurity
in WSNs, with a focus on modern machine learning (ML) and
blockchain (BC) security approaches. It examines 171 recent
studies on WSN security and investigates the incorporation
of BC and ML into a lightweight security framework, with
an emphasis on cyberattack detection and prevention within
WSNs, as well as potential efficient BC and ML algorithms.
In [28], the authors proposed a new approach that combines
linear network coding (LNC) with WSNs and blockchain-
enabled IoT devices. This method was designed to reduce the
energy consumption at each network node by applying LNC
techniques. The authors conducted a thorough evaluation of
the effectiveness and reliability of the model compared to
other existing approaches. This study showed remarkable
progress in several essential performance indicators, such as
a larger number of active nodes, improved packet delivery
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Fig. 1. System architecture (data integration using blockchain).

rate, increased throughput, and optimized remaining energy
compared to current methods.
The authors of [29] proposed a new energy-efficient data col-
lection mechanism (EEDAM) that uses the blockchain tech-
nology. This mechanism is designed to save energy resources
by aggregating data at the cluster level. Edge computing is
used to provide low-latency, trust-enhanced services to the
IoT ecosystem. Blockchain integration is implemented in the
cloud server to guarantee that the edge computing infras-
tructure is authenticated by the blockchain, thus providing
a secure and reliable set of services to IoT devices.
The work described in [30] highlights the promising integra-
tion of IoT and BC in structural health monitoring, particularly
for underground structures. The proposed blockchain-IoT net-
work, with its locally centralized and globally decentralized
features, offers a path toward more efficient, scalable, and
secure SHM practices.
In summary, all papers mentioned above discussed the com-
bination of BC with WSNs and IoT systems in the context of
data management and energy efficiency. The results of these
studies have been encouraging, suggesting that blockchain
may be a beneficial solution to overcome difficulties and en-
hance the abilities of WSNs and IoT devices. Blockchain

continues to open up the possibility of a more secure and
reliable wireless sensing and IoT environment through data
aggregation, security improvements, or efficient data man-
agement.

3. System Architecture

Figure 1 provides an overview of the architecture of the pro-
posed model system. The network topology used in this model
differs from that of conventional WSNs. On closer inspection,
it is clear that the proposed topology follows a decentralized
structure that includes sink nodes only. However, within the
sensor zone, which extends up to the sink node, the conven-
tional network topology used by PWSN is still in effect.
Figure 1 shows a system with four sensor zones, each con-
nected to its own sink node. Every zone is equipped with
multiple sensors, each with its own microcontroller and XBee
radio technology, which form leaf nodes. These leaf nodes
are connected directly to the sink nodes which are part of
a decentralized network that is connected to a cloud environ-
ment with centralized cloud storage. Additionally, each sink
node has local storage capabilities to efficiently manage data.
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4. Methodology
The proposed method is structured into three distinct subsys-
tems, each dedicated to a specific role: the data acquisition
process at the leaf nodes and the subsequent creation of data
blocks for the blockchain. The second subsystem deals with
the reception of data blocks, verification of their authenticity,
and their incorporation into the blockchain, while the third
subsystem is responsible for disseminating the blockchain to
cloud storage and local storage of sink nodes, ensuring its
availability and redundancy.

4.1. Data Sensing and Data Block Creation

Different sensors are used in the WSN to capture signals
emitted by the source devices. Each sensor has its own event
and time ontology, allowing it to accurately determine its
active state. This event and time ontology is incorporated
into the virtual machine configuration of the sink node to
reduce the amount of detected data, resulting in lower pro-
cessing requirements, lower transmission overhead and thus
reduced energy consumption. In this paper, the only CPU us-
age needed is for the generation of data blocks, which does
not significantly affect energy consumption. Additionally, the
sensed data blocks can be converted into the JSON format,
reducing their size, and thus decreasing the energy needed
for transmission. Algorithm 1 illustrates how data sensing,
data block formation, and JSON data packet formatting are
done in sequence.
The steps are described below:
• At each leaf node, the event and time ontology are preload-

ed, and the sensor is read in a specific time frame that is in
line with the ontology.
• Leaf nodes sustain their sleep cycle effectively to minimize

energy consumption.
• The leaf nodes collected the detected information and

populated the values of the object generated from the
SensorData class.
• The SensorData object is linked to the object created from

the DataBlock object.
• Calculate the hash represented by Eq. (1) for SensorData

using the SHA256 hash function.
• The data block is given the calculated hash as its current

hash, whereas the previous hash is left blank for the sink
node.
• The data block is then changed to the JSON format to

decrease the packet size.
• The block is transmitted to the sink node for further pro-

cessing.

4.2. Blockchain Formation and Data Integration

This work will exclude the consideration of energy require-
ments for sink nodes in WSNs, as they operate without rely-
ing on battery power. The sink nodes are established using
a medium-range server configuration, incorporating a Python-
designed virtual machine, and utilizing JSON files for storage.

Algorithm 1 Data block creation using hashing at leaf node
Require: Sensor devices, microcontroller
Ensure: DataBlock with generated hash sent to sink node

LeafVM lvm← LEAFVM(Microcontroller.devices)
SNode ps← PervasiveSensorNode(Sensor.devices)
empty SensorData object sd← Null
DataBlock db← DataBlock(lvm)
while lvm.devicePower() and lvm.isActive() do
lvm.adaptiveDutyCycling()
lvm.dataSampling()
lvm.sleepScheduling()
sd← SensorData(lvm.read(ps))
db.sensorData← sd
db.previousHash← Null ▷ Assigned at sink node
db.currentHash← db.generateCurrentHash()
ps.transmitToSinkNode(db)

end while
End

All the sink nodes, together with a central cloud storage sys-
tem, will be configured using a decentralized network topol-
ogy. The cloud storage system will also function as a node
within this decentralized network. Blockchains will be stored
in both the cloud storage system and the local storage of the
sink nodes.
This proposed technique operates in a manner such that each
sensor node in the network is not replicated to other sink
nodes in the network. However, the information from the
last hash will be shared among all the sink nodes, allowing
the chain to be created by the information from the current
hash, the previous hash, and the last hash of the DataBlock in
a synchronized schedule, which reduces storage requirements
by dividing it among the number of sink nodes. The diagram
presented in Fig. 2 shows the functional block of this approach.
Algorithm 2 describes the steps taken by the sink nodes to
authenticate the data blocks, add them to the blockchain,
notify other sink nodes, and store the block securely in the
local sink nodes and last hash globally to all sink nodes and
in the cloud.
The steps are described below:
• Receive data blocks from the leaf node in a JSON packet.
• Compute the hash represented by Eq. (1) for the data block,

which is described in the DataBlock class and contains the
sensor data specified in the SensorData class.
• Compare the hash from DataBlock to the hash that has

been calculated.
• If the hash that is calculated and the hash that is compared

are the same, it can be confirmed that the data block is
genuine and has not been modified.
• Obtain the last hash from the blockchain from either a local

storage or the network. Since the last hash is global to
all sink nodes, the value will be the same throughout the
network.

• Assign the last hash of the blockchain to the previous hash
of the data block to be integrated.
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• Reset the last hash of the blockchain as the current hash of
the data block.
• Notify and update the last hash of the blockchain of the

entire network’s sink node.
• Integrate the DataBlock to the “BlockChain“
• Store the DataBlock in the internal storage of the sink node.
• Store a copy of DataBlock to the cloud storage.
• The seven steps mentioned above must be coordinated

with other sink nodes to guarantee that the integration of
DataBlock to BlockChain and updating of the last hash of
blockchain of the entire network are synchronized.

4.3. Transmission of Blockchain

The proposed model utilizes a standard cloud storage plat-
form, such as Amazon S3 or Google Cloud, to maintain
a backup of the blockchain core. Thus, even if a sink node
fails, the sensor data remains accessible to users. The pro-
cess transmitCloudStorage(), as described in Algorithm
2, demonstrates the transmission of the blockchain data to
cloud storage. Furthermore, this approach includes web-based
and mobile user interfaces to ensure user access to the sensor
data.

4.4. Mathematical Model of the Proposed Architecture

The model captures energy consumption, blockchain latency,
throughput, and data sensitivity using a set of well-defined
performance metrics and equations.

Each sensor node collects environmental data, which is en-
capsulated in a data block. To ensure integrity and non-
repudiation, a cryptographic hash is generated using the
SHA256 algorithm:

H(SD) = SHA256
[
encode(SD)

]
, (1)

Algorithm 2 Blockchain creation and synchronization at sink
node.
Require: Received DataBlock from leaf node
Ensure: Verified blockchain updated across all sink nodes

1: SinkVM svm← SinkVM(SinkNode.devices)
2: local blockchain bc← svm.getLocalBlockchain()
3: db← svm.receiveBlock()
4: while svm.isActive() do
5: if db = Null then
6: db← svm.receiveBlock()
7: end if
8: if bc = Null then
9: db.previousHash← Null

10: bc.lastHash← db.currentHash
11: bc.bindFirstBlock(db)
12: else
13: bc.lastHash← svm.getLastHashFromNetwork()
14: if svm.authenticateBlock(db) then
15: db.previousHash← bc.lastHash
16: bc.lastHash← db.currentHash
17: bc.appendBlock(db)
18: end if
19: end if
20: svm.storeLocal(bc)
21: svm.syncWithCloud(bc.lastHash)
22: svm.notifyAllSinkNodes(bc.lastHash)
23: end while

where SD is the sensor data object:

SD = f(index, timestamp, sensedData, sensorId, location) .
(2)

The total energy consumed by a sensor node during sensing,
processing, and transmission is given by:

Enode = γ ·
[
tpac · Ppac + tsd · Psd + ttx · Ptx

]
, (3)

where:
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• tpac, tsd, ttx – time required for processor activation, data
sensing, and data transmission,
• Ppac, Psd, Ptx – power consumption in watts for each re-

spective operation,
• γ – adjustment factor based on the number of cycles or

events.
Probability of data sensing:

Pds =
Nsensed
Ntotal

. (4)

Effective energy consumption:

Eeff = Pds · Enode . (5)

Sensor node energy efficiency (SNEN):

SNEN =
(
1− Eeff

Enode

)
· 100% . (6)

Blockchain latency efficiency across sink nodes is modeled
as follows:

BCLE =
1
n

n∑
i=1

BTi + TPTi +NPTi + TQTi
TTPTi

, (7)

where:
• BT – block time,
• TPT – transaction processing time,
• NPT – network propagation time,
• TQT – transaction queue time,
• TTPT – total time to process a transaction.
Blockchain throughput efficiency (BCTE) evaluates the data
handling capacity:

BCTE =
1
n

n∑
i=1

(
TPSi
TPTi

· (1−BPRi) · (1− LPRi)
)
, (8)

where:
• TPS – transactions per second,
• BPR – block processing rate,
• LPR – latency processing rate.
Pervasive data sensitivity (PDSN) measures the effectiveness
of data compression and sensitivity across the sensor zones:

PDSN =
eZ∑
sZ

td∑
t=tin

(
1−
sdSize

(
sEvent(t)

)
dbSize(t)

)
· 100% . (9)

Data block size:

dbSize(t) = P (sData) · CR · sdSize
(
sEvent(t)

)
, (10)

where:
• sdSize() – sensed data size,
• CR – compression ratio due to JSON encoding,
• P (sData) – probability of sensing a relevant event.

5. Experimental Results and
Performance Evaluation

The experiment integrates the sensed data using the proposed
model, as well as the conventional PWSN model and actual
blockchain models. The proposed hybrid offers good energy
efficiency and its performance is measured by means of the
sensor node energy efficiency (SNEN) metric with calculated
energy efficiency. Equation (3) is used for computing the
energy of the proposed model, whereas the probability of
data sensing is expressed as Eq. (4).
Estimates of the consumed energy and energy efficiency are
calculated using Eqs. (5) and (6), respectively. The efficiency
of blockchain latency (BCLE) in PWSN can be affected by
various elements that are exclusive to PWSN settings. This
research uses Eq. (7) which takes into account the factors
specified in Tab. 1. The present experiment evaluates the
efficiency of blockchain throughput (BCTE) considering the
factors listed in Tab. 1 and a corresponding equation has been
formulated for the proposed model in Eq. (8). This research
established that the effectiveness of data sensitivity (PDSN)
for PWSN can be determined using Eq. (9), by means of
which the decrease in data size (the size of events that occur
in all sensor zones over a certain period of time) is calculated
at some intervals, as is the size of the blockchain created by
the proposed approach.

5.1. Experimental Setup

This research introduces three distinct sensor zones, each
with its own set of sensor nodes. The first zone consists of six
TelosB Mote (TPR2420) units, each with an MSP430 micro-
controller as well as TPR2420 sensors for light, humidity, and
temperature monitoring. The second zone has six Arduino
Mega platforms, DHT11 sensors, and XBee radio modules for
data transmission. The third zone consists of three Raspberry
Pi boards, IR sensors, and XBee radio modules.
To facilitate data processing and transmission, each microcon-
troller at these sensor nodes will be integrated with a common
virtual machine written in Python. This virtual machine will
generate data blocks using hash functions and transmit them
efficiently. Additionally, three high-end computers, each with
a virtual machine of sink nodes written in Python, will serve
as sink nodes for the three sensor zones to create a blockchain.
The computers will store the blockchain locally in a JSON
file, and the sink nodes will be interconnected via the Inter-
net and linked to a cloud storage system hosted by Google
Cloud for data storage and analysis.
Each experiment was carried out over a period of approx-
imately 60 min of continuous operation. For every sensor
zone, measurements were repeated ten times and the reported
results represent mean values. Network traffic was evenly dis-
tributed among the sink nodes, with each handling 100 – 120
transactions per session. Latency and throughput were mon-
itored in real time using the Python-based virtual machine
module to ensure statistical consistency.
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Tab. 1. Parameters considered to calculate performance metrics for the proposed model.

Symbol Full form Description

Parameters used in Eqs. (3), (4), and (6) to calculate SNEN
E() Energy function Energy calculation in Joules
P() Probability function Probability of sensing event
t() Time function Time to process/transmit/receive

power() Power function Electrical power estimation in watts
Parameters used in Eq. (7) to calculate BCLE – blockchain latency efficiency

BT Block time Average time to add new block to the blockchain
TPT Transaction processing time Time to process and validate transaction
NPT Network propagation time Time to take information about new block
TQT Transaction queue time Time to wait to be included in the block
TTP Total time to process Total time for confirmation on the blockchain

Parameters used in Eq. (8) to calculate BCTE – blockchain throughput efficiency
TPS Transaction per second Number of transactions per second by sink node
TPT Transaction processing time Time to process and validate transaction
BPR Block processing rate Rate of addition of new blocks the blockchain
LPR Latency processing rate Rate of impact of latency within PWSN

Parameters used in Eq. (9) to calculate PDSN – pervasive data sensitivity
sZ Starting sensor zone Index number for starting sensor zone
eZ Ending sensor zone Index number for ending sensor zone
td Time duration Total duration of entire PWSN
tin Sensing interval Event sensing interval due to event semantic

sdSize() Sensed event’s data size Function to measure data size
sEvent() Sensed event Event occurs at time t
dbSize() Data block size Function to measure data block for the event detected at time t
P(sData) Probability of sensing data Function to measure probability of event sensing

CR Compression ratio Compression ratio due to JSON data representation
RR Reduction ratio RR = P(sData) · CR

5.2. Experimental Results

The results of the experiment are evaluated using the setup
described in Subsection 5.1 and Eqs. (3) to (8), respectively.
Energy evaluations are conducted using the TelosB Mote,
ATMEGA2560 MCU, XBee Pro, and Raspberry Pi platform
data sheets to determine energy consumption. Table 2 presents
the energy consumption at the leaf nodes in the sensor zone
for single event sensing and data block formation with and
without the hash. The average time required for detection,
processing and transmission was calculated, and then the
energy was determined in Joules. Figure 3 shows the data
block created at the leaf node, along with the hash and the
total time taken to generate the data block.
Figure 4 shows the part of the blockchain generated by the
entire network. It illustrates the structure of the DataBlock
together with the corresponding SensorData. It reveals the

Data block details
Data block index: 1695780562
Data block size: 421 bytes
Sensor data size: 247 bytes
Hash size: 115 bytes
Data block index: 1695780562
Sensor ID: 10
Sensor zone ID: 1
Sensor lattitude: 22 25 58.5192
Sensor longitude: 87 51 35.5896
Sensor type: Temperature
Sensor value: 25.5
Hash:f87f9bb31f284b4169382679f7dd413f827a52a3f3cb67842b119b8
e8f2fe376
Processor active time: 0.18215274810791016 seconds

Fig. 3. Details of the data block generated at the leaf node.

present hash, the prior hash, and the last hash of the entire net-
work. The last hash will be the same as the current hash if the
synchronization functions correctly. The figure demonstrates
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Tab. 2. Energy consumption (SD, TX, PAC) for a single DataBlock
at the leaf node.

Energy consumption at leaf node (hash mode)

Mode Power
[W]

Size
[bytes] Time [s] Energy [J]

Data sensing
(SD) 0.1925 247 0.0079 0.00152152

Data transmit
(TX) 0.875 421 0.0134 0.011788

Processor
active (PAC) 6.5 NA 0.201 1.3065

Total energy at leaf node 1.3198

Energy consumption at leaf node (no hash)

Mode Power
[W]

Size
[bytes] Time [s] Energy [J]

Data sensing
(SD) 0.1925 211 0.0067 0.00129976

Data transmit
(TX) 0.875 247 0.0079 0.006916

Average PAC 6.5 NA 0.171 1.1115
Total energy at leaf node 1.1197

that they are the same in all cases. If the last hash and the cur-
rent hash do not match, this implies that the mismatched data
block has not been included in the blockchain due to potential
data manipulation.
Table 3 and Fig. 5 demonstrate the average energy consump-
tion at the leaf nodes with different time intervals in various
sensor zones. The energy is calculated by using a hash, with-
out a hash, and with the use of the proposed hybrid model.
aSNEN – see Eq. (6) – is also calculated for the proposed mod-
el using Tab. 3. The figure clearly indicates that a sing hash
in PWSN is more energy-intensive than traditional PWSN,
while the hybrid model proposed in this work significantly
reduces the energy consumed in the sensor zones. The table
shows that the energy efficiency for the sensor nodes (SNEN)
is ≈40%.
Table 4 provides the blockchain latency (BCLE) for all sink
nodes involved in the PWSN using Eq. (7), together with the
average block creation time (BT), transaction processing time
(TPT), network processing time (NPT), transaction queue
time for the specified time intervals and total number of events.
The total time taken to process a blockchain is also calculated.
The proposed hybrid technique yields an average BCLE of

Tab. 3. Energy consumption using hash and percentage of SNEN.

Time Inter-
val

Total
event P(sEvent)

Energy
using
hash

Energy
hy-
brid

SNEN

200 4 50 0.61 65.99 40.25 39%
400 5 80 0.59 105.58 62.29 41%
600 4 150 0.67 197.97 132.64 33%
800 5 160 0.52 211.17 109.81 48%
1000 4 250 0.52 329.95 171.57 48%

Block 0
Previous Hash: 0
Sensor Data:
Current Hash:
Last Hash for the Whole Network:
----------------------------------------------------------------------
Block 1695832715
Previous Hash:
Sensor Data: {'timestamp': 1695832702, 'sensorZoneId': 3, 'sensorId': 
10, 'sensorLocationLattitude': '22 25 57.5812',
'sensorLocationLongitude': '87 51 36.6494' , 'sensorType': 
'Temperature', 'sensorValue': 25.5}
Current Hash: 
5a19e57bbf70ecd2b362185a5ecda45fd086abfeb0b6e7d2daa9aee702e9560f 
Last Hash for the Whole Network: 
5a19e57bbf70ecd2b362185a5ecda45fd086abfeb0b6e7d2daa9aee702e9560f
----------------------------------------------------------------------
Block 1695832721
Previous Hash: 
5a19e57bbf70ecd2b362185a5ecda45fd086abfeb0b6e7d2daa9aee702e9560f 
Sensor Data: {'timestamp': 1695832702, 'sensorZoneId': 2, 'sensorId': 
17, 'sensorLocationLattitude': '22 25 51.7194',
'sensorLocationLongitude': '87 51 36.3459' , 'sensorType': 
'Temperature', 'sensorValue': 26.8}
Current Hash: 
8e16d82b0af9c07f365c160734fb0439a4e8a0ea584a8be733563dde87939629 
Last Hash for the Whole Network: 
8e16d82b0af9c07f365c160734fb0439a4e8a0ea584a8be733563dde87939629
----------------------------------------------------------------------
Block 1695832714
Previous Hash: 
8e16d82b0af9c07f365c160734fb0439a4e8a0ea584a8be733563dde87939629 
Sensor Data: {'timestamp': 1695832702, 'sensorZoneId': 1, 'sensorId': 
11, 'sensorLocationLattitude': '22 25 55.2459',
'sensorLocationLongitude': '87 51 38.7856' , 'sensorType': 
'Temperature', 'sensorValue': 29.13}
Current Hash: 
Oddd1ba88cealbcb4220be4e245bf4363af2b16c4950f86d8c9de9b8f951f95d 
Last Hash for the Whole Network: 
Oddd1ba88cealbcb4220be4e245bf4363af2b16c4950f86d 8c9de9b8f951f95d
----------------------------------------------------------------------
Block 1695832716
Previous Hash: 
Oddd1ba88cealbcb4220be4e245bf4363af2b16c4950f86d8c9de9b8f951f95d 
Sensor Data: {'timestamp': 1695832702, 'sensorZoneId': 4, 'sensorId': 
10, 'sensorLocationLattitude': '22 25 48.2123',
'sensorLocationLongitude': '87 51 51.2598' , 'sensorType': 
'Temperature', 'sensorValue': 23.21}
Current Hash: 1e8aac92a89ce4 
8e2a75752de0e8a8931f658fa51041d2de773ea63c79285eab 
Last Hash for the Whole Network: 1e8aac92a89ce4 
8e2a75752de0e8a8931f658fa51041d2de 773ea63c79285eab
Block 1695832719

Fig. 4. Blockchain generated by the proposed model for PWSN.

80%, which is significantly better than in a scenario in which
blockchain is used with the traditional PWSN model.
Equation (8) is used to calculate the average blockchain
throughput (BCTE) for all sink nodes in the network, i.e.
the transactions per second (TPS) of all sink nodes. Then,
the total processing time (TPT) and blockchain processing
time (BPT) are calculated and the average latency rate (LPR)
calculated in Tab. 5 is used. The average BCTE is ≈37%
for the proposed hybrid model, which is also significantly
better than when using blockchain with the traditional PWSN
model.
Equation (9) determines the prevalence of data sensitivity
shown in Tab. 6, indicating the percentage of data reduction
achieved by the proposed technique. This calculation is based
on the actual data size of events that occurred across the
network over a period of time, as well as the actual blockchain

Tab. 4. Blockchain latency efficiency (BCLE) for the whole network

Time Total
event

BT
[s]

TPT
[s]

NPT
[s]

TQT
[s]

TTP
[s] BCLE

200 50 2.65 1.05 10.05 1.55 12.67 82.84%
400 80 4.40 2.16 16.4 2.32 21.25 84.08%
600 150 8.10 4.20 29.85 3.60 40.20 87.86%
800 160 8.16 3.84 34.08 4.16 42.08 83.75%
1000 250 14.00 5.75 52.75 6.75 67.00 84.54%
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Fig. 5. Sensor zone energy comparison with [31].

size, which includes data blocks. The results suggest that the
proposed technique is capable of reducing the size of the data
approximately by 30%.

5.3. Comparison and Performance Analysis

This study focuses mainly on evaluating the energy efficiency
within the sensor zone, particularly with respect to battery-
operated leaf nodes. Although most of the research related
to data integration using blockchain in ubiquitous wireless
sensor networks tends to emphasize aspects such as integrity,
security, and overall network life expectancy, this work takes
a distinctive approach by directly comparing its energy effi-
ciency within the sensor zone with the technique introduced
in [31]. Figure 5 presents a comparison of the average ener-
gy consumption of the leaf nodes within the sensor zones in
four different modes: with hash use, without hash use, using
the proposed hybrid model and using the model introduced
in [31].
Despite the fact that the proposed model includes hash usage
for the creation of data blocks, which is known to require more
energy for data processing and transmission, the figure shows
that it consumes less energy than the scenarios of using hash

Tab. 5. Blockchain throughput efficiency (BCTE) for the entire
network.

Time Interval TPS TPT
[s]

BPR
[s] LPR BCTE

[%]

200 4 0.25 0.084 0.053 0.823 49.88
400 5 0.20 0.105 0.055 0.841 28.62
600 4 0.25 0.084 0.054 0.879 34.06
800 5 0.20 0.105 0.051 0.838 29.28
1000 4 0.25 0.084 0.056 0.845 43.54

Tab. 6. Pervasive data sensitivity (PDSN) for the whole network.

Duration Event data
size [bytes]

RR
factor

Data block
size [bytes] PDSN

200 29640 0.53 19995 32.53%
400 74100 0.59 55648 24.90%
600 88920 0.54 61119 31.26%
800 148200 0.57 107524 27.44%

1000 148200 0.58 109411 26.17%

exclusively and adhering to traditional methods, i.e. [31]. This
is further supported by the comparison of energy efficiency
in Fig. 6, calculated on the basis of Eq. (6) and the data
represented in Tab. 3, which shows that the proposed model
has an efficiency approximately 10% higher than [31].
In order to fully evaluate the performance of the proposed
hybrid model, this work draws a comparison with the tech-
nique introduced in [16], which also aims to improve the
security and management of IoT data through a decentralized
blockchain-based architecture.
To compute BCLE and BCTE for the approach from [16],
this work relies on the data provided in their figures, and for
the proposed model, this work uses Eqs. (7) and (8). The
resulting BCLE values are presented in Tab. 4, and the BCTE
values are detailed in Tab. 5. Based on the calculations and
analysis, this work compiles the findings into a comparative
graph shown in Fig. 7. In particular, the BCLE values for
both models are quite similar. However, the proposed model
exhibits a BCTE that is ≈25% better than that of the model
proposed in [16].
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model with [16].
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The proposed technique utilizes the blockchain technolo-
gy, increasing the amount of transmitted data. To address
this problem, the proposed technique introduces a semantic
mechanism to reduce the volume of data and creates a data
block using the JSON format. The authors of [32] utilize se-
mantic rules to reduce the weight of sensor data in different
environments. Figure 8 shows that the proposed technique of-
fers a significant improvement in terms of the data reduction
percentage (≈20%) compared to [32].

6. Conclusion and Future Scope

This paper presented a novel hybrid architecture for perva-
sive wireless sensor networks (PWSNs) that integrates the
blockchain technology to achieve secure and energy-efficient
IoT data processing. The proposed design combines decen-
tralized sink-node blockchain management with centralized
sensing zones, providing both security and energy efficiency.
Implementation using TelosB Mote and Raspberry Pi devices
demonstrated real-time data integration, while experimental
results validated the model’s higher energy efficiency, re-
duced latency, and improved throughput compared to existing
methods.
Future studies will extend this prototype by incorporating
consensus mechanisms such as Proof of Work (PoW) and
Proof of Stake (PoS) to analyze their impact on energy con-
sumption and latency, thus improving the robustness and
adaptability of blockchain-enabled PWSNs.
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Abstract  This paper presents an adaptive QRD-M detection
algorithm designed to reduce the computational complexity of
MIMO systems while maintaining near-maximum likelihood
detection (near-MLD) performance. The proposed method intro-
duces a dynamic threshold mechanism based on a breadth-first
tree search, where pruning is guided by both symbol reliability
and interlayer interference derived from the upper-triangular
structure of the QR-decomposed channel matrix. The thresh-
old is further refined using a Babai estimate obtained from
Lenstra–Lenstra–Lovász (LLL) lattice reduction, allowing the
algorithm to adaptively adjust the candidate set at each detection
stage. The simulation results across 4 × 4 and 8 × 8 MIMO sys-
tems using 16-QAM and 64-QAM modulation schemes demon-
strate that the proposed Babai-guided interference-aware adap-
tive QRD-M (BIA-QRD-M) algorithm achieves near-MLD per-
formance. The proposed method achieves a reduction of up to
49% in the average number of branch metric computations at
high SNR and an approximately 29% reduction over the entire
0 – 25 dB SNR range, compared to conventional QRD-M in an
8 × 8 MIMO-OFDM system with 16-QAM modulation.

Keywords  LLL lattice reduction, MIMO-OFDM systems, QRD-
M detection

1. Introduction

Multiple input, multiple output (MIMO) systems are a key
technology of high-capacity wireless communication solu-
tions, offering substantial gains in spectral efficiency and link
reliability. However, the associated symbol detection task
becomes increasingly complex with high-order modulation
and large antenna configurations. While maximum likelihood
detection (MLD) [1] achieves optimal performance, it suf-
fers from exponential grooving computational complexity,
making it impractical for real-time implementations in most
scenarios.

By contrast, linear detectors offer low implementation com-
plexity but suffer from performance degradation under ill-
conditioned channels. Lattice reduction preprocessing can
partially mitigate this drawback [2]. To overcome this prob-
lem, a variety of suboptimal detection algorithms have been
developed to approximate MLD with reduced complexity.
Notable examples include sphere decoding (SD) [3], which
performs an efficient search within a hypersphere, and the

QRD-M algorithm [4], which limits the number of candidate
paths retained during detection.
These methods aim to strike a balance between detection
performance and computational feasibility, forming a basis
for ongoing research into adaptive and low-complexity MIMO
detection techniques.
Among these approaches, the QR decomposition with M al-
gorithm (QRD-M) has gained popularity due to its structured
tree search and consistent near-MLD performance. It first
applies QR decomposition to the channel matrix and then
selectsM most reliable candidates at each detection layer
based on the accumulated Euclidean distance. However, the
algorithm still incurs high and fixed complexity, particularly
when a largeM is needed to maintain accuracy under high
SNR or high-order modulation.
This paper addresses the performance-complexity trade-off
in QRD-M, i.e. maintains near MLD performance while
reducing the number of branch metric computations, using
a Babai-guided, interference-aware adaptive threshold that
scales with SNR.

2. Related Works

To address the computational burden of QRD-M, various
improvements have been proposed. In [5], bounding tech-
niques were applied to constrain the search region and reduce
average complexity without significant performance degra-
dation. In [6], an adaptive threshold was introduced in the
K-best sphere decoding, dynamically adjusting the candi-
date list according to channel conditions. Within the QRD-M
framework, path elimination is pruned. This approach of-
fers complexity savings that are inherently dependent on the
modulation method proposed in [7], where branches with ac-
cumulated Euclidean distances exceeding the minimum at
each layer are of order.
In [8], a Babai-based thresholding approach was proposed,
where the candidate set is adaptively expanded when initial
pruning yields too few surviving paths. This method achieves
lower average complexity in many scenarios by combining
aggressive pruning with selective recovery of candidates.
However, its dynamic expansion behavior can introduce vari-
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ability in computational load and requires careful threshold
tuning.
In [9], the set was restricted to a modulation-specific neigh-
borhood centered around a QR-based estimate. While this
approach effectively reduces complexity, it lacks adaptability
across different modulation formats and does not account for
inter-layer interference or symbol reliability. The radius of
the neighborhood is manually configured per modulation for-
mat, limiting the flexibility in heterogeneous or dynamically
varying scenarios.
These limitations highlight the need for a more general prun-
ing strategy that takes advantage of standard preprocessing,
avoids heuristic dependencies, and adapts reliably to vary-
ing MIMO-OFDM configurations. Such trade-offs described
across prior works motivate the development of a pruning
method that offers adaptively bounded complexity across
SNR regimes and system configurations, without reliance on
modulation-specific thresholds.
Despite these efforts, achieving near-MLD performance with
low complexity and without relying on modulation-specific
structures or heuristics remains an open challenge. This paper
proposes an adaptive pruning strategy based on interference-
aware thresholding, which dynamically adjusts the candidate
set using symbol reliability and channel structure, and does
so without relying on modulation-specific heuristics.
Complementary research investigates iterative detectors aid-
ed by lattice reduction [10] and model driven deep learning
detectors [11]. These approaches typically require soft infor-
mation exchange or offline training, whereas the present study
advances the hard decision QRD-M family with a training-
free, rule-based threshold that directly reduces branch metric
(SED) counts.
Here, a Babai-guided, interference-aware adaptive threshold
with SNR dependent scaling is introduced for QRD-M to
adjust the survivor set per layer without training or soft output.
The algorithm integrates the deviation from the Babai point
with a normalized interlayer interference term derived from
the upper triangular matrix, thereby stabilizing pruning across
SNR regimes and channel conditions. The resulting detector
reduces branch metric (SED) counts while preserving near
MLD performance, and is validated on 4 × 4 and 8 × 8 MIMO-
OFDM with 16-QAM and 64-QAM under flat and frequency
selective channels.

3. System Description

A spatial multiplexing multiple input multiple output (MIMO)
system is modeled withNT transmit antennas andNR receive
antennas, under the assumption thatNR ­ NT . The received
signal vector y ∈ CNR is given by [12]:

y = Hx+ n , (1)

whereH ∈ CNR×NT denotes the complex-valued flat fading
channel matrix, the transmitted symbol vector x ∈ SNT is
drawn from a constellation set S, such as QAM or PAM, and

n ∼ CN (0, σ2INR) is additive white Gaussian noise with
variance σ2.
To enable efficient detection, QR decomposition is applied to
channel matrixH, yielding the following:

H = QR , (2)

whereQ ∈ CNR×NT is a unitary matrix (i.e.QHQ = INT )
andR ∈ CNT×NT is an upper-triangular matrix.
Multiplying both sides of Eq. (1) byQH results in an upper-
triangular form:

ŷ = QHy = Rx+ n̂ . (3)

Here, ŷ ∈ CNR is the transformed received vector and
n̂ = QHn retains the same statistical properties due to
the unitary nature ofQ.
Based on the triangular system model, the goal of MIMO de-
tection is to estimate the vector of the transmitted symbol vec-
tor x ∈ SNT from the transformed observation ŷ = QHy.
This is achieved by finding the vector that minimizes the dis-
crepancy between the received signal and its reconstruction
through the channel. Mathematically, the detection task is
formulated as an integer least squares (ILS) problem given
by:

x̂ = arg min
x∈SNT

∥ŷ −Rx∥2 , (4)

where R is the upper-triangular matrix obtained from QR
decomposition. Solution x̂ represents the closest point in
the lattice generated byR to observation ŷ, under the con-
straint that the components of x are drawn from a discrete
modulation set S.
Solving this problem exactly yields the maximum likelihood
(ML) estimate, but its computational complexity grows ex-
ponentially with NT and the constellation size. Therefore,
suboptimal but efficient detection algorithms such as SD and
QRD-M are typically used to approximate the ML solution.

3.1. QRD-M Detection

QRD-M is a breadth-first tree search algorithm designed to
approximate the solution of the integer least squares (ILS)
problem defined in Eq. (4), based on the representation of the
triangular system in Eq. (3). The detection objective is to find
that the transmitted vector x ∈ SNT minimizes the squared
Euclidean distance between the transformed received signal
ŷ and its reconstruction via the upper-triangular matrixR.
The squared Euclidean distance (SED) is given by:

SED = ∥ŷ −Rx∥2 . (5)

BecauseR is upper-triangular, each component of the residual
depends only on x1, . . . ,xNT . Hence Eq. (5) can be written
as:

∥ŷ −Rx∥2 =
NT∑
i=1

∥∥∥∥ŷi − NT∑
j=i

Rijxj

∥∥∥∥2 , (6)

whereRij denotes the element in the i-th row and j-th column
of matrixR, ŷi is the i-th received signal after nulling and
xj is the j-th transmit signal.
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This layer-wise expansion reveals the interference structure
embedded in each received component ŷi. Specifically, the

term
NT∑
j=i
Rij xj represents inter-layer interference from sym-

bols xj not yet decided in the detection process. As detection
progresses from stage i = NT (root node) to stage i = 1
(first layer), the interference accumulates and becomes more
significant, particularly in ill-conditioned channels.
The conventional QRD-M algorithm mitigates this by main-
taining a fixed numberM of candidate paths at each stage,
selecting the highestM symbol extensions with the smallest
partial Euclidean distance. Although conventional QRD-M
provides a computationally efficient approximation to maxi-
mum likelihood detection, its fixed candidate size does not
respond to variations in interference or noise conditions. This
limitation motivates the development of an adaptive approach.

3.2. Proposed Method

The proposed Babai-guided interference-aware adaptive
QRD-M (BIA-QRD-M) algorithm enhances the convention-
al QRD-M by adaptively pruning symbol candidates at each
detection layer based on the local structure of the received
signal. Unlike fixed m QRD-M, which retains a constant num-
ber of candidates regardless of channel or noise conditions,
BIA-QRD-M dynamically adjusts the pruning threshold us-
ing a combination of Babai point deviation and a normalized
interference plus noise term, both computed from the QR
decomposition of the LLL-reduced basis channel matrix.
This integration of lattice reduction enhances orthogonality
and improves the reliability of the Babai estimate used for
adaptive pruning.
The QRD-M algorithm improves detection accuracy over
linear detectors by exploring multiple symbol candidates at
each detection layer. However, the fixed-M QRD-M expands
a predetermined number of candidates regardless of signal
quality or interference level, resulting in either excessive
complexity or insufficient accuracy.
To address this, an adaptive pruning strategy is proposed
that dynamically adjusts the number of candidates in each
layer based on symbol reliability and the magnitude. At each
detection layer i, the pruning threshold ηi determines the
allowable deviation from the Babai estimate, taking into
account both symbol reliability and the impact of interlayer
interference.
The threshold at layer i is defined as:

ηi =

γ · |b̂i − ỹi|+ δ ·
( NT∑
j=i+1

∣∣R̃i,j∣∣∣∣R̃i,i∣∣
)

1 + α · SNRlinear
, (7)

where:
• Q̃ and R̃ are LLL-reduced basis obtained from the

complex-valued channel matrixH, while R̃i,j are entries
of the upper-triangular matrix R̃,

• b̂i is the Babai estimate at layer i, calculated from the ZF
solution x̂ZF = R̃−1b̂i, followed by nearest neighbour
rounding,
• ỹi = [Q̃Hy]i is the i-th component of the transformed

received vector,
• γ > 0 and δ > 0 are user-defined parameters,
• α ­ 0 is a scaling parameter that adjusts the overall pruning

aggressiveness with respect to SNR, ensuring that the
threshold becomes tighter at high SNR and looser at low
SNR,

• SNRlinear = 10
SNRdB
10 converts the SNR value from deci-

bels to a linear scale.
For all simulations, α = 0.5 is used for a flat-fading channel,
while α = 0.02 is applied to frequency-selective fading chan-
nels. Parameters γ and δ are fixed at 1.5 and 2.0, respectively,
in all scenarios.

In contrast to fixed thresholds based on Babai or neighbor-
hood margins, the proposed scheme determines the pruning
level from the deviation to the Babai point, together with
a normalized measure of interlayer interference computed
from the upper-triangular factor of the QR decomposition,
with explicit SNR dependent scaling. This rule-based, lay-
er adaptive mechanism reduces branch metric (SED) counts
while maintaining near-MLD candidates.

This formulation incorporates three key observations:

1. Symbol reliability. The term |b̂i − ỹi| quantifies the
deviation between the Babai estimate and the transformed
received symbol in the LLL-reduced domain. A smaller
value indicates that the Babai estimate closely aligns with the
underlying received symbol, suggesting high confidence in
rounding decision and allowing for tighter pruning.

2. Normalized interference term. The summation
NT∑
j=i+1

∣∣R̃i,j∣∣ captures the cumulative effect of undecided

symbols from lower layers. Dividing this by the diagonal
term
∣∣R̃i,i∣∣ normalizes the interference with respect to the

signal strength at the current layer. A higher normalized val-
ue implies stronger residual interference, prompting looser
pruning to maintain detection robustness.

3. SNR-dependent scaling. The denominator term 1 + α ·
SNRlinear introduces a global control mechanism that tightens
the threshold as the signal-to-noise ratio increases. At high
SNR, where symbol estimates become more reliable, the
threshold becomes smaller, enabling more aggressive pruning.
At low SNR, the threshold is relaxed, ensuring robustness
under noise-dominant conditions.

Together, these three components allow the threshold to dy-
namically adapt based on both local layer conditions (symbol
confidence and interference) and global channel reliability
(SNR). This adaptive mechanism balances detection perfor-
mance and computational complexity more effectively than
fixed-M approaches.

Parameters γ, δ, and α serve as tuning knobs operating in the
following manner:
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• Increasing γ makes the pruning more sensitive to the Babai
point error, emphasizing symbol reliability,
• Increasing δ gives more weight to normalized interference,

relaxing the threshold in high interference layers,
• Increasing α intensifies the influence of SNR, imposing

a tighter threshold as channel conditions improve.
This design ensures that a larger number of candidates is eval-
uated only when necessary, achieving near-optimal detection
performance while significantly reducing average complexity
across a wide range of SNR and channel conditions.
The detection procedure is as follows:
Initialization. The detection process begins by applying the
QR decomposition to the channel matrix and transforming
the received vector accordingly.
Candidate evaluation and metric computation. Starting
from theNT -th layer, all constellation symbols are considered
as candidates. For each candidate, the squared Euclidean dis-
tance (branch metric) is computed relative to the transformed
received signal and the upper-triangular matrix.
Adaptive thresholding and pruning. Once the branch met-
rics are computed, a dynamic threshold ηi is calculated at
each layer to eliminate the unlikely candidates. The proposed
threshold formulation incorporates three components: the
mismatch between the Babai point and the transformed re-
ceived symbol, a normalized interference term derived from
the structure of the upper triangular matrix, and an SNR-
dependent denominator that adaptively tightens the threshold
magnitude under high SNR conditions. Complex LLL reduc-
tion is applied locally within the threshold computation to
improve pruning reliability. Symbol candidates with branch
metrics exceeding ηi are pruned. This process is repeated
from layer NT down to layer 1.
Path selection. After pruning is applied to layer NT down
to layer 1, each surviving path corresponds to a complete
symbol vector. Among these, the candidate with the lowest
branch metric in layer 1 is selected as the final estimate, and
the corresponding symbol vector is reconstructed by tracking
the selected path.
The pseudocode presented as Algorithm 1 describes the
detection procedure with adaptive pruning applied at each
layer. Branch metrics are computed for candidate symbols
and compared against a dynamic threshold which has been
derived from the Babai point, the upper triangular matrix,
and the SNR. This selective pruning reduces computational
complexity by eliminating unlikely candidates early in the
search.
The proposed algorithm dynamically adjusts the number of
candidates at each detection layer based on a symbol-wise re-
liability metric and an interference-sensitive threshold. The
threshold formulation incorporates SNR normalization, en-
abling the algorithm to prune the candidate paths more ag-
gressively when the symbol estimate is deemed highly reliable
and to retain more paths when uncertainty is greater. This
adaptive mechanism achieves a favorable balance between
detection performance and computational complexity.

3.3. Complexity Analysis

Computational complexity in MIMO detection algorithms
can be evaluated using different metrics, such as execution
time (latency) or analytical expressions like Big-O notation.
In this work, complexity is quantified in terms of the num-
ber of SED computations, which directly reflects the effort
required in evaluating candidates during detection. This met-
ric provides a practical measure of computational load and
allows meaningful comparison between different detection
schemes from a simulation-based perspective.
In this work, complexity is reported as the number of SED
evaluations. Each SED evaluation represents a metric com-
putation triggered by the expansion of the candidate and
reflects the actual search workload. Because it is indepen-
dent of the computing platform and memory configuration,
the SED count provides a consistent indicator of computa-
tional demand and is therefore more reliable than runtime
measurements, which can vary with simulation environment
and system resources.
In ML and near-ML detections, the primary contributor to
computational complexity is the repeated evaluation of SEDs
derived from the ILS equation. The complexity of the pro-
posed method is expressed in terms of total SED calculations
and compared with conventional QRD-M detection, forming
a basis for the subsequent performance–complexity trade-off
analysis.

4. Results and Discussion
This section presents the symbol error rate (SER) performance
and computational complexity of the proposed adaptive QRD-
M detection method. Simulation results are provided to eval-
uate the method under various MIMO configurations and
modulation schemes. Performance benchmarking includes
sphere decoding (SD) for SER only, while both performance
and complexity are compared against conventional QRD-M
to isolate the effect of the proposed adaptive threshold.
Particular attention is given to the impact of the adaptive
threshold on pruning behavior and its influence on perfor-
mance across different SNR values. Table 1 lists the core
simulation parameters used in the performance evaluation
and complexity analysis.
Figure 1 illustrates SER performance of conventional QRD-
M detection compared to SD in a 4 × 4 MIMO system with
8-PAM modulation. The SD curve, adapted from [13], rep-
resents near-ML performance. With increasingM , QRD-M
approaches SD. At maximum list sizeM = 8, QRD-M is
equivalent to SD (near-ML) reference. This demonstrates
that a sufficiently largeM enables QRD-M to approximate
ML accuracy. In contrast, lower values (e.g.M = 4) show
noticeable performance degradation at higher SNRs. This
comparison validates the use of SD as a reference to assess
the effectiveness of suboptimal detection algorithms.
Figure 2 presents SER performance of the proposed BIA-
QRD-M method compared to conventional QRD-M with
fixedM values of 8, 12, and 16 in a 4 × 4 MIMO system using
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Algorithm 1 Pseudocode for the proposed BIA-QRD-M
Input: H, y, PAMtable,Minit,Mmin, γ, δ, α
Output: estimated symbol vector x̂

1: [Q,R] = QR(H) ▷ QR decomposition for detection
2: ŷ = QHy ▷ Transformed received vector for metric computation
3: [Q̃, R̃, T ] = LLL(H) ▷ Complex LLL for threshold computation
4: ỹ = Q̃Hy ▷ Transformed received vector for threshold computation

Step 1: Root layer (layer NT )
5: for each symbol x in the PAM table do
6: Initialize path with symbol x at layer NT
7: di = |ŷNT −RNT ,NT x|

2
▷ Compute branch metric

8: b̂ = round
(
ỹNT
R̃NT ,NT

)
▷ Babai estimate

9: interference = 0

10: ηi =
γ |b̂−ỹNT |+δ interference

1+αSNRlinear
▷ Threshold

11: if di ¬ ηi then
12: Add candidate to surviving paths
13: end if
14: if length(surviving paths) < Mmin then
15: M =Mmin
16: elseM = length(surviving paths)
17: end if
18: Store the topM surviving candidates for extension at the next layer
19: end for

Step 2: Remaining layers (from NT − 1 to 1)
20: for layer = NT − 1 down to 1 do
21: for each extended candidate (x ∈ PAM table) from layer +1 do

22: contribution_from_lower_layers =
NT∑

j=layer+1
Rlayer,j x̂j

23: di = | ŷlayer −Rlayer,layerxlayer − contribution_from_lower_layers |2

24: babai_term =
NT∑

j=layer+1
R̃layer,j x̂j

25: b̂ = round
(
ỹlayer−babai_term
R̃layer,layer

)

26: interference =

NT∑
j=layer+1

∣∣∣R̃layer,j

∣∣∣
|R̃layer,layer|

27: ηi =
γ |b̂−ỹlayer|+δ interference

1+αSNRlinear
▷ Threshold

28: if di ¬ ηi then
29: Add candidate to surviving paths
30: if length(surviving paths) < Mmin then
31: M =Mmin
32: else
33: M = length(surviving paths)
34: end if
35: end if
36: end for
37: Store the topM surviving candidates for extension at the next layer
38: end for

Step 3: Final decision
39: At layer 1, select the candidate with the minimum branch metric
40: Reconstruct the full symbol vector x̂ from the selected path
41: Return x̂
End

JOURNAL OF TELECOMMUNICATIONS
AND INFORMATION TECHNOLOGY 4/2025 65



Mar Mar Lwin and Mohd Fadzli Mohd Salleh

Tab. 1. Simulation parameters.

Parameter Value

No. of subcarries
(FFT size) 64

OFDM symbols
per frame

14, used only for Monte Carlo averaging,
not per-symbol detection

Channel model

Rayleigh flat-fading (1 tap i.i.d.) and
frequency-selective (5 taps, Rayleigh
fading with exponential power-delay

profile)
Number of

channel taps 5

Modulation
scheme 16-QAM, 64-QAM

MIMO system 4 × 4, 8 × 8
Detection
methods

Conventional QRD-M,
proposed BIA-QRD-M
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Fig. 1. Comparison of QRD-M detection withM = 4, 6, and 8, and
SD in a 4 × 4 MIMO system using 8-PAM modulation.

16-QAM modulation. A largerM in QRD-M detection gen-
erally improves accuracy by retaining more candidate paths.
In this 16-QAM scenario, the proposed method achieves
SER performance that closely matches that of conventional
QRD-M withM = 12. This demonstrates that the proposed
approach achieves near-optimal detection performance while
significantly reducing computational complexity, particularly
in the medium-to-high SNR regime.
Figure 3 illustrates SER versus SNR for various MIMO con-
figurations and modulation schemes of the proposed BIA-
QRD-M system. As shown in Fig. 3, the 4 × 4 MIMO sys-
tem employing 64-QAM achieves superior SER performance
compared to the 4 × 4 MIMO system with 16-QAM, high-
lighting the advantage of higher-order modulation in terms of
detection accuracy.
However, this improvement comes at the expense of increased
computational complexity (see subsequent results). Further-
more, comparing 16-QAM, the 8 × 8 MIMO demonstrates
enhanced SER performance due to the increased spatial di-
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Fig. 2. SER of conventional QRD-M detection with M = 8, 12,
and 16, versus the proposed method in a 4 × 4 MIMO system using
16-QAM modulation.
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Fig. 3. SER performance of the proposed BIA-QRD-M detection
method for 4 × 4 and 8 × 8 MIMO-OFDM systems using 16-QAM
and 64-QAM modulation schemes over a flat-fading channel.
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Fig. 4. SER performance of the proposed BIA-QRD-M detection
method for 4 × 4 and 8 × 8 MIMO-OFDM systems using 16-QAM
modulation over a frequency-selective fading channel.

versity, although with a significantly higher computational
cost.
Figure 4 shows SER performance of the proposed BIA-QAD-
M detection method for 4 × 4 and 8 × 8 MIMO-OFDM sys-
tems over frequency-selective Rayleigh fading channels. In
both configurations, SER decreases consistently with increas-
ing SNR, showing that the proposed method maintains reliable
detection accuracy across a wide SNR range.
Following the analysis of the symbol error rate performance,
the subsequent focus is on computational complexity. The
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Fig. 5. Average number of branch-metric computations per detec-
tion versus SNR for the proposed BIA-QRD-M algorithm in 4 × 4
and 8 × 8 MIMO-OFDM systems using 16-QAM and 64-QAM
modulation schemes over a flat-fading channel.
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Fig. 6. Average number of branch-metric computations per detection
versus SNR for the proposed BIA-QRD-M algorithm in a 4 × 4
and 8 × 8 MIMO-OFDM systems using 16-QAM modulation over
a frequency-selective fading channel.

computational cost of the proposed BIA-QRD-M detection
algorithm is evaluated under various modulation schemes
and MIMO configurations, measured in terms of the average
number of branch-metric computations.
The average number of branch metric computations as a func-
tion of SNR for the proposed method in 4 × 4 and 8 × 8 MIMO
systems using 16-QAM and 64-QAM modulation schemes is
presented in Fig. 5. As expected, the computational complex-
ity increases with modulation order. The results confirm that
both higher-order modulation and increased antenna count
lead to higher computational demands, which is consistent
with theoretical expectations.
Figure 6 presents a complexity analysis of the proposed BIA-
QRD-M detection method for 4 × 4 and 8 × 8 MIMO-OFDM
systems under frequency-selective fading conditions. The re-
sults show that the proposed method achieves a substantial
reduction in the average number of branch metric compu-
tations compared with the conventional QRD-M approach,
particularly in the high-SNR region. This reduction is more
pronounced for the frequency selective channel due to the
enhanced pruning effectiveness at higher SNR, confirming
the method’s ability to maintain detection accuracy while
significantly lowering computational requirements.
A comparison of the average number of branch-metric com-
putations for the proposed method with conventional QRD-M
detection using fixed m values of 8, 12, and 16 in a 4 × 4
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Fig. 7. Comparison of the average number of branch metric compu-
tations of conventional QRD-M detection withM = 8, 12, 16, and
the proposed method in a 4 × 4 MIMO system with 16-QAM.

MIMO system with 16-QAM modulation is illustrated in Fig.
7. Although conventional QRD-M exhibits constant complex-
ity regardless of SNR, the proposed method demonstrates
a clear SNR-dependent reduction in computational cost. At
high SNR levels, the proposed method approaches the com-
plexity of QRD-M with M = 8, the lowest fixed setting,
while at low SNR, it maintains a complexity level below that
of QRD-M with M = 12. This adaptive behavior enables
significant complexity savings while preserving detection
performance, making it especially attractive for scenarios
with dynamic channel conditions.
To summarize the performance–complexity trade-off, see
Tab. 2 presenting a comparative analysis of the proposed and
conventional QRD-M methods under various MIMO config-
urations and modulation schemes at low (10 dB), moderate
(15 dB), and high (25 dB) SNR levels. Under 16-QAM mod-
ulation, the proposed method consistently outperforms the
conventional QRD-M in both 4 × 4 and 8 × 8 MIMO settings.
At 10 dB, the 4 × 4 system achieves a lower SER (0.1214 vs.
0.1341) while reducing the branch metric count by more than
20% (424 vs. 541). This efficiency becomes more prominent
at 15 dB and 25 dB, where the proposed algorithm cuts com-
plexity by nearly 50% in the 4 × 4 case and by more than 35%
in the 8 × 8 case, without compromising SER performance.
For 64-QAM modulation in the 4 × 4 configuration, the trade-
off becomes even more evident. At 10 dB, the proposed
method significantly reduces SER (0.1250 vs. 0.5697) while
requiring only 8.5% of the metric computations (1068 vs.
12 508), indicating substantial gains in both accuracy and effi-
ciency. These benefits are maintained at higher SNR levels. At
15 dB, the SER drops below 10–3 with only 818 metric eval-
uations, i.e. far below the conventional method’s complexity
threshold.
Across all scenarios shown in Tab. 2, the proposed
interference-sensitive pruning strategy enables scalable com-
plexity control while maintaining high detection accuracy. The
improvements are particularly pronounced under high-order
modulation and larger MIMO sizes, confirming effectiveness
in the performance-complexity trade-off for MIMO-OFDM
systems.
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Tab. 2. Performance–complexity trade-off of conventional and proposed QRD-M detection methods under various MIMO configurations and
modulation schemes.

SNR [dB] MIMO Modulation Complexity
(QRD-M)

Complexity
(proposed) SER (QRD-M) SER (proposed)

10 4 × 4 16-QAM 784 518 0.222 0.1315
15 4 × 4 16-QAM 784 425 0.07625 8.398 × 10–3

25 4 × 4 16-QAM 784 400 2.75 × 10–3 1.116 × 10–4

10 4 × 4 64-QAM 12 352 1068 0.5697 0.1250
15 4 × 4 64-QAM 12 352 818 0.3725 0.0079
25 4 × 4 64-QAM 12 352 784 0.0295 0
10 8 × 8 16-QAM 1808 1420 0.1003 0.01965
15 8 × 8 16-QAM 1808 1163 0.0115 0.0013
25 8 × 8 16-QAM 1808 923 8.75 × 10–4 5.859 × 10–5

5. Conclusions

This paper presents an adaptive QRD-M detection algorithm
enhanced by an interference-aware pruning strategy, designed
for scalable and efficient MIMO-OFDM systems. By dy-
namically adjusting the candidate set based on symbol re-
liability and inter-layer interference, the proposed method
reduces computational complexity while maintaining near-
MLD performance. Unlike previous approaches that rely on
fixed m configurations, modulation-specific heuristics, or
noise-dependent tuning, the proposed scheme adapts to the
detection structure itself, ensuring robustness across a wide
range of MIMO sizes and modulation formats. The simulation
results confirmed that the proposed method improves both
detection accuracy and computational efficiency, especially
in large-scale and high-order MIMO settings.
These results affirm the practicality for modern wireless
systems that require high spectral efficiency under constrained
computational resources. This paper reports evaluations for
4 × 4 and 8 × 8 configurations, reflecting the scope commonly
adopted in non-linear MIMO detection studies.

References
[1] K. Miura, “An Introduction to Maximum Likelihood Estimation and

Information Geometry”, Interdisciplinary Information Sciences, vol.
17, pp. 155–174, 2011 (https://doi.org/10.4036/iis.2011.
155).

[2] Q. Zhou and X. Ma, “Element-based Lattice Reduction Algorithms
for Large MIMO Detection”, IEEE Journal on Selected Areas in
Communications, vol. 31, pp. 274–286, 2013 (https://doi.org/
10.1109/JSAC.2013.130215).

[3] M.O. Damen, H. El Gamal, and G. Caire, “On Maximum-likelihood
Detection and the Search for the Closest Lattice Point”, IEEE Transac-
tions on Information Theory, vol. 49, pp. 2389–2402, 2003 (https:
//doi.org/10.1109/TIT.2003.817444).

[4] W.H. Chin, “QRD Based Tree Search Data Detection for MIMO
Communication Systems”, 2005 IEEE 61st Vehicular Technology
Conference, Stockholm, Sweden, 2005 (https://doi.org/10.110
9/VETECS.2005.1543595).

[5] M. Mohaisen and K. Chang, “Upper-lower Bounded-complexity
QRD-M for Spatial Multiplexing MIMO-OFDM Systems”, Wireless

Personal Communications, vol. 61, pp. 129–141, 2011 (https:
//doi.org/10.1007/s11277-010-0014-8).

[6] U. Ummatov and K. Lee, “Adaptive Threshold-aided K-best Sphere
Decoding for Large MIMO Systems”, Applied Sciences, vol. 9, art.
no. 4624, 2019 (https://doi.org/10.3390/app9214624).

[7] J.-H. Ro, J.-K. Kim, Y.-H. You, and H.-K. Song, “Low-complexity
QRD-M with Path Eliminations in MIMO-OFDM Systems”, Applied
Sciences, vol. 7, art. no. 1206, 2017 (https://doi.org/10.3390/
app7121206).

[8] S.-J. Choi et al., “Novel MIMO Detection with Improved Complexity
for Near-ML Detection in MIMO-OFDM Systems”, IEEE Access, vol.
7, pp. 60389–60398, 2019 (https://doi.org/10.1109/ACCESS.
2019.2914707).

[9] B.S. Kim, S.D. Kim, D. Na, and K. Choi, “A Very Low Complexity
QRD-M MIMO Detection Based on Adaptive Search Area”, Elec-
tronics, vol. 9, art. no. 756, 2020 (https://doi.org/10.3390/
electronics9050756).

[10] H. Liu et al., “A Novel Iterative Detection Method Based on a Lattice
Reduction-aided Algorithm for MIMO OFDM Systems”, Scientific
Reports, vol. 14, art. no. 2779, 2024 (https://doi.org/10.103
8/s41598-024-52602-6).

[11] X. Zhou et al., “Model-driven Deep Learning-based MIMO-OFDM
Detector: Design, Simulation, and Experimental Results”, IEEE
Transactions on Communications, vol. 70, pp. 5193–5207, 2022
(https://doi.org/10.1109/TCOMM.2022.3186404).

[12] T.-D. Chiueh, P.-Y. Tsai, and I.-W. Lai, Baseband Receiver Design
for Wireless MIMO-OFDM Communications, Wiley, 346 p., 2012
(https://doi.org/10.1002/9781118188194).

[13] A. Ghasemmehdi and E. Agrell, “Faster Recursions in Sphere Decod-
ing”, IEEE Transactions on Information Theory, vol. 57, pp. 3530–
3536, 2011 (https://doi.org/10.1109/TIT.2011.2143830).

Mar Mar Lwin, Student
School of Electrical and Electronic Engineering
https://orcid.org/0009-0009-3920-5197

E-mail: mar.mar.lwin@student.usm.my
Universiti Sains Malaysia, Nibong Tebal, Malaysia
https://www.eng.usm.my

Mohd Fadzli Mohd Salleh, Ph.D., Assoc. Professor
School of Electrical and Electronic Engineering
https://orcid.org/0000-0002-1801-6049

E-mail: fadzlisalleh@usm.my
Universiti Sains Malaysia, Nibong Tebal, Malaysia
https://www.eng.usm.my

https://doi.org/10.4036/iis.2011.155
https://doi.org/10.4036/iis.2011.155
https://doi.org/10.1109/JSAC.2013.130215
https://doi.org/10.1109/JSAC.2013.130215
https://doi.org/10.1109/TIT.2003.817444
https://doi.org/10.1109/TIT.2003.817444
https://doi.org/10.1109/VETECS.2005.1543595
https://doi.org/10.1109/VETECS.2005.1543595
https://doi.org/10.1007/s11277-010-0014-8
https://doi.org/10.1007/s11277-010-0014-8
https://doi.org/10.3390/app9214624
https://doi.org/10.3390/app7121206
https://doi.org/10.3390/app7121206
https://doi.org/10.1109/ACCESS.2019.2914707
https://doi.org/10.1109/ACCESS.2019.2914707
https://doi.org/10.3390/electronics9050756
https://doi.org/10.3390/electronics9050756
https://doi.org/10.1038/s41598-024-52602-6
https://doi.org/10.1038/s41598-024-52602-6
https://doi.org/10.1109/TCOMM.2022.3186404
https://doi.org/10.1002/9781118188194
https://doi.org/10.1109/TIT.2011.2143830
https://orcid.org/0009-0009-3920-5197
https://www.eng.usm.my
https://orcid.org/0000-0002-1801-6049
https://www.eng.usm.my


Half-duplex Two-way Relaying for Wireless
Sensor Networks with Adaptive Coding

Rate: A Performance Optimization
Framework

The-Anh Ngo1, Viet-Thanh Le2, Thien P. Nguyen2, and Duy-Hung Ha2

1University of Transport and Communications, Ho Chi Minh City, Vietnam,
2Ton Duc Thang University, Ho Chi Minh City, Vietnam

https://doi.org/10.26636/jtit.2025.4.2314

Abstract  In this paper, a novel framework to enhance the reli-
ability of wireless sensor networks (WSNs) by addressing the
high probability of outage (OP) resulting from limited energy
resources and unreliable channels. The framework integrates
three techniques: half-duplex two-way relaying (HD-TWR), dig-
ital network coding (DNC), and rateless codes. Although these
techniques have been extensively studied in isolation, a compre-
hensive analysis of their joint performance is provided as the
main contribution. The proposed scheme leverages the energy
efficiency of HD-TWR, the transmission reduction capability of
DNC, and the retransmission-free resilience of rateless codes.
Simulation results show that the integrated framework signifi-
cantly reduces OP, offering a robust and practical solution to
enhance the reliability enhancement. Furthermore, the impact of
optimal relay node placement is investigated through parameter
adjustments in the simulation stage to maximize performance
gains.

Keywords  digital network coding, half-duplex two-way relaying,
outage probability, rateless codes, relay placement, wireless sensor
networks

1. Introduction

In the past decade, wireless sensor networks (WSNs) have
become a foundational technology for real-time monitoring
and data acquisition in a wide range of applications, from en-
vironmental surveillance to industrial automation. Comprised
of numerous low-power sensor nodes, WSNs are crucial en-
ablers of the Internet of Things (IoT) [1]–[3]. However, the
performance of these networks is limited by their resource-
constrained environments, energy resources, inherent unrelia-
bility, and security vulnerabilities of wireless channels. These
limitations collectively lead to critical performance issues,
particularly high outage probability (OP) and loss of secrecy,
which compromise network reliability and data confiden-
tiality. Therefore, developing robust, energy efficient, and
secure communication protocols is a paramount challenge in
WSNs [4]–[6].
To address the mentioned limitations, various advanced com-
munication strategies have been investigated. First, node de-

ployment techniques to enhance network coverage and data
security have been studied in [3], [5], [7], [8]. Next, cooper-
ative relaying has emerged as a key solution for improving
network performance, such as throughput and outage prob-
ability as well as network lifetime, end-to-end delay, and
secrecy [9]–[12]. While full-duplex relaying offers significant
gains in spectral efficiency, its practical implementation is of-
ten hindered by the complex and power-intensive problem of
mitigating residual self-interference cancelation.
On the contrary, half-duplex (HD) operation, which avoids
simultaneous transmission and reception, inherently bypass-
es this issue [13]– [16]. HD relaying is simpler and more
energy-efficient than their full-duplex counterparts as they
only transmit or receive at any given time, making them a suit-
able choice for WSNs [16]. Moreover, a combination of HD
and two-way relaying (TWR) can be useful to improve net-
work performance [17], [18].
On a more fundamental level, digital network coding (DNC)
is a powerful principle to enhance network efficiency. Rather
than simply forwarding packets, DNC allows an intermediate
node to combine data from multiple incoming streams be-
fore transmission (e.g., using an XOR operation) [19]. This
technique significantly reduces the number of transmissions
required to exchange information, thereby improving both
network throughput and spectral efficiency.
To further bolster network reliability against channel im-
pairments, rateless coding offers a decent solution. Unlike
conventional fixed-rate codes that require a reliable channel
to be effective, rateless codes (RC) allow a source to generate
an infinite stream of encoded symbols, ensuring that a receiv-
er can successfully decode the original message as soon as
a sufficient number of symbols are collected. This property
makes RC highly suitable for dynamic and unpredictable as
well as unsecured wireless environments [20]–[24].
Although significant progress has been achieved, the afore-
mentioned studies have been carried out independently. Build-
ing on these advancements, this work proposes a novel com-
munication framework that integrates HD-TWR, DNC, and
RC strategies. The core objective of this research is to signifi-
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cantly minimize OP by also considering the optimal placement
of the relay node. We develop a comprehensive analytical
framework to model system outage performance for various
network scenarios.
The key contributions of this work are the integration of
rateless coding with a practical DNC-based HD-TWR scheme
and a simulation-based demonstration of how the position of
the relay affects system performance.
The remainder of this paper is organized as follows: Section 2
reviews related work. Section 3 details the system model.
Section 4 provides the outage performance analysis. Sec-
tion 5 presents the simulation results and discussions. Finally,
Section 6 concludes the article and outlines potential future
work.

2. Related Works

Research on enhancing the performance of wireless com-
munication networks, particularly wireless sensor networks
(WSNs), has evolved along several key directions, most no-
tably in the areas of relaying strategies, advanced coding
schemes, and network optimization. This section reviews the
most pertinent literature related to wireless communications
and WSNs, emphasizing the contributions and limitations
of existing studies that motivate the integrated approach ad-
vanced in this paper.

2.1. Cooperative Relaying and HD-TWR

The fundamental principles of half-duplex relaying have been
studied in prior work [15], [16], [25]–[27], which demonstrate
that separating transmission and reception into orthogonal
slots mitigates self-interference and simplifies transceiver
design. In the simplest HD model, a relay node (RN) facili-
tates communication between two source nodes, requiring
three time slots for the corresponding transmission phases,
since the RN cannot transmit and receive simultaneously.
These studies suggest that HD relaying can improve ener-
gy efficiency, transmission rate, probability of outage, and
reliability in resource-constrained wireless communication
systems. However, they remain largely limited to basic per-
formance evaluations without addressing broader efficiency
considerations.
Building on this foundation, subsequent research on half-
duplex two-way relaying (HD-TWR) [17], [18], [28] investi-
gates bidirectional communication, thereby reducing latency
and improving spectral efficiency compared to convention-
al one-way relaying. Although these studies report notable
performance gains, they also reveal persistent limitations.
The half-duplex constraint inherently reduces throughput
compared to full-duplex systems, and the effectiveness of
HD-TWR is further challenged by channel estimation errors,
synchronization difficulties, and relay processing overhead.
Furthermore, none of the existing HD-TWR works mentioned
above has explored the integration of advanced coding tech-
niques such as rateless codes and digital network coding,
which holds significant promise for enhancing adaptability,

reliability, and overall network performance. This research
gap indicates that current HD and HD-TWR frameworks are
insufficient to provide scalable, secure, and energy-efficient
solutions for WSNs and next-generation wireless networks,
thus motivating integrated approaches that jointly exploit
relaying, coding, and network optimization to achieve practi-
cal improvements in efficiency, robustness, scalability, and
secrecy performance.

2.2. Digital Network Coding and Rateless Codes

Digital network coding, typically implemented through XOR
operations at the relay, reduces the number of transmission
phases by combining packets from different sources, thus
improving throughput, spectral efficiency, and latency in
wireless communication systems [18], [19]. Despite these
benefits, DNC remains sensitive to synchronization errors,
imperfect channel estimation, and error propagation, which
limit its robustness in practical scenarios.
Rateless codes extend the principle to generate an unlimited
stream of coded packets, allowing receivers to decode once
a sufficient number of symbols has been collected [29]. In
general, RCs encompass a broad class of coding schemes such
as Luby transform (LT), raptor, and random linear network
coding (RLNC). In RLNC, each encoded packet is a random
linear combination of source packets over a finite field.
In this paper, we consider a generic RC model without specify-
ing the exact encoding structure, focusing on OP performance
rather than decoding complexity. This general formulation
allows the proposed framework to capture the performance
behavior of various RC schemes without being restricted to
a specific encoding algorithm. This rateless property not on-
ly enhances adaptability, reliability, and outage performance
in time-varying channels but also provides inherent phys-
ical layer security (PLS), since eavesdroppers who do not
accumulate enough packets cannot reconstruct the original
data.
Recent studies confirm that CR can improve secrecy capacity,
increase secrecy throughput, and reduce the probability of
secrecy outages by exploiting channel asymmetry [18], [20],
[22], [24], [30]. However, RC also suffers from decoding
complexity, signaling overhead, and delay, particularly in
large-scale networks. Although the integration of RC and
DNC in full-duplex two-way relaying (FD-TWR) has been
investigated [18], OP analysis has not been addressed. This
gap provides the main motivation for the present work.

2.3. Relay Node Placement

Node deployment and relay selection are fundamental design
aspects in cooperative wireless networks, as they directly
influence coverage, reliability, and spectral efficiency [3],
[5], [7], [8], [31]. However, none of the existing studies
have evaluated network performance in terms of OP for
HD-TWR systems that employ integrated RC and DNC.
Given that OP is a critical metric for assessing link reliability
under realistic channel conditions, its absence in previous
research represents a significant gap. Therefore, it is essential
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Fig. 1. The HD-TWR model using DNC and RC.

to conduct a comprehensive study on OP improvement of OP
in HD-TWR systems with RC-DNC, providing deeper insight
into system performance and reliability.
In summary, although HD-TWR has been widely studied,
existing works have not incorporated advanced coding tech-
niques such as RC and DNC, which could jointly improve
adaptability, efficiency, and secrecy performance. On the
contrary, research on RC and DNC has primarily addressed
throughput, spectral efficiency, or physical layer security, but
has not considered their integration into HD-TWR frame-
works. Additionally, these studies typically overlook critical
system-level aspects such as relay node deployment and place-
ment optimization, which have a direct impact on coverage,
reliability and OP. This gap indicates that current approaches
remain insufficient to achieve robust and scalable performance
in realistic network scenarios.
Motivated by these limitations, this article investigates the
joint application of RC and DNC in HD-TWR systems, with
a particular focus on evaluating and improving OP under dif-
ferent operating conditions. Additionally, we analyze the effect
of relay node placement through simulation-based parame-
ter adjustment, providing insights into optimal deployment
strategies for improved system performance.
The relay node is assumed to be located along the line between
S1 and S2. Let xR denote its normalized position, where
xR = 0 and xR = 1 correspond to the locations of S1 and
S2, respectively. The effect of the placement of the relay on
the outage probability is analyzed by varying xR in the range
{0,1}.

3. System Model

The system model using the HD-TWR relaying strategy
combined with DNC-RC techniques (denoted as SM3P) is
shown in Fig. 1. Two nodes, S1 and S2, exchange data via a
relay R. Using RC, S1 and S2 split the original message into
equal-size packets and XOR one or multiple selected packets
to produce encoded packets.
Figure 1 depicts the process of exchanging encoded packets
between S1 and S2, where x1(x2) represents an encoded
packet of S1(S2) that needs to be sent to S2(S1). Specifically,
in the first phase, S1 transmits x1 to R, and in the subsequent
phase,S2 transmits x2 toR. IfR successfully decodes both x1
and x2, it performs the XOR operation as follows: x3 = x1⊕
x2. Subsequently, R transmits x3 to both S1 and S2. Upon
successfully decoding x3, S1(S2) can retrieve the desired
x2(x1) using the operation: x1 ⊕ x3 = x2 (x2 ⊕ x3 = x1).

To successfully recover each other’s original information, S1
and S2 are assumed to receive at least H packets without
errors. Moreover, due to latency constraints, S1 and S2 can
attempt to exchange their information packets x1 and x2
through at most Q transmission rounds, where Q ­ H . The
transmission is considered successful if at least H out of Q
encoded packets are correctly received and decoded. Indeed,
upon the completion of data transmission, if S1(S2) has not
received the required number of packets, it will fail to recover
the original information of S2(S1), leading to an outage. It is
also assumed that devices S1, S2, and R are equipped with a
single antenna and that all transmission channels experience
Rayleigh fading.
Additionally, this paper considers block fading channels,
where the channel between two nodes remains constant within
a phase but changes independently in subsequent transmission
phases.
Considering data transmission in phase 1, the channel capacity
between S1 and R is given by:

CS1→R =
1
3
log2

(
1 +
P1γS1→R
σ20

)
, (1)

where, 13 indicates that the transmission of each encoded
packet occurs over three orthogonal time slots. The transmit
power of S1 is denoted as P1, while γS1→R represents the
channel gain between the nodes in phase 1. Additionally,
σ20 denotes the power of the additive white Gaussian noise
(AWGN) at R (as well as at other receiving devices).
If CS1→R ­ Cth, we assume that R can successfully de-
code x1, where Cth is a predefined threshold. Conversely,
if CS1→R < Cth, x1 cannot be decoded at R. Similarly, the
channel capacity between S2 and R is given by:

CS2→R =
1
3
log2

(
1 +
P2γS2→R
σ20

)
, (2)

where P2 is the transmit power of S2, and γS2→R represents
the channel gain between the nodes in phase 2.
Similar to x1, if CS2→R ­ Cth, the packet x2 is successfully
decoded at node R. Otherwise, node R fails to decode x2.
Consequently, there exist four distinct cases regarding the
decoding capability of node R for x1 and x2:
• Case 1: Neither x1 nor x2 is successfully decoded.

In this scenario, CS1→R < Cth and CS2→R < Cth. As
a result, node R cannot transmit any encoded packet in
phase 3 since both x1 and x2 are erroneously decoded (i.e.,
sources S1 and S2 do not receive any encoded packet).

• Case 2: x1 is successfully decoded, while x2 is not.
In this case, CS1→R ­ Cth and CS2→R < Cth. Con-
sequently, R will transmit x1 to S2 in phase 3, and the
achievable channel capacity is:

CR→S2 =
1
3
log2

(
1 +
P3γR→S2
σ20

)
, (3)

where P3 is the transmit power of R, and γR→S2 denotes
the channel gain between R and S2.

• Case 3: x2 is successfully decoded, while x1 is not.
In this scenario, CS1→R < Cth and CS2→R ­ Cth. Thus,
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R will forward x2 to S1 in phase 3, and the achievable
channel capacity is:

CR→S1 =
1
3
log2

(
1 +
P3γR→S1
σ20

)
, (4)

where γR→S1 represents the channel gain between R and
S1.

• Case 4: Both x1 and x2 are successfully decoded.
This case has been described earlier, where CS1→R ­ Cth
and CS2→R ­ Cth. In this situation, R will transmit x3 to
both S1 and S2, and the corresponding channel capacities
are given by:

CR→S1 =
1
3
log2

(
1 +
P3γR→S1
σ20

)
,

CR→S2 =
1
3
log2

(
1 +
P3γR→S2
σ20

)
.

(5)

4. Outage Probability Analysis

In this section, section a mathematical analysis of the outage
probability at S1 and S2, which represents the probability
that S1(S2) fails to receive H encoded packets from S2(S1).
Given that the transmission channels experience Rayleigh
fading, the channel gain between the transmitting node A and
the receiving node B, where A,B ∈ {S1, S2, R}, follows
the distributions:

FγA→B (x) = 1− exp(−λA,Bx),
fγA→B (x) = λA,B exp(−λA,Bx),

(6)

where FγA→B (x) and fγA→B (x) denote the cumulative dis-
tribution function (CDF) and probability density function
(PDF) of the channel gain γA→B , respectively. Here, λA,B =
(dA,B)β [22], with dA,B representing the distance between
A and B, and β being the path loss exponent, where λ is the
exponential parameter. In Rayleigh fading, the instantaneous
SNR γ = P |h|2/N0 follows an exponential distribution with
mean λ−1. Therefore, λ corresponds to the inverse of the
average SNR parameter.
A packet x2 fails to reach S1 if at least one of the two links,
S2 → R or R→ S1, does not meet the required quality, i.e.,
CS2→R < Cth or CR→S1 < Cth. Consequently, the proba-
bility that an encoded packet from S2 cannot be successfully
transmitted to S1 is expressed as:

θS1 = Pr(CS2→R ­ Cth ∪ CR→S1 ­ Cth)
= 1− Pr(CS2→R > Cth ∩ CR→S1 > Cth)
= 1− Pr(CS2→R > Cth) Pr(CR→S1 > Cth) .

(7)

Substituting the results from Eqs. (2) and (4) into Eq. (7), we
obtain:
θS1 = 1− Pr(γS2→R > ρ2) Pr(γR→S1 > ρ3)

= 1−
(
1− FγS2→R(ρ2)

)(
1− FγR→S1 (ρ3)

)
,

(8)

where:

ρ2 =

(
23Cth − 1

)
σ20

P2
, ρ3 =

(
23Cth − 1

)
σ20

P3
. (9)

By substituting the CDF functions from Eq. (6) into Eq. (8),
we obtain:

θS1 = 1− exp (−λS2,Rρ2) exp (−λS1,Rρ3) . (10)

Similarly, the probability that an encoded packet from S1 fails
to be successfully transmitted to S2 is given by:

θS2 = Pr (CS1→R ¬ Cth ∪ CR→S2 ­ Cth)
= 1−

(
1− FγS1→R (ρ1)

) (
1− FγR→S1 (ρ3)

)
= 1− exp (−λS1,Rρ1) exp (−λS1,Rρ3) ,

(11)

where ρ1 =
(
23Cth − 1

)
σ20

P1
.

After the packet exchange process, let n1 and n2 denote
the number of packets successfully received at S1 and S2,
respectively. Considering S2, the original information from
S1 can be successfully reconstructed if n2 ­ H . If n2 < H ,
then S2 fails to reconstruct the information, resulting in an
outage. Using Eq. (11), the OP at S2 is derived as:

OPSM3PS2 =
H−1∑
n2=0

Cn2Q (1− θS2)
n2 (θS2)

Q−n2

=
H−1∑
n2=0

Cn2Q exp (−n2λS1,Rρ1 − n2λS1,Rρ3)

× [1− exp (−λS1,Rρ1 − λS1,Rρ3)]
Q−n2 ,

(12)

where Cn2Q =
Q!

n2! (Q− n2)!
denotes the binomial coeffi-

cient.
Note that any subset ofH correctly received packets out of
Q total attempts is sufficient for successful decoding.
Similarly, the outage probability at the source S1 is given by
the following exact closed-form expression:

OPSM3PS1 =
H−1∑
n1=0

Cn1Q (1− θS1)
n1 (θS1)

Q−n1

=
H−1∑
n1=0

Cn1Q exp (−n1λS2,Rρ2 − n1λS1,Rρ3)

× [1− exp (−λS2,Rρ1 − λS1,Rρ3)]
Q−n1 .

(13)

Next, the conventional four-phase HD-TWR model, referred
to as SM4P will be analysed. In this model, the first two trans-
mission phases are used to transmit x1 from S1 through R to
S2, while the remaining two phases are used to transmit x2
from S2 through R to S1. Due to the four-phase transmission
scheme, the channel capacity of the links is determined as
follows:

C∗S1→R =
1
4
log2

(
1 +
P1γS1→R
σ20

)
,

C∗R→S2 =
1
4
log2

(
1 +
P3γR→S2
σ20

)
,

C∗S2→R =
1
4
log2

(
1 +
P2γS2→R
σ20

)
,

C∗R→S1 =
1
4
log2

(
1 +
P3γR→S1
σ20

)
.

(14)
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Using the same analytical approach as in SM3P, the proba-
bilities that S1 and S2 fail to achieve a single encoded packet
are given as follows:

θ∗S1 = Pr (C
∗
S2→R ¬ Cth ∪ C

∗
R→S1 ¬ Cth)

= 1− exp (−λS2,Rθ2) exp (−λS1,Rθ3) ,
θ∗S2 = Pr (C

∗
S1→R ¬ Cth ∪ C

∗
R→S2 ¬ Cth)

= 1− exp (−λS1,Rθ2) exp (−λS1,Rθ3) ,

(15)

where:
θ1 =

(24Cth − 1)σ20
P1

,

θ2 =
(24Cth − 1)σ20

P2
,

θ3 =
(24Cth − 1)σ20

P3
.

(16)

Subsequently, the OP at S1 and S2 in SM4P is respectively
given by the following exact closed-form expressions:

OPSM4PS1 =
H−1∑
n1=0

Cn1Q (1− θ
∗
S1)
n1 (θ∗S1)

Q−n1

=
H−1∑
n1=0

Cn1Q exp (−n1λS2,Rθ2 − n1λS1,Rθ3)

×
[
1− exp (−λS2,Rθ2 − λS1,Rθ3)

]Q−n1
,

(17)

OPSM4PS2 =
H−1∑
n2=0

Cn2Q (1− θ
∗
S2)
n2 (θ∗S2)

Q−n2

=
H−1∑
n2=0

Cn2Q exp (−n2λS1,Rθ1 − n2λS1,Rθ3)

×
[
1− exp (−λS1,Rθ1 − λS1,Rθ3)

]Q−n2
,

(18)

Before proceeding to Section 5, we consider the power allo-
cation problem for S1, S2, and R, formulated as follows:

P1 + P2 + P3 = P . (19)

Equation (19) implies that the total transmit power of all
nodes is constrained to P , and we need to allocate P1, P2,
and P3 to achieve optimal OP performance.
First, considering that S1 and S2 are typically identical de-
vices, we assume equal transmit power for both, i.e., P1 =
P2 = PS . Consequently, Eq. (19) simplifies to 2PS+P3 = P .
Therefore, if we set PS = µP , the transmit power of R is
given by PR = P3 = (1− 2µ)P , where µ (0 < µ < 0.5) is
a predetermined coefficient.

5. Simulation Results and Discussions

In this section, we perform Monte Carlo simulations to verify
the derived OP formulas, such as (12), (13), (17), and (18).
Consider the axis Ox, where S1, S2, and R have coordinates
S1(0), S2(1), and R(xR), respectively, with 0 < xR < 1.
Given these positions, the distance between S1 and S2 is
fixed at 1, while R moves between S1 and S2. The distances
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Fig. 2. Outage probability vs. transmit power (in decibels) with
H = 4, Q = 5, xR = 0.35, and µ = 0.35.

between R and the sources are expressed as dS1,R = xR and
dS2,R = 1− xR.
To focus on investigating the impact of key parameters, we fix
the following system parameters: noise power σ20 = 1, outage
threshold Cth = 1, and path-loss exponent β = 3.
Figure 2 plots the OP of S1 and S2 in both SM3P and SM4P
models versus P [dB]. In Fig. 2, the system parameters are set
asH = 4,Q = 5, xR=0.35, and µ=0.35. With µ=0.35, the
transmit powers of the nodes are PS=0.35P and PR=0.3P .
Figure 2 shows that the OP of both S1 and S2 decreases as P
increases because higher P leads to higher PS and PR. We
also observe that the OP of S1 and S2 in SM3P is lower than
in SM4P since SM3P uses only three transmission phases.
Furthermore, in both SM3P and SM4P, the OP of S1 is
lower than that of S2. This is because the transmit power
of R is smaller than that of the source nodes (PS > PR).
Additionally, R is farther from S2, so the packet transmission
from R to S2 in phase 3 is less reliable than from R to S1.
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Fig. 3. Outage probability vs. transmit power (in decibels) with
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The results in Fig. 2 also demonstrate excellent agreement
between simulation and theory, validating the accuracy of the
derived Eqs. (12), (13), (17), and (18) presented in Section 4.
Figure 3 illustrates the OP of S1 and S2 in SM3P and SM4P
versus P [dB] withH = 5, Q = 5, xR = 0.6, and µ = 0.4.
Similarly, SM3P achieves lower OP at both sources compared
to SM4P. However, the OP at S2 in both SM3P and SM4P
is lower than at S1. As explained for Fig. 2, this is because
PS = 0.4P > PR = 0.2P , and R is closer to S2 than to S1,
resulting in lower OP at S2.
Figure 4 plots the OP at the sources as a function of the
maximum number of retransmissions Q for P = 10 dB,
H = 3, xR = 0.55, and µ = 0.3. As expected, the OP of all
sources decreases as Q increases. Figure 4 also shows that
the OP of SM3P and SM4P decreases faster with increasing
Q. Moreover, the OP in SM3P decreases more rapidly than
in SM4P. Thus, to enhance reliability (i.e., reduce OP) in
SM3P and SM4P, we can increase Q. For example, in SM3P,
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Fig. 5. Outage probability vs. relay position with P = 10 dB,
H = 4, Q = 7, and µ = 0.3.
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Fig. 6. Outage probability vs. power spliting ratio with P = 10 dB,
H = 3, Q = 6, and xR = 0.5.

Q ­ 8 is required to achieve OP < 0.001 at both sources.
However, increasing Q also raises the network delay and
energy consumption.
Figure 5 analyzes the impact of relay position xR on system
performance with P = 10 dB,H = 4, Q = 7, and µ = 0.3.
The results show that xR significantly affects the OP at S1 and
S2 in both SM3P and SM4P. Specifically, when xR < 0.5,
the OP at S2 is lower than at S1. Conversely, for xR > 0.5,
OPSM3PS1

< OPSM3PS2
and OPSM4PS1

< OPSM4PS2
. At

xR = 0.5 (i.e., R is equidistant to both sources), the OP is
balanced and minimized. Thus, placing R midway optimizes
outage performance.
Figure 6 investigates the effect of µ on the OP in SM3P and
SM4P with P = 10 dB,H = 3,Q = 6, and xR = 0.5. Here,
R is centered to ensure symmetric performance. The results
reveal that µ critically influences the OP, and an optimal
µ = 13 exists where PS = PR = P3 , minimizing the OP. Due
to the complexity of the OP expressions, a rigorous proof of
this optimum will be addressed in future work.

6. Conclusions

This paper proposed and analyzed a novel half-duplex two-
way relaying (HD-TWR) framework incorporating digital
network coding and rateless codes, with a focus on evaluating
outage probability under different operating scenarios. The
three-phase (SM3P) and four-phase (SM4P) schemes were
investigated and closed-form OP expressions were derived,
providing useful analytical tools for system optimization.
The simulation results demonstrate that the optimal relay
position lies at the midpoint between the two sources, while
the equal allocation of power between the nodes achieves the
best outage performance.
Furthermore, increasing the maximum number of transmis-
sion attempts at the sources can enhance OP, though at the cost
of higher latency and energy consumption. These findings
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highlight the effectiveness of the proposed RC-DNC-based
HD-TWR model in improving reliability and efficiency, while
also providing practical guidelines for relay placement and
resource allocation in cooperative wireless networks.
The proposed analysis is based on idealized assumptions
with independent Rayleigh fading and equal retransmission
probabilities. In practice, packet errors may be correlated,
and the error rate may remain approximately constant within
certain transmit power ranges due to hardware limitations.
However, the analytical trends derived here provide valu-
able qualitative information on how power allocation and
relay placement affect system reliability. Despite these sim-
plifications, the proposed model offers a tractable analytical
foundation that can be extended to more realistic correlated-
fading scenarios in future work.
For future work, the investigation of three-phase and four-
phase HD-TWR models with advanced relay selection strate-
gies, such as partial relay selection and optimal relay selec-
tion [7], [31], is suggested, as these approaches are expected to
further enhance performance. Furthermore, the extension of
the proposed framework to two-phase FD-TWR systems with
RC-DNC integration will be considered to explore additional
improvements in network performance.
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Abstract  Acts of violence may occur at any moment, even in
densely populated areas, making it important to monitor human
activities to ensure public safety. Although surveillance cameras
are capable of detecting the activity of people, around-the-clock
monitoring still requires human support. As such, an automat-
ed framework capable of detecting violence, issuing early alerts,
and facilitating quick reactions is required. However, automa-
tion of the entire process is challenging due to issues such as low
video resolution and blind spots. This study focuses on detecting
acts of violence using three video data sets (movies, hockey game
and crowd) by applying and comparing advanced ResNet ar-
chitectures (ResNet50V2, ResNet101V2, ResNet152V2) with the
use of the bidirectional gated recurrent unit (BiGRU) algorithm.
Spatial features of each video frame sequence are extracted using
these pre-trained deep transfer learning models and classified
by means of an optimized BiGRU model. The experimental re-
sults were then compared with those achieved by wavelet feature
extraction approaches and other classification models, including
CNN and LSTM. Such an analysis indicates that the combina-
tion of ResNet152V2 and BiGRU offers decent performance in
terms of higher accuracy, recall, precision, and F1 score across
the different datasets. Furthermore, the results indicate that
deeper ResNet models significantly improve overall performance
of the model in terms of violence detection scores, relative to
shallower ResNet models. ResNet152V2 was found to be the ulti-
mate model across the datasets when it comes to a high degree
of accuracy in detecting acts of violence.
Keywords  bidirectional gated recurrent unit, deep learning, deep
transfer learning, video processing, violence detection

1. Introduction

Violence is defined as deliberate exertion of physical force
intended to harm, dominate, or manipulate individuals or
groups. Actions of this type are considered to constitute
criminal conduct that transgresses legal boundaries, soci-
etal expectations, and moral principles followed by global
communities. The effects of violence are multifaceted, en-
compassing not only bodily injury, but also deep emotional
and psychological distress which can, in extreme situations,
lead to fatal outcomes.
Currently, the use of closed-circuit television (CCTV) is in-
creasing because the solution is capable of providing non-stop
surveillance – a task humans cannot accomplish. Cameras
record all the events from various angles. As a result, a large

amount of video data still requires a human to identify un-
welcome types of activity, including violence. If performed
manually, this video-monitoring process requires significant
amounts of time and effort. Therefore, it is necessary to em-
ploy an automatic detection system that will accelerate the
entire procedure. One of the challenges faced when perform-
ing automatic detection is low resolution of the video feed
generated by CCTV cameras [1] (resulting from poor lighting,
ambient conditions, distance, and hardware constraints).
Automatic event detection has been possible for several years
now, and the process of detecting acts of violence is similar
to that of recognizing actions [2]. The difference is that
violence detection focuses not only on movement, but also
on the intention of that movement. In this case, the speed
of movement that occurs will determine whether a given
action is categorized as an act of violence or just an ordinary
movement.
The authors of [3]–[8] detect objects in CCTV video data.
However, not all acts of violence, such as hand-to-hand fights
or altercations, involve weapons. Therefore, it is necessary
to detect acts of violence that do not depend on a suspicious
object.
Several studies have been conducted that focused on detecting
acts violence, with various approaches relied upon in the
process. The author of [9] used a histogram of optical flow
(HOF) to extract valuable features from videos, while in [10],
HOF magnitude and orientation (HOMO) are used. In [11],
motion features are extracted from dynamic RGB images,
while in [12] convolutional neural network (CNN) models
(namely VGG-19, ResNet50 and Xception) are employed,
with each of them trained using the ImageNet dataset. The
results they achieve are reasonably good.
Studies [13] and [14] used VGG-16 for feature extraction
and a simple SVM classification algorithm. Better results
were obtained in 0, which used ResNet50 as the backbone
for three-dimensional CNNs and dense optical flow for the
region of interest.
Another difficulty encountered while detecting acts of vio-
lence with the use of surveillance cameras stems from the
presence of crowds in public places. The violent flow dataset,
also known as the crowd dataset, is one example of a dataset
containing videos of public crowds. Several studies have re-
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lied upon the crowd data set. For example, the author of [16]
used a violent flow (ViF) descriptor and then classified the
output using a linear SVM, achieving a precision score of
81.3%.
Using the same classification algorithm combined with HOF,
the researchers in [17] obtained an accuracy of 83.37%. That
result still needs to be improved to create a precise detection
system. This dataset is challenging because acts of violence
are sometimes not visible due to the density of the crowd.
On the other hand, crowded conditions often lead to false
positives. Therefore, in this study, acts of violence were
detected using the crowd dataset, with the overall aim of
improving the quality of the model in terms of its performance
and lead time.
To classify data into appropriate classes, a powerful classifi-
cation model is needed. the following solutions were used:
bidirectional gated recurrent unit model (BiGRU), long-short-
term memory model (LSTM), CNN, etc. The LSTM model
used images and also accepted other data types, such as text,
and achieved very good accuracy levels [18].
The main contribution of this work is a benchmark of ad-
vanced ResNet architectures (ResNet50V2, ResNet101V2,
ResNet152V2) against classical and other deep learning-
based feature extractors, when combined with various tem-
poral classifiers (CNN, LSTM, BiGRU). Our work pro-
vides a clear evidence-based pathway for selecting model
components, demonstrating that the synergistic combination
of ResNet152V2 and BiGRU delivers superior and consis-
tent state-of-the-art performance across diverse benchmark
datasets.
We used ResNet50V2, ResNet101V2, and ResNet152V2 to
extract vital features from video and wavelets. BiGRU was
selected as a classification algorithm, as it offers better results
than LSTM in terms of predicting the condition of a pulp
paper press [19]. In the classification of emotions in noisy
speech, BiGRU provides a shorter run time and a lower error
rate while removing noise, compared to LSTM [20]. For
comparison, this research also uses the LSTM and CNN
algorithms.
The structure of this paper is as follows. The description and
video pre-processing stages are detailed in Section 2. The
methods used for extracting violence-specific features are
explained in Section 3. Violence classification algorithms are
presented in Section 4. Experimental results and discussion,
including computational efficiency analysis, are provided in
Section 5. Ethical considerations are discussed in Section 6.
Conclusions and future work are described in Section 7.

2. Video Detection

A general scheme for detecting violent acts is illustrated
in Fig. 1. Initially, it is essential to pre-process the video
data, followed by a systematic categorization into training
and testing datasets utilizing k-fold validation. Subsequently,
the feature extraction stage is performed using ResNet50V2,
ResNet101V2, and ResNet152V2. We also compared the

features extracted using several methods: principal component
analysis (PCA), discrete wavelet transforms (DWT), VGG-16
and VGG-19.
The most effective method of extracting features from the
training data were used to develop a violence detection model
employing the BiGRU algorithm. We compared the clas-
sification model with several algorithms such as CNN and
LSTM. In the final stage, the model was assessed using the
test dataset. This evaluation utilized metrics such as accura-
cy, recall, specificity, G-mean, and CPU time to thoroughly
gauge the effectiveness of the model.
In addition to ResNetXV2, we also compared wavelet feature
extraction methods and non-feature extraction to compare
performance in terms of violence detection and extraction
processing time.

2.1. Dataset

Data from three datasets were used in this research to assess
the performance of the model in detecting violence in a video:
movies [21], hockey game [21], and crowd [16] (Tab. 1).
The videos in the movies dataset contain several movie scenes
and consist of 200 clips divided into 100 fight and 100 non-
fight sequences. The hockey dataset contains 1000 video
recordings of matches from the National Hockey League,
divided into 500 violent and 500 non-violent clips. The crowd
dataset is a real-time video recording of violence in a crowd,
containing 246 videos with 123 violent and 123 non-violent
clips. Each dataset was divided into training and test datasets
using k-fold validation.
Figures 2, 3 present sample frames from each dataset.

2.2. Pre-processing

Pre-processing phase is the preliminary step in building
a violence-detection system. In this step, each video is con-
verted into a series of RGB format images. These images are
subsequently resized to 224 × 224 pixels to align with the
input specifications of the ResNet models.
The next phase involves extracting the pixel intensities from
each set of images. In this scenario, we obtained a matrix
with dimensionsm× n× 224× 224× 3. In this scenario,
m signifies the total number of clips, n indicates the number
of images captured per recording session, and 224× 224× 3
specifies the dimensions of an RGB image in bytes.

Tab. 1. Brief description of datasets used to detect violence in video
footage.

Datasets Frame
size

No. of
clips Violence No vio-

lence Format

Movies
[21] 576 × 720 200 100 100 .mpg

.mp4
Hockey

[21] 288 × 360 1000 500 500 .avi

Crowd
[16] 240 × 320 246 123 123 .avi
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Fig. 1. Schematic of the violence detection system.
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Fig. 2. Sample frames of non-violent video benchmark datasets: a)
hockey dataset, b) crowd dataset, and c) movie dataset.

a)

b)

c)

Fig. 3. Sample frames of violent video benchmark datasets: a) hockey
dataset, b) crowd dataset, and c) movie dataset.

Image Coeffcient lev. 1 Coeffcient lev. 2 Coeffcient lev. 3

Fig. 4. Feature extraction process using DWT.

3. Violence Feature Extraction

3.1. Discrete Wavelet Transform

In this research, level 3 wavelet decomposition was used to
compare the feature extraction methods. The mother wavelet
uses Daubechies 8, N (in Db), where N represents the
Daubechies polynomial order. The wavelet of the Daubechies
order N ­ 2 has 2N vanishing moments and a small-scale
support with an interval of [0, 2N − 1] [22]. The Daubechies
polynomial order N − 1 is defined as:

PN−1(y) =
N−1∑
k=0

(
2N − 1
k

)
yk(1−my)N−1−k . (1)

After obtaining a grayscale image, level 1 wavelet decompo-
sition is performed and then LL, LH, HL, and HH sub-bands
are obtained. The LL sub-band contains the approximate val-
ue of the image and is the input for the next decomposition
level. The sub-band used during the classification process is
the approximate value of the level 3 wavelet decomposition.
In this process, a matrix measuringm× n× 41× 41 is pro-
duced. The matrix is reshaped to adjust the input dimensions
in the classification process. The results of feature extraction
using the DWT are shown in Fig. 4.

3.2. Principal Component Analysis

Principal component analysis (PCA) is a transformation tech-
nique that converts and decomposes a large set of correlated
variables into a smaller set of uncorrelated variables. This
method effectively reduces the dimensionality of the data
while preserving essential information. Each image frame
is converted to grayscale and dimensioned into a row vec-
tor with dimension (1×m), wherem is n× n, and n is the
size of the image. For each dataset, all vectors were aggregat-
ed into a size matrix of size (N × 50 176), where N is the
number of images. The next step is to select the value of the
principal component with k percent of the total eigenvalues.
The results of the feature extraction using PCA are shown in
Fig. 5.
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3.3. Residual Networks (ResNet)

ResNet is a deep learning approach and is an evolution of
a CNN. In the learning process, ResNet implements residual
connections that can connect layers to other layers by skipping
some middle layers. It is claimed to avoid the vanishing
gradient problems that occur during the training process [23].
More than the use of a deep learning architecture alone is
needed to increase the accuracy of the learning process.
Therefore, to improve recognition accuracy, transfer learning
is used.

Transfer learning is an approach to deep learning (and machine
learning) in which knowledge is transferred from one model to
another. A common misconception regarding transfer learning
is that training and test datasets must come from the same
source or have the same distribution. In practice, however, the
transferred tasks may differ in the same domain. In common
deep neural networks, models learn only from existing data.
With limited data, it will be difficult for the model to obtain
optimal recognition results. Deep transfer learning, on the
contrary, using pre-trained models trained on other datasets in
the same domain, can boost classification performance [24].

ResNet50V2, ResNet101V2, and ResNet152V2 are improved
versions of their respective ResNet families, incorporating
identity mapping and applying batch normalization and ReLU
activation before the weight layers, which enhances gradi-
ent flow and training stability [25]. The key characteristics
of these architectures, which form the basis of our feature
extraction comparison, are summarized in Tab. 2.

The ResNetXV2 architecture is illustrated in Fig. 6. In this
study, we used these models as feature extractors for the input
video. Subsequently, we advanced the learning process by
employing additional deep learning techniques, including
CNN, LSTM, and BiGRU, as classification methods. The
matrix resulting from block 5 for each ResNet variant is
characterized by dimensions ofm× n× 7× 7× 512.

The matrix is subsequently processed through the flatten and
dense layers, resulting in a matrix of size ofm× n× 4096.
The characteristic extraction procedure utilizing ResNet ends
at the dense layer and further processing is conducted using
an alternative classifier.

Original image

50 components, expla-
ined variance 99.89%

20 components, expla-
ined variance 95.82%

30 components, expla-
ined variance 98.67%

10 components, expla-
ined variance 86.62%

Fig. 5. Feature extraction process using PCA.

Tab. 2. Architectural comparison of the ResNetV2 models used to
extract features.

Model Depth
(layers)

Parameters
(millions)

Bottleneck
blocks Complexity

ResNet50V2 50 25.6 16
3×[3, 4, 6, 3] Medium

ResNet101V2 101 44.6 33
3×[3, 4, 23, 3] High

ResNet152V2 152 60.2 50
3×[3, 8, 36, 3] Highest

3.4. VGG

VGG represents a convolutional neural network (CNN) frame-
work that was developed using the ImageNet database [24].
VGG can handle massive datasets, as it contains several
weighted layers with millions of parameters. The difference
between VGG-16 and VGG-19 networks is the depth of the
weight layers, as shown in Fig. 7. In VGG-16, the number of
weight layers is 16, whereas VGG-19 has a layer depth of 19.
We used VGG-16 and VGG-19 as a comparison feature ex-
tractor for the input video. The output matrix from block 5 of
the VGG-16 model has dimensions ofm×n×7×7×512. Af-
ter being processed through both the flatten and dense layers,
the matrix is reconfigured to have dimensions ofm×n×4096.

4. Violance Classification
After acquiring the feature set from the trained ResNet models,
we compared several deep learning methods to detect acts of
violence in a given. The CNN in this study consists of three
convolution and max-pooling layers. The CNN architecture is
shown in Fig. 8a. The hyperparameter settings for the CNN
were an initial learning rate of 0.1, a batch size of 100, 200
epochs, a dense kernel size of 100, a loss function based on
mean squared error, and SGD optimizers.
LSTM is an advanced recurrent neural network that solves the
vanishing gradient problem [26]. Each LSTM cell has three
gates, namely a forget gate, an input gate, and an output gate
(Fig. 8b). In this study, the hyperparameter settings for LSTM
were as follows: an initial learning rate of 0.1, a batch size of
100, 100 epochs, a dense kernel size of 100, a loss function
based on mean squared error, and the Adam optimizer.
GRU was introduced in [27], with its design similar to that of
the LSTM but using a more straightforward memory unit to
simplify training and implementation. In this study, classifi-
cation was performed using a bidirectional GRU (BiGRU) to
better capture contextual information from both past and fu-
ture frames (Fig. 8c). The result of the feature extraction stage
using ResNet passes through the BiGRU layer in this pro-
cess. Furthermore, the resulting BiGRU matrix goes through
three dense layers and the last output goes through a dense
layer with two units using the softmax activation function.
This layer maps the classification results into two class labels:
violence or non-violence. The hyperparameter settings for
the BiGRU were an initial learning rate of 0.1, a batch size
of 100, 100 epochs, a dense kernel size of 100, a loss func-
tion based on mean squared error and the Adam optimizer.
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×6   for ResNet50V2

×4  for ResNet50V2

×23 for ResNet101V2

×4  for ResNet101V2

×36 for ResNet152V2

×8  for ResNet152V2

Fig. 6. Three-dimensional ResNetXV2 architecture.

a)

b)

Fig. 7. VGG architecture: a) VGG16 and b) VGG19.

The bidirectional architecture enables the model to capture
more comprehensive temporal patterns, which is particularly
beneficial for violence detection in video sequences, where
context from both preceding and subsequent frames is crucial
for accurate classification.

5. Results and Discussion

In this study, acts of violence were classified using the fol-
lowing publicly available datasets: movies, hockey game, and
crowd. We used a deep transfer learning approach based on
ResNet50V2, ResNet101V2, and ResNet152V2 to extract es-
sential features from the data. Furthermore, we compared the
experimental results using Daubechies-8 wavelet and PCA as

classical feature extraction methods, and VGG-16 and VGG-
19 as deep transfer learning-based feature extraction methods.
The pre-trained weights obtained from the ImageNet dataset
were used, since the images in ImageNet have a resolution
of 224× 224, which matches the CCTV image frame input.
Additionally, ImageNet has approximately 14 million images
grouped into 1000 various categories. The use of a model
pre-trained on ImageNet certainly improves learning out-
comes on violence datasets and ensures good recognition
performance.
We divided the training and test data using 10-fold cross-
validation. CNN, LSTM, and BiGRU classification algorithms
were used. The parameters used for the evaluation of the
model included the following: accuracy, recall, precision, and
F1 score. We also considered performance of the model in
terms of the time required for feature extraction, training, and
testing for each dataset. The experimental results are listed in
Tabs. 3, 4, and 5.
Table 4 indicates that a combination of ResNet152V2 and
BiGRU produces the maximum accuracy of 1.000 in the
hockey dataset. In addition to achieving the highest degree of
precision, the ResNet152V2-BiGRU combination produced
the best precision, recall and F1 score values of 1.000 in each
metric. This shows that the model’s ability to classify the two
classes is better than that of other algorithm combinations.
As in the hockey dataset, the best accuracy on the crowd
data set (1.000) is also obtained when the ResNet152V2-
BiGRU combination is used (Tab. 5). If reviewed further, the
use of ResNet152V2 for feature extraction improved model
performance, as evidenced by the increase in precision, recall,
precision, and F1 score, compared with classical and older
feature extraction approaches.
However, using deep transfer learning features yields signif-
icantly better results when compared with classical feature
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Fig. 8. a) CNN, b) BiGRU, and c) LSTM architectures.

extraction. It can be found that the model built with the crowd
dataset using the ResNet152V2-BiGRU combination obtained
the best performance, as it achieves the best accuracy and
obtains the best metric results (all 1.000).
In contrast to the previous two datasets, the experimental
results on the movie dataset were 1.000 for most classification
methods and metrics. These excellent metric scores were
achieved by all combinations of algorithms, except for BiGRU
and its combination with Daubechies-8 wavelets and PCA.
This occurrence can be attributed to the fact that the video in
this dataset represents a particular instance of a film scene,
where the lighting and camera angles have been deliberately
configured. Therefore, the video is clear and does not contain
much noise. This differs from the hockey and crowd datasets,
which were obtained from surveillance cameras.
Tables 3 – 5 also present the time required to perform feature
extraction on a data set and the classification time. One may
notice that feature extraction using ResNet152V2 takes longer,
but for the training process, ResNet152V2 is faster than VGG-
16 and VGG-19. Table 3 also presents the CPU time required

to process one test video. The fastest time was obtained using
VGG-19. For the crowd data set, ResNet152V2-based feature
extraction improves model performance. However, this also
increases the time required to process the test data. Upon
further analysis, for an increase in accuracy of up to 0.25,
a time difference of 0.1 to 0.6 s can be tolerated.

Furthermore, one of the advantages of BiGRU is that in terms
of time, it is faster than LSTM, as fewer parameters are used
in BiGRU. Consequently, BiGRU is more efficient in terms of
memory and time. The results show that BiGRU can perform
successfully on all datasets in this study.

Although the proposed ResNet152V2-BiGRU model achieved
perfect evaluation metrics (1.000) on the hockey and crowd
datasets, it is important to contextualize these results. Its
good performance can be attributed to the model’s strong
capacity for spatio-temporal feature learning on these specific
benchmarks. We employed a 10-fold cross-validation strategy
to minimize the risk of overfitting and data leakage, and the
convergence of training and validation curves (Fig. 9) supports
the model’s generalization within these datasets.
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Fig. 9. Performance evaluation of the ResNet152V2 model: a) training accuracy, b) model loss, c) confusion matrix, and d) receiver operating
characteristic (ROC) curve.

However, these results, while indicative of a high degree of ef-
fectiveness, should be interpreted with the understanding that
real-world surveillance footage poses additional unmodeled
challenges. The following section discusses computational
trade-offs and the need for future validation on larger, more
complex real-world streams. The perfect scores show that the
ResNet152V2+ BiGRU model can learn optimally on a vio-
lent data set to recognize the patterns in each category very
effectively.
Figure 9 shows the accuracy and loss results during training
and validation. It can be seen that the performance of the
model decreased at the 50th epoch but stabilized by the 100th
epoch and did not experience overfitting when the results

between training and validation almost overlapped and were
not significantly different.

In addition, we compared the accuracy of the proposed method
with other studies that also used data sets from movies,
hockey games, and crowds. Violent event detection using
deep transfer learning provides excellent recognition, and
almost all models obtained perfect evaluation metrics.

However, not all classifier models correctly detect every
relevant class. In Fig. 10, we present a scatter plot of the
recognition results for each data instance in the crowd dataset.

Tables 3 – 5 reveal that the best recognition results were
obtained using the ResNet152V2 transfer learning model and
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Tab. 3. Experimental feature extraction results on the movies datasets – hockey.

Classifier Feature
extraction

Extraction
time [s]

Training
time [s]

Testing
time [s] Accuracy Recall Precision F1 score

LSTM

PCA 0.043 12.046 0.522 0.810 0.764 0.862 0.811
Wavelet 0.013 11.514 0.582 0.940 0.915 0.968 0.941
VGG-16 0.112 43.465 0.536 0.950 0.950 0.951 0.950
VGG-19 0.106 27.753 0.438 0.970 0.970 0.970 0.970

ResNet50V2 0.231 22.164 0.415 1.000 1.000 1.000 1.000
ResNet101V2 0.378 22.300 0.420 1.000 1.000 1.000 1.000
ResNet152V2 0.492 22.500 0.425 1.000 1.000 1.000 1.000

BiGRU

PCA 0.043 2.079 0.264 0.755 0.806 0.708 0.756
Wavelet 0.013 3.266 0.900 0.865 0.783 0.957 0.866
VGG-16 0.112 27.863 0.873 0.975 0.975 0.975 0.975
VGG-19 0.106 26.900 0.388 0.965 0.965 0.965 0.965

ResNet50V2 0.231 22.430 0.697 1.000 1.000 1.000 1.000
ResNet101V2 0.378 22.600 0.700 1.000 1.000 1.000 1.000
ResNet152V2 0.492 22.800 0.705 1.000 1.000 1.000 1.000

CNN

PCA 0.043 3.700 0.438 0.810 0.886 0.736 0.811
Wavelet 0.013 15.453 1.060 0.945 0.934 0.957 0.946
VGG-16 0.112 262.702 0.885 0.915 0.915 0.915 0.915
VGG-19 0.106 263.022 0.318 0.900 0.900 0.901 0.900

ResNet50V2 0.231 142.571 0.751 0.990 0.990 0.990 0.990
ResNet101V2 0.378 143.000 0.760 0.995 0.995 0.995 0.995
ResNet152V2 0.492 144.000 0.770 1.000 1.000 1.000 1.000

Tab. 4. Experimental feature extraction results on the movies datasets.

Classifier Feature
extraction

Extraction
time [s]

Training
time [s]

Testing
time [s] Accuracy Recall Precision F1 score

LSTM

PCA 0.043 2.525 0.535 0.825 0.882 0.750 0.822
Wavelet 0.013 2.904 0.459 1.000 1.000 1.000 1.000
VGG-16 0.112 13.067 0.592 1.000 1.000 1.000 1.000
VGG-19 0.106 12.243 0.423 1.000 1.000 1.000 1.000

ResNet50V2 0.231 12.050 0.429 1.000 1.000 1.000 1.000
ResNet101V2 0.378 12.180 0.435 1.000 1.000 1.000 1.000
ResNet152V2 0.492 12.350 0.440 1.000 1.000 1.000 1.000

BiGRU

PCA 0.043 5.178 0.530 0.825 0.842 0.800 0.825
Wavelet 0.013 5.484 0.440 0.975 0.950 1.000 0.975
VGG-16 0.112 22.319 0.526 1.000 1.000 1.000 1.000
VGG-19 0.106 13.120 0.362 1.000 1.000 1.000 1.000

ResNet50V2 0.231 10.503 0.394 1.000 1.000 1.000 1.000
ResNet101V2 0.378 10.650 0.402 1.000 1.000 1.000 1.000
ResNet152V2 0.492 10.800 0.408 1.000 1.000 1.000 1.000

CNN

PCA 0.043 3.324 0.267 1.000 1.000 1.000 1.000
Wavelet 0.013 4.519 0.902 1.000 1.000 1.000 1.000
VGG-16 0.112 49.161 0.225 1.000 1.000 1.000 1.000
VGG-19 0.106 82.547 0.157 1.000 1.000 1.000 1.000

ResNet50V2 0.231 30.721 0.540 1.000 1.000 1.000 1.000
ResNet101V2 0.378 31.000 0.550 1.000 1.000 1.000 1.000
ResNet152V2 0.492 31.500 0.560 1.000 1.000 1.000 1.000
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Tab. 5. Experimental feature extraction results on the movies datasets – crowd.

Classifier Feature
extraction

Extraction
time [s]

Training
time [s]

Testing
time [s] Accuracy Recall Precision F1 score

LSTM

PCA 0.043 3.438 0.554 0.490 0.474 0.375 0.474
Wavelet 0.013 2.797 0.526 0.625 0.583 0.667 0.624
VGG-16 0.112 23.860 0.435 0.980 0.980 0.981 0.980
VGG-19 0.106 23.441 0.402 0.939 0.939 0.946 0.939

ResNet50V2 0.231 11.406 0.757 1.000 1.000 1.000 1.000
ResNet101V2 0.378 11.550 0.760 1.000 1.000 1.000 1.000
ResNet152V2 0.492 11.700 0.765 1.000 1.000 1.000 1.000

BiGRU

PCA 0.043 2.120 0.522 0.500 0.500 0.250 0.433
Wavelet 0.013 2.537 0.511 0.656 0.690 0.625 0.657
VGG-16 0.112 14.332 0.360 1.000 1.000 1.000 1.000
VGG-19 0.106 22.837 0.360 1.000 1.000 1.000 1.000

ResNet50V2 0.231 11.975 0.368 1.000 1.000 1.000 1.000
ResNet101V2 0.378 12.100 0.375 1.000 1.000 1.000 1.000
ResNet152V2 0.492 12.250 0.380 1.000 1.000 1.000 1.000

CNN

PCA 0.043 3.302 0.355 0.592 0.563 0.750 0.574
Wavelet 0.013 3.752 0.329 0.667 0.750 0.583 0.661
VGG-16 0.112 82.546 1.384 0.898 0.898 0.915 0.897
VGG-19 0.106 57.631 0.164 0.694 0.694 0.691 0.690

ResNet50V2 0.231 41.594 0.937 0.980 0.980 0.980 0.980
ResNet101V2 0.378 42.000 0.945 0.985 0.985 0.985 0.985
ResNet152V2 0.492 42.500 0.950 1.000 1.000 1.000 1.000

recognition comparisons were performed using the BiGRU,
LSTM, and CNN models. On the 49th test data, four were
miss-classified when the CNN+ ResNet152V2 model was
used, while neither the BiGRU+ ResNet152V2 model nor the
LSTM+ ResNet152V2 model output any misclassifications.
Figure 11 shows the detection results for each video in the
video test data, by including the probability of recognizing
violence and non-violence. The recognition results show the
prediction results of the BiGRU+ ResNet152V2 combination,
which is the best of the compared models. This model was
then tested in the crowd, movies, and hockey datasets. Each
image in the left column has a ground truth class of “violence”
and each image in the right column has a ground truth class
of “non-violence”. The prediction results for each video show
that the detection results are the same as the ground truth,
with a high confidence rate for each class.

5.1. Computational Efficiency and Real-time Feasibility

Computational efficiency is a critical consideration for the
deployment of AI models in real world systems. As shown in
Tab. 3, there is a clear trade-off between model performance
and processing time. Although ResNet152V2 has the longest
feature extraction time (0.492 s per image), it yields the
highest accuracy. To assess real-time feasibility, we consider
the processing time per video clip. For the crowd dataset, the
total test time for the ResNet152V2-BiGRU model was 0.38 s
per video. Assuming a standard video clip length of a few

seconds, this demonstrates good potential for near-real-time
analysis in a processed clip-based system.
However, for true real-time streaming at standard frame rates
(e.g., 25 – 30 fps), the current model requires optimization.
Future work will focus on employing more efficient feature
extractors (e.g., MobileNet, EfficientNet) and model com-
pression techniques (e.g., pruning, quantization) to bridge
this gap without a significant sacrifice in accuracy. BiGRU’s
faster training and testing time compared to LSTM, due to
its simpler gating mechanism, is a positive step towards this
goal.
In terms of the complexity and time consumption of the
proposed model, it can be seen in Tabs. 3 – 5 that each
deep-transfer learning model has a different extraction time.
The longest feature extraction time was obtained using
ResNet152V2 with an execution time of 0.492 s for each
image, while the fastest feature extraction execution time was
achieved for the wavelet, with an execution time of 0.013
s. ResNet152V2 has the longest extraction time, where the
transfer learning process is quite complex because it uses
many residual networks, causing the learning process to take
longer than in the case of other transfer learning models.
The longest training process was that of CNN with VGG-
19 feature extraction (263.022 s). A comparison with other
studies is presented in Tab. 6. In the movies dataset, the
proposed method outperforms the other methods with the
highest scoring accuracy of 100%.
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Fig. 10. Scatter plot of: a) BiGRU + ResNet152V2, b) LSTM +
ResNet152V2, and c) CNN +ResNet152V2.

6. Ethical Considerations

The deployment of AI-based violence detection systems in
public spaces requires a serious discussion focusing on ethi-
cal implications. Continuous video monitoring and analysis
inherently raise privacy concerns. It is imperative that such
systems are deployed in compliance with data protection reg-
ulations (e.g., GDPR). Strategies such as on-edge processing,
where video data is analyzed locally without being stored or
transmitted, can help mitigate privacy risks.
AI models can perpetuate and amplify societal biases if trained
on non-representative data. Future work must include rigorous
bias auditing across different demographics to ensure that the
model does not disproportionately target specific groups.

a)

b)

c)

Violence: 0.992
Non-violence: 0.008

Violence: 0.004
Non-violence: 0.996

Violence: 0.006
Non-violence: 0.994

Violence: 0.005
Non-violence: 0.995

Violence: 0.998
Non-violence: 0.002

Violence: 0.978
Non-violence: 0.022

Fig. 11. Detection performance of BiGRU + ResNet152V2 in the:
a) crowd, b) movies, and c) hockey datasets.

A false positive, where a non-violent act is flagged as violent,
could lead to unnecessary alarm, wasted security resources,
and potentially serious confrontations. Therefore, achieving
high precision is not just a technical goal but an ethical
imperative. In practice, such systems should function as an
assistive tool for human operators who make the final decision,
rather than as a fully autonomous response trigger.
Transparency in system capabilities and limitations, along
with clear governance frameworks, is essential for the respon-
sible development and deployment of this technology.

7. Conclusions
In this study, a comparative analysis of various solutions ca-
pable of detecting acts of violence in videos was conducted.
The key finding is that the combination of ResNet152V2 for
spatial feature extraction and BiGRU for temporal modeling
represents a highly effective and efficient architecture, as val-
idated by its top-tier performance with the use of the movies,
hockey, and crowd data sets. ResNet50V2, ResNet101V2 and
ResNet152V2 were used for feature extraction, while clas-
sical (wavelet and PCA), and other deep transfer learning
methods (VGG-16 and VGG-19) were used as comparison
methods.
Furthermore, CNN, LSTM, and BiGRU algorithms were used
for classification. The best precision results in the hockey
dataset were obtained when using the ResNet152V2-BiGRU
combination. Furthermore, in the movies dataset, all combi-
nations of algorithms achieved excellent performance (1.000).
Similarly to the hockey dataset, the best accuracy on the crowd
data set was achieved using the ResNet152V2-BiGRU com-
bination. Furthermore, ResNet152V2-BiGRU provides the
best accuracy, recall, precision, and F1 score performance.
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Tab. 6. Comparison of the proposed violence detection system with
state-of-the-art approaches.

Accuracy [%]

Ref. Method Movies Hockey Crowd

[10] HOMO – 89.3 76.8

[15] Violence4D (4D-CNN) 100 100 97.29

[16] ViF 96.7 81.6 81.2

[28]
MoWLD + BoW – 91.9 82.5

MoWLD +
SparseCoding – 93.7 86.3

[29] ConFeat 96.5 94.4 80.9

[30] sHOT – – 82.9

[31] DIMOLIF – 88.6 85.8

[32] LHOF + BoW – – 86.5

[33] BoW (MoBSIFT) + MF 98.9 90.3 –

[34] AlexNet + 3D-CNN 98.7 92.9 88.0

[35]
Xception + LSTM – 91 88

InceptionV3 + LSTM – 90 89

[36] OViF – 84.2 76.8

[37] 3D CNN + interest
frames 100 99.4 97.49

[38] Hough forest + 2D CNN 99 94.6 –

[39] Modified 3D CNN 99.97 98.96 –

[40] Object detection +
LSTM – 98 98.21

[41] Object detection + 3D
CNN 99.9 96 98

[42] Two-cascade TSM – 98.995 97.959

[43] Dual-stream CNN +
echo state network – 99 99.01

[44] Vision-based fight
detection 100 98 –

[45] Edge Vision – 98.5 –

[46] EvoKeyNet +
DeepkeyFrm – 98.98 99.29

[47] 2D CNN + ESM + STA 100 99.7 98.53

Pro-
posed ResNet152V2 + BiGRU 100 100 100

The experimental results obtained in the course of this study
show that BiGRU performs better in terms of time than LSTM.
BiGRU also achieves good performance on all data sets
used in this study. The ResNet152V2-BiGRU combination
achieves the best accuracy and F1 score values on all datasets.
In general, using ResNet152V2 for feature extraction im-
proves the performance of the model on all datasets, but this

increases the time required to process the test data. A differ-
ence of approximately 6 s can still be tolerated for the crowd
dataset considering that the accuracy obtained increased to
0.263.

Limitations and Future Work

Despite the promising results, this study is limited by the
scale and scope of the benchmark datasets used. The models
were trained and tested on controlled datasets which may not
fully capture the challenges of real-world surveillance, such
as severe occlusions, extreme lighting variations, dynamic
camera angles, as well as dense and complex crowd behav-
ior. Consequently, the performance reported here might not
directly translate to operational environments.
A primary direction for future research is to validate and
retrain the proposed model on larger, more diverse, and more
challenging real-world video datasets. Furthermore, exploring
the model’s robustness to attacks and its performance in low-
resolution, long-duration video streams will be essential for
practical public safety applications.
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Abstract  In this article, we propose a lightweight, hierar-
chical multi-task learning framework designed for detecting
both high-level and fine-grained threats in IoT traffic. The devel-
oped model focuses on anomalies detectable through flow-level
metadata. The deliberate choice to prioritize computational ef-
ficiency by excluding content analysis scopes the approach to
payload-independent threats, while still enabling robust detec-
tion of key attack classes. To further enhance efficiency within
this metadata-driven paradigm, we introduce HC-MTDNN,
a hierarchical multitask model that integrates a gated feature
mechanism and feature reuse to significantly reduce redundancy
and computational overhead, improving upon previous hier-
archical architectures and achieving high performance while
dealing with volumetric and protocol-based attacks. The model
is evaluated on four benchmark datasets: CICIoT2023, N-BaIoT,
Bot-IoT, and Edge-IIoTset. It demonstrates strong performance
in both binary and multiclass classification tasks, with an aver-
age inference time of 122 µs per sample and a compact model size
of 2.4 MB. The proposed framework effectively balances accura-
cy and computational efficiency, offering a practical and scalable
solution for securing resource-constrained IoT environments.
Keywords  anomaly detection, deep neural network, IoT security,
lightweight model, multitask learning, network traffic analysis

1. Introduction
The exponential growth of the Internet of Things (IoT) has
transformed conventional networks into vast interconnected
ecosystems spanning various domains such as smart homes,
healthcare, industrial automation, and smart cities [1]. By
2025, more than 75 billion IoT devices are projected to be
online, roughly 40% of them in smart home environments [2].
Although this expansion offers convenience and functionality,
it also increases vulnerability to attacks. Many IoT devices
operate under severe resource limitations and lack robust
security mechanisms, making them attractive targets for cyber
threats [3], [4]. In particular, high-profile attacks such as the
Mirai botnet [5] have demonstrated the dangers associated
with compromised IoT infrastructures.
IoT anomaly detection is particularly sophisticated due to the
heterogeneity, volume, and nonstationarity of the data gener-
ated from such applications. Traditional detection methods,

such as rule-based systems and fixed thresholds, cannot cope
with the dynamic and multimodal characteristic of traffic in
IoT networks [6]. As a result, these methods frequently mis-
classify benign traffic as malicious, leading to an excessive
number of false alarms.
However, most of the existing approaches in IoT anomaly
detection handle each classification task independently, em-
ploying separate single-task models for binary classification,
attack-type categorization, and fine-grained subtype classifi-
cation. The authors of [7], [8] each deploy distinct single-task
models dedicated specifically to binary or multiclass scenar-
ios without exploiting task interdependencies. Such isolated
training can neglect beneficial shared representations across
tasks, potentially limiting generalization and computational
efficiency.
To address these challenges, we propose HC-MTDNN, a hi-
erarchical multitask model designed to tackle three core IoT
anomaly detection tasks in a single forward pass. Instead of
treating each task independently, the model cascades predic-
tions, refining the output at each level. HC-MTDNN performs
anomaly detection in a staged, multitask manner, progress-
ing from binary to coarse to fine classification. Each level of
the network is responsible for different interdependent tasks,
such as feature extraction, anomaly detection, and classifica-
tion. By cascading these tasks, the model can progressively
refine its analysis, leading to a more accurate identification
of anomalies. This structure allows the model to efficiently
process data and reduce false positives.
Incorporation of multitask learning (MTL) [9] enables the
HC-MTDNN to simultaneously learn and optimize multiple
related tasks. This approach leverages shared representations,
improving generalization between tasks, and enhancing the
model’s ability to detect various types of anomalies.
The primary advantage of the proposed hierarchical multitask
architecture lies in its ability to progressively refine classifi-
cation through shared supervision and structured information
flow. HC-MTDNN processes each IoT flow in three gated
stages:
• benign vs. malicious screening,
• attack-family categorization,
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• fine-grained subtype classification.

Intermediate logits from one task are concatenated or trans-
formed before being passed to the next stage, allowing down-
stream classifiers to condition on earlier decisions. The shared
encoder allows for generalization and reduces redundant com-
putation.

Additionally, the architecture strengthens feature reuse, sta-
bilizes rare subcategories, and diversifies error signals. The
model also maintains hierarchical consistency by using gating
and attention mechanisms to align predictions across levels,
thus minimizing contradictions like predicting “mirai.scan”
when the binary classifier identifies a sample as benign.

Finally, this multitask setup often leads to faster convergence
and improved generalization, as the shared encoder can absorb
additional tasks with minimal reconfiguration, making the
model adaptable to evolving threat landscapes in complex
IoT environments.

The proposed model is designed for flow-based anomaly
detection, using network metadata such as packet counts, flow
durations, and protocol attributes to identify threats. This
approach excels at detecting volumetric attacks (e.g., DDoS)
and protocol anomalies, but is inherently limited for payload-
intensive threats (e.g., SQL injections or XSS), where content
analysis is required. This trade-off ensures deployability on
edge devices, prioritizing speed and low resource usage over
comprehensive payload inspection.

With 245 249 total parameters, the model occupies just 2.4
MB of disk space. The average inference latency is 122 µs
per sample, corresponding to roughly 8 200 predictions per
second, which falls within the real-time requirements for
gateway-level traffic inspection. This parameter sharing and
conditional gating eliminate redundant computation, allow-
ing HC-MTDNN to be deployable on memory and power
constrained IoT edge devices.

We evaluate the proposed model across four datasets: CI-
CIoT2023 [10], N-BaIoT [11], Bot-IoT [12], and EdgeI-
IoT [13]. These datasets cover diverse environments and
traffic profiles. They span distinct deployment scenarios:
CICIoT2023 imitates modern smarthome traffic, N-BaIoT
isolates single device compromises typical of consumer gad-
gets, Bot-IoT replicates campus-scale probing and DDoS,
while EdgeIIoT captures latency-sensitive industrial control
flows.

Across all experiments, HC-MTDNN delivers accuracy and
efficiency that match the practical constraints of edge hard-
ware. On the binary task, it attains macro F1 between 97%
and 100% on every dataset, while at the coarse-level it reaches
99.5% accuracy on CICIoT2023, 97% on EdgeIIoT and Bot-
IoT, and a near-perfect 99.99% on N-BaIoT. Even at the most
demanding fine-grained level (34 classes in CICIoT2023, 9 –
10 classes on the other sets) the network keeps the weighted
F1 above 93% for Bot-IoT and the macro F1 above 83% for the
heavily imbalanced N-BaIoT. The results demonstrate robust
multitask performance across all classification hierarchies,
highlighting the robustness and effectiveness in accurate-

ly detecting and classifying anomalies within complex IoT
environments.
The remainder of this paper is structured as follows. Section
2 reviews related work and discusses the limitations of exist-
ing approaches. Section 3 presents, in detail, the proposed
architecture of the HC-MTDNN model. Section 4 describes
the datasets, experimental setup, and evaluation metrics used.
Section 5 reports and analyzes the experimental results, com-
paring them with established baselines. Finally, Section 6
summarizes the findings, implications, and suggests directions
for future research.

2. Related Work

The extensive deployment of IoT devices across various sec-
tors has significantly increased the prevalence of cyber attacks,
underscoring the need for effective anomaly and intrusion
detection mechanisms [14]. Traditional anomaly detection
strategies, such as rule-based systems and fixed threshold
methods, frequently encounter difficulties due to the hetero-
geneous, high-volume, and dynamically changing nature of
IoT-generated data. Such conventional methods often pro-
duce false alarms or fail to identify subtle attacks, particularly
in environments where multiple distinct data streams are
processed simultaneously. A summary of recent intrusion de-
tection studies is provided in Tab. 1 which categorizes the
approaches by model type, dataset, key contributions, and
gaps addressed by the proposed method.

2.1. Traditional Machine Learning Approaches

Several recent studies have applied traditional machine learn-
ing (ML) approaches using the CICIoT2023 dataset [10]. The
authors of [8] introduced a random forest-based intrusion de-
tection framework specifically addressing class imbalance,
achieving notable performance improvements of 3.72% in
precision, 3.75% in recall and 4.69% in F1 score compared
to existing methodologies. Their method also showed an en-
hancement of 7.9% in the F1 score for underperforming class-
es. In another comparative analysis, multiple machine learning
algorithms, including logistic regression, AdaBoost, percep-
tron, MLP, random forest (RF) and hist-gradient boosting,
were evaluated for different classification scenarios (binary,
eight class and 34-class), with RF outperforming others in ac-
curacy, while hist-gradient boosting excelled in computational
efficiency [15].
Addressing specific attack types, the researchers developed
a specialized intrusion detection system (IDS) that employs
hierarchical feature selection coupled with the CatBoost algo-
rithm, targeting DoS, DDoS, and Mirai attack variants. This
approach achieved fast prediction times and high accuracy,
significantly improving cybersecurity defenses against sophis-
ticated threats [16]. Similarly, a comprehensive evaluation, as
presented in [7], emphasized the broad spectrum of threats en-
capsulated by the CICIoT2023 dataset, reinforcing its utility
in benchmarking classification methods. Parallel, lightweight
ML models – such as decision trees, closest neighbors k, RF,
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and naive Bayes – were evaluated, demonstrating impres-
sive precision and processing efficiency, notably the ability
of decision trees to classify nearly three million instances per
second [17].
In [18], refined preparation and feature selection phases are in-
vestigated through cooperative game theory, and RF achieves
99% accuracy on the original CICIoT2023 dataset. However,
the accuracy decreased slightly with novel features, high-
lighting complexities in feature engineering for IoT intrusion
detection. While these single-task machine learning approach-
es achieve high accuracy on balanced classes and specific
attack types, they often treat classification tasks independent-
ly, overlooking intertask dependencies such as shared patterns
between binary detection and multiclass categorization. This
leads to redundant computations and limited generalization
of diverse or evolving threats.

2.2. Multitask Learning and Lightweight Models

To overcome limitations inherent in single-task or parallel-
output-head models, researchers have explored multitask
learning frameworks, aiming to enhance anomaly detection
performance by leveraging interrelated tasks [19]. The CI-
CIoT2023 dataset, a comprehensive and realistic benchmark,
has been widely utilized to evaluate the effectiveness of these
advanced models, particularly emphasizing improvements in
the detection of low-profile attacks [20]. Additionally, due to
the resource-constrained nature of many IoT devices, signifi-
cant research has focused on developing lightweight models
optimized for efficient deployment in such environments.
In resource-sensitive IoT scenarios, the authors of [21] in-
troduced DL-BiLSTM, integrating DNN and bi-LSTM net-
works, along with incremental PCA and dynamic quantization
to optimize model performance for limited-resource envi-
ronments. Furthermore, in [22], an innovative VGGIncepNet
model was proposed that converts non-image network data
into image format to leverage CNN feature extraction capa-
bilities, significantly outperforming established NLP-based
models such as BERT and XLNet in CICIoT2023.
In [23], edge-based deep learning models are presented that
employ 1D-CNN architectures optimized by preprocessing
techniques that address data imbalance and distribution dis-
crepancies, achieving a robust F1 score of 93.8%. Further-
more, the authors of [24] proposed a cost-sensitive autoen-
coder (CSAE)-based ensemble approach, demonstrating ex-
ceptional accuracy rates for both binary and multiclass clas-
sifications.
In article [25], a DGConv-IDS was developed. It is
a lightweight autoencoder and CNN-based model tailored for
resource-limited IoT environments. The model used sliding-
window techniques to manage computational overhead while
providing real-time DDoS detection. Similarly, in [26], the
convolutional Kolmogorov-Arnold network (CKAN) is in-
troduced which integrates Kolmogorov-Arnold layers into
convolutional neural networks, achieving high performance
with fewer parameters. The authors of [27] proposed hybrid
models, such as the autoencoder-CNN and transformer-DNN

frameworks, emphasizing reshaping network traffic, handling
class imbalance, and improving feature extraction capabilities
across multiple datasets, including CICIoT2023.
Existing lightweight deep learning models prioritize com-
putational efficiency and edge deployment, but often lack
hierarchical structures for progressive refinement from bi-
nary to fine-grained classification, leading to potential error
propagation in multiclass scenarios. Moreover, they often in-
corporate conditional mechanisms such as dynamic gating to
adapt features based on prior task outputs.

2.3. Dataset-specific and Hybrid Models

The authors of [28] propose an efficient anomaly detection
mechanism for IoT architectures using DNN, with a specific
focus on feature selection through mutual information (MI).
The study uses the Bot-IoT 2020 dataset and evaluates the
performance of several deep learning models, including DNN,
CNN, RNN, and RNN variants. The authors demonstrate
that selecting the top 16 to 35 MI-based features, instead of
using all 80 features, resulted in only negligible performance
degradation while significantly reducing model complexity.
The proposed DNN-based model achieves an accuracy of
99.01% with a false alarm rate (FAR) of 3.9%.
In [29], XAI-IoT, an explainable AI framework is introduced
designed to enhance multi-class anomaly detection and defect
type classification in IoT systems. The framework incorpo-
rates seven explainable AI (XAI) techniques, including SHAP,
LIME, CEM, and LOCO, to evaluate the importance in mod-
el predictions. Experimental validation was performed on two
datasets: one collected from IoT-based MEMS sensors and the
other from IoT botnet attacks (N-BaIoT). The results indicate
that single-model approaches delivered better performance
on the MEMS dataset, while ensemble-based models outper-
formed on the N-BaIoT dataset. The use of XAI techniques
allowed the identification of critical features that influenced
model decisions in both contexts.
In [30], an IDS for detecting DoS attacks in IoT networks by
relying on ML algorithms is described. The study compared
four classifiers: decision tree (DT), RF, K-nearest neighbor
(kNN), and support vector machine (SVM), to determine
the most effective model for classifying DoS traffic. Feature
selection was enhanced using correlation-based feature selec-
tion (CFS) and a genetic algorithm (GA), with the IoTID20
data set used for training, which includes real-time traffic data
with simulated DoS attacks. The DT and RF classifiers, using
GA-selected features (13 features), achieved 100% accuracy,
precision, recall, and F1 scores. The DT model outperformed
RF in terms of computational efficiency. The study empha-
sizes the effectiveness of the IoTID20 dataset and the chosen
feature selection methods to improve the performance of the
model.
The authors of [31] introduce DeepDetect, a hybrid deep
learning model for anomaly detection in IoT networks which
combines CNN, GRU, and Bi-LSTM to improve network traf-
fic analysis. The hierarchical CNN structure captures spatial
features, while the problem of GRU mitigates the vanishing
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Tab. 1. Summary of recent intrusion detection studies in IoT environments.

Ref. Model type Dataset Key contribution

[8] RF CICIoT2023 Improved class performance; tackled class imbalance

[7] ML CICIoT2023 Comprehensive benchmarking across attack
categories

[18] RF + game theory CICIoT2023 Cooperative game theory feature selection

[21] DL-BiLSTM+PCA CICIoT2023 Resource-efficient BiLSTM with dynamic
quantization

[22] VGGIncepNet (CNN-based) CICIoT2023 Converted traffic to images; outperformed
BERT/XLNet

[23] 1D-CNN CICIoT2023 Edge-based detection with preprocessing for
imbalance

[24] CSAE CICIoT2023 High accuracy for binary and multiclass tasks

[25] DGConv-IDS CICIoT2023 Real-time DDoS detection via sliding windows

[26] CKAN CICIoT2023 Low-parameter model with high performance

[27] AE-CNN, transformer-DNN CICIoT2023 Multi-dataset approach; class imbalance handling

[28] DNN, CNN, RNN variants BoT-IoT 2020 Mutual-information feature selection (top 16 – 35
features)

[29] Ensemble + SHAP, LIME N-BaIoT, MEMS XAI-IoT with comparative model/XAI analysis

[30] DT, RF, kNN, SVM IoTID20 GA-based feature selection; 100% metrics with DT

[31] CNN-GRU-BiLSTM NSL-KDD High accuracy; temporal modeling with low FAR

[32] XGBoost, RF IoT-23 combined PySpark-based scalable real-time IDS

[33] TinyML + DT, RF, KNN Custom + real IoT LAN data Energy/memory efficient IDS using TinyML

[34] CNN + LSTM/-GRU/BiLSTM NSL-KDD, BoT-IoT, MQTTset Addressed class imbalance with SMOTE and class
weighting

[35] RF vs. DNN CICIoT2023 Multilevel classification and feature selection study

[36] Transformer, CNN + LSTM,
DNN CICIoT2023 Multi-class top accuracy with transformer

[37] PCA + expansion – compression
NN UNSW-NB15, Bot-IoT Lightweight NN with NID loss; 99.99% binary

accuracy

[38] Multi-stage pipeline CIC-IDS-2017, CSE-CIC-IDS-
2018 Adjustable zero-day detection; low bandwidth/latency

[39] MI + attention CNN Edge-IoTset, IoTID20, ToN IoT,
CIC-IDS2017

99.81% average accuracy; attention helps
low-instance classes

[40] Multitask LSTM + feature
selection

IoT-23, EU CEF VAR-IoT,
18-device pcaps

Joint malware detection/identification; SMOTE-ENN
+ XGBoost-/SULOV

gradients and learns sequential dependencies. The Bi-LSTM
captures long-term dependencies from both forward and back-
ward contexts, improving temporal analysis. Based on the
NSL-KDD dataset, DeepDetect achieved 99.12% accuracy
for binary classification and 99.31% for multiclass classifica-
tion, demonstrating superior performance with a lower false
positive rate and higher detection rate compared to other deep
learning-based IDS.
Paper [32] presents a real-time IDS for IoT networks using
multiclass ML techniques. Using the IoT-23 combined dataset,
which includes more than 1.4 million records of various types
and benign traffic, the class imbalance with SMOTE and the
applied SelectKBest is addressed. IDS was built on a PySpark
architecture to support scalable training and inference. Five

ML models were tested using a one-versus-rest approach, with
XGBoost achieving the highest accuracy (98.89%) and RF
delivering the fastest inference time (0.0311 s), demonstrating
a strong balance between speed and accuracy.
In [33], an ML-based IDS is developed tailored for resource-
constrained IoT devices, emphasizing energy and memory
efficiency. By integrating TinyML with traditional ML mod-
els, the study addressed key challenges in limited resource
environments. A major contribution was the creation of a rich
validation dataset combining prior work, laboratory exper-
iments, and real-world metrics across IoT layers (end de-
vices, edge, cloud), including both normal and malicious
traffic. The system was tested in a LAN based setup with ex-
tended edge/cloud components, using models such as DT
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(99.5% accuracy), KNN (96.5%), Naive Bayes (97.3%) and
RF (98.3%). The results highlighted a trade-off between accu-
racy and training time, with more accurate models requiring
longer training.
The authors of [34] propose a DL-based anomaly detection
framework for IoT networks, utilizing a combination of RNN
and CNN. Their study developed lightweight models that em-
ploy LSTM, BiLSTM, and GRU architectures to perform
binary and multiclass classification tasks. CNNs were al-
so incorporated for feature selection to enhance detection
performance. Models were trained and evaluated on several
widely used datasets, including NSL-KDD, BoT-IoT, IoT-NI,
IoT-23, MQTT, MQTTset, and IoT-DS2. To address the issue
of class imbalance within these datasets, the authors applied
class weighting techniques during training and employed the
Borderline-SMOTE algorithm to generate synthetic samples
and balance the training data distribution.
In [35], an anomaly detection study is conducted in IoT-based
healthcare systems using the CICIoT2023 data set. Their
investigation involved multilevel classification architectures,
including 2-class (binary), 8-class, and 34-class models. The
authors explored two training approaches: one using the full
set of features and the other using a reduced feature subset.
To address class imbalance, they applied SMOTE. Their
evaluation demonstrated that, on both training paths and on the
balanced CICIoT2023 dataset, the RF classifier consistently
outperformed the DNN model.
These dataset-specific and hybrid models demonstrate strong
performance on individual benchmarks but typically do not
integrate multitask hierarchies for handling interdependent
classification tasks, such as simultaneous binary and fine-
grained detection. This results in missed opportunities for
shared learning and efficiency in resource-constrained set-
tings.

2.4. Advanced Hybrid and Attention-based Models

The authors of [36] propose a transformer-based IDS eval-
uated on the CICIoT2023 dataset. Their model leveraged
self-attention mechanisms to effectively handle multi-class
intrusion detection, achieving a high accuracy of 99.40%.
After comparing seven neural network models, they found
the transformer to be the most effective solution for multi-
class tasks, while DNN and CNN+LSTM models performed
best for binary classification.
In [37], a lightweight neural network-based IDS is presented
that uses PCA for feature dimensionality reduction. It relies
on an expansion compression classifier architecture with
inverse residual blocks and channel shuffle operations to
minimize computational cost, and a loss of NID to mitigate
class imbalance. Evaluated on UNSW-NB15 and Bot-IoT, it
achieves a precision of up to 99.99% (F1 98.81%) for binary
detection and multiclass accuracies of 86.11% and 96.15%,
respectively, without altering its core architecture.
Work [38] introduces a multi-stage approach for hierarchical
IDS with a three-stage anomaly detection pipeline: fast filter-
ing by anomaly score, confidence-based attack classification,

and strict thresholding to separate unknown attacks from false
positives, enabling efficient, adjustable detection of binary
and multiclass intrusions, including zero-day attacks, in the
CIC-IDS2017 and CSE-CIC-IDS-2018 datasets. Each stage
can be deployed independently to minimize bandwidth usage
and prediction latency without requiring retraining.
The authors of [39] propose an attention-based CNN for IDS,
using MI for feature selection and an attention mechanism
to improve learning in low-instance classes. The proposal
is evaluated in Edge-IoTset, IoTID20, ToN IoT, and CIC-
IDS2017. It achieves an average accuracy of 99.81%, with
98.02% precision, 98.18% recall, and an F1 score of 98.08%.
In [40], a multitask LSTM is proposed for the detection
and identification of IoT malware through behavioral traffic
analysis, performing both benign/malicious classification and
malware type prediction on 145 pcaps from 18 devices and
on the IoT-23 and EU CEF VARIoT datasets. Features are
organized into flow-, flag-, and payload-related modalities,
each subjected to recursive XGBoost and SULOV feature
selection before merging, with class imbalance addressed
using SMOTE-ENN and extensive experiments on imbalance
techniques, feature selection, and modality fusion.
Advanced hybrid and attention-based models enhance tem-
poral and spatial feature analysis, but often miss conditional
feature modulation, where prior task outputs dynamically in-
fluence subsequent processing. This can limit adaptability in
hierarchical scenarios.
Although significant progress has been made in IoT anomaly
detection, existing approaches typically address tasks individ-
ually, deploying separate single-task models, thus overlook-
ing valuable shared information among related classification
tasks. Moreover, hierarchical cascading, progressively refin-
ing anomaly classification from broad to detailed levels, has
rarely been explicitly combined with computational efficiency
strategies optimized for deployment in resource-constrained
IoT environments. Most lightweight models neglect hierar-
chical classification or fail to incorporate dynamic feature
gating and hierarchical feature reuse mechanisms necessary
for efficiency in real-time scenarios.
Table 1 summarizes mentioned studies on intrusion detection.

3. Proposed Method

3.1. Model Architecture

The proposed architecture, as illustrated in Fig. 1, is a multi-
stage neural network processing incoming IoT sensor streams
using a shared feature encoder that learns a common represen-
tation. The data are then refined by three task-specific heads:
a binary anomaly detector, a coarse (categorical) classifier,
and a fine-grained (subcategorical) classifier.
This hierarchical structure enables the model to progressively
refine the predictions: first, by identifying anomalies, then
by categorizing broad attack types, and finally by distinguish
specific subcategories.
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Fig. 1. Overall architecture of the proposed HC-MTDNN model.

The core of the architecture is a deep neural backbone that
extracts general-purpose features from raw IoT data. This en-
coder is hard-shared across all tasks, ensuring that early layers
capture patterns common to anomaly detection, while later
layers refine these features for task-specific objectives. Shared
encoders are a standard approach in multi-task learning to
reduce redundancy and improve generalization.
The binary branch is the lightweight head that receives the
shared features and outputs a scalar anomaly probability
indicating whether the input is normal or anomalous. The
output is also reused as a gating signal to modulate down-
stream processing. Gating mechanisms are commonly used
in attention-based architectures to dynamically suppress ir-
relevant features.
The coarse branch performs coarse-grained anomaly clas-
sification. It applies an attention mechanism to the shared
features, refining them using the binary gating signal and pre-
liminary category logits. The attention mechanism computes
feature-wise importance weights, focusing on dimensions
most relevant to distinguishing broad anomaly categories.
The fine-grained branch identifies fine-grained anomaly sub-
types. It takes as input a fusion of attention-refined features
from the coarse branch, the binary gating signal, and the pre-
dicted category. This hierarchical design mirrors strategies
used in multilevel classification tasks, where coarse predic-
tions inform finer distinctions.
All components are jointly trained end-to-end. The shared
encoder is updated by all three tasks, encouraging it to learn
useful features in binary, categorical, and subcategorical
decisions. Selective feature flow ensures that computational
effort is focused where needed the most (e.g., suppressing
processing for benign samples).

3.2. Input Representation and Shared Encoder

The model processes a static feature vector x ∈ Rd, which
encapsulates critical IoT traffic characteristics.
These include network flow statistics (e.g., packet counts, byte
rates), packet-level attributes (i.e., protocol types, payload
sizes), and temporal dynamics such as traffic variations over
sliding windows. The shared encoder consists of three dense
layers with ReLU activation (256, 256, and 128 neurons,
respectively), designed to extract foundational representations
while minimizing redundancy between tasks. The final output

of the shared encoder is defined as:

xshared = ReLU
[
Dense128

(
ReLU(Dense256(x))

)]
, (1)

where nested ReLU activations ensure non-linearity at each
layer.
This design aligns with multitask learning principles, enabling
knowledge transfer by learning task-agnostic representations.

3.3. Binary Classification Branch

The binary classification branch employs a shallow struc-
ture comprising a single dense layer (128 neurons, ReLU
activation) followed by a softmax output:

ŷbin = softmax
[
Dense2

(
Dense128(xshared)

)]
. (2)

This prioritizes computational efficiency for edge deployment,
balancing accuracy and inference speed. The output ŷbin
serves dual purposes: direct binary anomaly detection (normal
vs. anomalous) and generating a gating signal pmalicious to
modulate downstream processing.

3.4. Gated Coarse Classification Branch

To refine predictions, the malicious probability pmalicious is
extracted from ŷbin via a lambda layer:

pmalicious = Λ(z 7→ z[:, 1]) (ŷbin) , (3)

where z[:, 1] isolates the probability of the anomalous class.
A sigmoid-activated dense layer then generates gating weights
g ∈ [0, 1]128:

g = σ
(
Dense128(pmalicious)

)
. (4)

These gating weights dynamically modulate shared features by
selectively emphasizing relevant dimensions and suppressing
irrelevant ones, particularly for benign samples. Formally, this
modulation is implemented as element-wise multiplication
between gating weights and shared features.

xgated = xshared ⊙ g . (5)

Dynamic gating significantly reduces unnecessary compu-
tations by minimizing redundant feature processing for be-
nign inputs, enhancing computational efficiency crucial for
resource-constrained IoT environments. The gated features
are then processed by two dense layers (128 neurons, ReLU)
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to produce coarse-grained classification outputs:

ŷcoarse = softmax
[
Densecoarse

(
Dense128(xgated)

)]
. (6)

3.5. Fine-grained Classification Branch

The fine-grained classification branch incorporates two com-
ponents:
Semantic projection is the 8-class output, where ŷcoarse is
projected into the shared feature space to embed coarse-
grained priors:

xproj = ReLU
(
Dense256(ŷcoarse)

)
. (7)

This projection aligns the semantic context with latent fea-
tures, enhancing cross-task knowledge transfer.
The cross-task attention mechanism fuses xshared and xproj:

xatt = Attention (xshared,xproj,xproj) , (8)

where queries xshared and keys/values xproj compute feature-
wise importance weights.
The attended vector xatt is concatenated with xgated:

xconcat = Concat(xgated,xatt) . (9)

This combined representation is passed through a dense layer
(ReLU) and batch normalization:

xnorm = BatchNorm
[
ReLU

(
Dense128(xconcat)

)]
, (10)

before yielding the final fine-grained prediction:

ŷfine = softmax
[
Densefine(xnorm)

]
. (11)

This hierarchical fusion takes advantage of coarse-level con-
text to constrain fine-grained predictions, improving robust-
ness for closely related subtypes.

4. Experimental Setup and Evaluation
4.1. Dataset Overview

CICIoT2023 [10] is a comprehensive benchmark data set
that captures network traffic from 105 real IoT devices in
a laboratory environment. It includes 33 distinct attacks across
seven categories (DDoS, DoS, Reconnaissance, Web-based
attacks, BruteForce, Spoofing, Mirai botnet) and benign traffic
(e.g., video streaming, sensor data). Features such as flow
duration, packet length, and protocol types are extracted from
pcap files and stored in CSV format. Baseline models (LR,
RF) have been evaluated on binary, 8-class, and 34-class
tasks, making it ideal for comparative studies.
Bot-IoT [12] combines real and simulated IoT traffic with
various cyberattack scenarios. Developed using a realistic
testbed, it addresses limitations of older datasets (e.g., out-
dated attack patterns, poor labeling). Its validity has been
confirmed through statistical analysis and ML experiments.
N-BaIoT [11] focuses on botnet detection, containing traffic
from nine commercial IoT devices infected with Mirai and
Bashlite malware. It includes over 7 million records with 115
features, classified into ten categories (primarily DDoS and
remote access attacks).

Edge-IIoTset [13] is a cybersecurity data set for IoT/IIoT
applications, supporting centralized and federated learning.
Generated using a custom testbed, it includes 14 attack types
across five categories (DoS/DDoS, information gathering,
MITM, injection, malware). Of 1 176 initial features, 61 were
selected based on correlation and domain knowledge, ensuring
efficient model training.

4.2. Evaluation Metrics

The performance of the hierarchical multitask DNN is as-
sessed using accuracy, precision, recall, F1 score, and AUC-
ROC. The definitions of the aforementioned terms are pro-
vided below:

Accuracy =
TP + TN

TP + TN + FP + FN
, (12)

Precision =
TP

TP + FP
, (13)

Recall =
TP

TP + FN
, (14)

F1 score = 2× Precision× Recall
Precision+ Recall

, (15)

where TP , TN , FP , and FN denote true/false posi-
tives/negatives.
The F1 score is prioritized due to class imbalance in IoT
security datasets.

4.3. Model Training

The model is trained on 80% of the data (64% training, 16%
validation), with 20% held for testing. Pre-processing includes
label mapping and feature normalization. Hyperparameters
are tuned iteratively: learning rate 10–3 (Adam optimizer),
batch size 512, epochs 127 (one CSV file per epoch to manage
memory).
The loss function is:

Ltotal = λbin Lbin + λint Lint + λfine Lfine , (16)

with λbin, λint, and λfine as task-specific weights.
Figure 2 shows training/validation curves. The binary head
converges faster than multiclass heads, reflecting its simplici-
ty. The validation accuracy plateaus earlier for coarse tasks,
suggesting diminishing returns beyond 80 epochs.

5. Experimental Results
The proposed lightweight multitask DNN demonstrates ro-
bust performance across the IoT datasets used. With 245 249
parameters (2.4 MB in size) and an average inference time of
122 µs per flow, the model is optimized for real-time deploy-
ment on resource-constrained devices. Hierarchical classifi-
cation tasks are evaluated, with macro and weighted average
metrics summarized in Tab. 2.

5.1. Binary Classification

The binary classification results (Tab. 3, Fig. 3) show near-
perfect or perfect separation between benign and malicious
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Fig. 2. Performance of training and validation of the proposed model on the CICIoT2023 data set: a) binary classification b) 8-class category
classification, and c) 34-class fine-grained subtype classification.

Tab. 2. Summary of the macro- and weighted-average metrics results
on the test splits of the four datasets.

Dataset Level
Macro Weighted

P R F1 P R F1

CICIoT
2023

Binary 96.0 97.0 97.0 100.0 100.0 100.0
Category 92.0 78.0 82.0 99.0 99.0 99.0
Subtype 83.0 75.6 77.2 99.2 99.2 99.2

N-BaIoT
Binary 100.0 100.0 100.0 100.0 100.0 100.0

Category 100.0 100.0 100.0 100.0 100.0 100.0
Subtype 97.0 89.0 87.0 91.0 88.0 83.0

Bot-IoT
Binary 98.5 96.7 97.6 99.3 98.4 98.8

Category 99.2 95.1 97.0 99.2 97.1 98.1
Subtype 90.4 87.9 87.7 95.0 93.7 93.6

EdgeIIoT
Binary 100.0 100.0 100.0 100.0 100.0 100.0

Category 89.0 87.0 87.0 98.0 97.0 97.0

traffic across all data sets. N-BaIoT, Bot-IoT, and Edge-IIoT
report 100% precision, recall, and F1 score, confirmed by
diagonal dominance in confusion matrices. For CICIoT2023,
4% of benign flows are misclassified as malicious. This occurs
because low-level attacks (i.e., reconnaissance scans) mimic
benign behaviors, creating subtle overlaps in header-level
features like packet size distributions and interarrival times.
These patterns suggest that the model struggles to distinguish
benign traffic from low-intensity adversarial activities that
exploit normal protocol behaviors, such as slow port scans or
HTTP GET requests.

5.2. Coarse-grained Classification

Coarse-grained classification (Tab. 4 and Fig. 4) identifies
broader attack families (e.g., DDoS, DoS, Mirai, Reconnais-
sance). On CICIoT2023, the model attains 99.5% weighted
accuracy, but struggles with underrepresented classes like
web-based (40% recall) and BruteForce (24% recall). These
errors arise from feature overlap in HTTP methods and port
usage, where web-based attacks share characteristics with re-
connaissance activities (e.g., POST requests, standard ports
80/443). Edge IIoT achieves 97.13% accuracy, though pass-
word attacks and SQL injections exhibit sub-80% precision.
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Fig. 3. Confusion matrices for binary anomaly detection across
the four benchmark datasets. Each matrix shows the distribution of
predicted versus actual classes (benign vs. malicious).

This reflects structural similarity in authentication-related be-
haviors, such as repeated log-in attempts over TCP, which the
model conflates with other high-frequency traffic.
Bot-IoT and N-BaIoT maintain near-perfect scores across
all categories, with dominant classes (DDoS, DoS, Mirai)
classified with over 99% precision and recall. Confusion
matrices highlight diagonal dominance for major categories,
confirming the strength in distinguishing broad attack types
through rate-driven features, e.g., packet-per-second rates,
and flow duration.

5.3. Fine-grained Classification

Fine-grained classification (Tab. 5, Fig. 5) targets specific sub-
types (DDoS UDP Flood, OS Fingerprinting). Although the
weighted accuracy remains high (99.24% on CICIoT2023),
the performance varies significantly for rare or overlapping
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Tab. 3. Performance of the binary classification of the proposed model across four benchmark data sets.

Dataset Class/metrics Precision Recall F1 score Support

CICIoT2023

Benign 92.00% 95.00% 93.00% 126 215
Malicious 100.00% 100.00% 100.00% 5 232 168
Accuracy 100.00%
Macro avg 96.00% 97.00% 97.00% 5 358 383

Weighted avg 100.00% 100.00% 100.00% 5 358 383

N-BaIoT

Benign 100.00% 100.00% 100.00% 111 186
Malicious 100.00% 100.00% 100.00% 1 301 336
Accuracy 100.00%
Macro avg 100.00% 100.00% 100.00% 1 412 522

Weighted avg 100.00% 100.00% 100.00% 1 412 522

Bot-IoT

Normal 97.1% 93.5% 95.2% 107
Attack 100.00% 100.00% 100.00% 733 598

Accuracy 100.00%
Macro avg 98.5% 96.7% 97.6% 733 705

Weighted avg 99.3% 98.4% 98.8% 733 705

EdgeIIoT

Normal 100.00% 100.00% 100.00% 323 129
Attack 100.00% 100.00% 100.00% 120 712

Accuracy 100.00%
Macro avg 100.00% 100.00% 100.00% 443 841

Weighted avg 100.00% 100.00% 100.00% 443 841

subcategories. Dominant subtypes like DDoS TCP Flood and
Mirai achieve an F1 score, driven by distinctive volumetric
patterns (sustained high packet rates, unique combinations of
TCP flags).
However, minority classes such as XSS (12.18% recall) and
Uploading attack (0% precision/recall) are systematically mis-
classified. In CICIoT2023, SqlInjection, CommandInjection,
and BrowserHijacking are frequently conflated due to shared
HTTP methods (POST) and common port usage, which the
flow-level metadata cannot disentangle. The Bot-IoT OS fin-
gerprint class is largely absorbed by the service scan and TCP
categories, likely because the aggregate statistics do not cap-
ture TTL variations critical to fingerprinting. N-BaIoT TCP
flag variants (ACK flood) exhibit 0% recall, indicating insuf-
ficient feature representation for flag-based distinctions, such
as ACK-ratio thresholds.

5.4. Ablation Study

An ablation study in CICIoT2023 (Tab. 6) underscores the
importance of architectural components in ensuring good
performance. Removal of the shared encoder, a core element
that enables MTL, degrades category classification by 10.41
percentage points and subcategory classification by 5.8 points.
This highlights the necessity of shared representations to
propagate discriminative features across hierarchical tasks.
The gating mechanism, which propagates features from bi-
nary tasks to category tasks, improves the category F1 score
by approx. 4 points, while attention and batch normaliza-
tion contribute approx. 3-point gains across multiclass tasks.
These findings emphasize the interdependence of architec-
tural elements in maintaining hierarchical consistency and
mitigating the propagation of errors.

5.5. Baseline Comparison

Baseline comparisons (Tab. 7) further validate the model’s
superiority. Against classical methods like RF and Adaboost
[10], multitask DNN achieves higher recall and F1 score,
particularly in high-granularity settings. For example, in the
34-class classification on CICIoT2023, the model outperforms
RF by 10 percentage points in the recall and 4 points in F1
score.
This gap widens with class imbalance and feature overlap,
demonstrating the advantage in leveraging shared patterns
across tasks to mitigate data scarcity in minority classes.

6. Discussion

The proposed lightweight multitask deep neural network
(DNN) demonstrates robust performance across diverse IoT
intrusion detection tasks, validating its suitability for real-
time deployment in resource-constrained environments. Using
shared representations across hierarchical classification levels,
the model achieves high accuracy (up to 100% weighted F1
score) while maintaining computational efficiency. These re-
sults affirm the advantages of multitask learning in balancing
generalization and specificity. However, limitations emerge
in distinguishing rare or structurally similar subcategories,
highlighting critical areas for improvement.
The model excels at identifying dominant attack patterns,
particularly volumetric floods such as DDoS UDP_Flood,
Mirai and protocol-driven anomalies, e.g., SYN floods. Across
all datasets, these classes achieve near-perfect precision (over
99%) and recall (> 99%), driven by rate-based features (flow
duration, packet-per-second rates) and distinct TCP/UDP flag
patterns. For example, N-BaIoT and Bot-IoT exhibit 100%
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binary classification accuracy, reflecting a flawless separation
between benign traffic and large-scale attacks. Similarly,
CICIoT2023 achieves 99.5% weighted accuracy in coarse-
grained classification, with DDoS, DoS, and Mirai categories
showing diagonal dominance in confusion matrices.

These successes stem from the model’s ability to exploit tem-
poral and volumetric signals, eg, burst traffic patterns, high
packet rates, that distinguish dominant attacks from normal
behavior. The shared encoder further enhances generalization
by propagating discriminative features across tasks, as evi-
denced by the ablation study: removing the shared encoder
degraded category classification by 10.41 percentage points.

Minority classes (XSS, BruteForce, SQL injection) suffer
from poor recall (< 40% in CICIoT2023), exacerbated by
two interrelated factors. First, severe data imbalance plagues
these categories, with minority classes such as XSS (427 sam-
ples in CICIoT2023) outnumbered by dominant attacks by
1 – 3 orders of magnitude. Second, feature ambiguity arises
from shared protocol fields (e.g., HTTP POST methods, stan-
dard ports 80/443) and negligible inter-packet gaps, creating
overlaps that obscure distinctions between classes.

For example, CICIoT2023’s Web-based and BruteForce class-
es are frequently misclassified due to indistinguishable header-
level statistics, even though precision remains above 90%.

In N-BaIoT, TCP flag variants (e.g. ACK floods) exhibit 0%
recall, revealing a lack of explicit flag-based features, e.g.
ACK-ratio thresholds. Similarly, Bot-IoT’s OS Fingerprinting
class (3 621 samples) is misclassified as Service Scan due to
aggregate statistics failing to capture TTL and window-size
variations. These errors underscore the model’s inability to
isolate subtle protocol behaviors when critical discriminative
features are absent from the input representation.
Flow-level metadata lacks critical granular cues (e.g., pay-
load entropy, token sequences) for low-volume attacks. In
CICIoT2023, SQL Injection, Command Injection, and Brows-
er Hijacking are conflated due to shared HTTP methods and
port usage, achieving only 19 – 43% recall. This limitation
highlights the inherent constraints of header-only analysis in
distinguishing attacks that rely on nuanced payload content
or application-layer logic.
The ablation study underscores the importance of key archi-
tectural components. The gating mechanism, which propa-
gates binary-to-category features, improves F1 scores by 4
points, while attention contribute 3-point gains in multiclass
tasks by enhancing feature adaptability.
In the 34-class CICIoT2023 classification, DNN outperforms
RF by 10 percentage points in recall and 4 points in F1
score, demonstrating the advantage in mitigating data scarcity
through shared representations.
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Tab. 4. Coarse-grained classification performance on datasets.

Class/metrics Precision Recall F1 score Support

CICIoT2023
Benign 92.00% 96.00% 94.00% 126 215
DDoS 100.00% 100.00% 100.00% 3 900 126
DoS 100.00% 100.00% 100.00% 928 707
Mirai 100.00% 100.00% 100.00% 302 220

Spoofing 87.00% 83.00% 85.00% 55 813
Recon 83.00% 81.00% 82.00% 40 963

Web-based 90.00% 40.00% 55.00% 2804
BruteForce 83.00% 24.00% 37.00% 1535
Accuracy 99.50%
Macro avg 92.00% 78.00% 82.00% 5 358 383

Weighted avg 99.00% 99.00% 99.00% 5 358 383
EdgeIIoT

Normal 100% 100% 100% 323 129
MITM 100% 100% 100% 243

Uploading 90% 68% 77% 7527
Ransomware 82% 90% 86% 2185

SQL_injection 80% 57% 67% 10 241
DDoS_HTTP 93% 90% 91% 9982
DDoS_TCP 99% 93% 96% 10 012

Password 52% 79% 63% 10 031
Port_Scanning 86% 94% 90% 4513

Vulnerability_scanner 100% 92% 96% 10 022
Backdoor 97% 96% 96% 4972

XSS 68% 85% 75% 3183
Fingerprinting 91% 55% 68% 200
DDoS_UDP 100% 100% 100% 24 314
DDoS_ICMP 100% 100% 100% 23 287

Accuracy 97.13%
Macro avg 89% 87% 87% 443 841

Weighted avg 98% 97% 97% 443 841
Bot-IoT

Normal 98.0% 92.5% 95.2% 107
DDoS 98.9% 99.3% 99.1% 385 309
DoS 99.2% 98.8% 99.0% 330 112

Reconnaissance 99.9% 99.1% 99.5% 18 163
Theft 100.0% 85.7% 92.3% 14

Macro avg 99.2% 95.1% 97.0% 733 705
Weighted avg 99.2% 97.1% 98.1% 1 467 410

7. Conclusions

Comprehensive experiments on four benchmark data sets
demonstrate the robustness of the proposed model across mul-
tiple classification levels. Despite its strengths, HC-MTDNN
encounters challenges with fine-grained detection of struc-
turally similar or low-prevalence attacks, such as XSS and
SQL injection. This low effectiveness is not merely a limita-
tion in feature discriminability or class imbalance, but a direct
consequence of the model’s reliance on flow-level metadata,
excluding payload analysis. This is a conscious design trade-
off to maintain the lightweight nature, enabling deployment
in resource-constrained IoT settings where full packet inspec-
tion may be infeasible due to encryption, privacy concerns,
or computational overhead.
Future work will be focused on augmenting the feature space
with lightweight payload-derived statistics (e.g., entropy met-
rics, token frequencies), temporal behavior modeling, and

Tab. 5. Coarse-grained classification performance.

Class/metrics Precision Recall F1
score Support

CICIoT2023
Benign 92.00% 96.00% 94.00% 126 215

DDoS-ICMP_Flood 99.96% 99.96% 99.96% 826914
DDoS-UDP_Flood 99.85% 99.94% 99.90% 618833
DDoS-TCP_Flood 99.89% 99.92% 99.91% 516498

DDoS-PSHACK_Flood 99.98% 99.96% 99.97% 471782
DDoS-SYN_Flood 99.83% 99.90% 99.87% 466143

DDoS-RSTFINFlood 99.98% 99.93% 99.96% 463864
DDoS-SynonymIP_Flood 99.92% 99.87% 99.89% 412675

DDoS-ICMP_Fragmentation 99.53% 99.26% 99.40% 52443
DDoS-UDP_Fragmentation 99.01% 99.38% 99.20% 32820
DDoS-ACK_Fragmentation 98.97% 99.16% 99.07% 32211

DDoS-HTTP_Flood 98.16% 97.95% 98.05% 3216
DDoS-SlowLoris 87.02% 96.11% 91.34% 2727
DoS-UDP_Flood 99.90% 99.83% 99.87% 380875
DoS-TCP_Flood 99.97% 99.82% 99.90% 306346
DoS-SYN_Flood 99.84% 99.76% 99.80% 233180

DoS-HTTP_Flood 98.69% 98.03% 98.36% 8306
Recon-HostDiscovery 76.94% 83.96% 80.30% 15479

Recon-OSScan 62.74% 38.84% 47.98% 11304
Recon-PortScan 56.25% 59.77% 57.96% 9590

Recon-PingSweep 73.08% 7.09% 12.93% 268
VulnerabilityScan 94.47% 97.27% 95.85% 4322

MITM-ArpSpoofing 88.89% 81.47% 85.02% 35240
DNS_Spoofing 72.19% 69.28% 70.71% 20573

DictionaryBruteForce 68.48% 29.58% 41.31% 1535
BrowserHijacking 81.07% 20.33% 32.50% 674

XSS 29.71% 12.18% 17.28% 427
Uploading_Attack 0.00% 0.00% 0.00% 137

SqlInjection 55.56% 19.13% 28.46% 575
CommandInjection 53.55% 43.21% 47.83% 611
Backdoor_Malware 39.02% 25.26% 30.67% 380
Mirai-greeth_flood 99.00% 99.63% 99.31% 113958

Mirai-udpplain 99.94% 99.94% 99.94% 102242
Mirai-greip_flood 99.52% 98.64% 99.08% 86020

BenignTraffic 90.74% 97.01% 93.77% 126215
Accuracy 99.24% 99.24% 99.24%
Macro avg 82.99% 75.63% 77.21% 5358383

Weighted avg 99.21% 99.24% 99.21% 5358383
Bot-IoT

normal 99.0% 93.5% 96.2% 107
HTTP 98.6% 97.6% 98.1% 504

Keylogging 72.2% 92.9% 81.3% 14
OS_Fingerprint 76.9% 34.1% 47.3% 3621
Service_Scan 86.0% 97.0% 91.1% 14542

TCP 99.9% 100.0% 100.0% 318337
UDP 100.0% 100.0% 100.0% 396580

Macro avg 90.4% 87.9% 87.7% 733705
Weighted avg 95.0% 93.7% 93.6% 1467410

N-BaIoT
Benign 100.00% 100.00% 100.00% 128410
Combo 100.00% 100.00% 100.00% 111186

Junk 100.00% 100.00% 100.00% 103311
Scan 100.00% 100.00% 100.00% 52146
TCP 100.00% 100.00% 100.00% 158466
UDP 100.00% 100.00% 100.00% 146498
ACK 100.00% 0.00% 0.00% 172261
SYN 72.00% 100.00% 83.00% 435529

udpplain 100.00% 100.00% 100.00% 104715
Accuracy 87.80%
Macro avg 97.00% 89.00% 87.00% 1412522

Weighted avg 91.00% 88.00% 83.00% 1412522
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Tab. 6. Ablation study results in the CICIoT2023 dataset, evaluating
the contribution of key architectural components to the proposed
model.

Variant
Binary Category Subcategory

F1
[%]

AUC
[%]

F1
[%]

∆
[pts]

F1
[%]

∆
[pts]

HC-
MTDNN 99.84 99.95 81.53  77.21 

No attention 99.77 99.92 78.48 –3.05 74.06 –3.15
No batch nor-

malization 99.78 99.92 77.99 –3.54 74.00 –3.21

No gating 99.76 99.92 77.43 –4.10 73.72 –3.49
No gating,

no attention 99.80 99.93 78.93 –2.60 73.86 –3.35

No shared
encoder 99.72 99.86 71.12 –10.41 71.41 –5.80

sequence-aware components. These additions could improve
classification fidelity without sacrificing real-time capabili-
ty. Addressing encrypted traffic detection through enhanced
metadata analysis and equipping the model with mechanisms
for continuous learning and uncertainty estimation would
further expand its applicability.
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Abstract  Millimeter-wave (mmWave) communication is a key
enabler of 5G and future wireless systems, providing vast band-
width for high-speed data transfers. However, high user mobility
leads to significant Doppler shifts, which can severely degrade
the performance of beamforming – an essential technology for
mmWave systems. The traditional hybrid beamforming (HBF)
technique faces challenges in adapting to rapid channel vari-
ations caused by Doppler effects. Therefore, this paper intro-
duces a deep learning framework to mitigate Doppler-induced
channel distortions in hybrid beamforming. We propose a long-
short-term memory (LSTM)-based neural network that predicts
Doppler shifts and dynamically adjusts the hybrid beamforming
vectors to compensate for these variations. This approach proac-
tively addresses channel distortion, enhancing both spectral and
energy efficiency. The simulation results and the performance
comparison of proposed model against conventional beamform-
ing and state-of-the-art techniques demonstrate the superiority
of deep learning-based solution in maintaining robust commu-
nication links under high-mobility conditions, showcasing its
potential to improve performance in next-generation wireless
networks.
Keywords  Doppler shift, hybrid beamforming LSTM, mmWave,
spectral efficiency

1. Introduction

The huge growth in mobile data traffic, driven by applications
such as ultra-high definition video, autonomous systems, and
the Internet of Things (IoT) [1] has resulted in demand for un-
precedented data rates and ultra-low communication latency.
This demand has propelled wireless communication into the
millimeter-wave (mmWave) (30 – 300 GHz) spectrum, [2]
a frontier defined by its vast contiguous bandwidth.
However, the mmWave spectrum presents physical challenges,
such as severe loss of path loss and susceptibility to block-
age [3]. To overcome these limitations, large-scale antenna
arrays are employed to achieve high-gain beamforming, focus-
ing signal energy into narrow, directional beams to establish
and maintain a robust communication link. To manage costs,
hardware complexity and power consumption with fully digi-
tal beamforming, hybrid beamforming (HBF) has emerged as
a consensus energy-efficient architecture [4]. By partitioning
the beamforming task between a high-dimensional analog
domain (using phase shifters) and a low-dimensional digital

domain (at baseband), HBF provides a balance of array gain
and system cost.
Despite its architectural merits, the efficacy of HBF depends
on accurate and real-time channel state information (CSI).
In high-mobility scenarios, such as vehicle-to-everything
(V2X) communication, high-speed rail, and drone networks,
this contingency becomes a bottleneck [5]. The movement
between the transmitter and the receiver causes significant
Doppler shifts manifesting as rapid phase variations in the
channel [6]. This phenomenon causes the channel to decom-
pose over time, invalidating the “quasi-static” assumption
upon which conventional, reactive beam-tracking algorithms
and codebook-based HBF solutions are built. It leads to se-
vere performance degradation, inter-channel interference, and
even link failure.
Coherence time shrinks at highway speeds, making reactive
beam updates insufficient [2], while classical Kalman filter
(KF) and extended Kalman filter (EKF) [7] trackers update
angles and recent deep learning works often predict beam
indices, they do not incorporate the hybrid analog-digital pair
at each slot from a predicted complex channel, thus leaving
a gap in Doppler-aware HBF design.
Researchers identified the time-series nature of the prob-
lem, applying recurrent neural networks (RNN) [8] and their
variants, such as LSTM and gated recurrent units (GRU), to
predict future channel states [9].
Despite that, the research gap persists. Most current works
focus on the prediction of the full-dimensional, unconstrained
CSI matrix. There is still a significant disconnect between
this high-dimensional prediction and its practical, real-time
application within the constrained HBF architecture. Recently,
research has moved to exploring alternatives, such as deep
reinforcement learning (DRL) for policy-based beam control
[10] and transformer-based models for long-range temporal
dependency. Although promising, DRL models can suffer
from training instability, and transformers carry a significant
computational overhead.
Conventional hybrid beamforming techniques, which rely
on the assumption of a quasi-static channel, fail in high-
mobility mmWave environments due to rapid channel decor-
relation [11]. Although recent deep learning models demon-
strate the ability to predict channel variations, there is a re-
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search gap in developing a framework that efficiently and
proactively integrates the predictive information into the phys-
ically constrained and latency-constrained hybrid beamform-
ing architecture in order to maintain robust, high-throughput
communication links [12].
In such a context, we propose a pipeline type, where an LSTM
predicts Ĥ(t + 1) from the past K channels, and next that
prediction drives analog and digital stages under constant
module constraints.
Recent works on mobility-robust mmWave links mainly tracks
beams with state-space filters, i.e. KF/EKF or learns beam in-
dices directly with neural networks, often without redesigning
the full hybrid analog-digital chain under motion.
The contribution of this paper can be summarized as follows:
• The impact of high Doppler shifts on the time-varying

mmWave channel is modeled and effect quantified on
a conventional hybrid beamforming system.
• The predict-then-design deep learning framework is used,

centered on an LSTM-based predictive engine, which
proactively forecasts the evolution of the mmWave channel
and directly computes the required compensatory HBF
vectors.
• A dynamic HBF compensation algorithm is implemented

that translates the LSTM predictive output into real-time,
constrained analog and digital beamforming commands.
• A comprehensive simulation-based performance evalua-

tion is presented, benchmarking the proposed framework
against conventional (extended Kalman filter-based) and
orthogonal matching pursuit (OMP) methods in terms of
spectral efficiency, energy efficiency, and link robustness
under various high-mobility scenarios.

The paper is organized as follows. Section 2 reviews relat-
ed work. Section 3 presents the method concerned, while
Section 4 discusses the simulation results and evaluates the
performance. Section 5 concludes the paper.

2. Related Work

The authors of [7] provide a insight into extended Kalman
filters, which are solution for non-linear tracking problems.
In this context, EKF works in a two-step predict-update
loop. It uses the system’s mobility model to predict the next
channel state and the actual received pilot signal to correct the
prediction. Particle filters are a more robust, non-parametric
alternative to EKF. They represent the channel state not as
a single estimate with covariance (like EKF), but as a cloud
of thousands of weighted particles [7].
In both approaches, the computational complexity is extreme-
ly high. EKFs involve large matrix inversions at every time
step, and particle filters are more brittle, relying on an accu-
rate pre-defined mathematical model of the user’s movement,
which is not suitable in highly dynamic environments.
A hierarchical beam sweeping method is proposed in [12],
where instead of estimating the full channel matrix, the system
simply tries to find the best pre-set beam. A hierarchical search

avoids testing all beams. First, it uses wide beams to find
the general direction, and then zooms in with progressively
narrow beams. Unfortunately, such methods are difficult to
adapt. A high-speed user can travel out the optimal beam in the
time it takes the algorithm to complete its sweep-and-search
process. Hence, this method is fundamentally reactive. It can
only fix a beam misalignment after it has already occurred
and caused performance degradation.
The importance of using the HBF architecture is explained
in [4]. The analog beamformer has a large matrix of simple,
low-cost phase shifters but does the coarse beam steering,
while the digital beamforming has an expensive single antenna
element, dedicated, and power-hungry radio frequency chain.
Therefore, the hybrid beamforming architecture is considered
a compromise between analog and digital architecture with
few RF chains.
The HBF architecture using codebook-based precoding is
described in [13]. The codebook is a predefined set of high-
performance analog and digital beamforming vectors. The
system tracking job is reduced by selecting the best index
of this codebook. The problem with this method lies in the
codebooks designed for static and slowly varying channels.
The entire codebook is generated offline, assuming the chan-
nel is stable. The Doppler effect breaks this assumption. The
true optimal beam for high-speed user will likely lie in be-
tween any two precalculated beams in the codebook, leading
to a constant, suboptimal quantization error.
The authors in [10] mentioned that modern wireless channels
are so complex (with blocks, reflections, and mobility) that
model-based approaches from [7], [12], are no longer feasible.
They conclude that machine learning and deep learning act as
universal function approximates to learn the complex mapping
from received pilots to optimal beam directly from data,
without needing a perfect mathematical model.
Paper [6] is the first attempt to apply deep learning to the
problem. A convolutional neural network (CNN) is designed
to treat the channel matrix H(t) as an image. CNNs are
good at finding spatial features with the ability to detect,
in the channel matrix, patterns such as dominant paths and
their angles to determine the best beam at that instant. The
downside of this method is that CNNs are not inherently
designed to capture temporal dependencies. With no memory
of the past, a CNN cannot see the user movement trend and,
therefore, cannot predict the future.
The method of time series forecasting based on the require-
ment of the dynamic wireless channel is presented in [8]
and [9], which is exactly why RNNs like LSTM and GRU
are built. Unlike CNN, the LSTM has a memory that allows
it to process a sequence of past channels to learn the un-
derlying dynamics of the user’s motion. The goal of these
methods is purely prediction-oriented and they prove to be
highly accurate [9].
The critical gap in the methods described in [7] and [8]
is that they do not specifically address the integration of
these predictions into the hybrid beamforming framework for
Doppler mitigation. Both end at the prediction of Ĥ(t+ 1),
but they do not provide an answer as to what is going to be
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Tab. 1. Related literature vs. proposed method.

Approach Predicts/tracks
Uses prediction to

design both analog and
digital HBF each slot

Mobility
focus/Doppler Remarks

EKF beam tracking [7] Angles/kinematics No Vehicular EKF with
Jacobians

Model-driven; low
complexity; sensitive to

mismatch

DL beam tracking [6] Beam index No Mobility under
sounding

High accuracy; not coupled to
the hybrid precoder/combiner

Sub-6 mmWave
beam/blockage [8] Beam/blockage No Mobility/robustness Multiband features; no HBF

co-design

DL-HBF
surveys/reviews [11] – Varies Discuss challenges

Surveys DL for HBF; limited
Doppler-aware co-design

exemplars

This work
(LSTM-HBF) Channel (complex) Yes Explicit Doppler via

sequence prediction

Adds the SE-loss bound,
complexity, and full

reproducibility

H

RF chain

RF chain

RF chain

RF chain

Digital
baseband

beamformer

Digital
baseband
combiner

Analog beamformer Analog combiner

Ns

Nt Nr

NsNRF
t

NRF
r

Fig. 1. Hybrid analog-digital architecture with Nt antennas and N tRF RF chains at BS and Nr , NrRF at UE side.

done next. There is a gap in how to use this predicted full-
digital matrix Ĥ(t+ 1) to calculate constrained analog FRF
and digital FBB matrices. These calculations have to be done
quickly enough to proactively mitigate the Doppler effect.
The proposed method is based on these foundations, but it
is distinct in its focus on proactively mitigating the Doppler
effect in hybrid beamforming using a predictive LSTM model.
It aims to bridge the gap between deep learning-based channel
prediction and practical hybrid beamforming design for high-
mobility mmWave systems. Table 1 shows the comparison of
the proposed method with other articles.

3. Research Methodology

The proposed system consists of a massive mmWave MIMO
block with a hybrid beamforming architecture, as shown
in Fig. 1. The time-varying channel H(t) is modeled as
a sum of the multiple paths (multipath fading). Each path
is characterized by a Doppler shift fD,l which accounts for

the relative motion of the UE and the BS. The Doppler shift
fD,l for the l-th path is modeled using relative velocity v
and angle of arrival θi. This is important for high-mobility
scenarios, where the Doppler shift significantly impacts the
channel. Matrices FRF (analog precoder) andWRF (analog
combiner) are based on the SVD of the time-varying channel
matrix to align the strongest eigen modes.

3.1. System Model

We consider a single-cell downlink scenario with a base
station (BS) equipped with a uniform linear array (ULA)
NBS or Nt antenna. The mobile user (UE) has a ULA of
NUE orNr antennas. BS uses a hybrid beamforming structure
with NRF RF chains, where NRF ≪ NBS . Let Nt and Nr
denote the numbers of transmit and receive antennas, N tRF
and NrRF the number of RF chains. The Ns number of data
streams, where Ns ¬ min N tRF .
The analog precoder/combiner is defined as FRF ∈
CNt×NtRF ,WRF ∈ CNr×NrRF with constant-modulus en-
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tries: ∣∣ [FRF]ij ∣∣ = 1√
Nt
,
∣∣[WRF]ij∣∣ = 1√

Nr
.

The digital baseband precoder/combiner is FBB ∈
CNt×NtRF ,WBB ∈ CNrRF×Ns and the transmit symbol
vector s ∈ CNs ,E

[
ssH
]
= P
Ns
I with the noise n ∼

CN
(
0, σ2nI

)
. The array response vector for a ULA can be

defined as:

aN (θ) =
1√
N

[
1, e jπd sin θ, e j2πd sin θ, . . . , e jπ(N−1) sin θ

]T
,

(1)

whereN is the number of antennas and θ is the physical angle
of departure or arrival.
Equation (1) defines the response vector for a ULA with N
elements, where each element of the array introduces a phase
change relative to others. The phase change is proportional to
the distance between the antenna’s elements, the wavelength
of the signal, and the angle of arrival or departure.
The antennas are assumed to be in a uniform linear config-
uration, which is typical for MIMO systems, and the phase
shifts depend on the angle of arrival (or departure) relative to
the array axis.
The signal received at the UE can be modeled as:

y(t) =WH
BBW

H
RF H(t)FRF FBB s(t) +W

H
BBW

H
RF n(t) ,

(2)

where:
• H(t) ∈ CNr×Nt is the time-varying mmWave channel

matrix,
• FRF ∈ CNBS×NRF and FBB ∈ CNRF×Ns are the analog

and digital precoders at the BS, respectively, where Ns is
the number of data streams,
• WRF ∈ CNUE×NRF and WBB ∈ CNRF×Ns are the

analog and digital combiners at the UE side,
• s ∈ CNs×1 is the transmitted symbol vector,
• n(t) ∼ CN

(
0, σ2nI

)
is the additive white Gaussian noise.

Equation (2) defines the hybrid beamforming system model,
where the signal received at the UE is a combination of
the transmitted signal through the analog precoding and
digital precoding matrices at the BS as well as the analog
and combining and digital combining matrices at the UE.
Additive white Gaussian noise (AWGN) is assumed at the
receiver with zero mean and variance σ2n [13]. The system
uses hybrid beamforming with separate analog and digital
precoding/combining matrices to achieve power and phase
control.
Figure 2 shows the concept of Doppler effect with an object
moving at relative velocity v and the path angle is defined as
θ between the source and direction of motion of the object.
The Doppler effect causes channel matrix H to vary over
time. We model such a channel using a clustered geometric
model, such as the Saleh-Valenzuela (SV) model [14] (Fig.
3). The channel matrix H(t) at time t is a superposition of
the L scattering paths:

Δd

Δt

λ

θ

Multiantenna
base station

28 GHz
64 antennas

High speed train
v= 30 ... 300 km/h

Motion 
direction

f  =     cos θD
v

Doppler shift
frequency

Fig. 2. Relative velocity v, path angle θ and Doppler shift.

H(t) =

√
NtNr
L

L∑
l=1

αle
j2πfD,ltaNr

(
θAOAl

)
aHNt
(
θAODl

)
,

(3)

where L is the number of paths, αl is the complex gain of the
l-th path, fD,l = vλ cos (θl) is the Doppler frequency of l-th
path, v is the user velocity, λ is the wavelength, and a(.) are
the array response vectors.
This is the clustered geometric channel model, common-
ly used for mmWave channels, especially in high-mobility
scenarios. Each path is associated with a complex gain αl,
and the Doppler shift fD,l introduces a time-varying phase
shift at the receiver. Vectors aNr (θAOAl ) and aHNt(θ

AOD
l ) are

the array response vectors for the UE and BS, respectively,
corresponding to the angles of arrival θr,l and departure θt,l.

3.2. LSTM-based Channel Prediction

The core of the proposed method is an LSTM network that
predicts the H(t) future state of the channel matrix. The
LSTM is particularly suitable for this task due to the ability
to model long-term dependence in sequential data, which is
essential for predicting channel variations in wireless com-
munication systems. The input to the LSTM at time step t is

Multiantenna
base station

Cluster 1 Cluster 2

Cluster 3

Ray 1

Ray 2

Ray 3

Ray 4

Ray 1

Ray 1

Ray 2

Ray 2

Ray 3

Ray 3

User 
equipment

(UE)

Fig. 3. Physical spread of the signal in the channel.
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a sequence of theK most recent channel matrices:

Xt = H(t−K), H(t−K + 1), . . . , H(t− 1) ,

where H(t) ∈ CNt×Nr is the channel matrix at time t,K is
the number of previous time steps considered for predicting
the channel matrix at the current time step.
These matrices are flattened and concatenated into a 2D tensor
which serves as the input to the LSTM network. The LSTM
network will use this sequence of channel matrices to predict
the future state of the channel matrix.
We use a stacked LSTM architecture which involves multiple
LSTM layers to capture both short- and long-term dependen-
cies in the channel evolution:
• Input layer – takes the flattened channel sequence from the

previous time steps.
• LSTM layer 1 – contains 128 LSTM units and processes

the sequence and captures short-term temporal features.
Using tanh as the activation function is standard.
• Layer 2 – with 64 LSTM units helps to learn more com-

plex and longer-term dependencies in the evolution of the
channel.
• Dense layer (fully connected) – with 256 neurons with

ReLU activation function helps in mapping the learned
temporal features to the desired output dimension.
• Output layer – a dense layer with 2×NUE ×NBS neu-

rons (for real and imaginary parts) and a linear activation
function to output the flattened predicted channel matrix
Ĥ(t).

EachH(t) ∈ CNt×Nr is split into Re and Im and concate-
nated along the feature axis, yielding an input tensor of shape
(K, 2NrNt).
The LSTM outputs Ĥ(t + 1) with the same format, which
we reassemble into complex form. Beamformer update is
realized using Ĥ(t+ 1) in following way:
• Compute SVD of:
Hpred =WHRF Ĥ(t + 1)FRF ⇒ U

∑
V H ,

• Pick FRF ,WRF via OMP over steering-vector dictionar-
ies to approximate the dominant singular subspace under
constant-modulus,
• Set FBB = V(:,1:NS) andWBB = U(:,1:NS) with a nor-

malization to meet power. This predict-then-design loop
repeats every coherence block andK (history length) trades
delay for robustness.

For network feature and I/O mapping each complex channel
H(t) ∈ CNt×Nr is split into real/imaginary parts and con-
catenated, yielding an input tensor shape (K, 2NrNt). We use
a stacked LSTM with 128 and 64 hidden units (first returns
sequences, second returns last state), followed by a dense 250
(ReLU) and an output layer of size 2NrNt (linear) that recon-
structs Ĥ(t+1)CNr×Nt . ThenHeff =WHRF Ĥ(t+1)FRF
and design FBB ,WBB are formed via SVD subject to
constant-modulus analog constraints as shown in Fig. 4.
The training process is conducted using the scheme presented
below.

Input sequence
k × (2NN)

LSTM layer 1
128 units

LSTM layer 2
64 units

Dense + output
Dense 256 (ReLU)
output 2NN (linear)

Fig. 4. LSTM network features.

We generate thousands of channel evolution sequences under
various user velocities, angles, and scattering environments
to create a comprehensive training dataset. This dataset rep-
resents the realistic dynamics of the channel matrix over
time.
The loss function used to train the LSTM is the mean squared
error (MSE) between the predicted channel matrix Ĥ(t) and
the actual channel matrixH(t):

L = 1
M

M∑
i=1

∥∥∥Hi(t)− Ĥl(t)∥∥∥2
F
, (4)

whereM is the batch size and ∥.∥F is the Frobenius norm
which calculates the matrix difference between the predicted
and actual channel matrices.
The Adam optimizer is used for training the LSTM [15].
Adam is a popular optimization algorithm due to its adaptive
learning rate and is well suited for training deep networks [16].
The LSTM-based predictive hybrid beamforming is provided
as Algorithm 1, while Fig. 5 shows the flow of the predict-
then-design hybrid beamforming method.

Algorithm 1 LSTM-based predictive hybrid beamforming
Input: PastK channels {H(t−K + 1), . . . ,H(t)} ∈ CNr×Nt

1: Complex → real stack: [ℜ{H(.)},T{H(.)}] ∈ RK×(2NrNt)

2: LSTM prediction: output Ĥ(t+ 1)CNr×Nt
3: Analog dictionaries: At = {aNr (θm)} ,Ar = {aNt (φn)}

(ULA, d = λ/2)
4: OMP (analog stage): select FRF ∈ CNt×N

t
RF ,WRF ∈

CNr×N
r
RF with

∣∣[FRF]ij∣∣ = 1√
Nt
,
∣∣[WRF]ij∣∣ = 1√

Nr
to

best approximate the dominant subspaces of Ĥ(t+ 1)
5: Digital stage: Heff = WH

RF Ĥ(t + 1)FRF take SVD =
UΣV H ;FBB = V(:,1:Ns) andWBB = U(:,1:Ns)
Normalize ∥FRFFBB∥2F = Ns

6: Apply: use FRF ,FBB ,WRF ,WBB at slot t+ 1
Complexity: OMP O

(
Ns
(
|At|Nt + |Ar|Nr

))
;

SVD of NrRF ×N tRF
LSTM inference O (K,NrNtdLSTM )

3.3. Predictive Hybrid Beamforming

The objective of predictive hybrid beamforming is to use
predicted future channel states Ĥ(t) in order to adjust the
beamforming matrices in a proactive manner, thus aiming
to maximize spectral efficiency. This approach is especially
beneficial in dynamic environments where the channel evolves
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Past K channels
[Re{H}, Im{H}]

stacks

Complex to real
Shape: k × (2NN)

LSTM predictor
2-layer LSTM + dense

Output: H(t+1)

Analog stage
OMP over steering

dictionaries

Digital stage

H =W H(t+1)Feff RF RF

Fig. 5. Predict-then-design pipeline.

over time, such as high-mobility scenarios with significant
Doppler shifts. By predicting the future state of the channel
matrix, we can preemptively adjust the beamforming vectors
to better align with the expected future channel conditions,
improving the system performance.
In hybrid beamforming, the goal is typically to maximize the
spectral efficiency, which quantifies the data rate achievable
over a given bandwidth.
Let us define the effective channel as:

Heff (t) =WH
RF H(t)FRF .

With digital processing, the per-slot spectral efficiency is:

R(t) = log2 det

(
Ns +

ρ

Ns

(
WH
BBWBB

)−1 ·
WH
BBHeff (t)FBB F

H
BBH

H
eff (t)WBB

) , (5)

where R(t) is the spectral efficiency in bits/sec/Hz and Ns is
the number of data streams and ρ = P

σ2n
.

In Eq. (5) the expression inside the logarithm is the effective
channel capacity of the system, taking into account both
transmit power and noise. The determinant represents the
total capacity available in the system, considering the effective
channel gain, interference, and noise.
The formulation assumes AWGN at the receiver and perfect
channel state information at the transmitter. Term P

Ns σ2n
is

the SNR per data stream. The determinant and logarithmic
form comes from the Shannon capacity formula for MIMO
systems, where the capacity grows logarithmically with the
SNR, and the determinant represents the overall gain from
the eigenvalues of the system which are captured by the SVD
of the channel matrix.
We define FRF ,FBB ,WRF ,WBB using the predicted Ĥ(t+
1) from the LSTM, subject to constant-modulus constraints on
FRF , WRF and a transmit-power constraint ||FRF FBB ||2F =
Ns.
The optimization problem is non-convex due to the constant-
modulus constraint on the analog beamforming matrices
[17], [18]. The constant-modulus constraint arises because
the analog beamforming matrix (implemented using phase
shifters) can only adjust the phase of each antenna element,
but cannot control the amplitude.
The iterative approach is as follows:
• The first step is to design analog precoder FRF and ana-

log combiner WRF to align with the dominant channel

paths. This is achieved by selecting the columns from ar-
ray response matrix α(φ) from Eq. (1), which describes
the response of the antenna array to different angles that
maximize the projected channel gain.
• Once the analog beamformers FRF and WRF are fixed,

the effective channel matrix at the receiver is:

Ĥeff =WH
RF ĤFRF . (6)

This effective channel matrix represents the combined effect
of analog beam formation at both the transmitter and the
receiver.
Next, we develop the digital precoder FBB and combiner
WBB by performing singular value decomposition (SVD) on
the effective channel Ĥeff :

Ĥeff = Ueff ΣVHeff Σ . (7)

whereUeff andVeff are the left and right singular matrices
Σ = diag (σ1, . . . , σNS ).
The digital precoder FBB and digital combinerWBB are
derived from the right and left singular vectors of the effective
channel:

FBB = Veff , (8)

WBB = Ueff . (9)

These digital matrices align the signal with the strongest eigen
modes of the effective channel and ensure optimal data stream
transmission.
The key advantage of the predictive hybrid beamforming
approach is that the beamforming matrices FRF andWRF
are adjusted proactively based on the predicted future channel
matrix Ĥ(t). This allows the system to track the mobile user
effectively even in the presence of significant Doppler shifts.
By predicting the future state of the channel, the system
can pre-emptively compensate for the variations caused by
mobility, leading to more robust communication in high-
mobility environments.
Per slot LSTM inference is O (K, NrNt dLSTM ). OMP on
steering dictionaries scales as O (Ns (|At|Nt+ |Ar|Nr)).
The digital SVD runs on Heff ∈ CNrRF×NtRF (RF chain
domain), costing O

(
min
{
(NrRF )

2
N tRF , (N

t
RF )

2
NrRF
})

not on full Nr × Nt. Unlike full-digital beamforming, no
large matrix inversion at antenna dimension is required, power
normalization uses small NS ×NS matrices.

4. Results and Discussion

Simulations are carried out in Matlab. Table 2 shows the
simulation parameters and their values used to generate the
results and discuss the concepts presented in this section.
The baseline models used for comparison are as follows.
• Orthogonal matching pursuit (OMP) based hybrid beam-

forming – a well-known iterative algorithm for hybrid
precoding that does not account for Doppler effects [13],
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Tab. 2. Simulation setup parameters.

Parameter Value

Transmitting antenna Nt 64, tunable from 16 to 128
Receiving antenna Nr 16, tunable from 4 to 4
Transmitter RF chains

N tRF
4, tunable from 2 to 8

Receiver RF chains NrRF 4, tunable from 2 to 8
Data streams Ns 4
Carrier frequency 28 GHz
Antenna spacing λ

2

Number of channel paths 5

Mobility
Standardized mobility model
(e.g. 3GPP urban mobility)

30, 120, 300 km/h

• Kalman filter-based hybrid beamforming (KF-HBF) –
a conventional approach for tracking time-varying channels
[7].
• Perfect CSI (upper bound) – an ideal case where instanta-

neous CSI is perfectly known at the transmitter [19].
We consider a mmWave system operating at 28 GHz with
a 100 MHz bandwidth. The BS has a 64-element uniform
linear array (ULA), and the UE has a 16- and 64-element
ULA. We simulate the user velocities from 30 km/h to 300
km/h for different Doppler spreads.
Figure 6 shows the spectral efficiency (SE) plot as a function of
SNR. At low SNR (–10 dB), all methods exhibit nearly equal
performance (∼ 4.5 bits/s/Hz). This convergence is expected
due to noise dominance and limited beamforming gain. As
SNR increases, divergence in performance becomes visible.
At 0 dB, LSTM-HBF at 30 km/h achieves approximately
8.1 bits/s/Hz, which is slightly higher than KF-HBF (∼ 7.9
bits/s/Hz) and OMP (∼ 7.8 bits/s/Hz).
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Fig. 7. Comparison of energy efficiency for 64T and 16R configura-
tion and velocity.

At 10 dB, LSTM-HBF reaches∼ 13.7 bits/s/Hz, outperform-
ing OMP and KF-HBF by ∼ 0.5 bits/s/Hz, with a consistent
margin across mobility variations. At 20 dB, LSTM-HBF
peaks at approximately 19.2 bits/s/Hz, while OMP and KF-
HBF saturate closer to 18.6 bits/s/Hz, suggesting that LSTM-
based learning preserves marginal advantages even under
high-SNR ceilings. Classical OMP/KF beamforming indeed
performs well at high SNRs with low mobility. Our experi-
ments target high-mobility Doppler where analog beams lag;
the predictive design preserves alignment, yielding non-trivial
throughput gains even when baselines appear near-optimal at
20 dB. This is consistent with the coherence-time limits at
mmWave and supports proactive design rather than purely
reactive tracking.
All methods are evaluated on identical channel realizations
with identical power normalization. The mild divergence
near 15 dB is the transition region from noise-limited to
interference/quantization-limited operation, where analog
dictionary granularity and prediction error interact, producing
slightly different slopes across various methods.
Figure 7 shows energy efficiency (EE) as a function of SNR.
At –10 dB SNR, all models operate near 0.9 Mbits/J, with
LSTM-HBF at 60 km/h being slightly lower due to marginal
underperformance in SE. From 0 dB onward, the EE curve
shows more separation, at 5 dB, LSTM-HBF at 30 km/h
achieves ∼ 2.3Mbits/J, leading OMP and KF-HBF by ap-
proximately 0.1 – 0.2 Mbits/J.
At 10 dB, LSTM-HBF continues its linear climb to ∼ 3.4
Mbits/J, surpassing traditional methods by ∼ 0.3 Mbits/J.
By 20 dB, the advantage of EE becomes more noticeable
with LSTM-HBF reaching ∼ 4.2Mbits/J, compared to OMP
(∼ 4.0) and KF-HBF (∼ 4.05). The EE of LSTM-HBF at 120
km/h closely matches the results at 30 and 60 km/h, which
is a strong indicator of model generalization under different
Doppler conditions. KF-HBF shows slight degradation at
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higher SNRs, likely due to estimation errors accumulating
over time, especially under high mobility.
Figure 8 illustrates the variation of spectral efficiency (SE)
with respect to SNR for the proposed LSTM-HBF model at
three different vehicular speeds: 30 km/h, 120 km/h, and 300
km/h, and compares it with two baseline methods: KF-HBF
and static OMP. At an SNR of –10 dB, all schemes exhibit
nearly identical SE, approximately 7.8 bits/s/Hz, as the sys-
tem performance is primarily noise-limited. However, as the
SNR increases, the LSTM-HBF method begins to demon-
strate superior performance. At 0 dB, LSTM-HBF operating
at 30 km/h achieves approximately 13.7 bits/s/Hz, slightly
outperforming KF-HBF and OMP, which reach 13.3 and 13.2
bits/s/Hz, respectively. The performance gap becomes more
pronounced at higher SNR values. At 20 dB, the LSTM-HBF
model at 120 km/h attains a spectral efficiency of approx-
imately 28.6 bits/s/Hz, outperforming KF-HBF and static
OMP by roughly 1.1 and 1.3 bits/s/Hz, respectively.

Figure 9 presents the energy efficiency results for the same
configurations. At an SNR of –10 dB, all models achieve
comparable EE values of ∼1.6 to 1.7 Mbits/J. This similarity
is expected given the low throughput and high relative power
cost in this regime. As SNR increases, the LSTM-HBF model
exhibits a more rapid improvement in EE. At 10 dB, the
LSTM-HBF at 300 km/h achieves an EE of approximately
4.2 × 10−6 Mbits/J, slightly ahead of KF-HBF and OMP,
which remain around 3.9 × 10−6 and 3.8 × 10−6 Mbits/J,
respectively. By 20 dB, the LSTM-HBF model at 120 km/h
reaches the highest energy efficiency of approximately 6.1×
10−6 Mbits/J. In contrast, KF-HBF and static OMP attain
5.9×10−6 and 5.8×10−6Mbits/J, respectively. These results
highlight the dual advantage of LSTM-HBF in maximizing
both spectral and energy efficiency.

5. Conclusions
This paper presents an LSTM-based hybrid beamforming
(LSTM-HBF) approach that aims to improve performance of
mmWave communication under varying mobility and SNR
conditions. The method was benchmarked against traditional
approaches such as static OMP and KF-HBF across various
spectral and energy efficiency metrics.
The results demonstrate that LSTM-HBF consistently
achieves higher performance. Especially, at 20 dB SNR, it
delivers a spectral efficiency of up to 28.6 bits/s/Hz, com-
pared to 27.5 bits/s/Hz for KF-HBF and 27.3 bits/s/Hz for
static OMP. In terms of energy efficiency, LSTM HBF reach-
es 6.1× 10−6 Mbits/J, surpassing the closest benchmark by
a margin of ∼ 0.3× 10−6 Mbits/J. The LSTM-HBF mod-
el exhibits robust performance across all mobility profiles,
spanning from 30 to 300 km/h, with minimal deviation in
both SE and EE, indicating strong resilience to Doppler ef-
fects and time-varying channel conditions. Future work could
explore more complex neural network architectures and in-
vestigate the impact of imperfect channel estimation on the
performance of the proposed model.
By integrating a predictive LSTM network into a hybrid
beamforming framework, we have shown through detailed
modeling and simulated results that significant gains in both
spectral and energy efficiency are achievable, particularly
in high-mobility scenarios where traditional methods fail.
This proactive approach ensures a robust communication
link, making reliable multi-gigabit mobile communication
a practical reality.
The future of this work involves real-life signal analysis with
available datasets by extracting temporal channel slices along
user trajectories and by using the same analog/digital design
steps to compute SE/EE with identical power normalization.
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