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Abstract — This study focuses on the joint estimation of the di-
rection of departure (DOD) and direction of arrival (DOA) of
multiple targets in bistatic multiple input multiple output (MI-
MO) radar systems employing orthogonal waveforms. A linear
array of half-wavelength dipole antennas (HWD) with known
mutual coupling is utilized. The proposed method applies a two-
dimensional Capon (2D Capon) algorithm to estimate both the
DOD and DOA of multiple targets. To mitigate the adverse ef-
fects of mutual coupling, an efficient compensation mechanism
is integrated into the Capon direction-finding algorithm. This
mechanism relies on realistic electromagnetic modeling in which
mutual coupling is represented using Toeplitz-structured cou-
pling matrices. Through computer simulations, the influence
of various system parameters on the algorithms performance
is evaluated, with particular emphasis on its resolution capa-
bility and estimation accuracy. The results clearly demonstrate
that incorporating mutual coupling compensation significantly
enhances the accuracy of the 2D Capon algorithm.

Keywords — bistatic MIMO radar, Capon method, DOD/DOA
estimation, mutual coupling

1. Introduction

The concept of multiple input, multiple output (MIMO) has
been widely used in the field of wireless communications
in recent years [1]. Implementing this concept in radar sys-
tems allows the design of a virtual network larger than that of
traditional systems [2]—[4]. These systems greatly enhance
detection performance and robustness, improving target lo-
calization depending on the type of MIMO radar. The emer-
gence of bistatic MIMO radars has further increased interest
in estimating both the direction of departure (DOD) and the
direction of arrival (DOA) [5]-[7].

The operating principle of bistatic MIMO radar, consisting
of an array of half-wavelength dipole (HWD) antennas, is
to dynamically create a beam pattern. This beam pattern is
designed to have its main lobe directed toward the desired
signal, enhancing detection and localization.

Consequently, various angle estimation algorithms have been
developed for MIMO radars, including estimation of signal
parameters via rotational invariance techniques (ESPRIT),
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multiple signal classification (MUSIC), and Capon algo-
rithms.

Generally, the MUSIC algorithm is regarded as having higher
estimation accuracy than the Capon algorithm. However, in
MIMO radar applications, it is often observed that the Capon
algorithm outperforms the MUSIC algorithm [8]—[11]. The
two-dimensional Capon (2D Capon) algorithm is a well-
established and effective technique for estimating both DOD
and DOA in bistatic MIMO radar systems [12]-[14].

Although the algorithm itself is not new, its integration with
a mutual coupling compensation strategy in a bistatic MIMO
configuration constitutes a novel and valuable contribution.

In practical radar systems, mutual coupling between the
elements of the array can significantly degrade performance,
especially in the estimation of DOD and DOA, by introducing
signal distortions that complicate the estimation process [15]—
[18].

This work advances the state of the art by applying compensa-
tion techniques within the Capon framework and conducting
a quantitative analysis of mutual coupling effects using real-
istic antenna models, such as HWD arrays.

The proposed approach offers medium to high potential im-
pact in the radar signal processing community, as it improves
the practical deployment of MIMO radar systems and enables
a more robust angle estimation performance.

This paper focuses on the estimation of DOD and DOA in
bistatic MIMO radar systems using the 2D Capon algorithm.
However, it is well established that the 2D Capon algorithm is
highly sensitive to mutual coupling between HWD antennas in
the array. To evaluate the impact of mutual coupling, we used
a simplified model of the HWD array. Leveraging extensive
data on dipoles, we analyze an array of equidistantly spaced
dipoles.

Simulation results demonstrate that the performance of the
Capon algorithm deteriorates due to mutual coupling, with the
degradation becoming more pronounced as the interelement
spacing between antennas decreases. This performance degra-
dation can be significantly mitigated by employing a com-
pensating matrix that optimally adjusts the DOD and DOA
estimates.

This work is licensed under a Creative Commons Attribution 4.0 International (CC BY 4.0) License.
For more information, see https://creativecommons.org/licenses/by/4.0/ 1
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Fig. 1. Bistatic MIMO radar system.

2. The Theoretical Model

Figure 1 illustrates a bistatic MIMO radar system with K
non-coherent targets. The transmitting array consists of M
uniformly spaced half-wavelength antennas arranged along
the y-axis with an inter-element spacing of d. Similarly, the
receiving array consists of N HWD antennas, also arranged
linearly, with the same spacing d between adjacent elements
[19]—-[21]. Each transmitting antenna emits an orthogonal
signal s;(t) which is sampled every T seconds to obtain L
snapshots.

In a bistatic radar system, the signals received on the receiving
array after reflection from the K targets can be expressed as
follows [18]:

K

X(1) =Y (Bi-crlpi) - ar(e:)-(ci(0:) - af (60:)-S(H)+Z(2),

i=1
(eY)
where: [3; is the complex amplitude of the i-th target, K is
the total number of targets illuminated by the MIMO radar,
w; and 6; represent the DOD and DOA of the i-th target,
respectively.
Typically, multiple samples are used to estimate (;, 6;), i =
1,..., K, and the corresponding signal model with multiple
snapshots L can be written as:

X(L) =) (Bi-crlei) - ar(pi) - c(6i) - ai (6:))

=1

- S(L)+Z(L),

(@)

where:

e Z(L) represents the sensor noise, assumed to be non-
uniform and modeled as a zero-mean Gaussian process.
This assumption allows for an accurate representation of
the stochastic nature of noise in this analysis.

e A;(px)and A, (0x) denote the steering matrices of the
uniform linear transmit and receive arrays, respectively:

At(soK) = [at(QDI),---,at(QDK):I ) 3)
A (0x) = [ar(61),...,a,(0)] . )
The steering vectors a;(ip;) and a,.(6;) are given by:

&= dsin(p;) ,—i3E2dsin(e;)

ét((pi)=[1,67 ,e I e

—3&E (M —1)dsin(;)
76 b

(6))

227 B 227 s
= —j2Tdsin(0;) _—j2E2dsin(6;
a,(0;) = [176 IS dsin( ’),e I3 2dsin ‘),...

6
.767j277"(N71)dsin(0i)] ] ©

S denotes the transmitted baseband-coded waveform matrix
in the following way:

S =1[s1,...,5m]. )

In practical applications, both the transmitter and receiver
are affected by mutual coupling. It is typically undesirable
because energy that should be radiated outward is instead ab-
sorbed by a nearby antenna element. Similarly, energy that
one antenna could have captured may be absorbed by a neigh-
boring antenna. Consequently, mutual coupling negatively
impacts the efficiency and overall performance of the anten-
na system. The array of HWD antennas is conceptualized
as a multiport network, where the coupling matrix can be
directly linked to the generalized impedance matrix of this
network.

To compute the mutual coupling matrix C; or C,., we account
for the interactions among the elements of the matrix, resulting
in mutual coupling effects. The array, comprising M (or V)
coupled antennas is conventionally depicted as a M (or V)
port network, as illustrated in Fig. 2. The mutual coupling
matrix C; or C, can be expressed as detailed in [18], [22]-
[24]:

Cy = (ZTA + ZTL) (ZTij + ZTLj)_l ) @)

Cr = (ZRA + ZR,L) (ZRij + ZRLf)_l ) 9
where:
e 714 antenna impedance of isolated antennas in the trans-
mitter,
e Zpp terminating load in the transmitter,

e 7 antenna impedance of isolated antennas in the receiv-
er,

o 7 rr terminating load in the receiver,

) ZT”- mutual impedance between the i-th and j-th trans-
mitter elements,

o 7 Rri; mutual impedance between the i-th and j-th receiver
elements.

In Egs. (8)—(9), C; and C,. denote the M x M and N x N
mutual coupling matrices.

C; and C, can be written as:

Ci1 Ci2 C13 ... C1Mm

C21 C22 C23 ... C2M

Q
[

(10)

_CMl Cym2 CM3 - CM]\I_
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Ci1 Ci2 Ci3 ... C1IN
C21 C22 C23 ... C2N

Cr= S S . (11)
CN1 CN2 CN3 ... CNN

In Eq. (1), it is evident that the coupling matrix influences
the signal, leaving the noise unaffected. Once the coupling
is characterized, compensating for the mutual coupling be-
comes a manageable task. Various compensation algorithms
can be employed for this purpose, such as the open-circuit
voltage method, the S parameter method, the full wave elec-
tromagnetic method of moments, the calibration method, and
the mutual impedance methods.

Moreover, the coupling values exhibit approximate uniformity
along the diagonals, allowing for modeling with a single
parameter for each subdiagonal, thus resulting in a coupling
matrix of the Toeplitz structure. Leveraging these insights,
a compensated coupling model can be formulated as follows
[23]:

1 ca €3 ... CM
cc 1 ¢ ...cvu—1
Co=1|es ¢ 7o , (12)
c3 RN | Co
| CM CM-1 ... C2 1 i
[ 1 co €3 ... CN i
Co 1 C2 ... CN_1
Cr=1lecs e o " . 13)
c3 | Ca
| CN CN—1 ... C2 1 ]
We can put:
Aci(pi) = Celpi) - AL (i) (14)
Ao (0:) = Cr(6:) - A7 (6:) - (15)

Therefore, the output of X (L) can be written as:
K
X(L) =Y Bi(L) Acr- At -S(t) + Z(L) . (16)
i=1

When S# is used as the matched filter matrix, the radar output
of the matched filter can be formulated as follows:

1
v 1 xogn
VT
K 1 a7
=) VTBi(l)AcAct + —=2Z"8" .
Z; Bl AcrAct + —
Performing the vectorization operation on Eq. (17), we obtain
[19]:
y¥ =vee (Y?). (18)
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The obtained vector y) can be written as:

vy = A(pi,0,) - B+ N, (19)
where:
N = vec (\/ITZU)SH) ) (20)

and (!, 07) denotes the total manifold matrix with respect to
both the array of the transmitter and receiver.

Then:

A(pi, 0;) = Act(p;) @ Acr(0;) . 2n
The covariance matrices of the received data y can be written
in such a way:

C]MN = Ryy - E[yyH] ) (22)
Cuy = AE[BB"]A" + E[NN"], (23)
CMN:ARBBAH—FU%IMN- (24)

3. Estimation by the Capon Algorithm

Capon estimation, also known as the minimum-variance dis-
tortionless response method, is an advanced signal processing
technique used to estimate the parameters of a received signal
in a noisy environment disrupted by interference sources.

This estimation aims to minimize the noise power in a given
direction, allowing for a more accurate estimation of the
parameters of the signal of interest, especially in scenarios
with interference sources. This method is widely used in fields
such as radar, wireless communications, and sonar processing
to improve the resolution and sensitivity of communication
systems.

The principle of the Capon algorithm is to find the weighting
vector w(k) that minimizes the total output power of the
beamformer while maintaining unity gain in the desired
directions. This minimization can be solved using the method
of Lagrange multipliers. The beamformer output is provided
by [12], [14], [25]:

Yi(t)=wy(t). (25)
Once the Y} is obtained, it is useful to study the spatial

covariance matrix of Y s(t), denoted as Ry;y, . Ideally, this
is defined as the statistical expectation:

Ryfyf =E [Yf(t)Y;(t)] =wl. Cun-w, (26)
where, C,; is the covariance matrix of the input signal
vector y(t). However, since the true expectation E[-] cannot

be computed directly in practice, it is approximated using
a time average on the snapshots of the L signal:

L

A 1 N

Ryyv; =7 Z Y;()Yf(t)=w" Cunw, (27)
t=1

where C MmN is the sample covariance matrix of the received
signal vector y (¢) estimated over L snapshots.
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The Capon method aims to minimize the output power while
preserving the signal from the desired direction. The main
objective of the Capon algorithm is to suppress interference
and noise from other directions, ensuring that the desired sig-
nal remains undistorted. This optimization can be formulated
as follows.

min (wHaMNW) R (28)

w
)| = 1.

The solution to this optimization problem yields the Capon
weight vector:

subject to the constraint: |wH A(yp;, 0

Cily Ay, 0;
W — MNAEfa ) . (29)
AR (p;,0;) Cory Alwi, 0:)

Here, C};, represents the inverse covariance matrix of the
recelved data see Eq. (24), which corresponds specifically
to the upper triangular matrix R obtained from the QR
decomposition of the matrix Cjy; .

In this paper, following the approach of [12], the covariance
matrix C 'y is used in its theoretical form for algorithm de-
velopment and performance analysis. However, in practical
implementations, this matrix must be estimated from mea-
surements, typically using the sample covariance computed
from received signal snapshots.

To estimate the direction parameters (¢;,0;), we design
a peak-searching function based on the Capon output power

spectrum, defined as:
1
P(p,0) = —— . (30)
AH (907 6) CMIN A(QO, 0)

4. Numerical Results

In this section, the simulation results are presented to elucidate
the efficacy of the proposed algorithm. We consider a bistatic
MIMO radar system consisting of two uniform linear arrays,
comprising M and N HWD antennas. To examine the effect
of element separation d on the mutual coupling in a linear
array, we simulated the real and imaginary parts of the mutual
coupling impedance between two half-wavelength dipoles
as a function of their separation, as shown in Fig. 2. As the
distance between the elements increases, the magnitude of
the mutual coupling impedance decreases and approaches
zZero.

In the first test, we evaluate the effectiveness and performance
of the Capon method in achieving higher resolution for the
joint estimation of the direction of departure (DOD) and
direction of arrival (DOA) of target signals.

Figure 3 shows the root mean square error (RMSE) of the
DOD/DOA estimate versus the signal-to-noise ratio (SNR) for
three different uniform linear antenna array configurations:
an array without coupling, an array with coupling, and an
array with coupling using the compensated algorithm.

We considered four targets with departure an-
gles of [—30°,—10°,20°,60°] and arrival angles of
[—40°, —20°,10°, 50°]. The system parameters are set to
M = 16 transmit antennas and N = 8 receive antennas,

Impedance [Q]

<

Real (Z21)

0.5 1.0 1.5 2.0 2.5 3.0

d
A

Fig. 2. Coupling impedance versus %

10!

RM'S/E with known mutual coupling

RMSE using compensate algorithm

;

RMSE withouth mutual coupling

5 10 15 20 25 30
SNR [dB]

Fig. 3. RMSE versus SNR for DOD = [—30°,—10°,20°,60°],
DOA = [-40°, —20°,10°,50°], M = 16, and N = 8.

with 250 signal snapshots. Performance is evaluated using
the root mean square error (RMSE), computed over 600
Monte Carlo trials, using the following formula [26]:

1 \% K
RMSE = —KZZ[sm—

+ (6 - 0)°]

€2y
where, ¢; ,, and él,U are the estimated DOD and DOA, respec-
tively, of the K -th target in the V'-th Monte Carlo trial. Here,
K = 4 denotes the total number of targets and V' = 600 is
the number of trials used to average performance.

The results clearly demonstrate that mutual coupling effects
cause significant degradation in estimation performance, par-
ticularly when the antennas are closely spaced. Moreover,
the influence of known mutual coupling on the DOD/DOA
estimation is SNR-dependent, with its impact generally de-
creasing as the SNR increases.

To better understand the behavior of the proposed algorithm,
Fig. 4 illustrates the relationship between RMSE and the num-
ber of snapshots at a fixed SNR of 25 dB. The number of
snapshots varies from 50 to 350. The results clearly show that
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10°

RMSE [°]

50 100
Snapshots

150 200 250 300350

Fig. 4. RMSE versus snapshots with parameters: M = 16, N = 8§,
DOD = [-30°,—10°,20°,60°], DOA = [—40°, —20°,10°, 50°],
and SNR = 25 dB.

M=16, N=4

M=16, N=16

5 10 15 20 25 30
SNR [dB]

Fig. 5. RMSE versus SNR for different values of IV, with M = 16,
DOD = [-30°,—-10°,20°,60°], DOA = [—-40°, —20°,10°, 50°],
L =350,and d = \/2.

the accuracy of the estimation, as indicated by the RMSE, im-
proves consistently with an increasing number of snapshots.
This improvement is expected, as a higher number of snap-
shots enhances the estimation of the covariance matrix and
effectively increases the SNR through temporal averaging,
leading to more accurate DOD/DOA estimates.

In Fig. 5, the number of transmitting antennas M is fixed,
while the number of receiving antennas N is varied. The
results indicate that as the number of receiving antennas
increases, the RMSE steadily decreases, demonstrating a con-
sistent improvement in the accuracy of the estimation.

In Fig. 6, the number of receiving antennas V is kept constant,
while the number of transmitting antennas M is varied. The
results indicate that as the number of transmitting antennas
increases, the RMSE steadily decreases, highlighting a sig-
nificant improvement in estimation accuracy. Based on the
results presented in Figs. 5 and 6, we observed that increas-
ing the number of transmitting and receiving antennas results
in a minimum RMSE, indicating more accurate estimations
of the DOA and DOD.
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RMSE [°]

N=16, M=16

0 5 10 15 20 25 30
SNR [dB]

Fig. 6. RMSE versus SNR for different values of M, with N = 16,
DOD = [-30°,—10°,20°,60°], DOA = [—-40°, —20°, 10°, 50°],
L = 350,d = \/2, and SNR = 25 dB.

MUSIC
Capon
MLE
ESPRIT

Tt

MSE [dB]
b
(=)

-5 0 5 10
SNR [dB]

Fig. 7. Mean square error (MSE) versus SNR for DOD.

Figures 7 and 8 present the simulation results for a bistatic
MIMO radar system equipped with M = 5 transmitting and
N = 5 receiving antennas, both configured as uniform linear
arrays (ULAs) with half-wavelength inter-element spacing.
Three target scenarios are evaluated: (30°,45°), (—8°,30°),
and (0°, 5°), using 100 snapshots and 50 Monte Carlo trials.

Based on the results illustrated in Fig. 7 (DOD) and Fig. 8
(DOA), the mean squared error trends clearly indicate that
the accuracy of angle estimation techniques improves as the
signal-to-noise ratio increases. The maximum likelihood esti-
mation (MLE) method demonstrates the best overall perfor-
mance, achieving the lowest MSE.

The ESPRIT algorithm also provides high precision, with
performance closely matching that of MLE, especially from
0 dB onward. Although the MUSIC method performs slightly
below ESPRIT and MLE, it remains highly effective and
exhibits a consistent reduction in MSE as the SNR increases.

In contrast, the Capon method shows comparatively lower
performance, particularly under low-SNR conditions, indi-
cating greater sensitivity to noise. However, beyond 5 dB, its
MSE decreases significantly, suggesting improved robustness
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Fig. 8. Mean square error (MSE) versus SNR for DOA.

under moderate noise levels. In summary, MLE offers the
highest estimation accuracy, followed by ESPRIT and MU-
SIC. Although Capon is less precise, it may be preferred in
scenarios where reduced computational complexity is a pri-
ority [9], [27], [28].

Figure 9 shows the simulation results for signals departing
from angles of [—30°, —15°,10°, 40°], also utilizing 16 an-
tennas, an SNR of approximately 25 dB, and 350 snapshots.
The element spacing in the array remains at A/2. Here, we
again observe four distinct peaks that align with the desired
angles of departure.

Figure 10 presents the simulation results for signals coming
from angles of [—20°, —10°, 30°, 60°] using 16 antennas, an
SNR of approximately 25 dB, and 350 snapshots. The spacing
between the elements of the array is set to A/2. In this case,
we observe four distinct peaks corresponding to the desired
angles of arrival. Furthermore, it is evident that the departure
angles (DODs) and arrival angles (DOAs) can be clearly
distinguished.

Figures 9 and 10 reveal that the spatial spectrum reach-
es its maxima at angles corresponding to DOD values of
—30°, —15.004°, 9.992°, and 40.001°, and DOA values of
—19.995°, —9.999°, 30°, and 60°. The precision of these es-
timates indicates that the angular search was performed on
a finely spaced grid, probably with a step size of 0.01°.

Figure 11 shows the estimation results for four targets, the
SNR is set at 25 dB, with 350 snapshots. The results demon-
strate that the DODs and DOAs are clearly observable and are
automatically paired. In the following simulation, 500 Monte
Carlo iterations are performed for the bistatic MIMO radar. We
assume the presence of four non-coherent targets located at
angles (¢1,01) = (—30°,—20°), (¢2,02) = (—15°,—10°),
(p3,05) = (10°,30°), and (¢4,64) = (40°,60°), respec-
tively. It can be shown that the transmit angles (DODs) and
the receive angles (DOAs) can be clearly observed.

5. Conclusions

In this paper, we examine the estimation of the direction of
departure (DOD) and direction of arrival (DOA) for bistat-

Fig. 9. Spatial spectrum versus DODs with M; = N = 16,
DOD = [—-30°, —15°,10°,40°], DOA = [-20°, —10°, 30°, 60°],
L = 350,d = \/2, and SNR = 25 dB.

X._19.995
-20 Y:-21957 - 29.999
Y: 8932

-100

Spatial spectrum [dB]

-120
-140

-160

80 60 40 20 0 20 40 60 80
DOA [°]

Fig. 10. Spatial spectrum versus DOAs with M; = N = 16,
DOD = [-30°, —15°,10°,40°], DOA = [-20°, —10°, 30°, 60°],
L = 350,d = \/2, and SNR = 25 dB.

5
. . »

— - -6
=N -8
<Ot —10
2 . ¢-15,-10) 12
14

—16

—18

—20

80 —60 40 —20 0 20 40 60 80
DOD [°]

Fig. 11. Angle estimation of the proposed algorithm for four targets.

ic MIMO radar systems in the presence of known mutual
coupling. Our study is grounded in fundamental electromag-
netic principles and employs the Capon algorithm to achieve
accurate signal estimation. Through computer simulations,
we analyze the influence of various parameters on the per-
formance of the Capon algorithm, focusing on its ability to
efficiently and accurately resolve incoming signals.

Simulation results demonstrate that the DOD/DOA estimation
performance improves with an increased number of array ele-
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ments, a higher number of signal snapshots, and array spacing
is A\/2. These enhancements result in sharper spectral peaks
and reduced angular detection errors, highlighting the effec-
tiveness of the Capon algorithm in estimating the DOD/DOA
of incoming signals. However, despite these improvements,
the known mutual coupling among HWD antennas introduces
significant distortions to the output signal. This distortion
negatively impacts the joint DOD/DOA estimation perfor-
mance for multiple targets in bistatic MIMO radar systems
using the Capon algorithm. To address these challenges, we
recommend employing a compensation algorithm to mitigate
the adverse effects of mutual coupling.
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Abstract — The article examines the feasibility of implement-
ing the G.fast technology in the process of modernizing fixed
broadband access networks operated in Ukraine. An analysis of
international experience in the field and of national broadband
development strategies is provided. The data rates achievable by
G.fast transmission systems relying on profile 106a over multi-
pair TPP and UTP Cat. Se cables are evaluated, with intrasystem
interference and crosstalk taken into consideration as well. The
effectiveness of applying the vectoring crosstalk compensation
system to increase G.fast transmission rates is assessed. Based
on the research results, recommendations are formulated for the
effective deployment of G.fast in Ukraine’s broadband access
networks.

Keywords — broadband access, interference, multi-pair TPP cables,
transmission rate, UTP Cat. 5e cable, vectoring

1. Introduction

Today, broadband Internet access is a fundamental telecom-
munication feature driving economic growth, facilitating
social services and boosting e-Governance. One of the key
challenges faced in Ukraine’s digital transformation process
consists in ensuring common access to high-speed Internet,
regardless of the user’s place of residence.

The development of broadband networks in general and fixed
broadband access (FBB) networks in particular — with the
latter based on copper subscriber cables (xDSL technologies)
and optical solutions (FTTx or “fiber-to-the X concepts) —
is taking place under challenging conditions. These include
technical disparities between regions, limited budgets for in-
frastructure projects, and the need for effective modernization
of existing networks [1], [2].

In Ukraine, the development of FBB networks is of critical
importance. Despite ongoing upgrades to the telecommuni-
cations infrastructure in urban areas, significant rural regions
still have limited or no access to high-speed Internet [3], [4].

Furthermore, the large-scale war that has been ongoing since
2022 has posed additional challenges to the telecommuni-
cations infrastructure, demanding flexible solutions and the
implementation of modern technologies, such as fiber to the
home (FTTH), xDSL, DOCSIS, and fixed wireless access
(FWA) [5].

This work is licensed under a Creative Commons Attribution 4.0 International (CC BY 4.0) License.
8 For more information, see https://creativecommons.org/licenses/by/4.0/

Among the modern technologies that allow for a significant
increase in the capacity of FBB networks without a complete
replacement of the physical medium, G.fast takes notice [6],
[7]. This technology enables transmission rates of more than
1 Gbps to be achieved on short network segments built using
copper multipair telephone cables.

However, its effectiveness largely depends on the length of
the subscriber line and the level of interference [8]. Thus,
the application of G.fast is most appropriate when the fiber-
to-the-distribution point (FTTDp) concept is relied upon,
where the length of the copper segment does not exceed
250 m. In such deployments, G.fast-based FTTDp networks
offer transmission rates comparable to those of fiber optic
connections, while requiring significantly lower investments
than full FTTH implementations [9].

Among the modern technologies that allow for a significant
increase in the capacity of FBB networks without a complete
replacement of the physical medium, G.fast takes notice [6],
[7]. This technology enables transmission rates of more than
1 Gbps to be achieved on short network segments built using
copper multipair telephone cables.

However, its effectiveness largely depends on the length of
the subscriber line and the level of interference [8]. Thus,
the application of G.fast is most appropriate when the fiber-
to-the-distribution point (FTTDp) concept is relied upon,
where the length of the copper segment does not exceed
250 m. In such deployments, G.fast-based FTTDp networks
offer transmission rates comparable to those of fiber optic
connections, while requiring significantly lower investments
than full FTTH implementations [9].

In this context, research on the characteristics of G.fast trans-
mission systems (TS) based on the existing infrastructure of
Ukraine’s fixed broadband networks, as well as potential de-
velopment and modernization paths for these networks, are
crucial to evaluate the real potential of this technology.

The purpose of this article is to analyze the dynamics of
the development of broadband Internet in Ukraine, consid-
ering the technical aspects of introducing advanced FBB
technologies. Additionally, the article aims to evaluate the ef-
fectiveness of G.fast transmission systems (G.fast TS) within
Ukraine’s FBB networks by modeling the characteristics of
G.fast TS using traditional multi-pair telephone (TPP) and
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UTP Cat. 5e cables, as an option for modernizing subscriber
lines.

2. Literature Review and International
Experience

Research described in the literature indicates that technologies
based on the use of copper multi-pair cables, such as VDSL2
and G.fast, remain relevant in countries with well-developed
infrastructure, where full replacement with optical media
is economically unfeasible or would require considerable
investment efforts. Article [10] notes that G.fast can achieve
speeds of up to 1 Gbps over short copper loops, making it an
effective solution for upgrading existing networks without the
need for complete replacement of the cable.

Study [11] addresses the co-existence of G.fast and VDSL2 in
FTTDp and FTTC-type networks. The authors analyze spec-
trum optimization methods and the degree of protection of
existing services, which is a critical aspect when introducing
new technologies into functioning networks.

In [12], it is emphasized that G.fast is an ideal choice for
operators because it works on the existing copper telecommu-
nication infrastructure already installed at the users’ premises.
However, since this infrastructure was not designed for the
high frequency transmission rates used by G.fast, signal leak-
age may occur during the process. This radiation may directly
affect the quality and reliability of radio services operating in
the same frequency range. The study provides an assessment
of whether radiation generated by a telecommunications net-
work using G.fast complies with the requirements of ITU-T
Recommendation K.60 and whether it may be a source of
interference for radio services using the same band.

The works referred to above highlight that the key factors lim-
iting G.fast performance include high power spectral density
(PSD) of noise caused by near-end crosstalk (NEXT), far-end
crosstalk (FEXT), electromagnetic interference from external
sources, and signal attenuation that depends on frequency and
length of line. Researchers recommend considering the cable
type and design features when evaluating G.fast efficiency, as
noise characteristics can vary significantly depending on the
cable used.

Report [13] underscores the importance of combining gov-
ernment regulations with private investment to bridge the
digital divide. It emphasizes the need for strategic planning
and support for innovative technologies to ensure equal access
to broadband Internet.

In [14], the Broadband Forum presents methodologies for
calculating losses and interference characteristics for category
Se cables, including recommendations on the maximum line
lengths for 106a and 212a profiles. The documents highlight
the need for accurate PSD function modeling and the use
of empirical data, especially in cases in which pre-installed
cables are re-used.

Thus, international experience demonstrates that effective
development of fixed broadband access requires:

e strategic, national level planning,
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e support for innovative technologies (particularly G.fast),

investment in digital infrastructure,
e boosting competition among providers,

e reduction of the digital divide between urban and rural
areas.

There is strong evidence in global practice supporting the
feasibility of using the G.fast technology for short network
segments, and the negative impact of interferences is thor-
oughly evaluated. The results of this research may be useful
for planning the modernization of fixed broadband networks,
especially in urbanized areas with existing cable infrastruc-
ture.

The following sections of this article analyze the current
situation in Ukraine as well as evaluate the prospects for
deploying and developing fixed broadband solutions, taking
into account the approaches discussed above.

3. Current State of and Development Plans
for FBB

According to the Ukraine’s Strategy for the Development of
the Electronic Communications Sector 2030, one of the pri-
orities is to ensure universal access to high-speed Internet
regardless of location, including in rural areas [1]. FBB is
a key prerequisite for the development of Ukraine’s digital
economy, electronic services, and innovation-oriented infras-
tructure. In the context of post-war recovery and Ukraine’s
digital transformation, FBB becomes not only a tool for ac-
cessing digital services, but also a strategic prerequisite to
attract investment and develop human capital.

In 2020, with the support of the World Bank, Ukraine drew up
a National Broadband Development Strategy (2020 — 2025)
which addresses strategic tasks such as:

e connecting 95% of socially significant facilities (schools,
hospitals, administrative service centers) to fiber-optic
Internet,

e providing government subsidies to operators for connecting
rural settlements,

e launching an interactive geographic information platform
presenting FBB coverage [2].

In 2021, the Ukrainian Cabinet of Ministers approved an

Action Plan for the Development of Broadband Internet

Access for 2021 — 2022, with the objective of improving

infrastructure and accessibility of the Internet [15].

According to [16], at the end of 2023, there were 8.06 million
fixed Internet access lines in Ukraine, with the said result
being 12% higher than the year before. The most notable
growth occurred in rural areas, with the increase amounting
to 25.4% and reaching 2.12 million connections. Despite the
positive dynamics, only 62% of households have fixed Internet
access, indicating a persistent digital divide, especially evident
in rural regions.

In 2025, the government will acknowledge problems with
the insufficient pace of broadband access growth. In [17],
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several problems that hinder effective FBB deployment were

highlighted [17]:

e lack of a unified digital platform for monitoring coverage,
which complicates planning,

o fragmented responsibilities shared by different government
authorities,

e limited funding, especially in the context of martial law
and the need to restore damaged infrastructure,

e unequal technical resources available to specific operators
— some providers are still using outdated equipment (e.g.,
ADSL).

According to [1], in the long-term Ukraine aims to achieve

100% nationwide broadband coverage, simultaneously aiming

to complete the process of modernizing its gigabit technology

infrastructure and relying on FBB to implement key national
digital services.

4. Challenges and Opportunities Related
to G.fast Technology

In the context of limited resources and the need for rapid
network expansion, G.fast technology is seen as a promis-
ing solution to upgrade the existing copper infrastructure,
especially in densely populated areas. This technology en-
ables high data transmission rates over short distances, which
is particularly relevant for apartment buildings and office
centers.

However, the effectiveness of G.fast is largely dependent on
the quality of the cable infrastructure and the length of the
line. Ukraine’s traditional public switched telephone network
(PSTN) is built using multi-pair telephone cables of the TPP
type. The most common telephone cable in the network is the
TPP-10x2x0.4. The G.fast technology, following the FTTDp
concept, utilizes the existing distribution segment of the PSTN
cable infrastructure within buildings. The maximum line
length within apartment buildings is limited to 250 m.

In many residential buildings, Internet connection requires
modernization of the in-building network, including replace-
ment of the cable infrastructure with twisted pair cables,
typically of the UTP Cat. Se variety. When deploying the
G.fast technology, the question arises as to whether it is fea-
sible to carry out such a modernization.

To address this issue, it is necessary to study the performance
characteristics of G.fast when operating over multipair tele-
phone cables of the TPP type and twisted pair cables, such
as UTP Cat. Se. Such a study is essential to evaluate the real
potential of G.fast deployment in Ukraine, both under exist-
ing cable infrastructure conditions and in the context of its
modernization, with the impact of cable infrastructure param-
eters (cable type, frequency and time domain characteristics,
line length, and noise level) on the performance of G.fast TS
taken into consideration as well.

In this study, it is assumed that the copper segments under
analysis are not shared with other transmission systems such as
VDSL or VDSL2. The G.fast system is deployed in a dedicated

10

frequency band, consistent with the ITU-T recommendations,
and interference from other copper-based services is excluded
from the modeling.

The main criterion for determining the effectiveness of a TS
is the data rate that can be achieved under specific operating
conditions of the system. Therefore, to study the effectiveness
of using G.fast TS in the Ukrainian FBB network and the fea-
sibility of modernizing the cable infrastructure, it is necessary
to define the initial data, determine the methods for evaluating
the G.fast data rate, perform data rate calculations for G.fast
based on the given initial data, analyze the results obtained,
and formulate recommendations for the implementation of
G.fast technology in Ukrainian fixed broadband networks.
The initial data must include the following:

e identification of the characteristics of the G.fast transmis-
sion system that will influence the data rate evaluation
process,

e determination of the characteristics of TPP and UTP Cat.
Se cables necessary to assess the G.fast data rate,

e specification of the conditions under which the results of
the data rate evaluation process for TPP and UTP Cat. Se
cables can be compared.

5. Data Rate Evaluation

The evaluation of the data rate of the G.fast TS was carried
out based on the following initial constraints:

o spectral mask of the G.fast system complies with the ITU-T
G.9700 standard [6],

e frequency plan up to 106 MHz,

e used channels 1 = 43 ...2047,

e number of orthogonality interval samples N = 4096,

e number of guard interval samples L = 320,

e PSD level of external additive white Gaussian noise is
assumed to be uniform —140 dBm/Hz,

e cable types — TPP-10x2x0.4 and twisted pair cable UTP
Cat. Se 4x2x0.51,

e line length [ from 50 to 250 m,

e number of TS operating in parallel on the multipair cable
— 1 and 4.

Cable characteristics were determined by measuring cable

samples at the cable manufacturer’s testing laboratory. The

measurement results were summarized and used to derive ap-

proximation formulas for frequency characteristics within the

frequency range of up to 100 MHz. Table 1 presents the results

of the process of determining the frequency characteristics
for a 100-meter line.

e (intrinsic attenuation (attenuation coefficient) [dB/100 m],
e [3 phase coefficient [rad/100 m],

e A near-end crosstalk (NEXT) [dB/100 m],

e Aprr equal-level far end crosstalk (ELFEXT) [dB/100 m].

To determine the data rate of the G.fast TS, we use the
methodology described in [18]. The data rate is determined
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Tab. 1. Frequency characteristics approximation coefficients.

Parameter « [dB/100 m] 3 [rad/100 m] Apn [dB/100 m] Agr [dB/100 m]
Approximation functions a=a+bfc B=df A, =z —vylogf Az =z —ylogf
Approximation coefficients a b c d x Y T Y
Cat. 5e 4x2x0.51 1.121 1.110 0.59 2.681 89.49 22.6 81.15 17.59
TPP-10x2x0.4 0.59 0.98 0.7 2.776 60.281 17.19 68.2 22.5
Note: The frequency in the formula is expressed in MHz
by means of the signal-to-noise ratio (SNR). The total noise s
includes the following components: 2 50 m
e thermal noise, defined as AWGN with a power spectral 10
density level of —140 dBm/Hz,
100 m

e external additive noise, which depends on the specific
electromagnetic environment (in previous studies, this was
modeled by increasing AWGN uniformly across the entire
operating frequency range),

e crosstalk interference (XTI), originating from TS operating
in parallel within a multi-pair cable,

e intrasystem interference, which, for systems using parallel
transmission rate, includes two components: intersymbol
interference (ISI) and interchannel interference (ICI), is
collectively referred to as IS+ICI.

Therefore, to determine the data rate of the G.fast TS, it is

necessary to identify all noise components that affect the

system’s performance.

In the simulation, we assume that we only influence the

baseline thermal and AWGN at —140 dBm/Hz. The influence

of specific external systems such as power line communication

(PLC), which can operate in overlapping frequency bands,

was not taken into account but will be considered in future

studies using real-world electromagnetic compatibility data.

To determine crosstalk interference, we use the technique
described in [19]. This methodology also accounts for the
application of a crosstalk cancelation system based on the
implementation of the vectoring method [20].

It should be noted that the impact of crosstalk interference
on the G.fast transmission rate when operating over TPP-
10x2x0.4 and UTP Cat. 5e cables, as well as the effectiveness
of the vectoring system in compensating XTI and increasing
the G.fast transmission rate, were already evaluated in [21].
However, the study [21] cannot be considered complete, as it
did not take into account IS+ICI interference. Consequently,
it lacks results on its potential impact on the G.fast data rate.
In this work, we aim to address this research gap.

To determine IS + ICI interference, we use the methodology
outlined in [22]. Since the method is based on modeling
interference in the time domain, it requires an additional
transformation of channel frequency characteristics into time
domain characteristics, determining the impulse response
(IR). The IR of the transmission channel was calculated
using the inverse fast Fourier transform (IFFT) of the channel
characteristics in the measured frequency domain. This IR
was then used to simulate inter-symbol and inter-channel
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Fig. 1. Impulse response: a) to the TPP-10x2x0.4 and b) to the
twisted pair cable UTP Cat. Se 4x2x0.51.

interference components in the transmission rate calculations.
Figure 1 presents the IRs for TPP and UTP cables of various
lengths, illustrating signal dispersion and delay spread, i.e.
parameters that are critical for IS+ICI estimation. The IFFT
size corresponds to the transformation size of the modulation
process in a G.fast system with a 106 MHz (N = 4096
samples).

6. Interference Component Analysis

Figures 2 and 3 present the calculated interference power
distribution across the G.fast system channels when operat-
ing over TPP-10x2x0.4 and UTP Cat. Se 4x2x0.51 cables
with lengths of 50 and 200 m. The results demonstrate the
dependence of the PSD level on the G.fast channel number
G (i), where the central frequency of channel ¢ is defined as:
fi = 51.75 kHz - i. The figures show three types of interfer-
ence: —140 AWGN, IS+ICI, and XTI crosstalk interference,
with their level calculated assuming parallel operation of
four G.fast systems. Additionally, residual non-compensated
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Fig. 2. PSD level of the G.fast system for: a) 50 m and b) 200 m
TPP-10x2x0.4 line.

crosstalk is presented when the vectoring technique is applied
(XTI + vectoring).

All interference power levels are compared to —140 AWGN,
since under ideal TS conditions all types of interference are
absent, with the exception of thermal noise, whose PSD level
is =140 dBm/Hz. The presence of other interference sources
increases the total interference power, and the contribution of
each type of interference to the total outcome is determined
by the ratio of its relative power.

The results presented in Figs. 2 and 3 allow us to conclude that
cross-talk interference is the dominant type of interference,
especially in the case of short lines. For a 50 m TPP cable,
the PSD level of crosstalk interference exceeds thermal noise
across almost all channels by approximately 25 dBm/Hz,
while the IS+ICI level is significantly lower than that of —140
AWGN. The use of a crosstalk cancellation solution, such as
the vectoring system, allows to reduce crosstalk levels to the
—140 AWGN baseline.

For the 200-m line, a decrease in crosstalk interference is
observed. However, for most G.fast channels, crosstalk still
remains the dominant component, but the vectoring system
lowers the crosstalk level below the —140 AWGN threshold.
An increase in line length leads to greater linear distortion
which, in turn, causes IS+ICI interference to rise on the lower
channels over the —140 AWGN level.

For the UTP Cat. Se cable, the qualitative conclusions remain
the same. However, the quantitative assessments differ from
those made for TPP, due to the distinct frequency characteris-
tics of these cables (see Tab. 1). Lower intrinsic attenuation
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Fig. 3. PSD level of the G.fast system for: a) 50 m and b) 200 m
UTP Cat. 5e line.

and higher crosstalk attenuation in the UTP Cat. 5e cable
result in a lower impact of crosstalk interference (approx.
15 dB) and a higher effectiveness of the vectoring system
(approx. 25 dB).

7. Analysis of G.fast Transmission Rate

In the next step, the achievable G.fast transmission rates
over TPP-10x2x0.4 and UTP Cat. 5e 4x2x0.51 cables were
evaluated under ideal conditions, i.e., in the absence of any
interference other than thermal noise. This corresponds to
the operation of a single TS (without crosstalk) over a line
that is free from any linear distortions, i.e., without IS+ICI
interference. The results of the transmission rate for line
lengths ranging from 50 to 250 m are shown in Fig. 4.

G fast operating on the UTP Cat. 5e cable shows a perfor-
mance advantage in terms of the transmission rate. This is
explained by the lower intrinsic attenuation of the UTP Cat.
Se cable. The result was expected, with the quantitative differ-
ence in transmission rates being the only unknown. In absolute
values, the advantage of UTP Cat. 5e over TPP ranges from
14 to 250 Mbps, depending on the length of the line. In per-
centage terms, the advantage ranges from 1.2% for a 50-meter
line to 73% for a 250-meter line.

Table 2 summarizes the results of the G.fast transmission rate
calculations for operation over both cables. The transmission
rate under ideal conditions, considering only thermal noise,

3/2025

JOURNAL OF TELECOMMUNICATIONS
AND INFORMATION TECHNOLOGY



Evaluating Effectiveness of Implementing G.fast Technology in Ukraine’s Broadband Access Networks

1200

UTP Cat. 5e

/

1000

800 /

TPP-10%2%0.4

600

400

Transmission rate [Mbps]

200
0.05 0.1 0.15 0.2 0.25

Cable length [km]

Fig. 4. G.fast system transmission rate over TPP-10x2x0.4 and
twisted-pair UTP Cat. 5e cables in the absence of interference.

—140 AWGN is denoted by Ry. The remaining parameters
are as follows:

e Rrgyrcr — transmission rate considering —140 AWGN
together with linear distortions leading to IS+ICI interfer-
ence,

® Ris+rcr+xTr — transmission rate considering —
140 AWGN, IS+ICI interference, and XTI from four G.fast
systems operating in parallel over the cable,

® Risircrtvec — transmission rate considering -
140 AWGN, IS+ICI interference, and residual (uncompen-
sated) crosstalk interference after applying the vectoring
system.

The Rrsyrcr and Rrgyror+x 7 transmission rates are in-
termediate results that enable to evaluate the impact that
IS+ICI and XTI interference exert on the performance of
G.fast TS.

As expected, IS+ICI interference has a negligible effect on
the G.fast transmission rate. For both cables, the decrease
in transmission rate for R;gy ¢y, compared to Iy, does not
exceed 2%.

The TPP-10x2x0.4 cable contains 10 pairs of wires, allowing
up to ten G.fast systems to operate simultaneously. In con-
trast, the UTP Cat. Se 4x2x0.51 cable contains 4 pairs, thus
supporting up to four G.fast systems. To ensure equal com-
parison conditions in terms of XT interference influence, the
transmission rate was evaluated, in both cases, assuming the
operation of four systems.

Crosstalk interference has a significant impact on the G.fast
transmission rate represented by Rrsy o1+ x1r. For the TPP
cable, the reduction in R;s4 o+ xT relative to Ry ranges
from 37% to 55%, depending on the length of the line. For
the UTP Cat. 5Se cable, the reduction is less significant due
to better mutual coupling characteristics (Ay and Agpp),
ranging from 5% to 13% depending on the length of the line.

In the case of R;s+rcr+x7 transmission rates, as line length
increases from 50 to 250 m, the transmission rate for the
G.fast system over the TPP cable decreases from 505 to 218.5
Mbit/s, while in the case of the UTP cable, it decreases from
1010 to 578.8 Mbit/s. Therefore, the G.fast system operating
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Fig. 5. G.fast system transmission rate over TPP and UTP ca-
bles, considering inter-symbol and inter-channel interference, with
crosstalk interference compensation using the vectoring system (4
systems operating over a single cable).

over the UTP cable achieves transmission rates that are 2 to
2.6 times higher than those obtained over the TPP cable.

Such a significant limitation of the transmission rate due to
crosstalk has necessitated the use of a crosstalk mitigation
solution, known as the vectoring system.

The last column in Tab. 2 presents the calculated transmis-
sion rates with vectoring applied to compensate for crosstalk
interference. The comparison of G.fast transmission rates
for the two cable types is also shown in Fig. 5. These results
account for the effects of IS+ICI and the residual XT inter-
ferences after vectoring and represent the final performance
assessment of G.fast over TPP-10x2x0.4 and UTP Cat. 5e
4x2x0.51 cables.

From Tab. 2, one may conclude that the vectoring system is
an effective technique for suppressing crosstalk. Compared to
ideal conditions Ry, IS+ICI interference and uncompensated
XT interference have a negligible impact on the performance
of the G.fast system. When operating over the TPP cable,
the transmission rate loss in the R;g4 ¢ 1+vec Case ranges
from 1.2 to 38 Mbit/s, which does not exceed 3.3% of the Ry
rate. For the UTP cable, the results are even more impressive.
The loss of transmission rate in the R;gy 7¢14vec Case ranges
from 1 to 3 Mbit/s, which does not exceed 0.4% of the Ry
rate.

Next, the transmission rates with the application of the vec-
toring technique between the TPP and the UTP Cat. Se cables
are compared.

As line length increases from 50 to 250 m, the G.fast system
data rate over the TPP cable decreases from 1103 to 342.6
Mbit/s, while in the case of the UTP cable, it decreases from
1152 to 604.3 Mbit/s. Thus, when operating over the UTP
cable, the G.fast system achieves data rates 5% to 43% higher
than those obtained when operating over the TPP cable.
Therefore, due to its superior characteristics, the UTP Cat.
The Se cable allows to achieve for more efficient performance
of the G.fast system under all equal conditions.
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Tab. 2. G.fast transmission rates for both cables [Mbps].

Length [m] Ry Risyicr Rrsircryxrr Rrst1citvee
TPP-10x2x0.4
50 1141 1141 505.056 1103
100 935.808 935.76 417.552 917.424
150 686.832 686.822 354.288 683.52
200 473.712 473.616 278.208 472.56
250 349.728 343.008 218.592 342.672
UTP Cat. 5e 4x2x0.51
50 1155 1152 1010 1152
100 1093 1089 925.632 1089
150 937.056 935.472 842.544 935.472
200 770.016 769.632 725.472 769.632
250 605.136 604.464 578.832 604.304

8. Conclusions data rates of up to 1 000 Mbps at distances of up to 100 m
and up to 600 Mbps at distances of up to 250 m.
Effectiveness of the G.fast technology significantly depends
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Abstract — This paper investigates the physical layer security
of downlink nonorthogonal multiple access (NOMA) systems
operating over a degenerate keyhole channel in the presence of
a multi-antenna eavesdropper. We propose a joint antenna se-
lection framework with transmit antenna selection at the source
and receive antenna selection at both legitimate users and eaves-
droppers, thus striving to reduce hardware complexity while
maximizing secrecy performance. In this framework, the effi-
cacy of confidentiality is assessed for a specific user allocation
methodology by deriving the closed-form approximate expres-
sion of secrecy outage probability (SOP). Extensive Monte Carlo
simulations validate analytical results and reveal that increas-
ing the number of antennas at the source and legitimate users
dramatically lowers SOP, whereas a more capable eavesdropper
raises the risk of secrecy. Our findings demonstrate that strategic
antenna deployment and non-orthogonal access can effective-
ly safeguard communications even through severely scattering
environments.

Keywords — keyhole, multi-antenna, NOMA, physical layer secu-
rity, secrecy outage probability

1. Introduction

Wireless systems are based on spatial diversity to boost
capacity and reliability through utilization of multi-antenna
techniques. In richly scattered environments, multiple transmit
and receive antennas allow high spectral efficiency by creating
uncorrelated transmission paths [1], [2]. However, when
propagation is restricted, such as through a hallway, tunnel
or narrow aperture, the so-called keyhole effect occurs and
collapses the channel rank to one, degrading the benefits of
using MIMO and reducing link capacity to SISO level [3]-[6].
Meanwhile, physical layer security (PLS) has emerged as
a promising low-complexity approach allowing to protect
wireless communications against eavesdropping, exploiting
the randomness of fading channels to achieve secrecy with-
out upper layer encryption [7], [8]. The authors of [9]—[11]
studied PLS in keyhole-aided MIMO and cascaded fading sce-
narios. They also derived secrecy capacity and outage metrics
under various relay and scheduling schemes. As a rule, these
studies assume that orthogonal multiple access is relied upon
and often neglect the impact of multiantenna eavesdroppers.
By superimposing users signals with different power levels

This work is licensed under a Creative Commons Attribution 4.0 International (CC BY 4.0) License.
1 6 For more information, see https://creativecommons.org/licenses/by/4.0/

and employing successive interference cancelation (SIC),
non-orthogonal multiple access (NOMA) can dramatically
increase spectral efficiency and user connectivity in 5G and
beyond networks [12], [13]. However, the security of NOMA
under degenerate keyhole channels remains largely unex-
plored, especially when legitimate receivers and adversaries
employ antenna selection to reduce hardware cost.

To address this gap, we investigate a downlink NOMA system
where a multi-antenna source communicates through a single
keyhole with two users and a multi-antenna eavesdropper.
By combining transmit antenna selection (TAS) at the source
with receive antenna selection (RAS) at the users and the
eavesdropper, we derive tractable expressions for secrecy-
outage probability (SOP) of both near and far users. To handle
the resulting multidimensional integrals, we develop a Gauss-
Chebyshev quadrature that converts them into finite sums
with a negligible loss of accuracy.

The main contributions of this work are as follows:

1) We propose a method with joint TAS at the source and
RAS at both legitimate users and the eavesdropper, bal-
ancing hardware simplicity against secrecy performance.

2) Using the Gauss-Chebyshev quadrature, we obtain the
closed-form approximate expression of SOP expressions
for both near and far NOMA users under a keyhole chan-
nel.

3) We benchmark the proposed NOMA design against a con-
ventional orthogonal multiple access (OMA) baseline,
demonstrating that NOMA superposition coding and SIC
decoding yield substantially lower SOP for both users
under identical antenna and power allocation settings.

4) Through extensive Monte Carlo simulations, we show
how the number of antennas at the source, users, and the
eavesdropper, as well as the keyhole’s scattering cross
section and the NOMA power split, interact to shape the
SOP, offering practical guidelines for low complexity and
secure deployments.

The remainder of this paper is organized as follows. Section 2

describes the system and channel models. Section 3 presents

the secrecy-outage analysis and the quadrature approximation.

Section 4 states the numerical results. Finally, Section 5

concludes the article.
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Fig. 1. Model of a keyhole-based NOMA system for downlink with
a multi-antenna eavesdropper.

2. System Model

Consider a downlink NOMA communication system consist-
ing of a source node S equipped with L antennas, a keyhole
H with scattering cross-section ¢, two legitimate users Uy
and Us, and a potential eavesdropper F, as shown in Fig. 1.

Communication takes place through a keyhole with a scat-
tering cross-section ¢, separating the regions containing the
users and the source. This keyhole models a propagation en-
vironment with limited scattering, such as a narrow passage
or tunnel through which all signals must pass. Specifically,
source S transmits information to users U; (near user) and
U, (far user) via keyhole H.

Due to severe shadowing and scattering effects, direct trans-
mission paths between the source and the users, as well as
between S and E, are neglected. Therefore, all communica-
tions occur through the keyhole link.

User U; is equipped with N antennas, user Us with M
antennas, and £ with & antennas. Channels from H to U, Us
and £ are denoted by g1 ., g2,m, and g3 1, respectively, while
the channel from S to H is denoted by h;. All wireless links
in the network are assumed to be independent, non-selective
block Rayleigh fading.

Furthermore, following common assumptions made in the
literature, it is considered that the eavesdropper has complete
knowledge of the relay transmission protocol and the user
decoding strategies, enabling a worst-case security analysis.

The probability density function (PDF) and the cumulative
distribution function (CDF) associated with random variables
Z that follow an exponential distribution characterized by
parameter €2 can be written, respectively, as:

fz(z)=Qz' "4, )

Fz(z)=1—¢ %4 . @)
Following the NOMA principle, source S simultaneously
transmits messages to both users U; and U, over the same
time frequency resource by superimposing their signals with
different power levels.

Specifically, the transmitted signal consists of a linear com-
bination of two unit-power signals x1 and xo, U; and Us,
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respectively. The resulting superimposed signal sent from the
source can be expressed as [14]:

T =arr1+Vaz z2, 3)

where a1 and as are the power allocation coeflicients such
that a1 + a2 = 1, and typically a; < ao to ensure that the far
user Us (with weaker channel conditions) receives a stronger
signal.

We employ the antenna selection (AS) technique on both the
transmitter and receiver sides, including the eavesdropper, to
reduce system complexity while preserving its performance.
At source S, which is equipped with L antennas, transmit
antenna selection (TAS) is applied to choose the antenna with
the strongest channel to the keyhole. Specifically, the selected
transmit antenna index is given by:

Ih|?, 4)

where h; denotes the channel coeflicient between the [-th
antenna and the keyhole.

Similarly, both users and E apply the receive antenna selection
technique. For user U;, i € {1,2}, the antenna with the
strongest gain is selected as:

n* =arg max |gi.|°, 5)
ne{l,...,.N}

m" = arg Max lg2.m|* - (6)

{1,....,M}
Similarly, the eavesdropper, equipped with K antennas, se-
lects the best antenna via:

k= z, 7
arg, _max lgs,x] @)

LK}

The effective signal received at user U;, ¢ € {1,2} through
the keyhole with antenna selection applied at both ends is
given by:

y1 =0 hi=ginVPsx +m

) ()
=6 hi*g1,n*V Ps (\/CTlml + \/CTzwz) +ny
y2 = 6 hyxg2,m*V Psx + na ©

= 6 hi*g2,m*V Ps <\/a1 1 + /a2 362) +ny’
where Pg is the total transmit power at .S, 1 and x5 are the
normalized NOMA signal with unit average power, i.e.

E{|z:[*} =E {|a2*} =1,

is the additive white Gaussian noise at user 7 in which E {.}
denotes the expectation operation and CN (., .) denotes the
complex Gaussian distribution.

Similarly, the signal received at E is:
Ye = Shu=gs s VPs (Var 1 + Vazz) +ne. (10)

where n, ~ CN (0,0?2) is the noise at E.

In this case, the instantaneous signal-to-interference-plus-
noise ratio (SINR) at U; to detect zo for the keyhole link is
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given by:
(52PS as |hl* ‘2 |g1,n* |2
02Ps a1 ‘hz* |2 |g1,n* ‘2 + U%

Tze =

(11)
_ psa = | |g,ne |2
52ps al |hl* |2 \g1,n* ‘2 +1 ’

where ps = Ps/o? is the transmit signal-to-noise radio
(SNR).

Suppose that U; can correctly cancel 9, then, by performing
SIC at U; to cancel signal zo, the received SNR at U; to
detect 1 can be expressed by:

Vi, = 02ps ar|hs | |grne|* + 1. (12)

Similarly, SIC is required at U; to eliminate signal z;, and
SINR at U, can be computed to consider decoding x5 as:

8 ps as [hi=|* |g2,m|*
(52/)5 ai |hl* |2 ‘gQ,WL* |2 +1

13)

V2,22 =

It is worth noting that SNR at E' can be achieved by employing
SIC as [15]:

VE.wy =07 az pr [P |* [gs k|, (14
VB2 = 0% a1 pr [hi=|? ga ne |, (15)
where pp = Ps/0?.

The normalized capacity per Hertz of bandwidth for both the
user channel and the eavesdropper channel can be formulated
as follows:

oM =logy (14 71.2,) (16)
Co M4 =logy (1+72,25) (17)
Cral =log, (1+vm.e1) (18)
Chay t =logy (1+7E2,) - (19)

The secrecy capacity of keyhole-based NOMA systems for
individual users U;, (i = 1, 2) can be defined as:

C,L'NO]MA _ [CIIXO]WA _ ngf]\JA}ﬁ’ 7 (20)

+

where [z]7 = max {z,0}.

2

i

Utilizing the order
2
|92,m~|" and |gs &+

L /L e
Fl.p@ =1+ ( z ) (—1)fe P, Q1)
<]V> (D" T, (22)
M 1
2@>=1+§:<if)kﬁf%@3, (23)

K) (—1)Fe s . (24)

2 .
can be written as:

18

Differentiation Eqs. (21)—(24) yield the appropriate PDF as:
L I+1
L l(_l) - Ql,T
= - g 25
finpep2 (@) Z(l) o ¢ (25)
N n+1

N — _ na

ﬂ@=2<>w$e%, (26)

M M 1 m+1  me
2(36)—2( )m(Q)e G | (Q27)

|92,7n* .1 m g2
K k+1
K k(*].) _S;fir
z) = 270 Tt (28)
f|g3,k* 2( ) ; ( k ) an

To demonstrate the dependability of such a system, we assess
confidentiality performance based on SOP metrics. In the
following sections, we derive the analytical formulations for
the probabilities associated with SOP.

3. Secure Outage Probability

3.1. Probability of U,

A secrecy outage occurs whenever the instantaneous secrecy
rate of the far user U, falls below its target rate Ry. Equiva-
lently, denoting 6, = 272, we have:

Su, = Pr (C3'OM4 < Ry)

1 (29)
=Pr (log2li’;y;“2 < Rz) .
»T2

Substituting SINR expressions from Eqgs. (13) and (14) yields
the following:

Pazps ZX 2
= P _—
Su, r(52a1psZX+1<026 azp ZY +<s2 |,
(30
where
X =g2me[*, Y =gap=*, Z = [hu-?,
and
Co = 92 — 1.
3.2. Integral Form Expression
By defining:
2
G(zy) = %20 Gapn 2t % . 6D

62 psz[ag — a1 (0262 aq pEzy+§2)]

one shows by means of standard order statistics arguments
that one must confront Egs. (23) and (24) — that:

M mkl M K I
xrer (1) () ()
m=1k=1 I=1 . (32)
X// 993 e Q;LFX(g(z,y))dzdy,
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where:
M (M _ =z
Fx (z) = 1+Z(_1)J ( D e e (33)

3.3. Gaussian-Chebyshev Quadrature Approximation

Each inner integral

Ty, —/ / @ e “h Fx (g (z,y)) dzdy

is over [0, 00).

We map y, z to [—1, 1] via:

_ 2040 2+
k-t~ l(1—w)’ (34)
t,u €[-1,1] ,
so that
dy = Mdt dy = 28/0) (Qh/lz) du, (35)
(1-1)? (1-1)
and
e /s — 67%7
o/ _ o Thy
Hence
1 1
Tk = //Hk,z (t,u)dtdu (36)
—1-1
in which
Hi, (t,u) =

Qg Qn e ToF ¢~ To0 37)
kl(l _ t)2(1 o u)Q )

= 4Fx [6(z (). y ()]

Applying a Gauss-Chebyshev quadrature of the second kind
[16], we have:

2q—1 , T
t, = cos ), w,=—=+/1—12
! ( 2Q ) Q o6
q:1""7Q

and similarly {u,.,w’,.}. The double integral is approximated
by the following formula:

Q @
Ik,l ~ Z Zw/q w/r Hk,l (tQ7u’l‘) ) (39)

g=1 r=1

where ( is a trade-off parameter between complexity and
accuracy.

Putting everything together, the approximate closed-form
expression of SOP for Us is given by:

gt ()0

m=1 k=1 l=1

Q Q - (40)
X ZZ w'erl q7u7‘)

g=1 r=1
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3.4. Secure Outage Probability of Uy

By direct analogy with the far-user case, one may formulate
expressions for the near-user:

NOMA 1+7e
Sy, =Pr (01 < Rl) =Pr (Hw; < 91)
N K L o N K L
=202 (1 @1)
n=1 k=1 I=1 n k L)
0o oo L
- //e Pas e T Fx, (A(z,y)) dzdy
0 0
where 6; = 271 and:
915201pEzy+§1
A = 42
(z,9) ay ps 2 (42)
N . N jx
Fx, () =1+ (-1 < _ ) e B (43)
- J
j=1

In the above equations, ¢; = 61 — 1.

We directly apply the Gauss-Chebyshev quadrature to avoid
a separate derivation, as in Subsection 3.3, and define the
same change of variables by:

04 2t
k(l—t) I(1—u)’ (44)
t,u € [—1,1],
and set
Vi, (t,u) =
Qs U R e P e (45)

= 4Fx, [A(z (), ()] kI(1=1)*(1—w)®

Using @) Chebyshev-II nodes {t,,w’,} and {u,,w’,}, the

double integral is approximated by the following:

//Vkl (t,u)dtdu = ZZw W'y Vi (tg,ur) . (46)

10 g=1 r=1

Submitting Eq. (46) into Eq. (41), the approximate closed-
form expression of SOP for U is given as:

s e (1(0)(0)
Q Q '
XZZ qwrvkl tq,u,«)

(47)

4. Numerical Results

In this section, we numerically evaluate our theoretical results
concerning SOP performance. We now validate analytical
formulas via Monte Carlo simulations with 107 independent
trials and illustrate how key system parameters shape the
secrecy-outage performance.
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SOP

109 =1, N=T, K=1)
=1, N=1, K=1
N k)
6 =2, N=2, K=2)
107 § S user 1 (L=4, N=4, K=4)
—3+— user 2 (L=4, N=4, K=4)
107 e simulation ‘ ‘ ‘
-10 -5 0 5 10 15 20
ps [dB]

10°¢
4
107!
4
(=
—2
Q10 »
N
1073 —@— user 1, NOMA
—4— user 2, NOMA
—m— user 1, OMA
—— user 2, OMA k
—4 L L L | |
10750 s 0 5 10 15 20
ps [dB]

Fig. 2. SOP versus pgs for different L, N, M, and K values.

Unless otherwise noted, we set the power split a; = 0.9,
a1 = 0.1, target rates Ry = Ry = 1 bits per channel use
(bpcu), scattering cross-section § = 0.5, and mean link gains
Qp, = 3dB, Q, = 6dB, Q, = 12dB, Q, = —20dB.
For the Gauss-Chebyshev quadrature, we use Q = 100
nodes [17], which we found offers a near-perfect match to the
simulation.

In Fig. 2, SOP is plotted against pg in decibels for the different
combinations of L € {1,2,3}, N € {1,2,3}, M € {1,2,3}
and K € {1,2,3}. As the number of source antennas L
increases, both U; and U, experience a considerable reduction
in SOP, showing better keyhole link diversity due to TAS.

Similarly, equipping the near-user with more antennas N
achieves significant SOP gains through enhanced receive-side
selection. The performance of far user M also rises noticeably
with more antennas, though less steeply than for U;, which
manifests the NOMA power-split trade-off.

On the contrary, more antennas for eavesdropper K shift the
SOP curves upward, which represents a more powerful adver-
sary. All SOP curves drop off sharply in the low-to-mid-SNR
range before saturating at some non-zero floor in the high-
SNR regime. The nearer user U; always outperforms Us in
the high SNR regime, as anticipated with SIC. Overall, Fig. 2
emphasizes that careful placement of antennas at legitimate
nodes can greatly boost secrecy, even in the scenario in which
a degenerate keyhole channel is exploited.

Figure 3 compares SOP performance of NOMA and OMA
under identical antenna settings L = N = M = K = 2.
As one may see, NOMA (blue and red curves) consistently
outperforms OMA (pink and green curves) throughout the
entire SNR range. For a given transmit power, the far user
in NOMA achieves a lower SOP than its OMA counterpart,
thanks to the superposition coding and SIC gains.

In the low-SNR regime (ps < 5 dB), both access schemes
suffer high outages, but the early slope is noticeably steep-
er in NOMA, indicating a faster improvement in secrecy
as the power increases. Beyond the 10 dB level, NOMA’s
SOP declines to its asymptotic floor, whereas OMA lags by

20

Fig. 3. Comparison between NOMA and OMA for SOP versus pg
withL=N=M=K =2.

102
o
o
« \
107
user 1 (0=0.1)
—— user2(6=0.1) 0
107 F|—=7— user 1 (5=0.4) 3
—O— user2 (5=0.4)
. simulation
0 0.2 0.4 0.6 0.8 1

Power coefficient, a,

Fig. 4. SOP versus power coefficient as with L = N = M = K =
2, Ry = R> = 0.1 and ps = 5dB.

approximately one order of magnitude in outage. This gap
persists even at high SNR, highlighting the enduring benefit
of non-orthogonal resource sharing under keyhole fading.

The near-user under NOMA further narrows the outage gap
compared to the near-user curve, illustrating how power
allocation favors the weaker link. Overall, Fig. 3 confirms
that, when operating through a degenerate keyhole channel,
NOMA not only boosts spectral efficiency, but also enhances
physical-layer security relative to traditional OMA designs.

Figure 4 illustrates the impact of the NOMA power allocation
coeflicient as on the SOP for both users when L = N =
M =K =2, Ry = Ry = 0.1 bpcu, and pg = 5 dB. As
a9 increases from 0.1 to 0.9, the probability of outage of the
far user initially decreases sharply, reflecting the stronger
average power allocated to its signal, before flattening as as
approaches unity.

The simulation markers and Gauss-Chebyshev analytical
curves once again overlap almost exactly, confirming the
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Fig. 5. SOP versus keyhole parameter §, with pg = 10 dB.

robustness of our approximation. Meanwhile, near-user Uy
exhibits a U-shaped SOP trend: too little power for Us (small
as) forces U to suffer large interference, while excessive as
starves U; of transmit power, also raising its outage.

Overall, Fig. 4 highlights that careful tuning of the NOMA
power split can yield substantial secrecy gains in keyhole
channels and that our quadrature-based analysis captures this
behavior with a high degree of fidelity.

Finally, Fig. 5 examines how keyhole scattering cross-section
¢ influences SOP at a fixed SNR level of 10dB with L = N =
M = K = 2. As § grows from 0.1 to 1.0, both U; and Us
see their SOP curves drop steeply, reflecting the alleviation of
multipath blockage through a “wider” keyhole. In particular,
far user Us benefits more dramatically from increases in 4,
while U; enjoys lower overall SOP due to its SIC advantage.

Beyond § ~ 0.7, SOP reduction levels off, approaching the
asymptotic floor predicted by the high-SNR analysis. This
plateau confirms that additional scattering offers diminishing
secrecy gains once the keyhole ceases to be a severe bot-
tleneck. Meanwhile, SOP mirrors the legitimate curves in
reverse, improving as J shrinks and worsening as it expands.
Overall, Fig. 4 highlights that enhancing the effective aper-
ture of the keyhole is a potent lever for bolstering physical
layer security in NOMA systems.

5. Conclusions

We have presented a comprehensive study of keyhole-based
NOMA downlink systems operating under the threat of
a multi-antenna eavesdropper. By combining transmit and
receive antenna selection with NOMA power splitting, we
derived the closed-form approximate expression of SOP for
both far and near users.

The proposed Gauss-Chebyshev quadrature method delivers
fast and accurate approximations of these expressions, cir-
cumventing burdensome infinite integrals. Numerical results
confirm that increases in source, near-user, or far-user an-
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tenna counts yield steep reductions in SOP, while a stronger
eavesdropper degrades secrecy.

Additionally, the keyhole scattering cross-section and the
NOMA power allocation balance play pivotal roles in deter-
mining outage floors. Overall, this work shows that even in
highly constrained propagation scenarios, carefully designed
antenna selections and non-orthogonal resource sharing are
capable of significantly strengthening physical-layer security,
paving the way for robust, low-complexity, secure communi-
cations in future IoT and 6G networks.
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Abstract — Rapid technological advancements, exponential
growth, and unique characteristics are the key factors that en-
hance the usefulness of unmanned aerial vehicles (UAVs) in
diverse applications, including military, agricultural, commer-
cial, and communications-related fields. The use of UAVs for
communication is a recent development that has become a topic
of significant interest shown by researchers. A flying ad hoc net-
work (FANET) made up of numerous UAVs cannot be developed
without implementing an effective cooperative networking mod-
el that enables secure information sharing between UAVs. To
achieve reliable and robust communication using FANETS, vari-
ous design- and routing-related issues must be addressed in an
appropriate manner. The use of bio-inspired algorithms for da-
ta routing in FANETSs may be a promising direction, due to their
ability to communicate efficiently in a swarm of devices. This
work explores various bio-inspired routing algorithms proposed
for transmitting data in UAV-based networks. Furthermore,
their performance is evaluated and compared using routing met-
rics. All unresolved research concerns and prospective study
avenues are examined based on the outcomes of the investigation
conducted.

Keywords — bio-inspired routing protocols, FANET, routing pro-
tocols in FANETs, UAV

1. Introduction

The emergence of unmanned aerial vehicles (UAVs), ranging
in size and capable of flying at any altitude, has become essen-
tial for a variety of existing and emerging applications. They
are used in civilian and military settings, transport goods,
take aerial photographs, manage traffic flows, participate in
search and rescue operations, conduct surveillance missions
and are parts of communication networks [1], [2]. Vehicles
of this type may play multiple roles, e.g. those of aerial base
stations, wireless relay systems or mobile sensors, owing to
ease of their integration and flexibility [3], [4].

In a flying ad hoc network (FANET), drones can operate
autonomously or cooperate as part of a specific mission [5],
[6]. In stand-alone applications, UAVs can act as flying sensors
or relay nodes communicating with ground control stations
(GCS) or sink nodes.

However, their efficiency in performing various tasks is lim-
ited due to their mobility, interference, sparse coverage, the
need for line of sight (LOS) communication, and limited
energy supply [7].
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Using multi-UAV or multi-drone systems can alleviate some
of these limitations [8]. The need for enhanced protection
and secure data transmission, together with improved overall
network performance, is increasing the reliance on UAVs for
coordination, collaboration and cooperation [9]. Adding more
flying nodes enhances the range or size of the network used
for transmission purposes in FANETSs [10], which are more
efficient than standalone UAV systems due to their scalability.

A FANET has few nodes directly linked to the infrastructure
and each node operates in a mesh network [11]. A mesh
network refers to a distributed communication network, where
every node acts as both a transmitter and a receiver, forwarding
information to other nodes. The nodes dynamically mesh
together to create a dynamic, adaptive and self-organizing
network that supports strong communication in dynamic
mobile networks, such as FANETS, even when some nodes
fail or change their location.

Nodes can use single-hop or multi-hop routing to connect to
a GCS [12]. Multi-hop communication is a mechanism by
which information is passed from a source node to a destina-
tion node via several intermediate nodes. Each node forwards
the information to the next, facilitating communication across
greater distances or beyond obstructions, thus increasing cov-
erage and dependability within dynamic mobile networks.
Efficient inter-node communication encourages collabora-
tion and cooperation among flying nodes. In these ad hoc
networks, the efficiency and credibility of the routing system
determine how reliably communication may be conducted.

However, designing an effective communication system ar-
chitecture for FANETSs is a challenge. In FANET, every node
participates in an ad hoc network, but only a few are con-
nected to the infrastructure [13]. At the same time, the nodes
can communicate with the GCS using single or multi-hop
routing [14]. Due to their dynamic nature and deployment
in demanding environmental conditions, FANETs require
superior characterization compared to conventional ad hoc
networks [15].

Reliable communication in an ad hoc network depends solely
on the efficacy and trustworthiness of the routing protocol
employed. A routing algorithm is a set of rules or procedures
used by the nodes to determine the optimal path for transmit-
ting data packets across the network to their destination. It
accounts for factors such as node mobility, network topol-
ogy changes, link quality, and energy constraints to ensure
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efficient and reliable multi-hop communication in dynamic
environments. Each ad hoc network has specific characteris-
tics and challenges that need to be tackled when deploying
it for in a particular application. Due to such unique char-
acteristics as highly dynamic nature, resource limitations,
uneven distribution, unpredictable movement, and deploy-
ment in complicated and harsh settings, networking protocols
must be modified [16].

The design of FANETs mobility models and routing proto-
cols is complicated [17]. Over the past few years, researchers
have investigated several issues related to FANETSs and have
proposed many routing protocols and mobility models, es-
pecially for addressing frequent link interruptions triggered
by dynamic and abrupt node mobility. Initially, some routing
protocols from conventional ad hoc networks were modified
to match the needs of FANETs.

1.1. Related Work

Bio-inspired routing protocols for FANETs have been the
subject of increased research interest in the recent years
due to the typical challenges posed by the high degree of
mobility, dynamic topology, and energy limitations of UAVs.
Bio-inspired algorithms, mimicking natural systems such as
insect colonies, animal behavior, and evolutionary processes,
have been investigated to solve these challenges by offering
adaptive, scalable, and energy-efficient routing solutions.
Furthermore, a limited number of scientific papers specifically
address bio-inspired routing protocols for FANETSs. Therefore,
it is necessary to draw insight from the broader literature on
general network-related issues, communication architectures,
routing protocols, routing challenges specific to FANETs, and
traditional ad hoc networks.

The authors of [18] performed an in-depth survey of bio-
inspired routing techniques used in vehicular ad hoc net-
works (VANETSs), comparing 48 algorithms across four cat-
egories. Their categorization framework demonstrated that
bio-inspired techniques resulted in lower delays and high-
er packet delivery rates than those achieved with the use of
legacy protocols in urban vehicular environments. Through
large-scale simulations, the authors illustrated the adaptability
of these protocols to dynamic topologies and their robust-

UAV-satellite
communication Satellite @g
< % UAV-UAY
communication

UAV-ground

communication

Fig. 1. FANET communication architecture.
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ness under varying vehicular velocities. The paper is highly
relevant to FANETS, as the shared challenges include high
mobility, which VANET protocols naturally support through
topology dynamics at high velocities; decentralization, where
bio-inspired processes enable self-organizing routing and sat-
isfy QoS demands, e.g., those more typical of delay-sensitive
applications.

In [19], a comprehensive review of new features, design
challenges, and directions in the case of UAV-supported
networks is presented. The paper is not explicitly focused
on bio-inspired routing; however, its explanation of UAV
communication constraints and remedies provides a starting
point for researchers who plan to extrapolate VANET-inspired
or biologically inspired solutions to FANETs.

Bio-inspired algorithms have been extensively researched for
FANET routing, and valuable observations about their appli-
cation have been presented in [20]. The research compares
FANET with VANET and mobile ad hoc network (MANET)
based on node mobility, density, and topology variation, and
compares AntHocNet and BeeAdHoc with traditional proto-
cols, like ad hoc on-demand distance vector (AODV) routing
and dynamic source routing (DSR). It considers various pa-
rameters, e.g. scout ID, remaining energy for bee algorithms
and pheromone-based parameters (e.g., o, 3, p, n) for ant al-
gorithms. NS-2.35 simulations were performed to illustrate
performance under different scenarios, making the review of
utmost importance for FANET routing studies.

In [21], a comprehensive review of FANET routing protocols
is presented, dividing them into adaptive, proactive, reac-
tive, and hybrid schemes. The paper includes swarm-based
schemes, like those based on glowworm swarm optimization
(GSO), that use bio-inspired ideas to cope with high dynam-
ics and scarce energy. The authors contrast such schemes
based on mobility parameters (e.g. speed, distance), link life-
time, location, available energy, and QoS parameters, such
as packet delivery rate and delay, employing mobility mod-
els such as the random waypoint and random walk models.
Their research emphasizes the flexibility of bio-inspired solu-
tions for FANETs, although further studies are required on
the details of specific protocols in order to solve 3D routing
problems.

In their systematic review, the authors of [22] examine the
use of bio-inspired algorithms for routing in FANETSs. The
research utilizes a systematic literature review to categorize
bio-inspired routing techniques into hybrid and non-hybrid
categories, focusing on their self-organizing and decentralized
characteristics, which are particularly relevant to the high
mobility and dynamic topology of UAV swarms. Compared to
other existing algorithms, such as AntHocNet and BeeAdHoc,
as well as traditional protocols, such as AODV and GPSR,
the review also demonstrates their efficiency in improving
packet delivery ratio (PDR), latency, and throughput.

Paper [23] introduces a comprehensive taxonomy of FANET
routing protocols, such as topology-based, position-based, hi-
erarchical, swarm-based and delay-tolerant networks (DTN)
protocols. Swarm-based protocols, which utilize bio-inspired
approaches, are contrasted based on their ability to handle
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Tab. 1. List of acronyms and abbreviations used.

Bio-inspired Routing Algorithms for UAV-based Networks: A Survey

Acronym Meaning Acronym Meaning
2D Two-dimensional HOPNET Hybrid ant colony optimization routing
3D Three-dimensional HSCS Hybrid self-organized clustering scheme
ACK Acknowledgment ID Identification number
ACO Ant colony optimization IoT Internet of Things
Al Artificial intelligence KH Kirill herd
AIS Artificial immune system LOS Line of sight
AODV Ad hoc on-demand distance vector MAC Media access control
APAR Ant colony optimization—bz.ised polymorphism MANETSs Mobile ad hoe networks
aware routing
BAT-COOP Bat algorithm using cooperation technique PDR Packet delivery ratio
BIA Backward information ant PeSOA Penguin search optimization algorithm
BICSF Bio-inspired clustering protocol for FANETSs PICA Physarum-inspired clustering algorithm
BIR-SLB ?;;%21?11231;;1:;25 ::Z):éi?g;ts rirlllullstgr;eéir}a PSO Particle swarm optimization scheme
BR-AODV On-demand routing ;:(i)ltlfctohle Boids of Reynolds QoS Quality of service
CH Cluster head RC Route congestion
CH_DEC Cluster head declaration RREP Route reply
CM Cluster member RREQ Route request
CR Cognitive radio RS Route stability
DF Dragonfly scheme RSF Route selection function
DSR Dynamic source routing SI Swarm intelligence
FANET Flying ad hoc network SIC Swarm intelligence-based clustering
FEA Forward exploration ant SIL Swarm intelligence-based localization scheme
GA Genetic algorithm SIL-SIC Swarm intelligergs;ls;izé localization and
GCS Ground control stations SNRC Signal-to-noise ratio combining
GSO Glowworm swarm optimization U2G UAV-to-GCS
GW-COOP Gray wolf algorithm usigg cooperative diversity U2s UAV-to-satellite
technique
GWO Grey wolf optimizer U2U UAV-to-UAV
HBA Honey badger algorithm UAVs Unmanned air vehicles
HC Hop count VANETs Vehicular ad hoc networks

high mobility and 3D routing. The paper introduces a novel
taxonomy for reinforcement learning-based routing, con-
trasting the single-agent and multi-agent models. Although
the lecture given does not mention specific parameters or
simulators, the qualitative comparison with existing surveys
highlights the prospect of bio-inspired protocols in FANETS,
particularly for addressing dynamic topology issues.

The biologically inspired computation uses natural phenom-
ena and available computer programs intended for solving
various open research challenges. Therefore, this literature
survey aims to study multiple bio-inspired routing proto-
cols for FANETs and uncovers unresolved research issues.
This work may serve as a reference point for those interested
in solving open research challenges regarding efficient data
routing in FANETs.
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The paper is divided into six sections. Section 2 presents an
outline of the FANET communication architecture, while
Section 3 describes issues related to routing design. Section
4 discusses and compares various bio-inspired routing proto-
cols. Section 5 provides a comparative analysis of bio-inspired
routing protocols. Section 6 addresses several open research
issues and future scopes. The article is concluded in Sec-
tion 7. The acronyms and abbreviations used in this study are
listed in Tab. 1.

2. FANET Communication Architecture

A consistent communication architecture in FANETS is essen-
tial because of the critical design requirements for internode
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and intra-node communications. Each UAV or flying node par-
ticipating in these networks can act as a source or destination.
However, node-to-node communication exposes constraints
such as frequent link disconnections, network fragmentation,
and packet losses. Therefore, all FANET communications
must follow a well-designed communication model to over-
come these problems.

Furthermore, nodes can cooperate to cope with dynamic
topology and networks can be reorganized using relay nodes.
As illustrated in Fig. 1, the following three types of commu-
nication dominate in FANETSs: UAV-to-UAV (U2U), UAV-to-
GCS (U2G), and UAV-to-satellite (U2S).

In various application scenarios, UAVs communicate directly
with one another by exchanging topology control messages.
However, when the nodes are outside of each other’s trans-
mission range, multi-hop communication becomes essential
to extend network coverage to specific areas of interest. LOS
U2U communication is typically prevalent due to the minimal
obstacles between UAVs flying in open-sky space.

However, there are areas for improvement associated with
LOS U2U communication, such as the requirement for sep-
arate frequency bands for each pair and the challenges in
critical remote missions where LOS communication is not
guaranteed, mainly when UAVs fly in urban areas or moun-
tainous regions [24].

A group of UAVs can be efficiently controlled through a fixed
infrastructure on the ground, known as GCS, by exchanging
topology updates and control messages using U2G commu-
nications [25]. LOS U2G communication remains dominant
even at high elevations. However, UAVs flying at lower alti-
tudes encounter numerous obstacles, decreasing the likelihood
of LOS communication with GCS [26].

UAVs are frequently stationed in complex environmental
settings, such as mountainous landscapes, water tanks, and
forest areas, where GCS support is not feasible. Moreover,
when a FANET suffers from severe network fragmentation and
is unable to maintain connectivity with the GCS, centralized
control is required to ensure permanent connectivity [27].
Allowing U2S communications can solve the issue by serving
as a centralized controlled relay and providing LOS coverage
[28].

Satellite communication is beneficial for critical data ex-
changes between drones and for transmitting information
collected to the GCS positioned at a distant location on the
ground [29]. However, this is costly, as maintaining com-
munication with satellites requires additional hardware and
expenses [30].

3. FANET Routing Objectives

Several issues must be overcome in a stable and reliable
network before UAVs can be deployed efficiently. FANET
communication protocols, especially routing protocols, have
been explored to a comparatively lesser degree [31]. Although
researchers have proposed many routing schemes for tradi-
tional ad hoc networks to address their characteristics and
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non-continuous connectivity, these protocols are not able to
meet the communication needs of FANETs [32]. Therefore,
effective routing schemes must be developed considering their
distinctive characteristics. For efficient utilization of network
resources, FANET routing schemes should be characterized
by self-organizing and self-healing capabilities, robustness,
and high proficiency.

The following routing goals must be considered when creating
routing protocols for FANETSs:

e Improving link stability. Link stability and lifespan are
minimal due to the dynamic network topology, discontin-
uous connectivity, and highly fragmented networks [33].
Furthermore, FANET nodes are separated by comparative-
ly longer distances, requiring frequent path discovery and
link reestablishment processes [34]. Moreover, link sta-
bility depends on node density and the network’s residual
energy [35].

e Improving network coverage. In a FANET, the nodes are de-
ployed at distant geographical locations, resulting in sparse
networks [36]. Therefore, the nodes must have high trans-
mission powers to provide efficient network coverage [37].
Otherwise, intermittent connectivity and a partitioned net-
work will worsen coverage. Furthermore, making the net-
work denser, for example in a multi-UAV communication
scenario, improves network coverage [38].

e Improving quality of service (QoS) and routing perfor-
mance. Lower link stability in a FANET requires frequent
route discovery, which decreases routing performance [39].
Consequently, it is crucial to identify and select routes that
have higher stability, longer lifespan, and fewer hops [40].
Furthermore, an increase in node density and transmission
power can improve QoS [41].

4. Bio-inspired Routing Algorithms in
FANETs

The network layer of the FANET communication model
faces some critical challenges [42]. As stated earlier, FANET
networking protocols should be developed and maintained
with special attention paid to their specific characteristics and
the complex environmental conditions in which they function.

Researchers proposed various routing protocols to adapt
and satisfy conflicting design challenges, with high node
mobility resulting in dynamic topology [43], efficient energy
consumption [44], frequent link discontinuation [45], low
security, poor scalability, and intelligent usage of allocated
bandwidth and UAV resources [46].

However, fulfilling these requirements in a single protocol
is nearly impossible. Hence, differentiating FANET routing
protocols based on the deployment scenario is necessary.
Based on the concepts, the central idea, the issues that need
to be resolved and the techniques adopted, FANET routing
protocols can be classified as network topology-aware, node
position-aware, bio-inspired, stochastic, and beacon-less op-
portunistic. Given their versatility, adaptability, and potential
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Tab. 2. Bio-inspired algorithms available.

Bio-inspired Routing Algorithms for UAV-based Networks: A Survey

Name

Description

Ant colony optimization (ACO) [55]

A probabilistic method in which graph-based solutions are utilized to solve issues
related to route discovery. The pheromone-based information exchange
mechanism of biological ants is used to find the optimal solution

AntNet routing [63], [64]

A routing scheme in which a group of mobile agents, sometimes known as
artificial ants, attempts to establish connections between pairs of nodes by
simultaneously scanning the network and exchanging data to update the routing
tables

Artificial bee colony (ABC) [91]

It provides an optimal way to handle swarm-based communication by simulating
the behavior of a honey bee swarm

Bacterial foraging optimization (BFO) [92]

A method of evolutionary optimization based on Escherichia coli bacteria’s
foraging behavior

Bees” wangle dance [76], [77]

A special dance by honey bees creates a precise, coded message to communicate
the distance and direction of a new food source from the hive

Boids of Reynolds [68]

Boids are used to model the movement of an object in 3D and provide their
geometric abilities

Bat echolocation [81]

The echolocation characteristics of bats are employed to sense the internode
distance and surrounding obstacles. Also, they can differentiate between food/prey

Dragonfly scheme (DF) [79]

The DF algorithm makes use of dragonflies’ static and dynamic swarming
behaviors. Route-finding optimization is achieved through the application of both
exploration and exploitation techniques

Glowworm swarm optimization (GSO) [52]

A technique for solving an optimization problem based on the luciferin value
estimated by simulating the movement of a glowworm swarm around
a luminescent quantity

Gray wolf optimizer (GWO) [56]

Gray wolves’ leadership hierarchy is employed to implement cooperation in
sparse networks

Honey badger algorithm (HBA) [89]

A metaheuristic optimization scheme modeled after the foraging habits of honey
badgers, which are renowned for their tenacity and adaptive food search strategies

Krill herd (KH) [53], [54]

It mimics the herding behavior of individual krill and is capable of resolving
a wide range of optimization issues across several domains

Moth flame optimization (MFO) [93]

A mechanism based on moths’ innate transverse-orientation navigation method.
Moths can fly fairly effectively at night, keeping a constant angle towards the
moon

Penguin search optimization algorithm
(PeSOA) [90]

An algorithm for metaheuristic optimization influenced by social behavior and
cooperative hunting strategies of penguins, particularly their efficient foraging
patterns in harsh environments

Physarum polycephalum (PP) [86]

An optimization technique derived from a single-celled fungus that demonstrates
resource allocation efficiency and flexibility by self-organizing mycelium
networks in complex natural environments

Particle swarm optimization (PSO) [59]

An optimal solution is obtained by iteratively improving the initial solution as per
the required quality. The best local and global positions are explored by moving
the particle swarm according to a mathematical formula in the search space

Red deer optimization (RDO) [94]

A metaheuristic optimization technique inspired by the strange mating habits of
Scottish red deer in the breeding season

Swarm intelligence-based clustering (SIC) [60]

It offers an alternative method to achieve clustering in the absence of central
control

Swarm intelligence-based localization (SIL) [58]

Provides a mechanism for the localization of highly mobile in a 3D environment

for efficient data routing, this study is limited to bio-inspired
routing protocols within FANETSs.

In recent years, bio-inspired technology has gained promi-
nence as a research focus due to its capability to address
various optimization challenges and deliver high performance
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[47]. With its unique features and bottom-up methodology,
it primarily handles network challenges such as congestion
control, security, and routing [48]. The various evolutionary
algorithms inspired by nature are used to solve issues related
to communication networks. These belong to two classes of
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biologically inspired algorithms, namely swarm-based move-

ment control algorithms and those that model the collective
behavior of biological species [49].

CH cluster head

a) Cluster formation by broadcast of fitness value
Cluster head ele;é. UAV with maximum fitness Valui /F% 3
Swarm intelligence (SI) refers to designing and implement- ? g T > j/ =
ing distributed problem-solving strategies inspired by social e T “ Fs~_ 6 J/
insect colonies and other animal societies that act collec- = S . e ==
tively [50]. Researchers have proposed multiple bio-inspired 1N P F4 T T Fe,
algorithms based on swarm movement, mimicking honey \ yd ! ‘\\
bees, ant colonies, and bird flocks to provide an optimal solu- ! ,/ \
tion to various networking problems [51]. 3 @m Fy 5 UAv
Table 2 presents a range of bio-inspired algorithms that may
effectively enhance routing efficiency in highly dynamic
networks such as FANETs. The routing schemes based on
bio-inspired algorithms proposed specifically for FANETS are
mentioned in the upcoming subsection. These protocols are
compared based on routing parameters such as adaptability,

and genetic operators crossover and mutations

b) Cluster topology management — exchange of topology control messages
link stability, communication overhead, network coverage,
open research issues.

Route selection — route selection function based on the weighted residual
energy, number of neighbors, and distance between the UAVs
efficiency, load balancing, security, and privacy to uncover
4.1. Bio-Inspired Clustering Scheme for FANETs (BICSF)

BICSF is a clustering-based routing scheme for FANETS
inspired by two biological algorithms: glowworm swarm

optimization (GSO) [52] and krill herd (KH) [53], [54]. It
comprises three phases: cluster formation, management, and

Source

maintenance. The GSO algorithm, aided by each UAV’s

@ high residual energy

medium residual energy (1 low residual energy

broadcast of fitness value
residual energy and luciferin level, facilitates energy-efficient
clustering and cluster head (CH) election.

Initially, as shown in Fig. 2a, each UAV autonomously calcu-
lates its fitness value F; using:

5
Fig. 2. BICSF algorithm demonstrating: a) cluster formation and
selection.

cluster head election, and b) cluster topology management with route

Li(t) = (1 —a) Lit — 1) + BF(1(1)) |

(1
Eresidual = Z (Einitial (Z) - Ecurrent (74)) ; (2)
=1

Route selection =

w1 E’residual
F; = 'yEresidual + (1 - 'Y) Lz(t) 5

(@ N)(ws - ) @
where wi, we, and ws represent the weights associated with
residual energy, IV; represents the count of UAVs in the
neighborhood, and d is the distance between the UAVs.
After cluster formation, the CH manages intra-cluster com-
munication by collecting and processing data from CMs and
' ©) handles inter-cluster communication by forwarding data to
where for each glowworm ¢, L;(t) signifies its luciferin value, neighboring CHs or the destination, as depicted in Fig. 2b.
a represents the luciferin decay constant, 3 represents the
luciferin perfection fraction, and F (I;(t)) is the glowworm
goal function for the UAV i at current location ;.
UAVs broadcast Fj, and the UAV with the maximum F;
becomes the CH. Low-energy UAVs (e.g. UAV 8 in Fig. 2a)
are excluded to prioritize network longevity.
In the second phase, the KH algorithm ensures stability and

During the maintenance phase, UAV energy levels are pe-
efficient cluster management by modeling cluster members’

riodically monitored. CMs with energy levels above a set
threshold remain, while those below are removed as dead
work performance.

nodes, potentially necessitating re-clustering to sustain net-
communication and virtual positioning relative to the CH, in-

spired by krill swarming patterns. This guides alignment with

lized to optimize communication paths between members
changes.

the CH, ensuring cohesive and stable intra-cluster interactions.
and enhance adaptability in response to dynamic topology

The scheme described in [48] involves the following steps.
o UAVs initiate distributed clustering, each calculating fitness

F; based on luciferin and residual energy levels.
e Each UAV broadcasts a hello message with Fj.

Genetic operators, including crossover and mutation, are uti-

Route selection employs a function that evaluates the count
28

e Upon receiving the messages, F; builds, updates, and sorts

a neighbor table. The table is continuously updated and

sorted with the arrival of new hello messages.
of adjacent UAVs, remaining energy, and the space between
UAVs, ensuring efficient data transmission:

e With three or more entries, the nodes check for the highest
F;. If it is the highest, they declare self-CH. Otherwise,

they acknowledge the UAV with the highest F; as CH, via
a formation message.

o The remaining nodes join as CMs.
AND
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e The topology is periodically updated to ensure stability
and energy efficiency.
The authors of [48] evaluated efficiency of BICSF against
ant colony optimization (ACO) [55] and gray wolf optimizer
(GWO) [56] approaches, demonstrating that BICSF requires
less time for cluster formation compared to these alternatives.
BICSF is highly adaptable, adjusting to dynamic node posi-
tions via bio-inspired algorithms. However, it exhibits low
link stability due to the mobility of UAVs, which impacts
reliability. It ensures a single stable route but lacks multi-
ple routes, limiting fault tolerance. The scheme incurs high
routing overhead resulting from frequent updates and compu-
tational complexity of GSO and KH. It requires substantial
memory to route the data and is energy efficient during trans-
mission, but lacks load balancing, leading to uneven energy
depletion. BICSF does not prioritize privacy or security mech-
anisms, making the network susceptible to attacks such as
data interception or unauthorized access.
The coverage of a BICSF network is based on clusters and
can be expanded by CH using multi-hop communication. For
the sake of enhancing cluster stability and reducing routing
overhead, BICSF makes moderate assumptions about UAV
mobility and selects highly reliable and connected UAVs as
CHs. The UAVs are relocated to cover holes.
Area coverage is determined by clustering algorithms, making
it computationally complex. By simulating krill movement
to adapt to topological changes, the KH algorithm ensures
stable coverage, and GSO iteratively optimizes the cluster
assignments. Coverage is estimated by neighbor density using
RSSI-based distance measurements. This approach incurs
complexity of O(nlogn) per cluster.

The advantages of BICSF are as follows:

e GSO helps in energy-efficient cluster management and
makes the proposed protocol adaptable to topology
changes.

e The KH-inspired clustering method ensures stable intra-
cluster communication, even with limited node movement,
thereby extending the lifespan of clusters.

e This scheme requires less cluster formation time and pro-
vides a longer cluster lifespan.

The limitations of BICSF can be summarized as:

e High routing overhead owing to frequent cluster head
reelections.

o Limited scalability in dense UAV networks.

o Cluster instability under high mobility.

e Moderate computational complexity due to dynamic clus-
tering using GSO and KH.

o No support for time-sensitive data delivery.

4.2. Swarm Intelligence-based Localization and Clustering
(SIL-SIC)

SIL-SIC [57] is a hybrid of two bio-inspired techniques,
namely the swarm intelligence-based localization (SIL) [58]
and particle swarm optimization (PSO) [59] schemes. The
SIL method analyzes the distance between existing connector
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nodes to estimate the destination’s position that is randomly
dispersed in a 3D search space. This scheme uses a bound-
ing box approach to exploit the particle search space inside
arestricted boundary.

Furthermore, the authors of [60] presented a clustering
method based on PSO-based energy-proficient swarm in-
telligence (SIC). As shown in Fig. 3a, UAVs dynamically
adjust their positions based on their local estimates and glob-
al information shared through the localization data within the
swarm. UAVs evaluate their fitness value F,, based on multi-
ple factors, including inter- and intra-cluster distances, the
network’s residual energy, and geographical locations. As de-
picted in Fig. 3b, UAVs with the highest F), are selected as
CHs.

The PSO method may introduce localization errors due to
the random initial positions of particles, determined by their
personal best ppes: and information from neighboring parti-
cles, potentially leading to the exploration of unnecessary or
irrelevant areas in the search space. Additionally, the gpes:
solution may converge prematurely, limiting exploration and
resulting in suboptimal localization outcomes. The bound-
ing box method enhances the efficiency in limiting the search
space within a restricted boundary. The restricted search is
marked by identifying multiple anchor UAVs within the com-
munication range of an unknown UAV.

The objective of the SIC method is to maintain a uniform
cluster size, as shown in Fig. 3c. UAVs iteratively update their
distances and cluster centers to optimize node assignment
using the following formula:

d= \/<($2—$1)2+(y2—y1)2+(22—21)2) , O

where d is the distance between two UAVs and coordinates,
1,91, 21 and x2, Yo, 2o define the location of the first and
second UAVs, respectively.

Clustering is done based on proximity to CH and inter-cluster
distances. Additionally, maintaining the cluster size above
a threshold value ensures a balanced cluster size. CMs are
assigned to the nearest cluster. For instance, as shown in Fig.
3c, UAV 6 migrated to cluster 2 from cluster 1 to balance
cluster sizes. After clustering, inter-CH data transmission is
done using multi-hop routing [61], as depicted in Fig. 3d.

The scheme [57] involves the following steps:

e UAVs in the swarm start at random locations P; with
velocities V.

e Each UAV calculates its fitness value F), using P; and V.
Optimal F), = Personal best ppe;.

® Dpes: is used to evaluate the best global position gy for
the entire swarm. Each UAV adjusts its trajectory according
to its Poest and Gbest-

e Center points are initialized randomly. These serve as
the initial reference points for each cluster. Each UAV
calculates its distance from different cluster centers using
the Euclidean distance formula. The node is associated
with a cluster with the nearest central point.
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Fig. 3. Illustration of the SIL-SIC scheme for FANETSs: a) dynamic
position adjustment of UAVs in a 3D search space using SIL, b) CH
selection based on F3,, c) cluster balancing with node migration, and
d) multihop routing for data transmission.

e Inter-cluster distances are measured between all clusters
and a distance matrix is constructed. This matrix stores the
distances between each pair of clusters.

e Clusters are merged based on proximity until stable clusters
are formed, ensuring efficient communication and swarm
coordination.

e The optimal UAV is chosen as CH based on the UAV
closest to the center of its cluster and the node with a higher
residual energy.
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® Dpest and gpes: are updated periodically.

e Data are transferred using multi-hop routing, where each
CH communicates with the next CH to route data to GCS.
Based on simulation findings described in [57], due to its ac-
curate localization, the SIC method outperforms conventional
approaches in terms of routing overhead, packet delivery ratio
(PDR), and average delay. SIL-SIC exhibits high adaptability
and responds flexibly to network topology and UAV position
modifications through its PSO-based clustering and routing
approach, which enhances link stability and network coverage
by optimizing UAV positions and communication paths. How-
ever, SIL-SIC focuses solely on single-path routing, limiting
redundancy and fault tolerance.
Despite efforts to optimize overhead, SIL-SIC experiences
considerable routing overhead due to the demands of the al-
gorithms and frequent updates required to maintain dynamic
clustering. The computational overhead of executing these
algorithms and the storage requirements for particle posi-
tions and routing information contribute to space complexity.
Frequent updates in positions and clusters can lead to signifi-
cant energy consumption. Although SIL-SIC incorporates
load-balancing features to evenly distribute the network load,
it does not prioritize privacy or security mechanisms, leav-
ing the network vulnerable to potential attacks, such as data
intercepting or unauthorized access.

The 3D SIL algorithm, designed for emergency communica-
tion in highly mobile environments, utilizes PSO to determine
the optimal location of the UAVs within a 3D bounded space,
positioning them to cover the target area effectively. UAVs
identify coverage holes through RSSI-based triangulation
with anchor nodes. The SIC algorithm then clusters UAVs
based on geolocation, inter- and intracluster distances, and
RE. Clustering is utilized to partition the network into man-
ageable clusters, with each cluster covering a portion of the
operational area.

A pheromone-based coverage map is used to compute the
coverage area. UAVs deposit virtual pheromones in visited
areas, and low-pheromone regions cause member redistribu-
tion. Complexity O(n?) arises due to a pairwise comparison,
which restricts deployment in emergency cases involving
large sizes, where computational latency is higher.

The advantages of SIL-SIC can be summarized as:

e Use of the PSO scheme in SIL-SIC enables precise local-
ization of UAVs.

e Effective clustering improves energy efficiency and extends
network’s life.

The limitations of such an algorithm are:

e High routing overhead due to swarm coordination and
localization.

e Performance degrades with the addition of UAVs.

o Cluster instability due to high mobility.

e High computational overhead is incurred due to the PSO
algorithm used for position estimation.

e Due to frequent clustering, time-sensitive data delivery is
not supported.
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Fig. 4. BIR-SLB scheme for FANETs demonstrating: a) route discovery phase, b) route reply phase, and c) route selection phase.

4.3. Bio-inspired Routing to Support Multimedia Traffic
under Emergency Conditions in FANETs (BIR-SLB)

BIR-SLB is a bio-inspired routing scheme that employs multi-
objective optimization metrics, focusing on shortest path and
load-balancing [62]. These metrics evaluate potential routes
and select the most optimal one for routing multimedia traffic.
The proposed approach inherits certain behaviors from the
AntNet routing protocol [63], [64].

Specifically, in very dynamic networks, such as UAV-based
mesh networks, identifying the optimal path is challenging
due to constant changes in topology. To address this, BIR-SLB
optimizes the routing process by decreasing path length while
considering the traffic load across the routes. This guarantees
that the network will continue to function effectively even in
high-traffic situations.

The scheme comprises three phases:

Route exploration. In the first phase, the source drone initi-
ates probabilistic forward exploration ant (FEA) communi-
cation to explore potential paths toward the destination (as
shown in Fig. 4a). FEA packets traverse various routes, col-
lecting vital network information such as hop count (HC), link
quality, and available bandwidth. This phase allows drones to
probe the network and identify viable routes.

Route reply. In the second phase, after an FEA packet reaches
its destination, the destination generates a backward informa-
tion ant (BIA) packet that retraces the explored route back to
the source (as depicted in Fig. 4b). During this reverse traver-
sal, BIA collects and relays critical performance metrics, such
as latency, energy consumption, and network congestion at
each node. This phase ensures that the source drone receives
valuable feedback to evaluate the quality and efficiency of
each path.
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Route reinforcement and load balancing. In the final phase,
the BIA packet incrementally updates the pheromone levels
on each link as it follows the reverse route to the source (as
illustrated in Fig. 4c). The pheromone concentration reflects
the reliability, energy efficiency, and traffic load of each route.
Routes with higher pheromone levels are reinforced and are
more likely to be selected for future transmissions. This phase
dynamically balances network load by distributing traffic
across multiple paths, promoting routes that are not only
shorter but also energy efficient and less congested, and thus
optimizing overall network performance.

The scheme described in [62] proceeds as follows:

e UAVs are deployed in the emergency area. Each source
UAV broadcasts an FEA message towards the destination.

o FEA packets travel probabilistically, exploring potential
routes to the destination.

e When the destination receives the FEA message, it confirms
this by generating a BIA message.

e The BIA backtracks to the source following the reverse
path of the original FEA message.

e The source node chooses the most efficient path to route
its multimedia data based on the optimal values of link
quality, pheromone value, and HC.

e This process is repeated periodically, ensuring that the
network can adjust to changes in topology caused by UAV
movement or link alteration failures.

The authors of [62] evaluated the performance of BIR-SLB

by comparing it with link-state routing protocols [65]. They

observed that the proposed scheme is more adaptable and
requires less overhead than link-state routing, which has the
maximum flow and a single shortest path.

BIR-SLB is highly adaptable and efficiently handles changes

in network topology and node position. It benefits from high

31



Santosh Kumar, Amol Vasudeva, and Manu Sood

link stability because it focuses on path length optimization,
leading to more reliable connections. However, BIR-SLB
does not support multiple routes, which limits redundancy
and fault tolerance within the network. Due to the minimal
use of control messages, the scheme keeps a low routing
overhead, leading to a balanced path length and traffic load.

Furthermore, the availability of optimal routes leads to low
computational and communication overheads. This scheme
does not emphasize energy efficiency, privacy, and security,
making networks vulnerable to security threats.

Designed for multimedia support in dynamic environments,
BIR-SLB balances load distribution through an ant-inspired
mechanism. BIR-SLB implements pheromone-based cov-
erage estimation where “coverage ants” deposit virtual
pheromones, proportionally to RSSI measurements during
path exploration. The buffered data is forwarded to uncovered
regions via ants.

The ACO algorithm is utilized to identify coverage holes, i.e.
regions with pheromone values below adaptive thresholds.
The algorithm executes O(k - n) operations per agent (k
— number of iterations, n — number of agents) for the map
convergence with bandwidth overhead due to periodic re-
broadcasts of the pheromone table in mobile environments.

The advantages of BIR-SLB are:

e Due to the availability of many routes to distribute calls,
BIR-SLB can handle many calls and efficiently distribute
call requests among the UAV-based network.

e Due to the low cluster build time, this protocol shows better
route exploration and scalability.

The limitations of BIR-SLB can be summarized as follows:
o Less effective in dense networks.
e Route instability due to high mobility of the UAV.

e No support for real-time packet delivery, limiting its appli-
cability to emergency scenarios.

4.4. On-demand Routing Using Boids of Reynolds Protocol
(BR-AODV)

BR-AODYV is a biologically inspired upgrade of the traditional
AODV routing scheme [66] for UAV-based networks [67].
The proposed scheme merges AODV, a conventional reactive
routing protocol, with the Reynolds Boids [68] algorithm
to ensure dynamic path connectivity and route maintenance
during data transmission.

The protocol operates an on-demand basis, as routes are
discovered only when needed rather than maintaining pre-
established routes. This approach helps reduce unnecessary
overhead, making the protocol more efficient for UAV net-
works, where nodes frequently move and change their posi-
tions.

The node activity monitoring process is illustrated in Fig.
5a. A timer is connected to each UAV inside the network for
monitoring purposes. After a silence period 7', UAVs become
active or inactive. This is the period in which an UAV neither
transmits nor receives any data. The remaining rules are as
follows:
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Fig. 5. lllustration of the BR-AODV scheme for FANETS: a) active
route maintenance and b) network topology management.

o If silence period T exceeds threshold T, the UAV is
marked as inactive.

o If T < T4z, the UAV remains active.

e The timer value is reset to 0 whenever the UAV under
consideration sends or receives a message. Otherwise, the
value is incremented by 1.

The status of UAVs is checked regularly. Routes through
active UAVs are selected for data forwarding. During data
transmission for active links, the movement of UAVs is con-
trolled using the Reynolds Boids. The Boids of Reynolds
rules are based on distance, cohesion (tendency to remain
closer to neighbors), and alignment (velocity and direction
toward the neighbors) between the communicating UAVs in
the neighborhood, as described in Fig. 5b.

The key objective of the BR-AODV scheme is to maintain con-
nectivity for a route during data transfer [69]. The AODV pro-
tocol is augmented with a control module based on Reynolds
Boids to track UAVs’ movement and counter issues observed
in AODV. UAVs can determine their participation in multiple
active paths. If so, they must decide their future movements
by avoiding any route disconnection.

The scheme [67] involves the following sequence of steps:

e In a swarm, each UAV initializes its parameters such as
its unique identifier (MAC or IP address), position P;, and
velocity V.

e The UAVs broadcast a hello message, signal strength, V;,
P;.
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e The UAV identifies nearby UAVs based on signal strength
and distance. If a UAV is within radio range, it is added to
the list of neighbors.

o The source UAV transmits an RREQ packet to find a path to
the destination. If intermediate UAV's do not have a recorded
path, they forward the message.

e Once the destination is reached or an intermediate UAV
with a known route to the destination is found, it responds
with an RREP.

e Each UAV keeps track of whether it is active or inactive
based on a timer, denoted by 7. If a UAV has been trans-
mitting or receiving packets within time 7' < T},,44, it
is marked active. If the UAV has been idle for more than
Tinaq, it is marked inactive.

e Active UAVs behave like Boids and adjust their movements,
applying alignment, cohesion, and separation.

e The route is checked for being active. If all nodes in the
path are active, the route is marked as active. If any node in
the path becomes inactive, the path is considered inactive.
The process is started over to identify an alternative route.

e The UAVs periodically exchange hello messages and update
neighbor tables to maintain active routes.

e The UAVs communicate multihop, forwarding data from
one UAV to another until they reach the destination or
gateway.

BR-AODV is highly adaptable, as the Boids model efficiently
manages UAV movements and network routing decisions. The
scheme also achieves high route stability, leading to reliable
connections. Nevertheless, support for multipath routing is
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still missing, resulting in low fault tolerance. Owing to the
poor scalability of the distance-based approach, the scheme
suffers from low network coverage in the case of dispersed
networks. BR-AODV has a significant routing overhead due
to the combination of the Boids of Reynolds scheme with the
traditional AODV routing protocol.

However, the scheme is energy efficient because of route opti-
mization and low redundancy, as shown by the Boids model.
BR-AODV also incorporates load-balancing mechanisms by
dispersing traffic flow among the routes equally. Unfortu-
nately, BR-AODV does not provide any protection against
common security threats.

The scheme suffers from low network coverage, particularly
in the case of dispersed networks. Tailored for on-demand
routing in dynamically positioned UAVs, BR-AODV inte-
grates RSSI-based coverage mapping during route discovery.
This method mimics bird flocks, in which UAVs prevent
coverage gaps by realigning to remain within range, thereby
preserving group cohesion, separation, and alignment through
connectivity while transmitting data.

BR-AODV ensures the coverage of the operational area, since
the UAVs maintain their connections in order to form an inte-
grated network. A fitness function evaluates coverage using
neighbor counts and path loss models. The computational
burden includes O(m - p) (m — node count, p — generations)
for neighbor checks during route requests, resulting in laten-
cy in low-density networks when updating coverage maps.
The computational complexity arises from the need to simu-
late flocking behavior and dynamically adapt routes, ensuring
robust coverage in FANETS.

The advantages of BR-AODV include the following:
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e The Boids of Reynolds scheme provides active path connec-
tivity and efficient route maintenance, increasing through-
put and reducing packet loss.

e This scheme shows low end-to-end delay, especially for
high network traffic loads.

The known limitations of BR-AODV are as follows:

e High routing overhead due to reactive route discovery.

e Poor scalability due to latency spikes in dense networks.
e Poor link stability due to high UAV movements.

e Does not support time-sensitive communication.

4.5. Ant Colony Optimization-based Polymorphism Aware
Routing (APAR)

The highly dynamic network topology of FANETs makes
standard routing strategies unsuitable for meeting their unique
requirements and complex application scenarios. Further-
more, using the hop count as the only route metric makes it
impossible to guarantee a consistent PDR in real-time bat-
tlefield scenarios. To overcome these challenges, the authors
of [70] proposed APAR, which integrates the ant colony op-
timization (ACO) scheme with the dynamic source routing
(DSR) protocol [71]. The algorithm comprises three phases.

Route exploration phase. The authors of [70] proposed two
route exploration techniques, with both of them based on
network node density, to minimize the broadcast storm during
the route creation phase. In sparse deployments, as illustrated
in Fig. 6a, a source node without route information in its
cache forwards a route request (RREQ) to all nearby stable
nodes. Stable nodes are defined as those with high link quality
and low mobility, which ensures reliable communication.

Upon receiving the RREQ, intermediate nodes update critical
information such as HC, congestion, and stability, and then
forward the updated RREQ to their stable neighbors. This
process continues until the RREQ arrives at its destination or
an intermediary node with a known path, which then transmits
a route reply (RREP) back to the source. A probabilistic
broadcasting strategy is employed in dense deployments, as
illustrated in Fig. 6b.

Upon receiving an RREQ, each intermediate node calculates
probability p of forwarding the RREQ based on the number
of mutual and unique stable neighbors compared to the previ-
ous hop, reducing redundant broadcasts and minimizing the
broadcast storm.

Route response and selection phase. Upon receiving the
RREQ, the destination responds with an RREP source con-
taining information on the HC, route congestion (RC) and
route stability (RS) (see Fig. 6¢). After receiving the RREP,
the source node calculates the pheromone value for each path
according to these metrics and chooses the path with the
highest pheromone value for data transmission (see Fig. 6d).

Route maintenance phase. For route maintenance, the DSR
topology control packets are modified to include extra infor-
mation about the route, such as the UAVs’ speed, antenna
gain, transmitting power, address, and load level. The sig-
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nal intensity of the received control packet is used to assess
stability of the connection between two UAVs.

Channel load is determined as the percentage of time the
medium is busy and is calculated as:
busy time

Channel load = - - -
busy time + idle time

x 100% . (6)

Buffer utilization is determined by the ratio of the current
queue length to the maximum queue length in the media access
control (MAC) layer. The level of congestion is evaluated
based on both channel load and average buffer occupancy.
The ACO algorithm manages routes — those with declining
pheromone levels or increased congestion are discarded. This
dynamic path management ensures efficient data transfer
routes across the network.
The step-by-step breakdown of the routing procedure for the
scheme from [70] is as follows:
e In a UAV swarm, for data communication, a UAV checks
its route cache for any existing routes that can be used for
transmission.

e If such routes exist, the optimal path is selected for in-
formation transmission. If no valid route exists, the route
discovery process is continued.

e The source node broadcasts RREQ packets to all stable
neighboring nodes in sparse formations.
— Intermediate nodes receiving RREQ check routing loops
and update the control packet with HC, stability, and
congestion level.

— If an intermediate node possesses a route to the destina-
tion, it initiates the RREP process.

— If not, it forwards the RREQ to its stable neighbors.

— Upon receiving RREQ), the destination node updates the
route information and returns the RREP to the source.

e Each intermediate node calculates broadcast probability p
for dense deployment based on the number of mutual and
unique stable neighbors and forwards RREQ accordingly.
Upon receiving RREQ, the destination updates the route
information and returns the RREP to the source.

e The destination generates an RREP containing HC, RC,
and RS and returns it to the source along the same route.

e Intermediate nodes receiving an RREP forward it to the
source. If an intermediate node has a path upon receiving
the RREQ, it converts it to an RREP and sends it to the
source.

o After receiving the RREP, the source node extracts HC,
RC, and RS and calculates the pheromone level for each
route.

e The route with the highest pheromone level is selected for
data transmission.

e The protocol maintains multiple routes with varying levels
of pheromones. If the primary route fails due to inactive
nodes, backup routes are utilized without restarting the
route discovery process.

The authors of [70] compared the performance of APAR with
DSR, hybrid ant colony optimization routing (HOPNET) [72],
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Fig. 7. Illustration of the BeeAdhoc scheme for FANETSs: a) forward scouting phase, b) backward scouting phase, and c) route selection phase.

and Ant-DSR [73] algorithms. APAR exhibits high PDR, low
average end-to-end delay, and low routing overhead compared
to these schemes. Due to the quick topology adjustments of
ACOs, APAR is highly adaptable. It also provides a high
degree of link stability and scalability by using pheromone
values to reinforce successful routes.

However, it suffers from high routing overhead and moderate
energy efficiency due to the computational complexity and
extra communication overhead required for pheromone up-
dates. APAR effectively distributes traffic over the network,
resulting in improved efficiency and reliability. Nevertheless,
the protocol does not take into account privacy and security.

Solving polymorphic formations with ACO, APAR utilizes
pheromone trails as a route stability method, where ants
discover high-coverage routes. With the inclusion of DF and
GSO, HSCS improves flexibility, allowing the network to
efficiently adapt to dynamic node locations and topologies.

A polymorphic ACO algorithm computes the probability of
coverage through Bayesian inference [74] on an ant explo-
ration data. Computational complexity O(m - n) for (m —
paths and n — ants) arises from the iterative optimization
required to maintain robust coverage.

The advantages of the APAR protocol can be summarized as
follows.

e The ACO algorithm provides a stable route by sensing
pheromone levels in routes.

e Itis applicable in both sparse and dense application scenar-
ios, as different routing schemes were employed accord-
ingly.

e Network performance degradation can be reduced by uti-
lizing the pheromone volatilization property in routes.
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The limitations of APAR include:

e High computational overhead of multipath exploration.
e Slow convergence in dense networks.

e Poor link stability due to high UAV movements.

e Lack of support for low-latency applications.

4.6. BeeAdhoc Routing Protocol

The BeeAdhoc routing protocol, introduced in [75], is a bio-
inspired mechanism designed to manage the movement in
FANETSs. Grounded in swarm intelligence (SI), BeeAdhoc
draws inspiration from honey bees’ collective movement and
foraging behavior to enable efficient data routing.

The protocol relies on frequent message exchanges utilizing
two distinct message types: scouts and foragers. Scouts oper-
ate on demand to identify new paths to the destination. In the
forward scouting phase, depicted in Fig. 7a, the source node
broadcasts a forward scout message F's containing the scout
identification number (ID), sender ID, residual energy (RE)
and hop count (HC).

Intermediate nodes update this information and relay it to
neighboring nodes toward the destination. When F are re-
ceived, the destination node responds with a backward scout
message B, comprising the scout ID, destination ID, HC, and
RE, which retraces the route to the source, as depicted in Fig.
7b. The final route is selected based on a dance-inspired for-
mula modeled after the bee waggle dance [76], [77], which
evaluates the number of UAVSs required to cover the path (see
Fig. 7c).

Data transmission employs foragers, mirroring the resource-
transportation behavior of bees. The routing procedure, as
detailed in [77], unfolds as follows:
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e The sender node in a swarm transmits an F (scout ID,
Sender ID, RE, HC) toward the destination.

o Intermediate nodes receive the F, update its contents, and
forward it to neighboring nodes closer to the destination.

e Upon receiving the F, the destination node generates
a backward scout message B, (scout ID, destination ID,
HC, RE), which backtracks the route to the sender.

e During data transmission, a packet from the transport layer
arrives at the packing floor.

e A packer agent is instantiated to store the data packet
temporarily. The packer searches the “dance floor” for an
available forager to transport the packet to the destination.
If a suitable forager is found, the packet is transferred and
the packer terminates. If no forager is available, the packer
waits briefly for a returning forager; if none arrives, a scout
is deployed to discover a new route.

e Foragers acquire the entire route from a scout or another
forager and transmit data relying on the multihop process.

e For TCP transmissions, the forager at the destination waits
to be piggybacked.

e For UDP, the forager may become stranded at the desti-
nation and unable to return. To mitigate this, the swarm
embeds multiple foragers, some in the header and others in
the payload, to replenish resources at the destination.

e Upon returning to the source, the forager performs
a “dance” to recruit additional foragers, reflecting the qual-
ity of the traversed path.
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This scheme is highly adaptable, and the foraging behavior
improves link stability. Furthermore, BeeAdhoc incurs a high
routing overhead due to its high computation and communi-
cation requirements. Privacy and security are not prioritized,
making the network vulnerable.

Network coverage is reduced due to the emphasis on lo-
cal clustering. Optimized for energy efficiency in moderate
mobility, BeeAdHoc uses bee scouts to discover routes to
uncovered areas. Scout bees divide the terrain, and foragers
evaluate coverage through path redundancy checks.

A flower pollination model maps coverage using scout bee tra-
jectories. This incurs O(s-d) messaging overhead (s — scouts,
d — destinations), resulting in severe accuracy degradation in
urban canyons where sector misalignment causes coverage
overestimation. Computational load increases exponentially
with terrain difficulty and dense networks.

The advantages of the BeeAdhoc protocol include:

o Itisenergy efficient due to imitation of honey bees’ foraging
behavior and low transmission of control packets.

e Honey bees’ foraging behavior results in efficient and
consistent cluster formation and a low re-clustering rate.

e Due to its simple implementation, this technique is appro-
priate for many network situations.

The limitations of BeeAdhoc are as follows:

e High computational overhead from multipath exploration.

e Poor scalability due to proliferation of control packets.
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e Poor link quality in large networks, as it suffers from
a longer end-to-end delay.

e No priority scheduling for real-time data.

4.7. Hybrid Self-organized Clustering Scheme (HSCS)

To counteract the dynamic topology and limited resources of
FANETS:, the authors of [78] proposed the HSCS routing pro-
tocol. HCHS is a hybrid of the dragonfly scheme (DF) [79]
and GSO algorithms, consisting of three essential phases:
cluster formation, cluster management, and cluster mainte-
nance. Such an approach facilitates effective communication
among drones within the network. The GSO method is used
for clustering and CH election process, while the DF scheme
monitors CMs’ mobility.

During clustering, as shown in Fig. 8a, each node evaluates
its fitness based on luciferin values and residual energy levels.
A cluster is formed by broadcasting the fitness value in the
neighborhood. The fitness values and connectivity of the GCS
are evaluated for the purpose of CH selection. If a single node
within a cluster maintains a connection to the GCS, that node
is selected as the CH, while the remaining nodes become
CMs.

On the contrary, if multiple nodes are connected to the GCS
or no nodes are connected, the CH is elected based on the
maximum fitness value, as depicted in Fig. 8b. A node must
broadcast a PING control message to the CH if it wants to
join a cluster. A CM must forward an REQ control message
to its CH if it receives the control message. Upon receiving
the REQ message, the CH must send an acknowledgment
(ACK) to the CM, and the CM will respond with a PONG
message to the new node.

Furthermore, as explained in Fig. 8c, during the cluster man-
agement phase, the protocol facilitates effective coordination
between CM and the CH, ensuring adherence to swarm behav-
ior within the cluster. This coordination is achieved through
a next-hop selection function that fosters overall network
stability. The process is governed by DF rules, prioritizing
alignment, cohesion, and separation.

These principles direct the movement of CMs, ensuring
that they remain connected to the CH while maintaining
optimal distances between themselves. This approach prevents
collisions and fosters effective communication within the
cluster. During the cluster maintenance phase, the status of
CMs is periodically evaluated to ensure network stability.
Nodes with energy levels that are lower than a threshold value
are identified and removed from the cluster. Additionally, an
alternative route is determined.

Finally, the optimal route is selected using a route selection
function (RSF) based on key parameters such as node count,
residual energy, and inter-node distances. The optimal value
of RSF ensures low energy consumption. The route selection
process depicted in Fig. 8d frees the protocol from multiple
routes. The process outlined in scheme [80] is as follows:

e Each UAV calculates its fitness F), (connectivity, residual
energy, and luciferin value).
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e UAVs exchange hello messages to discover their neigh-
bors. If no UAVs are connected to the BS, the node with
max(F,) = CH. If multiple UAVs are connected to the
BS, the node with max(F,) = CH.

e The CH initializes the formation of the cluster, and neigh-
boring nodes join as CMs.

e The CH applies DA rules (alignment, cohesion, and sepa-
ration) and updates the cluster topology table based on the
positions of its members.

e For data transfer, UAVs employ the RSF algorithm to
determine the best route to the target. RSF analyzes aspects
such as connection quality, HC, and RE.

e The data are communicated using the optimal route.

HSCS integrates bio-inspired techniques to optimize network
organization and routing. CHs monitor member dropout rates
to detect holes. By combining DF and GSO, HSCS improves
adaptability, enabling the network to adjust efficiently to
dynamic node positions and topology changes.

The protocol achieves high link stability due to its hybrid
solution, which optimizes both clustering and routing paths
in dynamic topologies to improve connections. Cognitive
IoT-optimized HSCS supports a PSO coverage optimizer
that attempts to cover the minimum number of uncovered
grids using fitness functions. Minimizing communication,
but with O(n - ) (n — nodes, i — iterations) complexity,
it drains batteries on long-duration missions, resulting in
reconstruction errors that are greater than those in high-
mobility cases.

However, HSCS supports the establishment of multiple routes
by leveraging its clustering approach. Multiple paths can be
maintained within and between clusters, enhancing redun-
dancy and fault tolerance. The network coverage ratio is high,
as the hybrid clustering approach effectively manages more
extensive and dispersed network areas.

HSCS suffers from high routing overhead due to high com-
putational and communication complexity. Owing to its high
computational complexity, energy efficiency performance is
moderate. HSCS effectively manages network traffic but does
not provide privacy and security, leaving the network open to
security threats.

The advantages of the HSCS routing technique may be sum-
marized in the following manner:

e Due to the fewer topology control messages, this scheme
provides low routing overhead and high energy efficiency.

e The proposed scheme shows efficient cluster management
due to the use of the DA algorithm for tracking CMs.

e Due to the nature of self-optimization, HSCS improves
link stability.

HSCS suffers from the following limitations:

e High routing overhead due to complex computations for
hybrid clustering and cognitive decision-making.

o Cluster formation latency with high mobility.

e Not optimized for multimedia traffic.
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Fig. 9. BAT-COOP scheme for FANETS: a) initialization phase and
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4.8. Bat Algorithm Using Cooperation Technique
(BAT-COOP)

The authors of [81] proposed the BAT-COOP technique for
FANETSs to minimize transmission losses by decreasing end-
to-end delay. To achieve this objective, bat echolocation [81]
characteristics have been mimicked to induce cooperation fea-
tures in the network. The algorithm comprises initialization,
cooperation, as well as relay selection and routing. During
the initialization phase, the nodes share their information by
exchanging control messages consisting of the position, dis-
tance d, velocity v, pulse rate PR, frequency f, and loudness
[ in the neighborhood. Each node in the network evaluates its
local optimal position, which is beneficial for intelligent se-
lection of the next hop by the sender, as depicted in Fig. 9a.
In the cooperation phase, the sender simultaneously forwards
data to the destination and relay nodes.

Relay nodes forward the received data to the destination.
Upon receipt of the data packets, the sink node merges the
received signals and the power of the sender directly with
the relay node [82]. Finally, during the relay selection and
routing phase, a node with a higher cost value based on
distances between nodes, signal-to-noise ratio, cost factor,
and instantaneous link condition is selected for the relay. This
is shown in Fig. 9b.

Following the selection of the relay node, the information
is forwarded thereto. Data forwarding depends on signal-
to-noise ratio combining (SNRC), which is evaluated for
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routes from the sender to the relay and from the sender to the
destination. If the ratio <= 1, the data is transferred directly
to the destination; otherwise, for a ratio > 1, the data is
transferred to the relay node. During the indirect transfer, the
relay node waits for a predefined hold time, during which
redundant data packets are rejected at the destination, which
is received from the sender directly or through the relay.
When two relay nodes are available on the destination path,
the relay node will not trigger cooperation. The needless
forwarding of data packets has been successfully countered
using the bat cooperation technique. The procedure described
in scheme [81] includes the following steps:
e The system is initialized, with each node being aware of
its position, velocity, frequency, pulse emission rate, and
the best local position.

e The source node transmits its current position.

o Solutions for each node are generated by adjusting the pulse
emission rate, while velocities and positions are updated
based on the current best solutions discovered so far.

o The source generates a random number IR and compares it
with pulse emission rate r;. If R > r;, a solution is selected
from the current best solutions; otherwise, a local solution
is generated using random flight. Next, a fitness value is
evaluated for each node; if it is worse than its local best,
it is replaced with a new solution generated by random
flight. If the new solution is better than the current one, it
is accepted and the local best update is provided.

o After selecting the local best, a cost function C'y (d, f,1) is
evaluated, and the feasibility of a direct transfer is checked.
If the direct transfer path is feasible and satisfies the cost
function, the data is transferred directly from the source
to the destination. Otherwise, the system selects the best
relay node for the data transfer.

o If the destination receives multiple signals from the relay
nodes, the SNRC scheme combines these signals, selecting
the one with the highest SNR.

The BAT-COOP protocol employs a multi-hop routing strate-
gy inspired by the cooperative behavior of bats to enhance net-
work performance. BAT-COOP demonstrates high adaptabil-
ity through its cooperative framework and efficiently handles
dynamic network topology. Selecting optimal paths improves
link stability and diminishes the chances of link failures. The
protocol supports the establishment of multiple routs, thus im-
proving redundancy and fault tolerance. Its multi-hop strategy
and cooperative beam-focusing technique ensure extensive
network coverage, making it suitable for larger operational
areas.
However, BAT-COOP incurs significant routing overhead
due to the computational demands of cooperative diversity
techniques and frequent routing updates. Continuous message
exchanges contribute to high communication overhead, while
the storage and management of cooperative data structures
result in elevated space complexity.

Energy efficiency remains moderate, as the cooperative ap-

proach increases energy consumption during multi-hop trans-

missions. The protocol integrates effective load-balancing
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mechanisms to distribute traffic evenly across the network.
Despite its advantages, BAT-COOP prioritizes cooperative
communication and network localization over privacy and se-
curity, potentially leaving the network vulnerable to security
issues.

With cooperative diversity as its target in mobile FANETS,
BAT-COQRP utilizes cooperative relay probing, in which UAV's
mimic signal pulses to identify coverage holes and node
sparsity based on echo delays.

BAT-COOP employs a pulse-echo simulator model of cover-
age based on delay-sensitive sonar equations. Urban environ-
ments require O(n logn) complexity (n — number of bats),
which increases in high-density areas. Unmodeled weather
effects introduce accuracy errors in rain and fog conditions.

The advantages of the protocol are as follows.

e The approach suits dynamic networks, since the node count
is regularly updated and shared.

e The scheme overcomes the issue of unnecessary forwarding
of packets and reduces transmission losses.

e The scheme achieves better load balancing due to the use
of forwarding nodes.

e The scheme suits sparse and dense networks in real-time
application scenarios.

The limitations can be summarized as below:

e High routing overhead due to the computational complexity
of cooperative routing.

e Limited scalability due to distributed cooperation.

e Not specifically designed to handle real-time packet deliv-
ery constraints.

4.9. Gray Wolf Algorithm Using Cooperative Diversity
Technique (GW-COOP)

For efficient routing in FANETS, the authors of [83] proposed
the GW-COOP approach that is based on the gray wolf
optimizer (GWO) and uses the collaboration technique and the
leadership hierarchy of gray wolves [84] to find the optimum
path to the destination. The proposed scheme comprises two
phases, namely initialization and routing.

As depicted in Fig. 10a, in the initialization phase, every node
iteratively evaluates its fitness value based on energy level and
distance from the destination. The nodes are ranked according
to their position and fitness value. Next, the first three best
options are identified during each iteration. The first best UAV
is considered alpha, which is the sender node. Beta and delta
nodes are the second and third best UAVs, respectively. The
remaining nodes are regarded omega.

The sender can directly forward critical data to the sink during
the routing phase. In the event of less critical data or a change
in topology, the data can be sent through beta or delta relay
nodes. Upon receiving a data packet from relay nodes, the
enhanced signal-to-noise ratio combining (ESNRC) approach
is used at the destination to consider higher strength signals,
as shown in Fig. 10b.

The steps involved in scheme [83] are described below:
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Fig. 10. Illustration of the GW-COOP scheme for FANETS: a)
initialization phase and b) routing phase.

e UAVs are initialized randomly and each UAV evaluates its
fitness value F, iteratively, based on energy level.

e Based on F, the nodes are categorized as: a — first best
solution, 3 — second best solution, § — third best solution,
and w — the remaining solutions.

e The system iteratively searches for the best route based on
the cost function.

e If critical data are detected, « is used as the direct path
for communication. Otherwise, the cooperative phase is
activated.

e Residual energy level is estimated for the source and po-
tential relay nodes R and R,.

e A direct path is chosen if the source node has a higher
residual energy than R or Rs.

e Otherwise, a relay path is selected using the amplify-and-
forward (AF) relay strategy at R and Ro.

e Enhanced SNR combining is applied at the destination to
improve reliability.

The performance of the proposed scheme was compared

to BAT-COOP to evaluate its efficiency. Due to its incor-

poration of social hierarchy and cooperative diversity, the

GW-COOP scheme outperforms BAT-COOP by showing

lower transmission losses, improved adaptability, and more
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reliable communication. GW-COOP is highly adaptable, ef-
ficiently adjusting to changes in node mobility through its
cooperative diversity approach.

The protocol supports multiple routes, enhancing redundan-
cy and fault tolerance within the network. Network coverage
is also high due to its multi-hop strategy, which facilitates ex-
tensive reach across larger areas. However, GW-COOP incurs
relatively low routing overhead due to efficient cooperation
mechanisms that minimize redundant data transmissions and
optimize path selection, making the process of scaling up for
large networks easy. The cooperative approach may result in
higher energy consumption during multi-hop communica-
tions. GW-COOQP effectively manages network load. However,
it does not provide privacy and security.

Designed to target link-aware routing in high mobility, GW-
COQRP utilizes a gray wolf hierarchy for loss prediction during
routing. “Alpha wolves” direct pack movement using fitness
functions that evaluate coverage entropy from neighbor re-
ports. Link quality thresholds trigger rerouting.

A social hierarchy-based search is used to minimize path loss.
The O(p - n) complexity (p — pack size, n — generations)
causes longer decision cycles in moderate-density networks.
The advantages of GW-COOP can be summarized in the
following manner:

e The scheme employs fewer parameters and is easy to
implement.

o [t considerably minimizes transmission losses, resulting in
reduced energy consumption, packet loss ratio, and link
delay.

e The protocol offers better local exploration, as it employs
a hierarchical pattern.

o It handles FANETS: effectively due to the use of ESNRC.

o It offers reliable network communication, even in sparse
deployment scenarios.

The limitations of GW-COOP include:

e Moderate routing overhead from gateway selection.
e Gateway congestion in large networks.

e Link instability during gateway failure.

o Time-window or latency-sensitive communication is not
prioritized, limiting real-time performance.

4.10. Physarum-inspired Clustering Algorithm (PICA)

The authors of [85] proposed PICA — an innovative clus-
tering algorithm designed explicitly for FANETs. The pro-
posed scheme is based on the foraging behavior of physarum
polycephalum (PP) silme mold [86]. PICA is known for its
remarkable ability to form efficient networks and solve com-
plex optimization problems. It utilizes a distributed multi-hop
clustering approach that significantly improves forming and
maintaining clusters within FANETSs.

PICA is a two-stage process that includes cluster formation
and maintenance. All nodes start in the initial IN state during
cluster formation. The clustering process is depicted in Fig.
11a. Nodes establish their neighbor sets by exchanging hello
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Fig. 11. Purpose of operation of the PICA scheme for FANETSs
demonstrating: a) cluster formation and b) cluster maintenance.

control packets and determining their weights using a W
function that depends on the likelihood of the current node
becoming a CH. These weights are subsequently shared with
neighboring nodes in a second control message exchange
round. If a node’s neighbor set is populated and its probability
of becoming a CH exceeds that of neighboring nodes, it is
elected as the CH. The CH transmits a cluster head declaration
(CH_DEC) to the surrounding nodes.

Nodes issue a join request (JOIN_REQ) to join the cluster
after receiving a CH_DEC message, designating the node
with the best virtual communication quality as their CH. It
switches to CM after receiving a join response (JOIN_RESP).
This multi-hop clustering structure optimizes cluster coverage
by minimizing the frequency of switching between CMs and
clusters.

During the cluster maintenance phase, procedures for de-
tecting damage and merging clusters work to maintain the
cluster’s stability structure, while backup CHs are updat-
ed regularly, as illustrated in Fig. 11b. The CH periodically
broadcasts the list of CMs. When this broadcast is received,
any member with more than 60% of the CMs in its neighbor
set determines its priority for possible election as a backup
CH.
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This priority is determined by factors such as the average
virtual communication load with other nodes in the cluster
and the member’s remaining energy. The CH selects the
member with the highest priority as the backup CH, and
any updates regarding changes in the backup CH status are
immediately broadcast to the cluster. To avoid selecting edge
nodes, only nodes with strong connectivity to other cluster
nodes are considered for backup CH selection. The step-by-
step breakdown of the routing procedure for the scheme is as
follows [85]:

o UAVsinitiate the clustering process in a distributed manner.
The source node shares hello control messages with its
neighboring nodes.

e Each node assesses its weight function W, which relies
on BeCH, and its likelihood of becoming a CH (BeCH).

o Wy is shared with the neighboring nodes during the second
exchange of hello messages.

e If BeCH is the highest, the node changes its status to CH
and invites nearby nodes to join the cluster; otherwise, it
tries to connect to a nearby CH. If the node can connect to
a CH, its state changes to CM. JOIN_REQ is forwarded and
the cluster is joined if JOIN_RESP is received from CH.
If the node cannot connect to any CH, it uses a multi-hop
connection through another CM.

o A backup cluster head (BCH) is selected to take over if the
current CH fails.

o If the clusters become too small, they merge with other
clusters.

The algorithm considers several critical factors during the
cluster formation process, including link stability, residual
energy, and communication quality. PICA offers high adapt-
ability and link stability levels by dynamically adjusting to
network topology changes and mimicking PP’s foraging be-
havior. This results in extensive network coverage and effec-
tive communication within clusters. However, PICA faces
high computational and communication overhead challenges
due to the complex computations and frequent updates re-
quired for accurate clustering.

In addition, storing pheromone levels and routing informa-
tion contributes to increased memory overhead. While the
algorithm aims for energy-efficient clustering and offers ef-
fective load balancing by distributing network load evenly, it
does not inherently support multiple routing paths. Addition-
ally, it does not prioritize privacy and security, leaving the
network vulnerable to attacks.

Optimized for scalable clustering in highly mobile FANETS,
PICA implements physarum-inspired multi-hop coverage
trees. CHs utilize Levy flight patterns [87] to adjust their
flights while exploring previously unexplored areas. CMs
relay data across clusters to fill coverage gaps. The protocol
prioritizes zones with low node density by triggering the CH
redeployment when coverage holes are detected via RSSI
decay.

A Levy flight coverage analyzer estimates coverage gaps,
and CHs merge coverage maps via Levy flight, reducing
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Fig. 12. HB-AODV scheme for FANETSs: a) digging phase and b)
honey phase.

communication overhead but requiring O (m-n) computations
(m — clusters, n — waypoints).
The advantages of the PICA method include the following:

o PICA ensures the shortest paths between nodes, reducing
communication latency and improving network perfor-
mance.

e The algorithm can dynamically reconfigure itself in re-
sponse to environmental changes, ensuring robust and flex-
ible network connectivity.

e By optimizing the routing paths, PICA helps reduce energy
consumption.

The limitations of PICA are presented below:

e High routing overhead due to computational complexity
from multilevel clustering.

e Poor link stability in the case of highly dynamic networks.

e There is no dedicated mechanism for data delivery, limiting
emergency communication support.

4.11. Hybrid Optimization of the 2-opt Heuristic and
Honey Badger Algorithm (HB-AODY)

To counteract the dynamic topology of FANETS, the authors
of [88] proposed HB-AODV - a hybrid of the 2-opt heuristic
and the honey-badger algorithm (HBA) [89]. The proposed
scheme comprises two phases: initial solution construction
and route optimization using HBA. During the initialization
phase, routes are determined using the 2-opt heuristic, as
represented in Fig. 12a. To explore the route to the destination,
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the source node initiates a route discovery process using
RREQ and RREP control messages, in a way that is similarly
to that employed in the traditional AODV scheme.

A source node broadcasts RREQ messages when it needs
a path to the destination. Each RREQ packet is modified
to include a path field, accumulating the node IDs of all
intermediate nodes traversed. The destination node collects
multiple RREQ packets from the same source-destination
pair. Each unique record path forms an initial solution in the
population. Then, all these records are represented as a graph,
in which edges denote communication links. Path length
is reduced by iteratively swapping edges. During the route
optimization phase, as shown in Fig. 12b, a metaheuristic
approach is applied to refine the initial solutions obtained
from phase 1. The scheme continues exploring new paths
while exploiting the available routes.

The goal is to identify the path with the fewest hops. This
phase also includes route maintenance, which is used to
repair inconsistent paths. If a link is detected, the route repair
process is triggered to rapidly adapt to topology changes. This
continuous optimization and maintenance ensure reliable
communication and robust performance. The steps taken in
scheme [88] are described below:

e Randomly initialize the positions of honey badgers (poten-
tial solutions) within the search space.

o Assess the fitness of each honey badger position based on
HC, delay, and energy consumption.

o Store the honey badger position with the best fitness (i.e.
the most promising route) as Zprey and its F, as forey-

o Find the optimal solution. When stopping criteria such as
reaching the maximum number of iterations or achieving
the desired fitness are met, the algorithm yields the current
best-results solution; otherwise, it continues to update
variables and searches for a better solution.

e Calculate each honey badger intensity level I based on its
F, and P.

e Generate a random number 7 between O and 1. If < 0.5,
update the honey badger’s position using an exploration
equation. If » > 0.5, update the honey badger’s position
using an exploitation equation.

o Evaluate the fitness of the updated solution.

o If the new fitness fi,¢,, is better than the current best fitness
fprey, update it.

The authors of [88] assessed the performance of HB-AODV
using a network simulator. They concluded that HB-AODV is
superior to DSDV and AntHocNet in PDR and outperforms
traditional protocols such as AODV, DSDV, and AntHocNet
in terms of QoS metrics, including PDR, average end-to-end
delay, and throughput.

The metaheuristic approach makes this scheme adaptable to
dynamic topology, ensuring reliable communication. Howev-
er, the scheme suffers from high routing overhead due to high
computational and communication requirements. Route opti-
mization makes the scheme energy efficient, but security and
privacy issues are neglected.
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Combining 2-opt heuristics and HBA for dynamic networks,
HB-AODV employs genetic coverage optimization to pre-
vent coverage holes. UAVs continuously monitor neighbor
density via hello packets, and GA-optimized paths avoid low-
connectivity zones by penalizing routes with low neighbor
counts.

GA-driven Dijkstra’s algorithm evaluates coverage using a fit-
ness function combining path loss (Friis free-space model),
node degree, and link stability index. The O(p - g) complex-
ity (p — population, g — genes) incurs more computational
overhead when optimizing 3D coverage with altitude varia-
tions.

The advantages of the scheme are as follows:

e The scheme shows better performance than traditional
routing approaches.

e This scheme is highly adaptable and balances exploration
and exploitation.

The limitations of HB-AODV are:

e High routing overhead due to the increased complexity of
the hybrid mechanism.

e Limited scalability.

e Reactive routing delays persist, affecting responsiveness in
dynamic scenarios.

e Not optimized for latency-sensitive applications, limiting
real-time performance.

4.12. Adaptive Secure and Efficient Bio-inspired Routing
Protocol (Penguin-AIS)

To provide secure routing in FANETSs, the authors of [90]
proposed Penguin-AlS, a hybrid penguin search optimization
algorithm (PeSOA), and artificial immune systems (AIS).
PeSOA provides optimal routes using penguin collaborative
hunting strategies. The PeSOA routing process is initialized
by clustering UAVs that are randomly dispersed in the search
space, mimicking the spatial distribution of penguins. UAVs
gradually refine their paths, converging towards an optimized
solution, as depicted in Fig. 13a. In the next phase, the location
is estimated through a fitness function and then adjusted using
penguin foraging behavior. Additionally, UAVs can optimize
their current location by exploring new regions.

PeSOA prioritizes security and privacy and employs AIS,
a solution similar to the human immune system, capable of
detecting and countering malicious activities, as shown in Fig.
13b. The step-by-step breakdown of the routing procedure
for scheme [90] is as follows:

o The search area is initialized and velocity- and position-
related restrictions imposed on the nodes are defined.

e The UAVs are divided into equal-sized groups and a group
head (GH) is assigned to each group.

e The beacon coordinates are sent to GH to guide them to the
search area. They then further search within their assigned
sub-area, updating UAV positions as needed.

e Information is exchanged between the GH and the central
command.
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Tab. 3. Comparative analysis of bio-inspired routing systems.
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Goal of optimization . universal .
protocol context coverage constraints ) constraints
constraints
Network coverage Assume High re-clusterin, Cluster
BICSF & moderate-density UAV Partial & & C171,C37 maintenance
enhancement ) overhead .
swarms in open areas window
. N Focuses on emergency o
SIL-SIC Efficient locah‘zatlon scenarios with dynamic High LOC&]IZ&HOI] delay CI7. C4y Emergejncy data
and clustering S in sparse networks delivery
node distributions
Targets multimedia QoS degradation Multimedia
BIR-SLB Multimedia routing traffic in mobile High sracat C2Q,C4] .
under mobility frame delivery
emergency networks
BR-AODV On-demand routing Assumf:s gnlfqrm node High Slow route C21,C4 Route recovery
distribution recovery deadline
. . . Convergence
APAR Stablllt){—aware Medlgm—densny High Slow convergence C31.C4y time for node
routing airspace in large networks .
heterogeneity
Bee Energy-intensive Scout path
BEEAdhoc foraging-inspired MANET-adapted Low 3 ) C17 discovery
. path discovery
routing latency
. Cognitive IoT Cluster instability
HSCS Self-organized (static-sensor High in dynamic C21,C5) Cluster
clustering . . . stabilization
interaction) environments
. Relay
BAT-COOP Enhanc§s . Suburban environments High Weathe‘r—sensmve G50 handshake
cooperative diversity links .
window
Gw-coop | Link/loss-aware Moderate mobility High High cir Link-failure
routing computational load response time
PICA Multi-hop clustering Uniform FANETSs Partial Multi-hop latency C4y Multl—h.o P
forwarding
HB-AODV | Hybrid optimization | Generic UAV networks High Complex . C37 Hy?rld metrie
parameter tuning tuning latency
Penguin- Adapnve? secure Security-focused High Security-induced C11.C31 .Sec-urlty
AlS routing FANETs overhead validation delay
C1 —energy, C2 — mobility, C3 — scalability, C4 — QoS, C5 — link stability, constraint violation (T) constraint compliance (],)

e Each group checks if its assigned sub-area has been
searched thoroughly.

e The central command checks that the entire search area
has been covered. Otherwise, the search continues.

o The UAV nearest to the destination is updated and stored
as the best global solution gpe .

e UAVs from completed groups can be redistributed to un-
finished groups.

o Low-power UAVs are identified and sent for recharge.

The authors of [90] evaluated PeSOA’s performance through
simulations and concluded that the scheme exhibits adapt-
ability, high PDR, and reduced average end-to-end delay due
to optimized route discovery. The scheme also focuses on
load balancing and energy efficiency.

However, the overall routing overhead is moderate due to
efficient route discovery and low computation overhead. The
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scheme continuously monitors packets due to the integrated
AIS, enabling the easy detection of any abnormal activity.
Additionally, the scheme provides high route stability and
optimized single-route communication. UAVs emulate pen-
guin hunting behavior, cooperatively “diving” into coverage
gaps detected via encrypted neighbor discovery. The protocol
prioritizes the coverage of the secure zone by isolating un-
trusted nodes and dynamically positioning UAVs to fill the
holes identified through packet loss thresholds.

Providing secure routing for mobile UAVs, PeSOA uses
penguin search-inspired thermal coverage mapping, where
“huddles” collaboratively detect cold spots (coverage holes).
Computational complexity is O(p - f + k) per iteration (p —
penguins, f — fitness evaluations, k — grid cells).

The advantages of the scheme are:

e It is highly adaptable to dynamic topologies.

e It is secure and easily counterattacks due to the built-in
AIS security mechanisms.
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a) Penguin AIS routing

Initialize search area by assigning velocities, positions, and battery level

b) Penguin AIS security

Check for malicious RREQ, RREP, and Hello packets.
Isolation of malicious UAV

—— Broadcast of RREQ ——— RREP () Malicious UAV
<— Data communication O Group head O UAV

Fig. 13. PeSOA scheme for FANETS: a) routing phase and b) security
phase.

The limitations can be summarized as:

o It suffers from moderate computational overhead due to
adaptive and secure route selection.

e Poor scalability in dense networks.

e There is no explicit support for real-time traffic handling,
limiting emergency communication support.

5. Comparative Analysis

The operational efficacy of bio-inspired FANET routing
schemes is inherently related to network coverage charac-
teristics, a dependency that is critically underexplored in
the existing literature. Coverage heterogeneity (e.g. urban
canyons, sparse deployments, altitude variations) induces
profound performance divergences across protocols under
identical mission scenarios. This section conducts a system-
atic comparative analysis of 12 state-of-the-art bio-inspired
protocols, evaluating their resilience against: coverage-driven
topological constraints (NLoS propagation, node density ex-
tremes, 3D mobility) and universal FANET limitations (C1 —
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energy, C2 — mobility, C3 — scalability, C4 — QoS, C5 — link
stability), with its results presented in Tab. 3. By benchmark-
ing protocol behaviors against these dual axes, we expose
critical trade-offs, resilience gaps, and domain-specific suit-
ability to guide protocol selection and future research. Table
3 analysis reveals intrinsic coverage-constraint couplings:

e BICSF incurs higher communication overhead than SIL-
SIC in large swarms to counter mobility (C2) but achieves
only partial coverage due to instability in ultra-dense/sparse
deployments.

e BeeAdhoc reduces the delay in rerouting compared to
BR-AODV at high speeds (C2) but exhibits low coverage
efficacy due to non-adapted MANET mechanisms.

o BAT-COOP maximizes link stability (C5) by increasing
retransmissions during weather disruptions. However, it
ignores urban multipath fading.

e PeSOA’s security measures increase resource requirements
compared to lightweight protocols, but they are lower than
those in clustering-intensive methods such as BICSF.

The routing protocols explicitly target dynamic FANET envi-
ronments where UAVs exhibit significant positional changes.
Optimization goals focus on maintaining routing stability
despite 3D mobility, and all of the protocols address node dis-
placement as a core challenge. Crucially, no protocol assumes
static deployments, even GW-COOP’s link-aware routing and
PICA’s multi-hop clustering prioritize adaptability to varia-
tions in velocity. This mobility-centric design imperative is
evidenced by:

e Mobility-specific mechanisms. BeeAdhoc’s scout bees
relied upon for route rediscovery (high mobility), and BAT-
COOP’s echolocation used for relay handovers.

e Universal constraint violations. The 9/12 protocols vio-
late C2 (mobility) due to delayed response to abrupt ma-
neuvers.

e Timing constraints. Emergency data deadlines (SIL-SIC)
and route recovery windows (BR-AODV) reflect real-time
mobility adaptation needs.

Thus, all of the reviewed protocols fundamentally optimize
data routing in networks with frequent UAV repositioning, not
quasistatic deployments. Most importantly, altitude-related
coverage variance — a characteristic of FANETs — is not
addressed by 75% of the protocols (e.g. hybrid BR-AODV,
PeSOA), which exacerbates urban shadowing attacks. These
cross-protocol trade-offs, as reported, attest to the lack of
Pareto-optimal solutions for all coverage-context constraints.
Table 4 provides a comparison of the metrics harnessed in
the analysis.

6. Open Challenges and Areas for Future
Research

Bio-inspired routing protocols offer great potential to cater
to the needs of FANET routing. FANETSs have distinctive
characteristics, including highly dynamic topologies, higher
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Tab. 4. Comparison of metrics used in bio-inspired routing systems.

Bio-inspired Routing Algorithms for UAV-based Networks: A Survey

Routing metrics
S 2 g o) k=] > 2z
5 g e 2 2 =8| T | & b 2 @ | 5
e g &= g £ 12 | 2|83 58| % 2 5 | ¢
5 7 55 5 2 |2 |3 |s |28/ 52 8|8 |2z
E 5 2 £ z 2| =z |2 | 22| E8| & | |2 | S
g 5 3 = ° S = = E8| £3 e 2o 2 oy
& & & = |32 |8 |8 5| 2| 8| ¢
= O = m — é
BICSF Clustering GSO, KH Luciferin 3D Gauss |y 0w | No | High | High | High | Yes | No | No
value Markov
SIL-SIC | Clustering PSO Fitness Swarm | yoo | High | No | High | Mod. | High | Yes | Yes | No
function waypoint
. Swarm
BIR-SLB Clustering AntNet Path length based Yes | Low | No | Low | Low Low No Yes No
BR- Distance- Boids of Velocity 3D random . . .
AODV based Reynolds alignment walk Yes | Low | No | High | High | High Yes Yes No
Pheromone
APAR On—derpand ACO concentra- Rdndoim Yes | Low | Yes | High | High | High | Mod. | Yes No
reactive - waypoint
tion
BEE Ad Swarm Bee's Swarm Swarm
. . wangle . . Yes | Low | Yes | High | Mod. | High Yes Yes No
hoc intelligence intelligence based
dance
HSCS Clustering DF, GSO Luciferin Swarm Yes | High | No | High | High | High | Mod. | Yes No
energy level based
BAT- . Bats’ Pulse emis- Swarm . . .
COOP Multi-hop cooperation | sion/reception based Yes | High | Yes | High | Mod. | High | Mod. | Yes No
GW- . Fitness Swarm
COOP Multi-hop GWO function based Yes | Low | Yes | Low Low Low Mod. Yes No
PICA Clustering PP Cluster head Swarm | voo | Low | No | High | High | High | Yes | Yes | No
function based
Multi-
HB- o Fitness Swarm . . . .
AODV ot'ue.ctlv.e HBA function based Yes | High | No | High | High | High Yes Yes No
optimization
. Meta- .
Penguin- heuristic PeSOA, AIS Membe.rshlp Swarm Yes | High | No | Mod. | Mod. | Low Yes Yes Yes
AIS R function based
optimization

node mobility, energy constraints, sparse deployment, limited
processing capabilities, and complex application scenarios
that require specific routing protocols. Various routing proto-
cols have been proposed to fulfill these critical requirements,
each with its advantages and limitations that ultimately lead
to their failure.

Most bio-inspired protocols (10/12) (such as BICSF, BR-
AODV, and APAR) have considerable computational burdens
that stem from intricate biomimetic functions. These im-
pose severe energy-scalability compromises (violating C1/C3
constraints).

BICSF’s dynamic clustering shows significantly greater pro-
cessing requirements than SIL-SIC, and BeeAdHoc’s path
discovery shows modest communication overhead despite sig-
nificant memory needs. Most importantly, BIR-SLB achieves
a uniformly low overhead. GW-COOP excels in communica-
tion and memory efficiency but with moderate energy costs,
resulting in a significantly prolonged network lifetime in large
swarms.

Verification-based optimizations validate the high memory
overhead from localization caching in SIL-SIC, while BAT-
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COQP maintains moderate communication overhead using
focused probing.

Some of the constraint-specific gaps are listed below:

o Cluster-based protocols (BICSF, SIL-SIC) optimize energy
efficiency (C1) in terms of coverage limitation.

e Cooperative designs (BAT-COOP, GW-COQP) optimize
link stability (C5), but GW-COOP shows instability during
disruption (C5).

e Penguin-AlS alone implements adaptive encryption with
moderate computation (C1) cost without sacrificing QoS
(C4).

e Biohybrids, such as HB-AODV, demonstrate good QoS
(C4) but lack multipath support and scalability (C3).

These overhead properties place inherent limitations on real-
world deployment of resource-constrained UAV platforms.
In addition, bio-inspired schemes, e.g. artificial bee colony
(ABC) [91], bacterial forage optimization (BFO) [92], moth
flame optimization (MFO) [93], and red deer optimization
(RDO) [94] are still unexplored.

45



Santosh Kumar, Amol Vasudeva, and Manu Sood

Therefore, more research and innovation are necessary to
explore the use of these algorithms and effectively address
the complexities of FANET routing [95].

These trade-offs emphasize the importance of choice of
an environment-sensitive protocol in FANET deployments.
Some of the open research issues will be discussed in the next
subsection.

6.1. Dynamic Topology and Sparse Deployment

High mobility of nodes leads to frequent topological changes
in the network, resulting in sporadic connectivity [96]. Addi-
tionally, nodes can enter and exit sparsely deployed networks
when necessary. Several routing protocols have attempted to
counter these challenges [97], but most protocols, including
bio-inspired routing schemes, fail to ensure proper network
coverage. Routing protocols must be designed with increased
adaptability and better topology management to counter in-
termittent connectivity issues. High PDR, reduced end-to-end
delay, quick route recovery, reduced overhead of control mes-
sages, and high reliability must be supported as well.

6.2. Security Attacks and Data Encryption

Most FANET routing schemes have been designed consider-
ing intermittent connectivity, without taking into considera-
tion security threats. Flying nodes are deployed in very harsh
or complex situations where they remain unattended, making
them easy to capture or be victimized by attackers [98]. Most
bio-inspired protocols do not have the provision to provide
security and privacy. Under the military application scenario,
data transmission must be performed securely and must be
protected by suitable encryption algorithms.

Consequently, in the event of a node capture attack, the
attacker will need some time to decode the secret information.
Therefore, FANET routing protocols must be designed with
data encryption in mind, to provide relevant security levels.

6.3. Realistic Mobility Models and Simulation Environment

Although several node mobility models have been presented
in the literature, further improvements are still required to
simulate nodes in a real-world scenario, with a variable degree
of movement in 3D space and multiple mobility models [99].
Furthermore, simulation tools can be designed to predict the
node’s future locations precisely.

6.4. Energy-efficient Routing with Energy Harvesting

The flying nodes in FANETS are battery powered, with the
energy utilized for node mobility, hovering, data processing,
payloads, and transmission to intermediate nodes or sink
nodes [100]. The amount of residual energy affects each of
these operations.

Furthermore, in complex environmental application scenar-
ios, UAVs remain unattended for a long time [101]. Due to
the non-availability of any power recharging systems, effi-
cient energy management becomes the most critical routing
design issue for future research. Therefore, residual energy of
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UAVs must be considered when designing routing protocols,
especially for FANETs. Additionally, various power transfer
schemes and energy harvesting techniques using renewable
energy sources should be considered.

6.5. Networking Protocols and the Use of AI

The useful life of FANETSs depends on the use of the appropri-
ate networking protocols [102]. Depending on the application
scenario and the density of the nodes, the communication
protocols must be adaptable and dynamic for improved net-
work throughput, such as selecting wireless technology or
the cognitive radio (CR) [103] technique.

Furthermore, principles of artificial intelligence (AI), such as
reinforcement learning and deep learning, can enhance system
performance by learning from experience [104]. Through
reinforcement learning, Al methods can find the optimal
node positions and movements. Consequently, UAVs can
self-organize to choose optimal routes during flight.

6.6. Cross-layer Architecture

Adopting cross-layer architecture strategies has garnered
substantial research interest in improving data communication
and network performance, especially while addressing the
challenges posed by erroneous link state information caused
by the drones’ 3D movements occurring in highly dynamic
environments [105].

Multiple studies indicate that routing protocols have been
designed for conventional layered or hierarchical network ar-
chitectures. Although the layered network architecture has
achieved acceptable performance in a traditional wired net-
work model, it is not on par with the unique requirements
of FANETSs. Therefore, a cross-layer architecture design will
be a fascinating choice allowing to meet FANETS’ unique
requirements and efficient data routing. Additionally, such
a system allows data sharing and feedback among its different
layers.

6.7. Load Balancing

In FANET routing protocols, including bio-inspired routing
schemes, the source node forwards data packets to inter-
mediate nodes using greedy forwarding or through optimal
algorithms, such as those identifying the shortest or lowest
cost path, without considering the load of the next receiv-
er, thus reducing network performance due to generating
congestion over a particular route.

Therefore, forwarding data packets according to varying traffic
loads can increase network throughput. In view of the above,
the ability to design load-sensitive routing protocols [106]
for FANETS is another critical issue for future research.

6.8. QoS and Standards

QoS is necessary for specific FANET applications where
different types of data, such as on-demand, real-time audio
and video, as well as video streaming, can be communicated
over the network [107]. Therefore, the network must ensure
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the essential QoS to meet predetermined service constraints,
such as delay, bandwidth, and packet loss. In addition, FANET
communication must be standardized to make it universally
acceptable.

7. Conclusions

This study explored the efficiency of bio-inspired routing al-
gorithms in overcoming communication obstacles in FANETs.
Its main objective was to identify bio-inspired routing algo-
rithms that balance adaptability, scalability, and security for
reliable data transmission in UAV-based networks.

We examined several FANET routing protocols utilizing
bio-inspired algorithms, drawing inspiration from swarm
behaviors such as ACO, ABC, BFO, DF, GSO, GWO, HBA,
KH, MFO, PeSOA, PP, PSO, and RDO. Our analysis evaluated
their efficiency in addressing critical FANET routing design
issues, encompassing adaptability, energy efficiency, link
stability, and security considerations.

While many bio-inspired routing protocols exist, our findings
reveal that most exhibit trade-offs affecting critical charac-
teristics that are essential for effective FANET routing. The
PeSOA scheme is the most promising routing protocol, cov-
ering all routing metrics. In contrast, many available schemes
suffer from high routing overhead and lack focus on load
balancing and network security.

Furthermore, the application of bio-inspired schemes such
as ABC, BFO, MFO, and RDO remains unexplored. Finally,
several open research issues were identified based on the
advantages, limitations, and comparative studies; these issues
must be considered before developing robust, reliable, and
application-specific FANET routing protocols.
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Abstract — Accurate segmentation of leaf regions plays a vi-
tal role in plant phenotyping and agricultural analysis. This
paper presents AKDUNet, a lightweight UNet-based architec-
ture that integrates attention gates and knowledge distillation
to improve segmentation performance while minimizing com-
putational complexity. The architecture replaces traditional
skip connections with attention gates to focus on salient spa-
tial features and employs a two-stage training pipeline, where
a compact student model learns from a deeper teacher model
using a tailored distillation loss function. AKDUNet is evaluated
on two benchmark datasets (CWFID and Sunflower) and out-
performs a range of state-of-the-art models, including UNet++,
Inception UNet, VGG-based UNets, SDUNet, INSCA UNet, and
SegFormer. Ablation studies confirm the advantages of attention
modules, and qualitative analyses using Grad-CAM visualiza-
tions reveal the model’s ability to effectively focus on crucial
leaf structures. The results demonstrate that AKDUNet is not
only computationally efficient but also highly accurate, mak-
ing it suitable for real-time deployment in resource-constrained
agricultural environments.

Keywords — attention gate, knowledge distillation, modified light
weight UNet, semantic segmentation

1. Introduction

Plant phenotyping has recently gained more attention from
researchers due to its potential to enhance high-yield plant
capabilities and augment food security. It is a key tool for un-
derstanding plant genetics, plant-environment interactions,
and various traits [1]. It also involves creating new technolo-
gies to improve plant yields and address the aforementioned
issues. Furthermore, plant phenotyping is crucial for examin-
ing plant growth, yield, and internal structure.

Plant image analysis is a key technique for plant phenotyping,
facilitating the evaluation of plant traits, growth forecasts,
and spatial details of plants. Manual measurements of visual
characteristics are costly. Hence, there is a need for auto-
mated solutions. Recent studies suggest that deep learning
(DL) techniques, a contemporary Al approach, are becom-
ing increasingly important in plant phenotyping due to their
advanced features [2].

In plant phenotyping, leaf area segmentation is crucial for an-
alyzing plant growth. However, the task becomes challenging
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when dealing with small leaves or when many leaves overlap.
Furthermore, the effectiveness of leaf area segmentation can
be significantly influenced by factors such as image capture
angles and lighting conditions [3].

The proposed work introduces an AKDUNet model, designed
to enhance leaf area segmentation. It boosts segmentation
accuracy while keeping the model simple, by relying on
a smaller number of parameters. It is based on the UNet ar-
chitecture, known for its effective leaf segmentation, and is
compared with other known segmentation models, in example
UNet++, Inception UNet, SDUNet, and INCSA UNet, as well
as pre-trained deep learning models such as VGG16-UNet,
VGG19-UNet, ResNet-UNet, and SegFormer. The perfor-
mance of the AKDUNet model is assessed using the crop
weed field image dataset (CWFID) and the Sunflower data set
for plant phenotyping. Both qualitative and quantitative anal-
yses demonstrate that AKDUNet outperforms current leaf
segmentation techniques.

The key contributions of this work are as follows.

o Knowledge distillation. This method trains a smaller
student model P? to replicate the performance of a larger
teacher model P!. By transferring the core knowledge
from the teacher to the student, this approach enables the
smaller model to achieve similar performance with fewer
parameters, thus reducing the computational burden and
memory requirements.

e Attention gate mechanism. Traditional skip connections
are replaced with an attention gate mechanism. This tech-
nique allows the model to focus on the most relevant parts
of the input data and ignore less important information. By
emphasizing significant features and filtering out irrelevant
details, attention gates enhance the model’s efficiency and
accuracy without significantly increasing computational
demands.

o Performance evaluation. The effectiveness of the AK-
DUNet model is evaluated in comparison to advanced
models using metrics such as IoU score, F1 score, and
Dice coefficient loss, providing a thorough evaluation of
its performance.

e Assessment of computational complexity. This research
evaluates the computational efficiency of the proposed ap-
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proach by analyzing floating-point operations per second
(FLOPs), the number of model parameters, and the infer-
ence time, and thus providing a comprehensive assessment
of both performance and resource utilization.

The structure of the remaining sections is as follows. Section
2 reviews related work on semantic segmentation, attention
modules, and knowledge distillation learning. Section 3 pro-
vides a detailed description of the key components of the
AKDUNet model, including its architecture, implementation,
loss functions, and training algorithm. Section 4 presents an
in-depth analysis of the experimental setup and results. Sec-
tion 5 discusses the major advancements and limitations of
the approach and provides the conclusion.

2. Related Works

The field of knowledge distillation continues to evolve with
several advances that enhance the efficiency and effective-
ness of computer vision models. Various techniques such as
channel attention, transformers, self-attention, and novel fea-
ture distillation modules mature to optimize performance by
reducing model size and complexity. Each of these contribu-
tions reflects ongoing efforts to balance the trade-off between
model performance and computational resources, which is
crucial for deploying advanced computer vision technologies
in mobile and embedded systems.

The authors of [4] introduced a method that uses channel at-
tention and feature maps within a transformer framework to
facilitate knowledge transfer between a large teacher mod-
el P! and a smaller student model P*¢. Paper [5] pioneered
the application of KD frameworks, specifically in the field
of salient object detection (SOD), which involves identify-
ing the most important objects in an image. In [6], a method
for efficient semantic segmentation was proposed that com-
bines self-attention mechanisms with self-distillation. The
authors of [7] developed a common feature distillation mod-
ule designed to consolidate multi-stream information into
a spatially coherent single-stream representation.

Semantic segmentation involves assigning each pixel in an
image to a specific category. Modern RGB-D semantic seg-
mentation methods often rely on deep learning techniques
which have significantly advanced the field due to their strong
automatic learning and feature extraction capabilities. In such
a context, the authors of [8] improved deep learning models
by incorporating channel attention mechanisms to enhance
features, while in [9], self-attention modules were introduced
to refine the features extracted by the encoder.

In [10], an RFNet was developed which balances performance
and speed for real-time applications. [11] proposed an ESANet
which dynamically adjusts feature space representations by
weighting the outputs of each encoding block. In [12], high-
level features were applied to dynamically adjust the decoding
structure of deep learning networks.

Several adaptations of the traditional UNet architecture have
been developed to improve segmentation tasks. The authors
of [13] presented an improved UNet++ design which adds
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deconvolution blocks to the skip connections. This modi-
fication enriches the semantic information in the decoder,
enabling deeper supervision. In [14], the UNet architecture
was introduced, incorporating inception layers and combining
binary cross-entropy, the Dice coefficient, and intersection
over union to boost performance.

The authors of [15] developed a SDUNet which features struc-
tured dropout in all UNet layers. This approach helps prevent
overfitting by eliminating some semantic details from the
network. [16] explored the INCSA UNet architecture which
integrates inception blocks with spatial attention mechanisms.
This model uses parallel and sequential layers to effectively
extract key features.

In [17], a compressed version of a UNet customized for plant
disease segmentation was presented. This streamlined model
is more storage-efficient and performs faster than the original
UNet. Paper [18] proposed SegFormer, a transformer-based
semantic segmentation model that combines hierarchical en-
coding with a lightweight MLP decoder. The model eliminates
the need for positional encoding, improving robustness to
varying input resolutions.

Traditional semantic segmentation methods frequently face
challenges that can result in inaccurate predictions. To ad-
dress these issues, this paper proposes an AKDUNet model
that integrates attention mechanisms and knowledge distil-
lation with the UNet architecture. This approach effectively
reduces the number of parameters compared to that used by
conventional UNet models, thereby reducing computational
complexity. Despite the reduction in the number of parame-
ters, the AKDUNet model aims to enhance performance by
utilizing attention mechanisms to focus on important features
and employing knowledge distillation to preserve essential
knowledge from more complex models. This customized solu-
tion specifically addresses the limitations of existing methods.

3. Proposed Methodology

This section presents a detailed overview of the AKDUNet
model, including its architecture, implementation, loss func-
tions, and training algorithm for knowledge distillation.

3.1. Implementation of Framework

Knowledge distillation is a deep learning technique that en-
ables the transfer of knowledge from a large to a smaller mod-
el. It is particularly useful for deploying models in resource-
constrained environments, where computational power and
memory are limited. To enhance segmentation accuracy, the
proposed method transfers knowledge from a larger teacher
model P! to a smaller student model P*. Figure 1 illustrates
the model’s architecture, which includes two deep convolu-
tional networks such as the student model P°® with weights
0, and the teacher model P! with weights 6;.

The work uses a UNet backbone [19] for both the teacher mod-
el P! and the student model P*, which helps to effectively
capture and maintain detailed features. The network con-
figurations are as follows: teacher model Pt (depth, width);
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Teacher model P’ (depth=5)

Predicted labels
y! with weights 6,

. J

Distilled knowledge y*

Predicted labels
_ s with weights 6 .
Input image Student model P* (depth=2)
¢
I

Segmented output image

Forward pass ——»
Backward pass <————-—

Update weight §, |-~

Fig. 1. Architecture of the AKDUNet model for leaf segmentation.

n € {5,3} and student UNet P*® (depth, width); n € {2, 3},
where depth denotes the number of layers and width denotes
the number of convolutions in each layer which are depict-
ed in Fig. 1. These variations are intended to explore the
trade-offs between detailed feature extraction, the number of
parameters, and overall model complexity.

Table 1 presents a detailed architectural comparison between
the teacher UNet (depth 5) and the student UNet (depth
2). The teacher model follows a deeper architecture with
more convolutional blocks and a higher parameter counts
of 2354785 to ensure rich feature extraction and accurate
segmentation.

On the contrary, the student model is a lightweight ver-
sion with significantly fewer layers and 13 681 parameters,
designed for faster inference and deployment in resource-
constrained environments. Despite its simplicity, the Student
UNet retains the core structural elements of UNet, includ-
ing convolution, pooling, up-sampling, and skip connections,
allowing it to perform efficient segmentation with reduced
computational cost.

The number of parameters in a 2D convolutional layer is given
by the formula:

CONVpar = (Kg x Kw x Cin + 1) x Cour, (1)

where: Ky — kernel height, Ky — kernel width, Cyy —
number of input channels, Coyr — number of output filters.

Conv2D
1x1x1

Conv2D
1x1x1

o P
N>
.4

ReLU

Conv2D
1x1x1

Fig. 2. Attention gate module.
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Instead of directly passing features from the encoder to the
decoder through conventional skip connections, the proposed
method incorporates attention gates within the skip connec-
tions to enhance feature selection, as illustrated in Fig. 2. In
this design, the encoder feature map is used as one input X to
the attention gate, while the gating signal from the decoder’s
previous stage is used as the second input Y. The attention
gate computes attention coefficients that selectively highlight
relevant regions in the feature maps while suppressing less
informative activations. This is mathematically represented
as:

Y' =ReLU(Y)O Y, )
where: ® — element-wise multiplication and Y — output after
applying the attention.

The multiplication with Y ensures that only the most sig-
nificant features of the decoder contribute to the subsequent
layers. By adaptively focusing on important spatial regions,
these attention gates help improve segmentation accuracy by
refining the information passed from the encoder to the de-
coder. The training process is carried out in two stages. In the
first stage, teacher model P! is designed with an encoder de-
coder architecture of depth 5. The model is trained using the
Dice coefficient loss function, with the objective of optimiz-
ing its performance based on F1 and IoU scores. Once training
has been completed, the parameters of the teacher model, in-
cluding weights 6., are frozen to ensure that they remain fixed
during the subsequent distillation phase. The trained teacher
model P? generates fixed predictions y, which will be used
as ground truth in the second stage.

In the second stage, a smaller student model P° with a depth
of 2 is used. The student model has fewer parameters than
the teacher model, allowing for a more compact architecture.
During this stage, the outputs of teacher model P! serve as
ground truth 4 for calculating the knowledge distillation loss
Ly p, which quantifies the discrepancy between the teacher’s
ground truth predictions y* and the student model’s predic-
tions y°. It is also advantageous to train the student model
with ground truth labels y to get predictions y® produced by
the student model itself to calculate standard loss L. This
loss is derived using the Dice coefficient loss, which quanti-
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Tab. 1. Architecture and parameters of teacher and student UNet

models.

Stage

Teacher UNet
(depth 5)

Student UNet
(depth 2)

Input

128 x 128 x 3

128 x 128 x1

Block 1

3 x Conv2D
(16 filters ReLLU)
MaxPool (2 x 2)

Dropout (0.5)

3 x Conv2D
(16 filters ReLLU)
MaxPool (2 x 2)

Dropout (0.5)

Block 2

3 x Conv2D
(32 filters ReLLU)
MaxPool (2 x 2)

Dropout (0.5)

Block 3

3 x Conv2D
(64 filters ReLLU)
MaxPool (2 x 2)

Dropout (0.5)

Block 4

3 x Conv2D
(128 filters ReLLU)
MaxPool (2 x 2)
Dropout (0.5)

Bottleneck

2 x Conv2D
(256 filters ReLLU)

2 x Conv2D
(32 filters ReLLU)

Up block 4

UpSample (2 x 2)
Conv2D (128)
Concat 2 x Conv2D
Dropout (0.5)

Up block 3

UpSample (2 x 2)
Conv2D (64)
Concat 2 x Conv2D
Dropout (0.5)

Up block 2

UpSample (2 x 2)
Conv2D (32)
Concat 2 x Conv2D
Dropout (0.5)

Up block 1

UpSample (2 x 2)
Conv2D (16)
Concat 2 x Conv2D
Dropout (0.5)

UpSample (2 x 2)
Conv2D (16)
Concat 2 x Conv2D
Dropout (0.5)

Output

3 x Conv2D
(labels 1 x 1)
Activation
(Sigmoid/Softmax)

3 x Conv2D
(labels 1 x 1)
Activation
(Sigmoid/Softmax)

Total
parameters

2354785

13681

fies the predictions of similarity between student model y°
and ground truth y.

This total distillation loss combines both standard loss L, and
knowledge distillation loss L x p, ensuring that the student
model learns to approximate both teacher predictions y* and
ground truth y effectively. The combination of these losses is
used to update the weights of student model 6y, resulting in
an optimized student model with updated parameters 6.

Loss functions play a vital role in image segmentation as they
guide the model to segment images into distinct regions. The
choice of loss function depends on the specific requirements
of the segmentation task and the nature of the segmentation
process. To evaluate the proposed knowledge distillation ap-
proach, three key loss functions such as knowledge distillation
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loss Lk p, student loss L, and overall distillation training
loss L are considered.

3.2. Knowledge Distillation Loss

In knowledge distillation, knowledge is transferred from
teacher model P! to student model P* by minimizing the
discrepancy between the predictions of teacher labels y° €
RM<w and student labels y* € RM**, where y° and o'
represent predictions of student model P° and teacher model
P? respectively, with h and w referring to the height and width
of the input image. The equations used to derive knowledge
distillation loss L g p are as follows:

¢
p’ = softmax (y—) , 3)
T

s

p® = softmax (%) , 4)

) . (&)

where B is the batch size, C' is the number of classes, and 7
is the temperature factor that typically ranges between 1 and
5 and controls the smoothness of the probability distributions
pt and p°.

B C :

2 t Dij
LKsz pzlog 3
T(ZZ Ty

i=1 j=1

The purpose of Egs. (3) and (4) is to convert the raw logits 1
and y° from the teacher model and student model into prob-
ability distributions. The softmax function is applied to the
logits to normalize them, transforming them into values be-
tween 0 and 1 that sum up to 1 across all classes. This ensures
that both teacher model P! and student model P* outputs
are in the form of probabilities, allowing for a meaningful
comparison of their predictions.

The equation for Lx p shown in Eq. (5) quantifies how much
the student model probability distribution differs from the
teacher model P! distribution. In Eq. (5), p* and p* are prob-
abilistic prediction values of teacher model P? and student

model P?, respectively, while log ZJ is the Kullback-Leibler
divergence which measures the difference between the teach-
er and the student probability distributions. The logarithm
computes how far the student model P? distribution is from

the teacher model P? distribution.

This loss function can also be interpreted as the cross-entropy
between the distributions and encourage the student to match
the teacher distribution. By doing this, student model P?*
learns not only the prediction of the final class, but also the
relative likelihoods of different classes, enabling it to better
approximate the decision-making process.

3.3. Standard Loss

It is beneficial to train the student together with ground truth
labels y and y° labels predicted by student model P* to obtain
standard loss L. The Dice coefficient loss is utilized to get
the standard loss which is:

r\' S
Ls=1-2 0V ©)

ly +y°|’
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where |y N y*®| is the number of pixels that are correctly
predicted by student model P* with respect to ground truth g,
|y + y°| represent the total number of pixels in ground truth
y and predicted labels y® of student model P?.

3.4. Total Distillation Loss

Equation (7) represents the overall training loss as a weighted
combination of standard loss L, and knowledge distillation
loss Lk p. The equation is essential for achieving two key
objectives during model training, i.e. minimizing L, and
reducing Lxp.

LT:/\LS+(17)\)LKD. (@)

Parameter ) is the weight factor, typically assuming a value
between 0 and 1, that acts as a hyperparameter controlling
the trade-off between standard loss and knowledge distillation
loss.

3.5. Backpropagation

To update the weights of student model P? using backpropa-
gation, the gradients of total loss L with respect to student
model weights 6, are calculated in the following form:

L
Vs = 9 (3)
L
Vlkp = é{D , 9
Vor =aVl, + (1 —a)Vlkp, (10)

where V§; is the gradient of standard loss L4 with respect
to student weights 05, VO p is the gradient of L p with
respect to student weights 6.
Once V0 gradients are calculated, propagate these gradients
backward through student model P° from the output layer
to the input layer, which updates the weights of each layer
according to:

0 =0s—nVor, (an
where 6, is the updated weight and 7 is the learning rate.

3.6. Training Algorithm

The Algorithm 1 outlines the knowledge distillation pro-
cess during training, where the weight of a student model is
updated by backpropagation through gradient calculation.

4. Experimental Setup and Results

The proposed methodology is evaluated using two benchmark
datasets that present diverse and challenging conditions,
the CWFID dataset [3] and the Sunflower dataset [20]. The
CWEFID dataset consists of 60 high-resolution images with
detailed pixel-level annotations, collected by the Bonirob
agricultural robot on an organic carrot farm. The images
show carrot plants at the early true leaves, where dense plant
clusters with complex double-compound leaves and secondary
structures create significant challenges for segmentation due
to frequent overlapping and occlusions.
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Algorithm 1 Training process.

Start
Input

1: Training data D = {x!, y!}, where x! is the input image, y! is
the corresponding ground truth label and initialize the hyper
parameters such as optimizer, learning rate 7, batch size B,
number of classes C'

2: Train teacher model P* and obtain corresponding weights 6°
Backpropagation

3: Initialize student model P* with the hyper parameters and load
teacher model P* with weight 6°
Forward pass

4: Set weight factor \, temperature factor 7 and employ student
model P* and teacher model P*

5: for each mini batch B and input DB = {z},y{} do forward
propagation and compute s weight 65, knowledge divergence
loss Lk p, student loss L, and total distillation loss Lt using
Egs. (D-(5)

6: end for
Backward pass

7: Compute gradients VOr as defined by Egs. (6)—(8)

Update

8: Update the weight of student model weight 6 using the calcu-
lated gradients V87 and obtain updated student model weight
0", using Eq. (9)

9: Increment the iteration count %

Termination
10: Repeat steps 5 to 8 until the model converges or until a maximum
number of iterations is reached

End

Additionally, the Sunflower dataset, a publicly available re-
source, is used for crop and weed segmentation experiments.
This dataset was acquired by an agricultural robot in sun-
flower fields in Jesi, Italy. It comprises 500 scene images
organized into three subsets representing different stages of
crop growth: emergence, intermediate growth, and the final
stage before chemical treatment. The images were captured
over various days and times to include natural variations in
lighting and field conditions.

To facilitate evaluation, the datasets are divided into 80%
for training and 20% for testing, with sample images and
corresponding ground truth masks shown in Fig. 3.

To measure the effectiveness of the AKDUNet model, perfor-
mance metrics such as Dice coeflicient loss, F1 score, and
IoU score are considered in the following manner:

2xTP
Dice=1— 12
ree (TP + FP)+ (TP + FN)’ (12)

. TP
Precision = W 5 (13)
TP

== 14
Recall TPTFN (14)

2 X Precision X Recall
F1 = 15
seore Precision + Recall (13)

TP
I S e ———————— 1
oU score TPYFNTFP’ (16)
where TP, TN, FN, and FP are true positives, true negatives,

false negatives, and false positives, respectively.
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Fig. 3. Sample images and corresponding ground truth masks.

Tab. 2. AKDUNet model parameters.

Parameters Teacher UNet | Student UNet

Pt pPs

Depth 5 2
Filters lfig’zégg’ 16, 32
Kernel size 3x3 2x2
Activation function ReLU ReLU

No. of parameters 235M 0.013 M

Inference time [ms] 168 ms 65 ms

4.1. Model Parameters and Implementation Details

The UNet architecture is used as the backbone for both the
teacher and student models. To evaluate the AKDUNet model,
Google Colab is used equipped with NVIDIA GPUs and 12
GB of RAM to handle the necessary computations. The input
images, originally 1296 x 966 pixels in resolution, are resized
to 128 x 128 pixels for the evaluation process.

Table 2 presents the key parameters of the two models. The
teacher model P!, with a deeper architecture, employs fil-
ters of increasing size and a 3 x 3 kernel size. It has 2.35 m
parameters and requires 168 ms for inference of the test im-
age, reflecting its more complex design and computational
demand. In contrast, the student model P?*, with a shallower
architecture, uses fewer filters, a smaller 2 x 2 kernel size,
and has significantly fewer parameters (0.29 M). This model
achieves a faster inference time of 65 ms, making it more ef-
ficient and computationally powerful compared to the teacher
model. Despite the difference in complexity, both models uti-
lize the ReLLU activation function, ensuring similar activation
behavior across both architectures.

Table 3 describes the hyper-parameters used for the proposed
model design. The learning rate 7 is set to 0.0001, allowing the
model to make small, controlled updates to its weights during
training. The Adam optimizer is employed to adaptively
adjust the learning rate based on gradients, which helps
the model to converge efficiently. A temperature factor 7
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of 4 softens the teacher model output probabilities in the
knowledge distillation process. The weight factor \ is 0.5,
balancing the contribution of the hard target loss (ground
truth) and the soft target loss (teacher’s predictions). With
a batch size B of 8, the model processes 8§ samples per
iteration and it is set to perform binary segmentation with two
classes C, representing the target leaf area and background in
the segmentation task.

4.2. Ablation Study

This ablation study explores the effect of adding an atten-
tion module by comparing the models with and without it.
The results show that adding the attention layer significantly
improves performance, making it a valuable enhancement.
Table 4 presents a comparative analysis of three models: stu-
dent, teacher, and AKDUNet, evaluated on three key metrics
such as F1 score, IoU score, and Dice coefficient. The models
were evaluated using 5-fold cross-validation, ensuring that
the evaluation is robust and not subject to over-fitting. The
evaluation is conducted under two conditions, without the at-
tention layer and with the attention layer. The student model
performs poorly on all metrics, with an F1 score of 66.79%,
an IoU score of 50.16%, and a loss of Dice coefficient of
0.1319.

At baseline (without attention), teacher model P? outperforms
the student model, achieving an F1 score of 90.06% and an
IoU score of 81.98%, indicating its strong performance in
segmentation tasks. However, the AKDUNet model shows

Tab. 3. Hyperparameters.

Parameters Value
Learning rate n 0.0001
Optimizer Adam
Temperature factor 7 4
Weight factor A 0.5
Batch size B
Number of classes C 2

Tab. 4. Comparison of the models’ performance with and without
the attention layer.

Dice
Model sfolre sIc(z)Ije coefficient
loss
Without attention layer
Student model 66.79% | 50.16% 0.1319
Teacher model 90.06% | 81.98% 0.0815
AKDUNet model | 91.79% | 85.82% 0.0414
With attention layer

Student model 85.86% | 75.22% 0.0773
Teacher model 94.69% | 89.94% 0.0699
AKDUNet model | 96.46% | 93.16% 0.0227
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Fig. 4. Comparison of F1 and IoU scores for models with and without
the attention layer.

a notable improvement with an F1 score of 91.79% and an
IoU score of 85.82%, along with the lowest Dice coefficient
loss of 0.0414, suggesting its superior ability to minimize
coefficient losses.

Subsequently, an attention module is integrated into all the
above-mentioned models and is evaluated for its effectiveness.
The inclusion of the attention layer results in significant
improvements in all three models. The AKDUNet model
demonstrates the most significant performance improvement,
achieving an F1 score of 96.46%, an IoU score of 93.16%,
and a reduced Dice coeflicient loss of 0.0227. The teacher
model P! also benefits from the addition of an attention
layer, with an F1 score of 94.69%, an IoU score of §9.94%,
and a decrease in the loss of Dice coefficient to 0.0699.
Although student P° model remains the least performing, it
still shows improvements, with an F1 score of 85.86%, an IoU
score of 75.22% and a Dice coeflicient loss of 0.0773. These
results show that incorporating an attention layer consistently
improves segmentation performance across all models, as
illustrated in Fig. 4.

Figure 5, which shows the Dice coefficient loss with and
without the attention layer, highlights a significant reduction
in prediction error when the attention layer is included. The
teacher model P* shows an improvement, with its loss of the
Dice coeflicient reducing from 0.0815 to 0.0699, indicating
that attention helps minimize errors even in more complex
models.

The student model P?, while showing an improvement by
reducing the loss of Dice coefficient from 0.1319 to 0.0773,
still has the highest Dice coefficient loss among all models,
highlighting its relative difficulty in minimizing prediction
errors compared to the two remaining models. The AKDUNet
model achieves the lowest loss of Dice coefficients in both
conditions, decreasing from 0.0414 (without attention) to
0.0227 (with attention), showcasing its superior efficiency
in reducing the error rate. Overall, the graph confirms that
adding the attention layer contributes to a significant reduction
in Dice coeflicient loss, particularly for the proposed model,
which achieves the lowest error across all conditions.
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Tab. 5. Comparison of the proposed method with other methods
using the CWFID data set.

Method Fl[;i? re IOIEOZSO c]ore Loss
UNet++ [21] 77.56 63.37 0.2274
Inception UNet [22] 62.31 45.26 0.6211
SDUNet [15] 83.97 72.39 0.1650
INSCA UNet [16] 94.34 89.30 0.0604
VGG16 UNet [23] 90.70 82.99 0.0954
VGG19 UNet [24] 94.19 85.16 0.0634
ResNet UNet [25] 60.72 75.50 0.1730
SegFormer [18] 95.77 91.85 0.0456
Teacher UNet 94.69 89.94 0.0699
Student UNet 85.86 75.22 0.0773
AKDUNet model 96.46 93.16 0.0227

4.3. Comparison with Other Methods

The effectiveness of the proposed AKDUNet model in seg-
menting leaf regions from agricultural images was evalu-
ated using two benchmark datasets, namely CWFID and
Sunflower. The proposed method was benchmarked against
various advanced UNet architectures, including UNet++, In-
ception UNet, SDUNet, and INSCA UNet, SegFormer, and
pre-trained UNet models such as VGG16 UNet, VGG19 UN-
et, and ResNet UNet. As shown in Tab. 5, which presents
results for the CWFID dataset, AKDUNet achieves a remark-
able F1 score of 96.46%, IoU score of 94.85%, and the lowest
loss value of 0.0208, outperforming all other compared meth-
ods.

These results indicate that AKDUNet provides highly accurate
and consistent segmentation of leaf regions, which is crucial
for downstream tasks such as disease detection, leaf counting,
and plant phenotyping. While transformer-based models such
as SegFormer also show strong performance with an F1
score of 95.77% and IoU of 91.85%, the superior metrics of
AKDUNet highlight the benefits of integrating convolutional
feature learning with attention-guided knowledge distillation,
enabling the model to capture fine-grained leaf boundaries
and spatial details more effectively.

Models such as INSCA UNet with an F1 score of 94.34% and
VGG19 UNet with 94.19%, also demonstrate competitive

2 012

% With attention
;g 0.08

5 /

S Without attention

g 0.04

8

Student Teacher Proposed

Fig. 5. Dice coeflicient loss for models with and without the attention
layer.
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Tab. 6. Comparison of the proposed method with other methods
using the CWFID data set.

Method Fl [272]0 re IOIE ;Oc]ore Loss
UNet++ [21] 70.04 69.38 0.0890
Inception UNet [22] 94.31 84.99 0.0040
SDUNet [15] 66.75 50.09 0.0220
INSCA UNet [16] 62.94 46.07 0.0238
VGG16 UNet [23] 90.90 82.35 0.0127
VGG19 UNet [24] 94.78 87.37 0.0064
ResNet UNet [25] 91.00 83.62 0.0152
SegFormer [18] 93.66 82.87 0.0042
Teacher UNet 90.44 77.99 0.0079
Student UNet 85.79 68.70 0.0119
AKDUNet model 95.16 88.17 0.0037

performance, yet were surpassed by AKDUNet in terms of
both IoU and loss. This indicates that while attention mech-
anisms and deep CNN backbones aid in segmentation, the
interlaced attention and knowledge transfer mechanism of
AKDUNet allows for a more robust and precise extraction of
leaf regions. Traditional models like UNet++, Inception UN-
et, and ResNet UNet show comparatively lower performance,
with F1 scores below 78%, suggesting that they may strug-
gle to delineate leaf boundaries in complex backgrounds or
overlapping structures.

With the Sunflower dataset, as shown in Tab. 6, a similar
pattern emerges. AKDUNet achieves the best performance
with an F1 score of 95.16%, an IoU score of 88.17%, and
the lowest loss of 0.0037, demonstrating its generalizability
across different types of leaf structures and lighting condi-
tions. Competing models such as VGG19 UNet with an F1
score of 94.78% and Inception UNet with 94.31% deliver
strong results, but fall short in overall consistency and overlap
accuracy compared to AKDUNet.

Interestingly, SegFormer, while highly effective on the CW-
FID dataset, shows a drop in performance here with an F1
score of 93.66% and IoU of 82.87%, suggesting that AK-
DUNet’s convolutional attention hybrid design is more robust
for diverse leaf morphology and field conditions. Moreover,
the performance gap between the teacher UNet and the stu-
dent UNet illustrates the impact of knowledge distillation,
whereas AKDUNet significantly exceeds both, validating the
advantage of its attention-enhanced distillation strategy.

Analysis performed with the use of both CWFID and Sun-
flower datasets clearly demonstrates the effectiveness and
generalizability of the proposed AKDUNet model for leaf
region segmentation in agricultural images. AKDUNet con-
sistently outperforms all other benchmarked methods in terms
of F1 score, IoU, and loss, indicating its ability to accurately
extract leaf regions with minimal prediction error. Strong per-
formance in both datasets, despite differences in leaf types,
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image complexity, and lighting conditions, highlights the
robustness of the model’s architecture.

4.4. Model Complexity Comparison

To assess computational complexity, the AKDUNet model
uses floating point operations per second (FLOPs), which
consists of number of addition, subtraction, multiplication,
and division operations involved during the training process,
and the formula to calculate FLOPs is shown in Eq. (17). In
addition, the number of parameters for each method is also
considered. To ensure fairness in comparison, all methods
including the proposed model are evaluated with the same
input size of 128 x 128 x 3.

For a Conv2D layer:
FLOPs =2 X Hout X Wout X Ciny X K X Kw X Cout , (17)

where H,,+, W, — output height and width of the image,
Ciy, — input channels of the image, K, Ky — kernel height
and width of the filter, C,,,; — output channels.

Table 7 presents a comparative analysis of various segmen-
tation models in terms of the number of parameters and
computational complexity (FLOPs), while Fig. 6 offers a vi-
sual comparison based on parameter count (in millions) and
FLOPs (in giga FLOPs).

The proposed AKDUNet model stands out with an exception-
ally low parameter count of just 0.013 M and a minimal 0.17
GFLOPs, demonstrating remarkable efficiency in both memo-
ry usage and computational cost. Despite its lightweight archi-
tecture, AKDUNet achieves a superior segmentation accuracy
of 93.16%, surpassing more complex models such as VGG16
UNet with 25.85 M parameters, 32.26 GFLOPs, and VGG19
UNet with 16.24 M parameters, 41.15 GFLOPs, which re-
quire significantly more resources. The reduced complexity
enables faster execution and lower resource consumption,
making it suitable for deployment in resource-constrained
environments without compromising segmentation perfor-
mance.

In comparison, models such as SDUNet with 0.498 M pa-
rameters and 5.22 GFLOPs as well as ResNet UNet with
24.29 M parameters and 3.12 GFLOPs offer a trade-off be-

Tab. 7. Comparison of model complexity and computational re-
quirements.

Model Parameters [M] FLOPs [G]
UNet++ 0.149 4.89
VGG16 UNet 25.85 32.26
VGG19 UNet 16.24 41.15
ResNet UNet 24.29 3.12
Inception UNet 0.177 2.90
SDUNet 0.498 5.22

SegFormer 0.124 5.2

Teacher UNet 2.354 2.67
Proposed AKDUNet 0.013 0.17
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Fig. 6. Comparison of computational complexity with existing
models.

tween complexity and accuracy, but fall short in both seg-
mentation precision and computational efficiency. Similarly,
the teacher UNet model, with 2.354 M parameters and 2.67
GFLOPs, delivers competitive results, but does not outper-
form AKDUNet in either metric. The SegFormer model,
despite its lightweight nature with only 0.124 M parameters,
incurs a relatively high computational cost of 5.2 GFLOPs
due to its transformer-based architecture, limiting its usability
for real-time deployment on edge devices.

The ability of AKDUNet to achieve superior segmentation
accuracy with a significantly lower computational footprint
highlights its effectiveness and efficiency, especially when
both IoU score and resource demands are critical considera-
tions.

4.5. Qualitative Analysis

Grad CAM visualizations were also generated for the student
model P?, the teacher model P?, and the AKDUNet model to
assess the effectiveness of the distillation process, as shown
in Fig. 7.

The results revealed that while both the teacher model P? and
the student model P° showed attention to relevant features,
the AKDUNet model demonstrated superior focus on the
critical regions of the input images. This suggests that, while
the student model P° achieves reasonable accuracy, it is not
as interpretable or capable of making significant decisions
as the teacher model P*. Specifically, the grad CAM heat
maps of the AKDUNet model closely aligned with those of
the teacher model P?, indicating that the student model P*
successfully learned to prioritize the most significant areas
through the distillation process.

To evaluate the effectiveness of the proposed architecture,
a qualitative analysis was conducted for all models, and the
performance was compared for scenarios with and without
knowledge distillation. As shown in Fig. 8, segmentation
maps from the student model P° trained from scratch with-
out knowledge distillation lack clear separation between the
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P! without attention P* without attention

P! with attention P° with attention

Proposed without attention

Proposed with attention

Fig. 7. Grad CAM visualizations of all models.

secondary leaflets and do not present sharp boundaries. This
model produces an incomplete segmentation map with many
leaf regions incorrectly classified as background.

In contrast, the segmentation map produced by the proposed
model with an attention gated module is much clearer and
more accurately aligns with the ground truth map, as shown
in Fig. 8. This analysis demonstrates that combining knowl-
edge distillation with an attention layer significantly enhances
segmentation performance. This improvement is made possi-
ble by the transfer of knowledge from the teacher model P?,
whose segmented output outperforms the student model’s
output image.

Figures 9, 10 show the original images, ground truth, and
segmentation outputs for a variety of models, including pre-
trained UNet architectures such as VGG16 UNet, VGG19
UNet, and ResNet UNet, along with advanced models like
UNet++, Inception UNet, SDUNet, and INCSA UNet. By
integrating knowledge distillation techniques and attention
mechanisms, AKDUNet achieves highly accurate segmenta-
tion, even in challenging areas such as secondary leaflets and
finer details of leaf structures.

The attention module enhances the model’s ability to focus
on critical regions, while KD effectively transfers knowledge
from the teacher model, improving the student model’s gen-
eralization and segmentation accuracy. The qualitative results
clearly demonstrate that AKDUNet significantly outperforms
existing segmentation approaches. It delivers sharper and
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Original image Ground truth P'with attention P* with attention Proposed with attention

Fig. 8. Leaf area segmentation results with and without the attention module.
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Fig. 9. Results of segmentation — area of the CWFID carrot leaf.
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Fig. 10. Results of segmentation — sunflower leaf area.
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more precise boundaries, particularly in complex areas, when
compared to UNet, VGG16 UNet, VGG19 UNet, ResNet
UNet, UNet++, Inception UNet, SDUNet, and INCSA UNet.

5. Conclusions

This study demonstrates the performance of the proposed AK-
DUNet model while segmenting the leaf region for precision
agriculture. Across the CWFID carrot leaf and Sunflower data
sets from CWFID, AKDUNet consistently outperformed sev-
eral state-of-the-art architectures, including SegFormer, UN-
et++, Inception UNet, SDUNet, INSCA UNet, and pre-trained
UNet variants with VGG16, VGG19 and ResNet backbones.
The model achieved higher F1 scores and IoU values while
maintaining minimal loss, validating its robustness in han-
dling variations in leaf morphology and imaging conditions.

Its significantly lower computational complexity is a key
advantage of AKDUNet. Although only 0.013 million param-
eters and 0.17 GFLOPs were used, the segmentation results
were comparable to or better than those of much larger mod-
els. Such a high degree of efficiency positions AKDUNet
as a strong candidate for real-time deployment on resource-
constrained devices such as drones, mobile phones, or edge
computing platforms used in agricultural monitoring systems.

The model’s architecture, which integrates attention mecha-
nisms and knowledge distillation from a deeper teacher net-
work, enables it to focus on critical regions and segment fine
details with a high degree of accuracy. Its ability to general-
ize across datasets suggests that it can adapt well to diverse
plant species and imaging conditions without the need for
extensive retraining.

However, there are certain limitations to this work. First, the
evaluation was conducted on a limited number of datasets, pri-
marily focused on leaf structures from specific crops. While
AKDUNet showed strong generalization across these, its
performance on more complex agricultural scenes with over-
lapping plant parts, occlusions, or mixed crop types has not
yet been tested. Second, although the model is lightweight, it
still relies on supervised learning and labeled data, which can
be costly and time-consuming to obtain at scale. Finally, the
knowledge distillation strategy, while effective, may require
careful tuning of teacher-student dynamics to ensure stable
training across various domains.
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Abstract — This paper introduces two methods for peak side-
lobe level (PSLL) reduction and null steering in the pattern of
linear arrays using position control. While most research on this
topic uses stochastic optimization techniques, here convex opti-
mization and the off-grid compressive sensing framework were
used to accomplish the required goals. For the first method, the
problem of minimizing the PSLL and forming prescribed nulls
in the pattern of linear arrays by controlling the elements’ posi-
tions is cast as a convex optimization problem with the help of
first-order Taylor approximation. For the second method, the
goals are achieved by perturbing the locations of as few array el-
ements as possible. Towards this end, the problem of forming
prescribed nulls in the pattern of non-uniformly spaced linear
arrays for a predefined PSLL by elements’ position control is
formulated as a sparse recovery problem within the off-grid
compressive sensing framework. Simulations were performed to
evaluate the efficacy of the proposed methods, and the results
were compared to results obtained using stochastic optimization
techniques.

Keywords — compressive sensing, convex optimization, mechani-
cally adaptive arrays

1. Introduction

In phased array antenna, the radiation pattern can be altered
so that the radiation pattern adds up to boost the radiation in
the wanted direction while canceling out the radiation in the
undesired directions. Numerous algorithms have been studied
to create radiation pattern nulls by changing the excitation
of elements’ amplitude only [1]—[3], phase only [4], [5],
amplitude and phase (complex) [6]—[8], or inter-element
spacing [9]—[11].

Compressed sensing (CS) is a fairly recent signal process-
ing method to sample and reconstruct signals efficiently by
obtaining solutions of underdetermined linear systems [12].
The potential to defy established wisdom in data acquisition
based on Shannon’s theory [13] and permit the recovery of
specific signals from much less observations than standard
approaches has received much attention [14], [15].
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The cornerstone of CS-based approaches is that a lot of
physical variables, both intrinsically or extrinsically sparse,
can be portrayed using just a few of nonzero expansion
coefficients, given the appropriate expansion bases. The basic
objective of CS methods is to determine an approximation of
the solution x to the linear system y = Ax, where x must
have as few nonzero elements as possible [12].

The evolution of CS has centered on signals having sparse
representation in finite discrete dictionaries. The majority of
signals we encounter in the actual world, particularly those
used in remote sensing, sonar and radar, are characterized by
continuous parameters. A discretization process is used to
create a finite collection of grid points from the continuous
parameter space in order to apply CS theory. When the
true signal is not precisely supported on the grid points,
performance loss occurs for the traditional CS methods, also
known as on-grid CS. This problem is referred to as the basis
mismatch problem [16].

Oft-grid CS techniques aim to address the basis mismatch
issues without trying to solve the problem by using denser
discretization, since CS theory suggests that utilizing a finer
grid could not improve performance and even might increase
the coherence of the dictionary, which contradicts the restrict-
ed isometry property necessary for guaranteeing accurate
estimation of sparse recovery problems [17], [18].

Off-grid CS framework has been used to synthesize uniformly
weighted concentric ring arrays in [19]. A method based
on off-grid CS for the synthesis of planar sparse arrays was
proposed in [20]. In [21], an alternating algorithm to synthesis
planar sparse antenna arrays with complex-excitation and
reconfigurable pattern was proposed.

Most research on the topic of optimizing antenna arrays
by position-only control employs stochastic optimization
techniques [10], [22], [23]. Stochastic optimization techniques
suffer from several limitations, including high computational
cost, particularly for large array sizes. Additionally, there
is no guarantee that the obtained solution is the optimal
one, as it may be trapped in a local minimum. Another
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Fig. 1. Geometry of a 2N element linear array along the x-axis.

drawback is the inconsistent findings achieved during each
run, which necessitates numerous independent runs. Some
of the drawbacks of stochastic optimization methods can be
overcome by using convex optimization.

In this paper, two methods for peak sidelobe level (PSLL)
reduction and null steering in uniformly weighted linear
arrays by controlling the position of the array elements are
proposed. For the first method, the synthesis problem is cast
as a convex optimization problem with the help of first-order
Taylor approximation. Here, all the array elements’ positions
are perturbed to reduce the PSLL and impose prescribed nulls
with a predetermined upper bound on the null depth in the
radiation pattern. The problem is solved iteratively with a
small position perturbations every iteration to minimize the
approximation error.

For the second method, the problem is to impose prescribed
nulls with a specified upper bound on the null depth while
perturbing the positions of as few array elements as possible to
achieve a predefined PSLL. The problem is formed as a sparse
recovery problem using the off-grid compressive sensing
framework. Here, instead of minimizing the ¢y norm of the
weight vector, the £y norm of the position perturbation vector
is minimized. An algorithm based on iterative reweighted
¢1 norm minimization of the position perturbation vector is
proposed, where the position perturbations are kept small per
iteration to control for the approximation error.

The remainder of the paper is structured as follows. Section 2
introduces the problem formulation. Method 1 is presented
in Section 3. Method 2 is detailed in Section 4. Section 5
presents the simulation results. Finally, Section 6 draws the
conclusions.

2. Problem Formulation
Figure 1 shows a 2V element linear array placed symmetri-
cally along the z—axis. In the x — z plane, the array factor is
given by:
N
FO)=2) I I (B ansin0+6n) ()
n=1

where ) is the wavelength, x,, is the position of the n-th
element and I,, and ¢,, are the excitation and the phase of the
n-th element, respectively. For a uniformly excited array, i.e.,
I, = 1 and ¢, = 0, Eq. (1) can be written as:

F(0) = Zicos [%rxn sin 9} . )
n=1

64

In this work, the array synthesis problem is modeled as an
off-grid CS problem. Suppose that the n-th element position
x}, is not located on the grid points, but is situated at an
unknown displacement from the closest grid point x,,. To
find the element displacement from the nearest grid point, we
present position perturbation to x,,.

Let a(z,) = 2cos [3Fx, sinf]. Using first order Taylor
expansion:

da(x)
Oz ’

T=Tn

a(zh) ~ a(xy,) + 6y 3)

where d,, is the position perturbation variable for the n-th
element and |9, | < Ad, /2. Initially we start with the uniform
equally spaced array with interelement spacing Ad,, then the
array elements can have a controlled displacement from their
initial locations using the position perturbation variables. The
use of |d,,| < Ad, /2 ensures that successive elements do not
overlap since they can only move by half the interelement
spacing in either direction.

The array radiation pattern with the elements’ position per-
turbations may be represented using the first-order Taylor
approximation as:

FO)~ Y {a(xn) 15,200 } , @)

Equation (4) may be represented in matrix form by sampling
the radiation pattern as:

F=(A+A, A1, )

where F = [F(01), F(62),...,F ()] is a vector contain-
ing the samples of F'(¢) at .J directions 6, j = 1,2,...,J.
A = [a(1),...,a(J)]" and a(j) = [a(x1),...,a(zN)]T
with § = 0;. A is the partial derivative of A with respect to
x. Ay = diag(d), where § is a vector of position perturbations
§ = [61,...,0n]T.1 € RY is the one vector.

3. Method 1

In this section, we are interested in reducing the PSLL and
impose nulls with a predefined upper limit on the null depth
in the array’s radiation pattern by position control of all the
array elements. Towards this end, the array synthesis problem
may be expressed as:

main Ts (6a)
subject to [(A + A A5)1| <7, 0€ Q¥ (6b)
(A4 A A1 <7, 6eQ™ (6¢)

6, < Adyp/2, n=1,2,...,N, (6d)

where 7 is a slack variable that represents an upper bound
on the array response in the sidelobe region, 7,, is an upper
bound on the null depth, Q% is the sidelobe region, and Q™
is the null region (directions).

Since the suggested method relies on the first-order Taylor
approximation in Eq. (3), the approximation error needs to

3/2025

JOURNAL OF TELECOMMUNICATIONS
AND INFORMATION TECHNOLOGY



A Convex Optimization-based Approach for Sidelobe Level Suppression and Null Control in Antenna Arrays by Displacing a Minimum Number of Elements

be minimal to ensure the model’s accuracy. It is obvious that
the inaccuracy will increase as the values of the position
perturbations, d,,, rise. The modeling error can be reduced by
reducing Ad, in Eq. (6)-d to a smaller value Ad], < Ad,,
but this will limit the degrees of freedom provided to the
algorithm and might reach a solution with a high PSLL.

Here, an iterative algorithm is proposed to mitigate this
problem by restricting the value of d,, in each iteration to
|6F| < Ad'’. /2, where &F is the value of §,, in iteration k and
Ad/, < Ad,. By doing so, we will be able to improve the
model’s accuracy without facing the aforementioned issues.

Initially, a uniformly spaced array is considered, i.e. the
position perturbations 60, n = 1,2,..., N are set to zero,
AP and A9 are calculated accordingly for the sidelobe region
and the null directions. The optimization problem at the k-th

iteration may be expressed as:

min 7, (7a)

Sk
subject to [(A* ™1 + AR IANI| <7, 0 Q¥ (7b)
(AP AR <7, 0€Q™ (T0)
60| < AdL/2, n=1,2,...,N. (7d)

The optimization problem in Eq. (7) is a convex optimization
problem and can be solved using off-the-shelf packages, such
as CVX [24]. After solving the optimization problem in Eq.
(7), the array elements’ positions are adjusted in accordance
with their perturbation values:

k k-1 K
Ty =Ty  +0p,

n=1,...,N, (®)
where 2F~1 is the position of the n-th element at the past
iteration k& — 1. Finally, A* and A are updated according to
the new element positions, and the optimization problem in
Eq. (7) is solved again for another iteration. The algorithm
continues until the maximum number of iterations is reached.
The maximum number of iterations is set experimentally to
10. This algorithm is referred to as method 1 for the remaining
of the paper.

4. Method 2

To minimize the amount of elements that needs to be perturbed
from their original positions under a predefined PSLL and
null depth, the optimization problem may be formulated as:

mﬁin 16110 (9a)

subject to [(A + A A;)1| <75, 6 € Q! (9b)

(A + A A)L| <7, O€QM (9¢c)
6] < Adp/2, n=1,2,....N, (9d)

where || - ||o is the £y norm, which is the number of the non-

zero entries of its argument. The optimization problem in
Eq. (9) is an NP-hard optimization problem due to the non-
convex objective function. To achieve a convex optimization
problem, the convex and sparsity-promoting /; norm can be
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used in place of the £y norm:

min [|8]}; (10a)

subject to | (A 4+ A As)1| < 75, 6 € Q (10b)
(A4 A A5)1| <7 OEQ™ (10c)
0,] < Ady/2, m=1,2,...,N, (10d)

where || - ||1 is the ¢; norm, which is the sum of the absolute

N
values of its argument. That is ||d]|1 = > |dn].
n=1

To lower the approximation error and reduce the number
of perturbed element, an algorithm based on the iterative
reweighted ¢; norm minimization is proposed [25]. Initially,
a uniformly spaced array is considered with zero position
perturbations 60 = 0,n = 1,2, ..., N. The matrices A° and
A are calculated accordingly for the sidelobe region and the
null directions. The optimization problem at the k-th iteration
can be expressed as:

N
min Z o] (11a)
subject to [(A* ™1 + AFIAN1 | <7, 0 € Q% (11b)
(AR AR AR <7, 0 e QY (110)

with 6% being the n-th element of § at iteration k. 1} =
1/(|0%=1 + €), where 6%~1 is the value of &, at iteration
k—1. ¢ is a small positive number utilized to retain numerical
stability. In this work, £ is set to 0.0001.

With this relation between ¥ and 6¥~*, small elements in §
will be penalized because they are multiplied by a large value
¥ This will result in even smaller values for the small entries
in ¢ in the following iteration and boosting the sparsity of the
solution [25]. At the first iteration, ¢}, n = 1,2,..., N are

set to one.

After solving the optimization problem in Eq. (11) using
CVX, the values of the position perturbations are limited to
0, < Adl/2,ie., 8, € [-3Ad,, $Ad,]. The final values
of the position perturbations at iteration k are calculated using:

k ook o[ 11 /]
5,11 if & ¢ [ 12Adm SAL,

ok = —§Ad;, if 6 < —iAd; (12)
%Ad;, otherwise .

The array elements’ positions are then updated in accordance
with their position perturbation values:

k k—1

ot = 4§ n=1,...,N, (13)

where zF~1 is the position of the n-th element at the previous
iteration k — 1.

Finally, A* and A* are updated according to the new el-
ement positions for the sidelobe region and the null direc-
tions. Then, the optimization problem in Eq. (11) is solved
again for another iteration. The algorithm continues until it
reaches the maximum number of iterations or ||§% |2 < ¢,
where € is a tolerance parameter. Here, ¢ is set to be 0.0001
experimentally.|| - |2 is the ¢5 norm. This indicates that there
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Tab. 1. Geometry of the optimized 10-element array using method
1 (normalized with respect to A/2).

’ n ‘ Position ‘ n ‘ Position
+0.4880 +3.0000
2 +1.0625 +4.2082
+2.0642
0
-10f
-20

R —
b1 !

Normalized pattern [dB]
I
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= — =

|— = = uniform == proposed ==== [WO/WDO |

80 —60 —40 20 0 20 40 60 80
0[]

Fig. 2. Patterns of the uniform 10-element array, method 1 and the
hybrid IWO/WDO from [10].

is no meaningful change in the positions of the array elements
in the current iteration. The maximum number of iterations
is set to 10. This algorithm is referred to as method 2 for the
remaining of the paper.

5. Simulation Results

For the first example, consider the synthesis of a 10-element
linear array (i.e. N = 5) with a minimum PSLL. The initial
uniformly spaced array has an inter-element spacing of /2.
This array was optimized using particle swarm optimiza-
tion (PSO) in [22], comprehensive learning particle swarm
optimizer (CLPSO) in [23], and hybrid invasive weed opti-
mization and wind driven optimization (IWO/WDO) in [10].
The best obtained result was a PSLL of —15.9 dB for the
normalized pattern using the hybrid IWO/WDO from [10].
Applying method 1 resulted in obtaining a PSLL of —18.67
dB for the normalized pattern compared to —15.9 dB for
the hybrid IWO/WDO. The normalized patterns of the uni-
form array, method 1 and the hybrid IWO/WDO are shown in
Fig. 2. The geometry of the optimized array is given in Tab.
1 with respect to A/2.

The second example demonstrates the synthesis of a 28-
element linear array (N = 14) with a minimum PSLL and
three prescribed nulls at 30°, 32.5°, and 35° as in [10]. The
initial uniformly spaced array has an inter-element spacing
of A/2. This array was optimized using particle PSO in [22],
CLPSO in [23], and hybrid IWO/WDO in [10]. The hybrid
IWO/WDO resulted in the best PSLL of —13.19 dB for the
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|— == uniform == method1 ==== [WO/WDO

[——

Normalized pattern [dB]
IS
S

0 [°]

Fig. 3. Patterns of the uniform 28-element array, method 1 and
the hybrid IWO/WDO from [10]. The directions of the nulls are
indicated by the arrows.

normalized pattern. Applying method 1 resulted in a PSLL
of —18.45 dB. The normalized patterns of method 1, the
uniform array and the hybrid IWO/WDO are depicted in
Fig. 3. Table 2 lists the element positions for the optimized
array using method 1 with respect to A/2.

Next, for the third example, we apply method 2 for the 28-
element linear array (N = 14) with initial inter-element
spacing of A/2. We set the upper bound on the array re-
sponse in the sidelobe region to that obtained using the hybrid
IWO/WDO from [10]. The objective for method 2 is to achieve
this PSLL and the three imposed nulls at 30°, 32.5°, and 35°
by perturbing the positions of a minimum number of that ar-
ray elements. Applying method 2 resulted in perturbing the
positions of only 6 out of the total 28 array elements while
satisfying all the constraints on the radiation pattern. The pat-
terns of the uniform 28-element array, the hybrid IWO/WDO
from [10] and the pattern of method 2 are shown in Fig. 4. It

0 [—-= unifom —— method2 ---- IWO/WDO |
-10
— 20 1 - “
m YA \f Y
E 'Il
£ 30[ ﬂf
8 1
: 1
< —-40 ;
N ! :
= -50[ ! .
£ fi -
2 o A
If! | ]
1 [ \ \
70T I || ’ ! L
| ' i
80 . . N | g
0 10 20 30 40 50 60 70 80 90
0 [°]

Fig. 4. Patterns of the uniform 28-element array, method 2 and
the hybrid IWO/WDO from [10]. The directions of the nulls are
indicated by the arrows.
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Tab. 2. Geometry of the optimized 28-element array normalized
with respect to A/2. The perturbed elements using method 2 are
marked in bold.

I Method 1 Method 2
1 +0.6763 +0.5000
2 +1.0383 +1.5000
3 +2.2080 +2.4339
4 +2.7874 +3.5000
5 +3.9208 +4.5000
6 +4.6472 +5.5000
7 +5.5773 +6.5000
8 +6.7073 +7.5000
9 +7.8581 +8.5000
10 +8.7781 +9.5000
11 +10.1495 +10.5000
12 +11.2278 +11.5000
13 +12.3734 +12.1901
14 +13.8323 +13.6986

can be seen from the figure the all the constraints on the radi-
ation pattern are met by perturbing the locations of only 6
array elements. The optimized array geometry using method
2 is given in Tab. 2.

6. Conclusions

In this paper, two methods for the synthesis of aperiodic lin-
ear arrays were presented. For the first method, the problem
of PSLL reduction and forming prescribed nulls in the radia-
tion pattern of the array by optimizing the position of array
elements was formulated as a convex optimization problem
and solved iteratively.

For the second method, only a small number of the array
elements are perturbed from their original positions to achieve
a predefined upper bound on the PSLL and form prescribed
nulls in the radiation pattern with an upper bound on the null
depth. The two methods were compared to results from the
literature using stochastic optimization techniques such as
PSO, CLPSO, and hybrid IWO/WDO. The results showed
the effectiveness of the proposed methods.
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Abstract — Strong demand for mobile broadband cellular sys-
tems has boosted the popularity of emerging high-speed modula-
tion technologies such as multiple input multiple output (MIMO)
and cyclic prefix orthogonal frequency division multiplexing
(CP-OFDM). However, CP-OFDM suffers from some signifi-
cant drawbacks in 5G networks, including severe out-of-band
emissions (OOBE) and poor spectral efficiency. Filtered orthog-
onal frequency division multiplexing (F-OFDM) has therefore
been found to be a good alternative, as it allows to address these
shortcomings by relying on digital filtering to eliminate OOBE
and improve spectral efficiency. This study focuses on evaluating
the performance of MIMO F-OFDM systems and comparing it
with the results achieved by MIMO CP-OFDM, with a particu-
lar emphasis placed on reducing spectral leakage and improving
overall system performance by using various window functions.
Six window types, including Hanning, Hamming, Blackman,
root raised cosine (RRC), Nuttall, and Blackman-Harris, are in-
vestigated. The research aimed to assess the performance of the
system in terms of power spectral density (PSD), peak-to-average
power ratio (PAPR), and bit error rate (BER), while using dif-
ferent modulation schemes, i.e. QPSK, 16QAM, 64QAM, and
256QAM, over Rayleigh fading and AWGN channels. Simulation
results show that the proposed window filter (Nuttall-Blackman-
Hanning) significantly reduces OOBE while maintaining efficient
spectral performance. The findings demonstrate that MIMO
F-OFDM with the proposed filters achieves better spectral effi-
ciency and reliability, making it a promising candidate for 5G
applications requiring high data rates, low latency, and robust
signal integrity.

Keywords — 5G, BER, CP-OFDM, F-OFDM, MIMO, PAPR, PSD

1. Introduction

Rapid development of 5G wireless communication systems
has resulted in a pressing need for higher data rates, enhanced
spectral efficiency, and low latency to support a wide range
of applications. These applications include enhanced mobile
broadband (eMBB), massive machine-type communications
(MmMTC), and ultra-reliable low-latency communications
(URLLC) [1], [2]. As demand for reliable and high-speed
communication continues to increase, existing technologies
used in previous generation solutions, such as cyclic prefix
orthogonal frequency division multiplexing (CP-OFDM)), face
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significant challenges in meeting the stringent requirements
of 5G networks.

CP-OFDM, which has been successfully utilized in 4G LTE
systems, is well known for its simplicity and effectiveness
in managing channel properties [3], [4]. However, its limita-
tions, such as high OOBE and inefficient spectral utilization,
hinder its suitability for the demanding environment of 5G.
These drawbacks result in interference with adjacent frequen-
cy bands, reducing overall system performance and spectral
efficiency [5]—[8]. To address these challenges, various al-
ternative waveform techniques have been proposed for 5G,
including filter bank multi-carrier (FBMC) and generalized
frequency division multiplexing (GFDM), each aiming to
optimize spectral efficiency and reduce OOBE [9]-[12].
However, these techniques often suffer from increased system
complexity and additional computational overhead.

One promising alternative to CP-OFDM is filtered orthogonal
frequency division multiplexing (F-OFDM), which improves
spectral efficiency by applying digital filters to reduce OOBE
while maintaining the core advantages of CP-OFDM, such as
its robustness against multipath fading and ability to manage
high data rates. FF-OFDM has emerged as a practical solution,
particularly for asynchronous transmission scenarios, making
it highly compatible with 5G requirements [13]—[15].

Despite their advantages, performance of F-OFDM systems
depends heavily on the design of the filter applied. Specifi-
cally, the selection of window functions plays a critical role
in reducing OOBE and optimizing system efficiency. Pre-
vious studies have typically focused on individual window
functions such as Hanning, Hamming, and root raised co-
sine (RRC). However, there is a need for a more systematic
evaluation of different window designs to identify the most
effective filter for F-OFDM in 5G applications.

1.1. Research Problem and Objective

This study addresses the gap that exists in current research
by systematically evaluating the performance of F-OFDM
systems in multiple input multiple output (MIMO) setups,
using six different window functions: Hanning, Hamming,
Blackman, RRC, Nuttall, and Blackman-Harris. The primary
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aim of the research is to identify the optimal window function
or combination of window functions that minimizes OOBE
and enhances overall spectral efficiency, while also analyzing
the impact on key performance metrics such as power spectral
density (PSD), peak-to-average power ratio (PAPR) and bit
error rate (BER). The study further explores how these filters
perform under different modulation schemes and channel
conditions, specifically in additive white Gaussian noise
(AWGN) and Rayleigh fading environments.

By addressing these issues, the research seeks to provide
a comprehensive solution to improve spectral efficiency and
reliability of F-OFDM systems — properties which are critical
for the successful deployment of 5G networks in real-world
scenarios such as urban environments, Internet of Things
(IoT) applications and high-speed vehicular communications.

Additionally, this study aims to contribute to the ongoing
development of filtering techniques that could be essential
not only for 5G, but also for future 6G networks.

Compared to traditional MIMO CP-OFDM systems, the pro-
posed MIMO F-OFDM architecture with optimized window
filters demonstrates superior performance in terms of OOBE
reduction and BER, under various channel conditions. This
validates its potential as a robust solution for advanced wire-
less communication scenarios.

The subsequent sections of this work are organized as follows.
Section 2 examines the relevant literature that specifically ad-
dresses F-OFDM solutions used in wireless communication
systems. Section 3 introduces the F-OFDM-MIMO system
model and delineates the process of shaping the symbol spec-
trum. Within the F-OFDM system, the window function is
used to truncate the sinc function for the purpose of construct-
ing the filter. The analysis and discussion of the simulation
findings are presented in Section 4. Finally, the document is
concluded in Section 5 which summarizes key results and
provides insights into future research directions.

2. Related Work

Taking into account previous discussions, the design of the
filter needs to be approached in a way that avoids adding
unnecessary complexity or delays to the system. Furthermore,
the filter-based waveform must meet the requirements of 5G
solutions. CP-OFDM utilizes a sinc function-based filter in
the frequency domain, which tends to exhibit high side lobes,
and thus negatively affects system performance. A feasible
filter that can be directly implemented within the system is the
truncated-sinc filter, which is created by windowing the sinc
function with a suitably selected window [16]. Consequently,
F-OFDM based on the windowed-sinc filter has been shown
to surpass CP-OFDM in terms of performance.

The authors of [17] performed a benchmark study to compare
the performance of windowed orthogonal frequency division
multiplexing (W-OFDM) and F-OFDM. Their findings con-
cluded that F-OFDM offers a better reduction of OOBE and is
suitable for asynchronous communication, particularly when
using higher-order modulation methods. Furthermore, [18]
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provide a concise overview of the performance of F-OFDM
while employing MIMO setups, such as SIMO and MISO,
together with several digital modulation methods. Across
various settings, the results showed that MIMO F-OFDM
improves system performance.

In [15], the effect of neighboring signal interference on MIMO
systems was evaluated by employing F-OFDM and CP-OFDM
modulation techniques. Using different detection strategies
and BER calculations, the simulations conducted in the course
of the study revealed that F-OFDM outperforms CP-OFDM
as far as the management of interference is concerned.

Paper [19] extended this work by comparing the performance
of CP-OFDM, W-OFDM, and F-OFDM under Rayleigh
fading conditions. Its results confirmed that F-OFDM offers
better spectral efficiency and overall performance than its
counterparts.

The authors of [20] proposed a generic function model to de-
sign window functions with high energy concentration and
rapid attenuation of the side lobes. Their analysis suggest-
ed that optimized window functions reduce OOBE while
maintaining nearly the same BER as achieved by traditional
window filters. The effectiveness of MIMO systems com-
bined with CP-OFDM and F-OFDM was further explored
in [21], where performance was analyzed while using various
digital modulation techniques and windowed filters (Hanning,
Hamming, Blackman, RRC). The simulations showed that
the Hanning filter was robust and efficient in signal recovery.

Paper [22] provides an experimental study on F-OFDM using
different windowed-sinc filters, both equal and unequal in
sub-band sizes. Its results indicated that F-OFDM, compared
to traditional CP-OFDM, not only achieves a lower OOBE
but also improves spectrum efficiency by 5-6%.

The authors of [23] investigated the performance of MIMO-
OFDM systems within 5G networks, incorporating advanced
modulation schemes. They evaluated critical performance
metrics including throughput, BER, and spectral efficien-
cy. The findings revealed that while higher-order modulation
schemes substantially enhance throughput and spectral effi-
ciency, they also lead to increased BER, especially at lower
SNR levels.

In essence, while previous studies have focused on optimizing
individual window functions or exploring specific modulation
techniques, the present study contributes by systematically
evaluating six different window designs and analyzing their
effects across key performance metrics, offering a compre-
hensive solution for 5G communication systems.

A closely related study [24] titled “Optimal filter choice for
filtered OFDM” compared six window functions for F-OFDM
systems and identified the Kaiser window as the most effective
in its evaluation settings. While the authors focused primarily
on SISO configurations and evaluated filters such as Ham-
ming, Hanning, Blackman, and Kaiser, this study extends
the investigation to MIMO scenarios using a broader set of
six window functions, including their combinations, such as
Nuttall-Blackman-Hanning. These combinations demonstrat-
ed an improved performance in minimizing OOBE and reduc-
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ing BER. This distinction highlights that the term optimal is
context-dependent and subject to the system’s configuration,
channel model, and performance objectives.

In order to enhance filter performance by narrowing the main
lobe, lowering side lobe power, and minimizing latency, the
main goal of this work is to develop an ideal window function
for an F-OFDM system. For filter development, the one that
meets the least OOBE requirement among the six suggested
window function types has been chosen.

Additionally, we investigate the concept of integrating two
or three window functions to further decrease OOBE and
improve speed. The MIMO technology is integrated with
F-OFDM to improve channel reliability and capacity. Conse-
quently, this combination enhances spectrum utilization and
reduces BER.

3. F-OFDM System Model

Despite the advantages offered by CP-OFDM, such as opti-
mizing spectrum usage through the orthogonality of subcar-
riers and its resilience to inter-symbol interference (ISI) in
dispersive channels, it is not ideally suited for 5G networks
due to the presence of side lobes that result in increased
OOBE. These emissions lead to inefficiencies in spectrum
utilization and cause interference with adjacent users in neigh-
boring frequency bands, posing a significant challenge for
high-capacity communication systems.

One of the primary objectives of 5G is to improve spectral
efficiency by reducing the guard band to less than 10% of
the allocation used in 4G systems. F-OFDM addresses the
limitations of CP-OFDM by combining its advantages with
additional features designed specifically to meet the require-
ments of 5G. In particular, F-OFDM integrates digital filtering
techniques, enabling asynchronous transmission and guar-
anteeing increased throughput. These enhancements make
F-OFDM more efficient in spectrum utilization and more
effective in mitigating interference [22].

A key strength of F-OFDM lies in its superior performance
in time and frequency localization, ensuring accurate signal
processing in both critical domains for applications requir-
ing low latency and high spectral efficiency, such as real-time
communications and high-capacity mobile networks. More-
over, F-OFDM requires only a simplified equalizer to manage
channel effects, making it flexible and efficient in various
communication environments. Its structural design allows
it to coexist with other waveforms in different sub-bands,
thus offering significant flexibility in filter design across sub-
bands and thereby minimizing interference between different
frequency ranges [25].

F-OFDM, also known as full-band filtered OFDM, provides
a robust solution to the challenges faced by traditional CP-
OFDM systems in 5G.

In this study, the focus is on analyzing the branch structure of
an F-OFDM system, with its architecture illustrated in Fig. 1.

Following the sampling process of the F-OFDM signal illus-
trated in Fig. 1 [26], the total length of an F-OFDM symbol,
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Fig. 1. F-OFDM transceiver scheme: a) upper section of the trans-
mitter and b) lower section of the receiver.

including the cyclic prefix (CP), is denoted as:
Nr_orpm = N + Nep,
where IV represents the length of the useful data symbol and

N¢,, denotes the CP length.

The discrete baseband signal s(¢) of F-OFDM is defined in
the following way:

j2mk(i—Nep)

N-1
1 g2mk(i—Nep)
s(i) = N g zi(m)e N ) (L
k=0

where 0 < @ < Np_orpm — 1, zk(m) is the k-th data
symbol of the F-OFDM signal of the m-th frame.

Filtering s(i), actually represents a convolution of s(4) and
filter f(¢), which can be formulated as:

=00 N-1
1 j2mk(i—Nep)
)= S fE-D Y amye T @
l=—o00 k=0

Filter design is the primary challenge in F-OFDM systems.
Generally, the Hanning window is used to truncate the sinc
function and obtain the commonly used filter f(4) [20]. In this
work, six types of window functions most commonly used in
recent years have been proposed for filter design: Hanning,
Hamming, Blackman, RRC, Nuttall, and Blackman-Harris.
The window functions are listed bellow [27]:

Hanning window:

2me N-—-1 N -1
n(t) = 0. - SN .
Whan () 05|:1+COSN_1:|, 5 i 3 3)
Hamming window:
2
Wim (i) = 0.54 + 0.46 cos ——~
N -1 @)
N -1 N -1
— <t < .
2 2
Blackman window:
271 4d7q
Wi (i) = 0.42 + 0.5 cos——— + 0.08 cos —— |,
N—-1 N -1 )
N-1 . _N-1
— <t < .
2 2
RRC window:
9 . 0.6
Wrrc(i) = 05(1 + cos T ) s
N -1
(6)
_N -1 <i< N -1 .
2 2
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Tab. 1. Comparative analysis of this study and previous works.

’ Ref. ‘ Main focus of previous works Limitation of previous works Proposed objectives
Investigation of MIMO technology integrated
Study the performance of F-OFDM only, with F-OFDM
Study using RRC and Blackman windows only Analysis of different windowing techniques for
Multirate 5G downlink for F-OFDM,

performance comparison between
F-OFDM and W-OFDM schemes
using various methods

[17]

Uses AWGN only,
Includes effect of QPSK and 256QAM only,
Analyzes PSD and BER vs. SNR

F-OFDM,

Evaluation using both AWGN and Rayleigh
channels,

Examination of the impact of modulation order,
Study includes PSD, PAPR and BER vs. SNR

Implementing enhanced MIMO

with F-OFDM to boost system

efficiency in future 5G cellular
networks

[18]

Analyzes the performance of MIMO F-OFDM
system-based RRC window filter,

Study includes PSD and BER vs. SNR

Study the performance of MIMO combined with
F-OFDM,

Six different window functions have been sug-
gested for the filter design,

Includes PSD, PAPR and BER vs. SNR

Performance comparison of
[15] F-OFDM and OFDM for MIMO
systems in a 5G scenario

Analyzes the performance of a MIMO F-OFDM
system using an RRC window filter,

Study uses QPSK modulation only

Performance analysis of MIMO combined with
F-OFDM,

Six different window functions have been sug-
gested for the filter design.

Work includes effect of modulation order

Performance evaluation of
OFDM, W-OFDM, and F-OFDM
over Rayleigh fading channels for

5G systems

[19]

Study the performance of the MIMO F-OFDM
system-based RRC window filter,

Work includes PSD and BER vs. SNR

Performance evaluation of MIMO combined
with F-OFDM system-based six types of window
filters for filter design,

Work includes PSD, PAPR and BER vs. SNR

Filter design based on a generic
[20] function model for reducing
OOBE in F-OFDM

Evaluation of the performance of F-OFDM only
with different window filters using the effect of
single, combination, and squared window filters,

Study uses AWGN and 64QAM only

Analysis of the performance of MIMO combined
with F-OFDM,

Six different window functions have been pro-
posed for the filter design,

Using the effect of single, combination, and
squared window filters,

Study using the AWGN and Rayleigh channel
and includes the effect of modulation order

Design and performance
[21] evaluation of MIMO F-OFDM
systems for 5G and beyond

Four different types of window functions have
been proposed for the filter design,

Study includes PSD and BER vs. SNR

Six different window functions have been intro-
duced for the filter design,

Work includes PSD, PAPR and BER vs. SNR

An experimental investigation of
[22] F-OFDM spectrum efficiency for
5G applications

Analysis of F-OFDM only,
Study using AWGN only,

Five types of window functions have been pro-
posed for the filter design.

Work includes PSD and BER vs. SNR

Study the performance of MIMO combined with
F-OFDM,

Two cases: AWGN and Rayleigh channel,

Six types of window function have been pro-
posed for the filter design,

Includes PSD, PAPR and BER vs. SNR compar-

ison

Performance analysis of

(23] MIMO-OFDM systems

Performance analysis of MIMO-OFDM,
Study includes PSD and BER vs. SNR

Study the performance of MIMO F-OFDM,
Research includes PSD, PAPR and BER vs. SNR

Nuttall window:

Blackman—Harris window:

2 2
Wautt (i) = ao + a1 cos N_1 Whinarris (1) = a0 + a1 cos N1
+ a3 cos T + a3 cos Gmi , 7 + as cos T + a3 cos i R
N -1 N -1 N -1 N -1
N-1 _. N-1 N-1 _. N-1

with: ag = 0.355768, a1 = 0.487396, a; = 0.144232,

a3 = 0.012604.
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In Eq. (8), IV is the signal length after sampling and NV is an
odd number.

The definition of the discredited sinc function is as follows:
N-1 N-1
Wei 2 2

sinc(z) = sin(we 0)

<i<

(&)

w, is the cutoff frequency of an ideal low pass filter (LPF).

Therefore, a windowed-sinc filter can be formulated as fol-
lows:

1) = sine(i).W (i), (10)
where sinc(i) represents the time domain sinc response of
LPF and ¢ is the time domain window function.

Based on Fig. 1 and the matched filtering method from
signal detection theory [28], the transmitter applies a filter
f (@) to filter signal symbols in the time domain, while the
receiver uses a matched filter g(4). In accordance with the
signal detection theory, at the receiver side, the matched filter
satisfies g(i) = f(—1); if f(4) is set as a real-valued even
function, then f(i) = f(—1), implying g(i) = f(i).
Consequently, after passing through the matched filter, signal
p(i) is obtained as p(i) = y(i) * g(i), where * denotes the
convolution operation. After eliminating the cyclic prefix
(CP), performing serial-to-parallel conversions, fast Fourier
transform (FFT), and parallel-to-serial conversion, & () can
be derived as follows:

=00
#i) =5 o pli—)

l=—o0 k=0

N—

-

j27mk(i—Nep)

ye(i)e ¥ ;D

While the types of window functions and simulation parame-
ters have been outlined, this section aims to provide a more
comprehensive explanation of the specific procedures fol-
lowed throughout the simulations by applying them to the
time-domain signal by truncating the sinc function, in line
with the filter design methodology. For each window type, the
corresponding filter coefficients were derived and integrated
into the F-OFDM.

Regarding modulation schemes, we employed quadrature
phase shift keying (QPSK) as well as m-ary quadrature am-
plitude modulation (M-QAM) with M= 16, 64 and 256. The
system’s performance was evaluated in terms of key metrics,
including PSD, PAPR, and BER, using varying modulation
schemes. The simulations were conducted under both AWGN
and Rayleigh fading channel conditions to ensure a thorough
and representative assessment of filter performance across
different channel environments.

This approach ensures the accuracy and reliability of the
results, establishing a foundation for comparing the perfor-
mance of MIMO F-OFDM and MIMO CP-OFDM systems.

4. Results and Discussion

As noted in [29], the filter length in an F-OFDM system
typically follows the inequality:

Nr_orDpM
NeT
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where N represents the filter length and Ng_orpas refers
to the length of the F-OFDM symbol. In this case, the symbol
length is set to 1024, which makes the FFT/IFFT length
1024 as well. Since the filter length N is usually chosen
as an odd number, this study uses a filter length of 513.
The modulation techniques used are QPSK and M-QAM,
with M =16, 64, 256 representing 16QAM, 64QAM and
256QAM, respectively. A total of 600 subcarriers have been
utilized.

In this study, the MIMO technology, known for improving
capacity and enhancing channel reliability, is combined with
F-OFDM. Specifically, the paper explores the integration
of MIMO 4 x 4 with F-OFDM using an optimal window
function to maximize system performance.

The filters exhibited varying performance, and a compara-
tive analysis is necessary for clarity. For example, the Nuttall
window provided the best overall performance in reducing
OOBE. Although the two proposed window filters 1 and 2
performed well in terms of spectral efficiency and signal
recovery, the proposed window filter 2 was effective in min-
imizing BER but less successful in reducing OOBE. This
comparison highlights the need to select the appropriate win-
dow filter according to the specific performance criteria, such
as spectral efficiency, BER, or PAPR.

To gain further insight into the OOBE characteristics, PSD
of the F-OFDM system is calculated. This analysis offers
a deeper understanding of how OOBE is affected by different
filter designs.

Let us rewrite Eq. (1) in a continuous form:

1 127 Ts Ts
s(t) = 5 D an(m) ™ — <<, (1Y)
k=0

where: T = Aif + T, and T, is the time length of the CP.

Upon completion of the filter f(¢):

y(t) = s(t) « f(t) - (13)
The signal at the transmitter end of the F-OFDM system is
known as y(t), f(t) = w(t).sinc(t).
The Fourier transformation is used to transform the transmit-
ted signal:

Y(f)=S0)-F(f)- (14)
where Y (f) is the Fourier transform of the transmitted signal
y(t), S(f) is the Fourier transform of s(t), F'(f) is the Fourier
transform of the filter f(¢).

N-1

SU%:% zk(m) Tosine[x(f — kAT, (15)

bl

=0

F(f)= f[w(t).sinc(t)] :f[w(t)] * f[sinc(t)]

(16)
W(f) * f[sinc(t)} ,

where F[.] is the Fourier transform symbol and W ( f) rep-
resents the Fourier transform of the window function. The
degree of OOBE of S(f) is determined by the degree of
OOBE of the system and W ( f) is responsible for the PSD of

S(f)-
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Tab. 2. Overview of the parameters of the simulated model.

Considerations for

Parameters simulation

Message type Binary bits
Channel AWGN and Rayleigh

SNR 0to22dB

Hanning, Hamming,
Blackman, RRC, Nuttall, and
Blackman-Harris

Filters used for F-OFDM

Number of subcarriers 600
74 for CP-OFDM and 72
CP length for F-OFDM
Filter order 512
Tone offset 5 subcarriers
IFFT / FFT size 1024
.. . QPSK, 16QAM, 64QAM,
Digital modulation and 256QAM
Antenna configuration T4 x R4

PSD for the F-OFDM system is:

10log,q |Y(f)]” = 101og, [ S(F).{W(f) * Flsinc(t) ] }|”
(17)

PAPR of the F-OFDM system is as follows:

_ max(|y(t)]*)
PAPRFr orpM = E(yOP) (13)
in which max(.) is the F-OFDM signal’s maximum value and
E(.) is its average value.

Table 2 provides a summary of the performance characteristics
of the simulated model, namely PSD, PAPR, and BER.

4.1. Power Spectral Density

This subsection compares the performance of several window-
based filters, including RRC, Hanning, Blackman, Hamming,
Blackman-Harris, and Nuttall, in terms of their impact on the
power spectrum.

As illustrated in Fig. 2, the filters significantly reduce OOBE
when compared to traditional OFDM. Specifically, greater
attenuation is achieved in the stopband region with the appli-
cation of these filters, leading to a marked improvement in
spectral containment.

Table 3 highlights the difference in OOBE between the CP-
OFDM and F-OFDM systems using various window filters.
In CP-OFDM, an attenuation of 66 dB is achieved, with the
highest spectral leakage (out-of-band emission). Windows
such as RRC, Hanning, Blackman, Hamming, Blackman-
Harris, and Nuttall show a clear improvement in reducing
spectral leakage compared to CP-OFDM. Among the window
functions tested, the proposed windows 1 and 2 offer a sharp
and rapid reduction in out-of-beam PSD, which means that
they are more effective in reducing spectral interference.

74

PSD [dBW/Hz]

= CP-OFDM
RRC F-OFDM

= Hannig F-OFDM

Blackman F-OFDM

Hamming F-OFDM

Blackmann-Harris F-OFDM

= Nuttal F-OFDM

== Nuttal-Blackman F-OFDM

== Nuttal-Blackman-Hannig F-OFDM

0.5 0 0.5
Normalized frequency

Fig. 2. PSDs of different windows-based F-OFDM systems (50 re-
source blocks, 12 subcarriers each) compared to CP-OFDM.

Tab. 3. Comparison of FF-OFDM OOBE with CP-OFDM.

Window filter OOBE[(cllligﬁ]“erence
Hamming -152
RRC -175
Blackman-Harris =207
Hanning -233
Blackman -250
Nuttall -256
Proposed window 1 953
(Nuttall-Blackman)
Proposed window 2 950
(Nuttall-Blackman-Hanning)

The comparison reveals that windows-based filtering, particu-
larly with the Nuttall window and the two proposed windows,
offers superior OOBE suppression. We also notice that the
PSD values are very close, which makes it a highly effective
solution for enhancing spectral efficiency of F-OFDM sys-
tems in 5G networks. Although the performance curves (e.g.,
PAPR and BER) exhibit very close numerical values, even
slight improvements can lead to noticeable enhancements
in real-time 5G applications, particularly in ultra-reliable
low-latency communications (URLLC), where every decibel
counts.

4.2. Peak to Average Power Ratio

Next, we assess PAPR for a CP-OFDM system, both with
and without the application of a windowed sinc filter, across
various modulation schemes. The evaluation is based on the
complementary cumulative distribution function (CCDF),
which illustrates the probability that the instantaneous power
of a signal exceeds a specified threshold relative to its aver-
age power level. Figures 3—6 show CCDF comparisons for
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Fig. 3. Comparison of CCDF for CP-OFDM and F-OFDM systems
with QPSK modulation.

Fig. 5. Comparison of CCDF for CP-OFDM and F-OFDM systems
with 64QAM modulation.
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Fig. 4. Comparison of CCDF for CP-OFDM and F-OFDM systems
with 16QAM modulation.

different modulation schemes: QPSK, 16QAM, 64QAM and
256QAM.

The results indicate that CP-OFDM systems across all modu-
lation orders exhibit lower PAPR values compared to their
F-OFDM counterpart. This suggests that CP-OFDM systems
are less prone to high instantaneous power peaks. However, it
is important to note that F-OFDM systems, particularly when
using single and combination window filters, follow simi-
lar PAPR trends. These trends reflect that while F-OFDM
achieves superior spectral efficiency, it may lead to slightly
higher PAPR values, which could affect energy efficiency in
selected applications.

Table 4 provides a detailed comparison of PAPR values
between CP-OFDM and F-OFDM systems using the Nuttall
window filter and the proposed window filters 1 and 2, for
different modulation orders. The two proposed window filters
1 and 2 demonstrate a match in PAPR values with the Nuttall
filter, indicating that filter design does not have a significant
impact on power efficiency in F-OFDM systems.

3/2025

JOURNAL OF TELECOMMUNICATIONS
AND INFORMATION TECHNOLOGY

Fig. 6. Comparison of CCDF for CP-OFDM and F-OFDM systems
with 256QAM modulation.

The data show that as the modulation order increases, PA-
PR values tend to rise, which is a common characteristic of
higher-order modulation schemes. When QPSK modulation
is employed, we see an improvement in PAPR performance
compared to all modulation orders, but F-OFDM systems gen-
erally present higher PAPR values compared to CP-OFDM,
suggesting a trade-off between spectral efficiency and power
efficiency.

4.3. Bit Error Rate

The primary performance indicators of a communication
system are its efficiency and reliability. While efficiency is
improved by maximizing frequency band, reliability remains
a critical factor, particularly in systems, where maintaining
alow error rate is essential. This study evaluates the reliability
of MIMO systems combined with F-OFDM, specifically
focusing on the Nuttall window filter and the two proposed
window filters 1 and 2. For comparison, BER performance of
MIMO systems using CP-OFDM filters is also assessed.
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Tab. 4. PAPR with different modulation order of CP-OFDM and F-OFDM.

Modulation PAPR for PAPR for F-OFDM-based | PAPR for F-OFDM-based PAPR for F-OFDM-based
order CP-OFDM [dB] | Nuttall window filter [dB] | prop. window filter 1 [dB] prop. window filter 2 [dB]
4 7.8011 9.4640 9.4662 9.4663
16 7.9388 9.6076 9.6070 9.6070
64 8.6504 10.3150 10.3156 10.3159
256 9.6376 11.3052 11.3052 11.3049
10° 100
—@- no window + no filter —@- no window + no filter
=o- Nuttal window + sinc filter =&~ Nuttal window + sinc filter
=sje= proposed window 1 + sinc filter 107! =sje= proposed window 1 + sinc filter
102 proposed window 2 + sinc filter proposed window 2 + sinc filter
5 5
M A
1074
107
-8 —6
10 0 2 4 . 6 8 10 10 0 5 10 15 20 25
=b Ey
48] 48]

Fig. 7. BER for MIMO CP-OFDM- and F-OFDM-based single
window filter and a combination thereof, using QPSK modulation.

10°
—@- no window + no filter
] =0~ Nuttal window + sinc filter
10 =sie= proposed window 1 + sinc filter
proposed window 2 + sinc filter
2 1072
5]
=
S
5 107
=
1074
107
107
0 5 10 15
LY
No

Fig. 8. BER for MIMO CP-OFDM- and F-OFDM-based single
window filter and a combination thereof, using 16QAM modulation.

The evaluation is conducted by measuring BER across several
modulation schemes, including QPSK, 16QAM, 64QAM and
256QAM, under different conditions. Figures 7—10 display
the performance of MIMO CP-OFDM and MIMO F-OFDM
systems with single and combined window filters, offering
a comprehensive view of BER for each modulation scheme.

76

Fig. 9. BER for MIMO CP-OFDM- and F-OFDM-based single
window filter and a combination thereof, using 64QAM modulation.

10°
107!
107
Q
=
-
5 103
2 10
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10°° —@- no window + no filter
=o- Nuttal window + sinc filter N
== proposed window 1 + sinc filter
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0 5 10 15 20 25
Ep
— [dB
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Fig. 10. BER for MIMO CP-OFDM- and F-OFDM-based single
window filter and a combination thereof, using 256QAM modula-
tion.

The results indicate that MIMO combined with F-OFDM
achieves better BER performance compared to MIMO CP-
OFDM with all varieties of digital modulation schemes em-
ployed. Specifically, when QPSK modulation is used, nearly
identical BER values were obtained by MIMO F-OFDM-
based Nuttall window filter, proposed window filter 1 (Nuttall-
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Blackman) and proposed window filter 2 (Nuttall-Blackman-
Hanning). But when SNR values are greater than 1 dB, we
notice that proposal no. 2 offers better performance. After that,
when employing higher-order modulation schemes, MIMO
F-OFDM offers lower BER performance than CP-OFDM.
When transmitted over the same Rayleigh channel, nearly
identical BER values were obtained by the OFDM filtered
with a single and with a combination of window filters when
SNR was lower than 5 dB, 13 dB, and 20 dB, respectively.

Although at SNR values greater than those mentioned previ-
ously, the BER values achieved for the proposed window filter
2 are the best compared to those observed with the Nuttall
window filter and the proposed window filter 1.

Despite the convergent spectral properties of all 3 filters,
superior BER performance achieved by the proposed window
filter 2 remains a key advantage, particularly in scenarios
where spectral efficiency and interference minimization are
critical. Therefore, it is recommended that the proposed
window filter 2 (Nuttall-Blackman-Hanning) be utilized when
designing F-OFDM systems, as it offers an optimal balance
between OOBE reduction and system performance in 5G
communication environments.

It should be noted that the term optimal, as used in this
work, refers to the best-performing filter configuration under
the defined simulation parameters, including modulation
schemes, channel models, and window combinations. It does
not imply a universally best solution, but rather one that
achieves the most favorable trade-offs in terms of OOBE,
BER, and PAPR for the studied MIMO F-OFDM system.

5. Conclusions and Future Outlook

In this paper, we analyze the performance of MIMO combined
with F-OFDM for 5G mobile communications and compare
it to MIMO using CP-OFDM. The results demonstrated that
the proposed window filter 2 (Nuttall-Blackman-Hanning)
outperforms other window functions, particularly in reducing
OOBE and enhancing overall system performance. Conse-
quently, it is recommended for use in F-OFDM systems to
ensure optimal spectral efficiency and system reliability.

Although this study has provided a comprehensive analysis
of window functions and their impact on MIMO F-OFDM
performance, several opportunities for future research remain
open. First, future studies could focus on developing adaptive
windowing techniques that adjust dynamically in response
to varying network conditions. Such techniques could sig-
nificantly enhance system performance in rapidly changing
environments, including dynamic 5G scenarios.

Additionally, testing the proposed system in more complex
propagation environments, such as urban or high-density
networks, would provide valuable insight into its robustness
and scalability. These tests could help further optimize the
system for real-world deployments where signal interference
and attenuation are more pronounced.
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Future research should also focus on optimizing filter design
for energy efficiency, a critical factor for energy-sensitive
applications such as IoT networks and mobile devices.
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Abstract — This paper presents a unified analytical and sim-
ulation framework for optimizing the performance of M/M/1
queueing systems that incorporate differentiated working va-
cations, server breakdowns, and customer balking behavior.
Other features of the solution include dynamical transitions be-
tween full-service mode, two levels of working vacation (with
reduced service rates) phases, and random breakdown-repair
cycles. Customers arrive via a Poisson process and decide to join
or balk based on the server’s current state. Embedded Markov
chains, probability generating functions, and Matlab based dis-
crete event simulation are applied to analyze key performance
metrics, including average waiting time, queue length, and serv-
er utilization. A particle swarm optimization (PSO) algorithm is
used to identify parameter configurations that minimize conges-
tion and delay. Application scenarios in 5G/6G networks and
service platforms demonstrate how adaptive vacation scheduling
and resilience strategies improve energy efficiency and through-
put. The results offer valuable information for performance
tuning in resource-constrained telecommunication systems.

Keywords — 5G/6G networks, queueing performance analysis,
server reliability, single-server queues, working vacations

1. Introduction

Modern wireless communication systems, including 5G, 6G
and Internet of Things (IoT) networks, face increasing lev-
els of demand for high-quality services, yet have limited
computational and energy resources at their disposal. The
dynamic nature of network traffic, combined with energy con-
straints and unpredictable system behavior, calls for deploying
adaptive queueing mechanisms that are capable of manag-
ing service delays, optimizing resource usage, and ensuring
operational resilience. The queue theory provides a robust
analytical framework for addressing such challenges and has
become a key tool in the process of modeling and optimizing
telecommunication networks [1], [2].

Among the various queueing models, the working vacation
queue, originally proposed in [3], has gained attention for
its practical applicability in energy-aware systems. Unlike
traditional vacation models where the server becomes com-
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pletely idle, the working vacation model assumes that the
server continues to operate at a reduced rate, closely resem-
bling energy-saving or degraded service modes known from
wireless infrastructures. This framework has been extended
to include re-trials, server unreliability, customer impatience,
and heterogeneous vacation behaviors [4], [5], improving its
relevance to complex environments such as sensor networks
and cloud-edge systems [6], [7].

Recent advances in network management include intelligent
queue control in 5G, hybrid optimization models for traffic
handling, and delay-tolerant service designs [8]—[10]. How-
ever, few studies jointly address such phenomena as server
breakdowns, multiple working vacation phases, and balking
behavior, especially under the constraints of wireless systems,
where these conditions often coexist.

In our previous work [5], we analyzed the steady state behavior
of an M/M/1 queueing system with differentiated working
vacations and customer balking. This paper extends that model
by introducing the following improvements:

e Two distinct working vacation phases, each with its own
reduced service rate.

e Random server breakdowns and repair dynamics, modeling
real-world hardware unreliability.

e State-dependent customer balking, where join/balk deci-
sions are influenced by the server’s operating mode.

e Integration of discrete-event simulation in Matlab to vali-
date the analytical findings.

e Application of particle swarm optimization (PSO) to iden-
tify optimal system parameters while minimizing delays
and improving performance metrics.

The inclusion of PSO in this study is a significant method-
ological enhancement. PSO is a robust, population-based
metaheuristic that efficiently explores complex, non-linear
search spaces and converges quickly. It is particularly well-
suited for optimizing queueing systems with stochastic behav-
ior, where traditional gradient-based methods may struggle.
By applying PSO to tune service rates, vacation parameters,
breakdown rates, and balking thresholds, this paper offers
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Tab. 1. Model parameters and their descriptions.

Parameter Description Typical values
A\ Custqmer arrival rate Example: 1.0
(Poisson process)
Service rate during busy Must satisfy
# period w> 1 > e
Service rate during type I Reduced
H working vacation service rate
. . Further
Service rate during type
M2 . . reduced
IT working vacation .
service rate
- Probability of eptermg Example: 0.1
type I vacation
Probability of entering )
2 type II vacation Example: 0.05
Probability of server .
«a breakdown Example: 0.03
3 Server repair rate after Exponential
breakdown repair rate
Balking probability Setto 0.3
b . ) L
during type I vacation (heuristic)
b Balking probability Setto 0.5
2 during type II vacation (heuristic)
b Balking probability Set to 0.7
during server breakdown (heuristic)

an actionable optimization framework for improving system
responsiveness and energy efficiency in dynamic wireless
communication environments.

Using embedded Markov chains, probability-generating func-
tions, and discrete event simulation, we analyze key per-
formance indicators such as average waiting time, server
utilization, and system throughput. Our results provide prac-
tical design insights for customer service platforms, edge
computing nodes, and base stations in energy- and reliability-
constrained systems.

2. Model Description

This study analyses a single-server M/M/1 queueing system
that incorporates differentiated working vacations, server
breakdowns, and customer balking behavior. The system is
structured under the following assumptions:

e Arrival process. Customers arrive following a Poisson
process with rate \.

e Service mechanism. During regular busy periods, the
server operates at a service rate of x. In type I vacation
mode, the server continues to operate at a reduced rate 1,
and in type II vacation mode, at an even slower rate (o,
where p > (1 > po.

80

Fig. 1. State transition diagram.

e Server behavior. After completing a busy period, the
server may enter a type I vacation with probability ; or
a type II vacation with probability v».

e Server breakdowns. Random breakdowns occur with
probability «, and the server undergoes repair at an expo-
nential rate 3.

o Customer balking. Customers may choose to balk depend-
ing on the server’s state, with a 30% balking probability
during type I vacation, 50% during type II vacation, and
70% during server breakdowns.

This model effectively captures real-world operational con-
straints such as fatigue, partial service availability, failure
events, and customer impatience, making it highly relevant
for the analysis and optimization of both traditional service
systems and next-generation wireless networks.

2.1. Model Framework

This study builds on the queueing model presented in [5],
which explored a steady-state M/M/1 system with differentiat-
ed working vacations, breakdowns, and balking. The current
model retains the structural foundation of that system but
introduces refined interpretations and supports simulations
required for validating performance.

Let N(t) denote the number of customers in the system at
time ¢, and let S(¢) € {0, 1,2, 3} represent the server’s state,
where:

e S(t) = 0 —server is busy,

e S(t) =1 - server is under breakdown,

e S(t) = 2 —server is on a type I working vacation,
e S(t) = 3 —server is on a type II working vacation.

The system is modeled as a continuous-time Markov pro-
cess S(t), N(t),t > 0 with state space A = {(i,5) : i =
0,1,2,3;j > 0}. Transition probabilities and the governing
balance equations are retained from the earlier model, with
minor notational refinements. For completeness, the main
steady-state equations and performance metrics, including the
expected number of customers in system and average waiting
time, are summarized in Appendix A.
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3. Practical Applications in Wireless
Networks

This section demonstrates how the proposed M/M/1 queueing
model with differentiated working vacations, server break-
downs, and customer balking can be effectively applied to
modern service systems. Two representative domains are
considered: customer service centers and next-generation
wireless networks (NGWN).

3.1. Customer Service Centers and Call Centers

In service-oriented platforms like call centers, help desks or
support chat systems, human agents act as servers processing
customer requests. The proposed model offers several relevant
analogies:

e Server breakdowns correspond to sudden unavailability
of agents due to technical issues, fatigue, or shift changes.

o Working vacations represent scheduled breaks or periods
of reduced service effort, e.g. multitasking, handling low-
priority tasks.

o Customer balking models real-world impatience such as
callers hanging up or users exiting queues when facing
perceived delays.

By implementing the proposed model, organizations may

design dynamic staffing policies to:

e Reduce call abandonment rates and improve response
times.

e Optimize agent workload while avoiding burnout.
e Adapt service capacity based on real-time traffic.

Strategically timed low-effort periods (type I vacations) can
preserve service quality while allowing recovery time, as long
as breakdown probability and balking are carefully managed.

3.2. Next Generation Wireless Networks

In wireless systems, particularly 5G/6G networks, IoT gate-
ways, and edge computing nodes, the model maps directly to
network elements and protocols in the following manner:

e Servers represent base stations or edge nodes that process
data packets or user requests.

o Working vacations correspond to energy savings or degrad-
ed operating modes during off-peak hours or congestion
periods.

e Breakdowns simulate hardware failures, link failures, or
shutdowns caused by overheating.

e Balking models packet drops or user session termination
due to degraded quality of service (QoS).

The model enables adaptive resource allocation and energy-

aware operations. It supports the following:

o Sleep/wake cycles in small cells or relay nodes for energy
efficiency,

e Fault tolerance mechanisms through predictive repair and
redundancy,
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Customer service center/call center 5G/6G wireless network

Agent Incommg requests
Base station
Edge mode
& Dropped
requests
(short break)
Balking ‘ Vacation [

Breakdown
active mode  (hardware failure)
working vacation I

working vacation IT
breakdown

‘ (1 long break)

~—— Breakdown (0)
(system failure)

Objectives: Benefits:
® save energy
® optimize latency

e dynamic adaptation

® minimize wait
o reduce abandonment
® optimize schedule

Fig. 2. Analogies of the proposed queueing model used in call
centers and wireless network systems.

e Dynamic load balancing to reduce service delays and user
drop rates.

Benefits for network operators include improved resilience
and responsiveness, lower energy consumption without sacri-
ficing throughput, scalable performance modeling for smart
city infrastructure, vehicular networks, and cloud-edge or-
chestration.

4. Simulation Setup and Dataset
Description

A simulation was performed to evaluate the performance of
the system under the following parameters:

e Arrival rate A = 1.0,

e Service rates: u = 1.5 (normal), iy = 1.0 (type I vaca-
tion), pa = 0.5 (type II vacation),
e Vacation probabilities: y; = 0.1 (type I), 72 = 0.05 (type

1D,
e Breakdown probability o = 0.03,
e Repair rate § = 0.2,
e Balking probabilities: b; = 0.3 (type I), b2 = 0.5 (type 1),
and b = 0.7 (breakdowns).
The simulation ran for a total of 10000 customer events,
ensuring statistically significant results that capture typical
system behavior under varying server states.
This representative subset highlights how customer arrivals,
service commencement, and balking behavior are influenced
by the server’s state, providing practical insights into the
system’s dynamics.

5. Numerical Results and Validation

To evaluate the performance of the proposed M/M/1 queueing
system with differentiated working vacations, server break-
downs, and customer balking, we developed a Matlab-based
simulation. The simulation model mimics system behavior
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Tab. 2. Sample simulation output (first five events).

Arrival | Service | Service Server ..
. Decision
time start end state
0.47 0.47 1.08 Busy Joined
0.64 Vacation I Balked
2.65 2.65 2.66 Busy Joined
6.15 6.15 6.29 Busy Joined
6.36 6.36 6.73 Busy Joined
a) 20
g P
3 10 |
£ '

5} 5 . M| | |
. ol s,nif mur s UjJ'!‘ " I

0 100 200 300 400 500 600 700 800 900
Arrival time [units]

b) 800
= 600
2
2400
£
= 200

Breakdown Busy Vacation 1 Vacation 2
Server states

Fig. 3. Simulation outputs: a) service times for customers and b)
cumulative time spent in different server states.

over 10000 customer arrivals, ensuring statistical robustness
and replicability. The key outputs are visualized in Fig. 3.

In Fig. 3a, the x-axis represents individual customer arrival
times, while the y-axis shows their corresponding service
durations. The figure illustrates how service times vary de-
pending on server state: they are the shortest during busy
periods, longer during type I vacations, and the longest during
type 1I vacations or breakdown periods. Clusters of elevated
service times reflect transitions into low-efficiency or failure
states.

Figure 3b illustrates the time spent in different states. This
bar chart quantifies the cumulative time spent in each serv-
er state (busy, vacation I, vacation II, breakdown). It clearly
shows how working vacations and breakdowns reduce effec-
tive service capacity, helping identify bottlenecks and guide
parameter tuning (e.g. reducing 5 or improving [3).

These visualizations offer actionable insights into system dy-
namics and underscore the impact that server fatigue and
failures exert on customer experience. The simulation pro-
vides a practical validation layer to the analytical model,
confirming its relevance for real-world service systems and
telecommunication networks, where non-ideal behaviors like
balking and degradation are common.
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5.1. Simulation Environment

All simulations, including queue dynamics and particle swarm
optimization (PSO), were implemented in Matlab R2023b.
Matlab’s built-in functions and custom scripts were used to
model queue states, implement PSO algorithms, and generate
figures. Random number seeds were set to ensure consistency
across repeated runs.

6. Optimization Framework Using PSO

Particle swarm optimization is employed to minimize cost
functions and optimize key performance metrics, expected
queue length, waiting time, and server utilization, in an M/M/1
queue with working vacations, breakdowns, and customer
balking. PSO is particularly suitable for this problem due to
its fast convergence, simplicity, and robustness in non-linear,
high-dimensional search spaces. Compared to other meta-
heuristics (e.g. GA, ACO), PSO requires fewer parameters
and is more computationally efficient.

The objective of the PSO algorithm is to minimize cost
function C' that represents the trade-off between queueing
performance metrics, i.e. the average number of customers in
the system, and the average waiting time.

The cost function is defined as:
C =w.BE(L) +ws. E(W) , (1)

where:
e E(L) - expected number of customers in the system,

o E(W) — expected waiting time from Little’s law:

BW) = 5,
e wi,wy € [0, 1] are user-defined weights such that:

w1 + we = 1, reflecting the relative importance of queue

length and delay.
For example, setting w; = wy = 0.5 gives equal weight to
both performance criteria.
The PSO algorithm searches for the parameter set § =
[ 1, 2, v1, Y2, @, B, b1, ba, and b] that minimizes this cost
function:

0" = arg r})lin c(0) . 2)

It is defined based on parameters such as arrival/service
rates \, u, j41, th2, breakdown and repair rates «, 3, vacation
probabilities 1, 2, and balking probabilities b1, b, and b.

Initialization of the algorithm includes swarm size, iner-
tia weight w, and coefficients c;, co. Parameter bounds are
defined, e.g., p; € [0.1, u]. Each particle encodes queue
parameters:

Particle; = [u1, p2, 71,72, @, B, balking par,...] . (3)

Atiteration ¢ + 1, particle velocities and positions are updated
as:

t+1
Uy

—wol+er (pBest; — xf) + ca2r2(gBest — xf) , @

t+1 t t+1
o =af ot ®)
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Tab. 3. Baseline vs. optimized performance.

Tab. 4. PSO parameter settings.

Metric Baseline PSO Improvement
optimized
Average queue | o, 3.48 1~43.1%
length
Average waiting | 5 ) 223 1~55.5%
time [units]
Server 78.4% | 85.7% T 47.3%
utilization

where r1,79 ~ U(0,1) are random factors, pBest; is the
best position of particle ¢, and gBest is the global best found
so far. The algorithm terminates when a maximum num-
ber of iterations is reached or the improvement falls below
a threshold.

6.1. PSO Results

To assess the impact of the PSO algorithm, we compared
performance metrics before and after optimization (Tab.
3). The PSO was applied to tune key parameters, e.g.
11, [h2, Y1, Y2, @, (3, and balking probabilities, with the objec-
tive of minimizing average queue lengths and waiting times.

These results confirm that PSO effectively identifies superior
parameter configurations reducing congestion and improving
response times.

The plot shown in Fig. 4 shows a smoothed trend of service
durations aligned with arrival times. It illustrates how opti-
mized parameters help maintain service times within a tighter
range, thus avoiding spikes observed under baseline settings.
This uniformity leads to greater predictability and reduced
customer waiting time.

6.2. PSO Parameter Settings and Cost Convergence

To validate the performance of the PSO algorithm in opti-
mizing the M/M/1 queue system with working vacations and
server breakdowns, Tab. 4 summarizes the parameter settings
used in the simulation.

The cost function used in optimization reflects a weighted
combination of average queue length and average waiting
time. These metrics capture the overall efficiency of the

1.10

1.05

1.00

0.95

Service duration [units]

0.90

0 5 10 15 20 25

Arrival time [units]

Fig. 4. Optimized service times across arrival times.
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Parameter ‘ Value ‘ Description

Swarm size 30 Number of particles in
the swarm

Maxi - :

Number of iterations 100 axtmum 1teFat10ns
of the algorithm
: . Controls influence of
Inertia weight w 0.7 Y

previous velocity

Weight toward

Cognitive coeflicient ¢y 1.5 o
personal best position

. . Weight toward global
Social coefficient ¢ 1.5 g .\ £
best position
10
;g 8
«
>
g ¢
3]
=1
& 4
g
@]
2
0
0 20 40 60 80 100
Iterations

Fig. 5. Convergence of the PSO cost function.

system and customer satisfaction under varying conditions,
for example, vacations, breakdowns, and balking.

A cost convergence plot was generated to visualize the per-
formance of the PSO algorithm in the individual iterations.
As shown in Fig. 5, the cost steadily decreases and stabilizes
as the algorithm converges toward an optimal parameter set.

The convergence curve demonstrates that the algorithm reli-
ably reduces the cost within 100 iterations, indicating success-
ful optimization of the queue parameters under the defined
constraints.

7. Conclusions

This article presents an enhanced M/M/1 queueing model
that integrates differentiated working vacations, server break-
downs, and state-dependent customer balking, offering a re-
alistic framework for analyzing and optimizing performance
in modern telecommunication systems. The model captures
essential operational dynamics often encountered in environ-
ments such as call centers, wireless base stations, and edge
computing nodes, where service degradation, unreliability,
and impatient user behavior are common.

The model demonstrates significant improvements in per-
formance, offers a reduction in average waiting time (up to
55%) and a 43% decrease in queue length. These results un-
derscore the potential of intelligent queue management and
metaheuristic optimization approaches, as these are capa-
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ble of improving responsiveness and energy efficiency in
resource-constrained networks. The proposed framework of-
fers actionable insights for designing adaptive scheduling
policies, optimizing energy usage, and enhancing user satis-
faction in 5G/6G, IoT gateways, and customer-facing service
platforms.

Although PSO has proven effective in optimizing the proposed
queueing model due to its fast convergence and simplicity,
it is beneficial to briefly consider alternative metaheuristic
approaches. Genetic algorithms (GAs), for instance, offer ro-
bustness and flexibility, particularly for discrete optimization
problems, but often require more computational effort and
parameter tuning.

Reinforcement learning (RL), on the other hand, enables
adaptive learning in dynamic environments and is well-suited
for online decision making. However, its applicability is
limited in settings where training data is sparse or where
system states evolve slowly.

PSO was selected for this study because of its ease of imple-
mentation, compatibility with simulation-based optimization,
and lower computational overhead in static system scenarios.
Future comparative studies may further explore the trade-offs
among these techniques to guide optimization choices across
various application domains.
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Appendix A.
Local Balance Equations

Let p; ; denote the steady-state probability of being in server
state ¢ with j customers in the system.

The balance equations for the continuous-time Markov pro-
cess are as follows:

(A1) poo = p1po1, (6)

A+ p+a)po,n =Y1D2,n + V2 P30 + BP1n

+ 1pon+1 + Apon—1, n =2, @

(A +B)p11=apo,, ®)

(Ab+ B) pron = apon +Abp1n_1, n =1, )
(Ab1 +71) p2,0 = p1 p2,1 + 1P Po,o (10)

(Ab1 + 71 + 1) P2,n = pa P21 + Ab1P2n—1, n 21, (11)
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Ab2 P30 = Y1 p2,0 + g Po,0 + K2 P3,1 , (12)

(Ab2 + v2 + p2) p3.n = Ab2p3n—1 + 2 Pant1, n =1, (13)
Generating functions

Using corresponding probability generating functions

Pi(z) = Zpi,nzn
n=0
the expressions are:
(b — az)poo — [P1(2)]82 + [p2.0 — Po(2)| 12
A2 —(A+put+a)z+p

[p3.0 = Ps(2)] 722
A2 —(A+pt+a)z+p’

P() (Z) =

(14)

Pi(s) = Olpeo = D) 15

1(2) = Nz — (M +B) 15)

Pz(z) _ H1P2,0 — H12P2,0 — HP ZP0,0 7 (16)

TOAb122 — (Aby + pr 1)z

Py(z) = H2 P30 — 2 pso0(p2 +v2) — Y12 P2,0 — 1GZ Po,o
3 Ab222 — (Aba + 2 + 72)z + po

)

a7
Steady-state probability at idle state
Y172
= , 18
P00 e ¥ (2 ip + 28 + 2L+ 1 pq) 1®
where:
___kpz=
pi(z1—1) 7

2 (s +pq)
22 (72 + p2) — po

and:
21 is the positive root of

Ab1z® — (Aby + g1 4 1)z + pa
2z is the positive root of

Ab2z® — (Ab2 + p2 + 72)z + piz
Expected system lengths by state

Busy state:
b + 2 (Ab2 —
E(Ls) = Y172 Ab2 P30 + [y17y2 p1 + Y1 (Ab2 — p2)] p2,o
Y17Y2 &
n [v2 pp(Ab1 — p11) + 71 g(Ab2 — p2) + 7172A] Po,o
Y2 @ ’
(19)
Breakdown state:
(0% E(LB) — Po,o
E(L,) = w ) (20)
Type-I vacation:
Aby — +
(L) = [0 (Ab1 — 1) Po,o + 11 p1p2,0 e

v:
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Type-II vacation:

_ Y2 Ab2 p3,0 + Y1 (Ab2 — p2) p2,o + q(Ab2 — p2) po,o

E(L )
(Ls) 7
(22)
Expected waiting time
Using Little’s law:
BW) = E(Lg)+ E(L1) ;L E(L2) + E(Ls3) . 23
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Abstract — One of the most important factors in radio network
design is path loss — a phenomenon that may be measured us-
ing a variety of techniques, including deterministic, empirical,
machine learning, and deep learning models. Each approach
has its own limitations, such as inability to capture non-linear
interactions, high computational resource demand, and inabili-
ty to reflect changes in environmental conditions, among many
others. The deep learning model has the capacity to recognize
intricate patterns and has been essential in removing those ob-
stacles; therefore, in this study it is used for path loss prediction
in 5G communications in the South Asian region. The model
makes use of long- and short-term memory (LSTM), gated re-
current unit (GRU), convolutional neural network (CNN), and
dense neural network (DNN) approaches to take advantage of all
the benefits that each algorithm provides. The performance of
the proposed strategy was validated by testing it against multiple
state-of-the-art approaches, while relying on the same dataset.
An examination of the relevance of characteristics has also been
carried out to gain a better understanding of the influence of
path loss. A variety of characteristics that are directly relat-
ed to path loss were evaluated, followed by an examination of
how they affect the decision-making process. The results show
a possible solution that can help handle this path loss estimation
for mmWave communication, especially for 5G networks and
beyond.

Keywords — 5G, deep learning, machine learning, mmWave, path
loss

1. Introduction

5G networks use higher frequency and smaller cell sizes,
rendering the issues of signal degradation, fading, and inter-
ference more important [1], [2]. Signal strength is the most
important parameter for maintaining a reliable communica-
tion link and determines throughput. Path loss refers to the
degradation of the electromagnetic signal as it propagates
through a channel [3]. Mathematically, it is the difference
between the transmitting power and the receiving power of
a signal. Knowledge of path loss in a given environment
makes it easier to efficiently plan radio networks [4]. Path
loss measurement can help optimize power usage according
to channel conditions. Additionally, knowledge about the path
loss of a channel may greatly improve the quality of service
and resource allocation.

This work is licensed under a Creative Commons Attribution 4.0 International (CC BY 4.0) License.
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There are several methods to measure path loss. The early
methods involve empirical models developed based on data
observed under real-world scenarios [5]. Several parameters
such as distance, frequency, and attenuation factor are taken
into account when developing specific formulas. The models
capture the average path loss value of a channel in a certain
setting. There are several empirical models such as the free
space path loss model [6], the Hata model [7], the Okumu-
ra model [8], the 3GPP TR 38.901 model [9], and the log
distance model [10]. Simplicity is one of the main reasons
behind their widespread use.

They are pretty basic models that require some simple pa-
rameters, like distance, frequency, and some environmental
data that change based on a given setting. Consequently, it is
very easy to modify the model according to environmental
needs. For example, the Hata model can be adopted in ur-
ban, suburban, and rural settings. Its simplicity eliminates the
need for computational resources and makes it an economi-
cal option. Its ease of use and thorough understanding have
led to its adoption as the main foundation of radio network
planning [10].

3GPP has developed one such empirical model, known as
3GPP TR 38.901, keeping in mind the nature of 5G com-
munication and its requirements. However, there are several
major limitations that led to the adoption of other techniques.
One of the major limitations is their rigidity. Although the
models capture some of the environmental parameters, they
cannot reflect a sudden change of a certain parameter. Also,
the models are much more generalized. Consequently, they
cannot truly capture the difference in settings that vary from
one country to another.

The urban setting prevailing in Europe does not necessarily
reflect the conditions that exist in Asia. Therefore, path loss
measurements may not be accurate. Additionally, changes in
some parameters may cause significant changes in path loss
readouts.

In some communication modes, such as vehicular communi-
cation, the parameters change rapidly, making the path loss
models inconsistent in such scenarios. Also, some of the
empirical models require the transmitter and receiver to be
in the line-of-sight setting, which reduces their usability in
non-line-of-sight environments.
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Statistical analysis is another approach that is similar to the
empirical method. Instead of relying on curve fitting based
on real-world data in the empirical method, the statistical
method uses probabilistic and statistical analysis to model
the propagation of electromagnetic waves. Many statistical
methods such as log distance path loss model and log normal
shadowing [11] exist.

One of the major limitations of the method is its inability
to model optical phenomena such as diffraction, reflection,
and scattering. These phenomena are very common in high-
frequency environments, which makes the statistical method
ineffective in high-frequency cases.

Another method of measuring path loss relies on determinis-
tic models [12]. These models make use of electromagnetic
principles to predict the propagation of signals through the
environment based on their interaction with several environ-
mental factors [13]. Instead of the observed values, these
models are developed by simulating the real world environ-
ment. As a result, they are environment-specific and yield
measurements with a higher degree of accuracy.

There are several deterministic models in use. Ray tracing [14]
is the most popular deterministic model. It tracks the rays
from the transmitter to the receiver and finds out how all
the ray components interact with the environment. Several
parameters such as diffraction, scattering, and reflections
are taken into account based on the shape and materials of
a given object. The model is used mainly in urban and indoor
environments.

Ray launching [15] follows a similar principle of simulating
the multipropagation of rays from the transmitter to the re-
ceiver. However, it does not trace each ray, which makes it
faster. It is mainly used where there is a trade-off between
computational resources and accuracy.

It needs to be borne in mind there several other models, such
as the uniform theory of diffraction (UTD) [16] and the finite
difference time domain (FDTD) [17] exist. These, howev-
er, suffer from some disadvantages. The high computational
resource requirement makes them a costly option. Due to
the high computational volume, they require more time for
processing and do not perform accurately in a complex en-
vironment where the parameters change rapidly. The high
dependence on environmental factors makes them very sensi-
tive to small-scale variations.

Another deterministic method that solves the problem is the
parabolic equation method. Unlike the UTD and FDTD, it
allows for wave modeling in one main direction only. The
method greatly reduces the computation load, as it ignores the
backward waves. However, it finds limited use in the near-field
region and, like other methods, it also lacks accuracy when
the parameters change abruptly.

The geometry method is based on the same foundation as the
deterministic model, i.e. it measures path loss by estimating
the interaction of the wave with various environmental factors.
However, the geometry-based method introduces a statistical
method to simulate multipath effects. It is a hybrid method that
utilizes the statistical method while also relying on physical
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accuracy. However, the need for detailed environment data
makes its use complex in larger areas. Also, the computational
complexity is very high in this case.

Today, artificial intelligence has gained greater traction in
every aspect of engineering [18]. Due to its ability to under-
stand complex patterns and make decisions, it is also relied
upon in path loss measurements. Machine learning [19] is
one of the subsets of artificial intelligence. Machine learning
(ML) makes estimations based on previously observed da-
ta [20]. It uses several algorithms to find a common pattern
among the various features that may influence path loss and
makes decisions based on those determinations.

Several algorithms, such as linear regression [21], support
vector regression [22], and decision tree [23] are used. How-
ever, machine learning lacks the ability to capture non-linear
relationships. Deep learning (DL) networks have become
very useful in this regard. It is a subset of machine learning
that has been constructed to mimic the operation of a human
brain [24]. The inclusion of neurons, layers, and activation
functions enables deep learning algorithms to capture non-
linear relationship as well [25].

In this paper, a deep hybrid model is proposed to estimate path
loss. The model consists of long short-term memory (LSTM),
a gated recurrent unit (GRU), a convolution neural network
(CNN), and a dense neural network. The model was trained
using data tailored for the South Asia region. The model
was fed with several parameters, such as distance between
transmitter and receiver, time delay, received power, phase,
azimuth angle of departure, azimuth angle of arrival, elevation
angle of departure, elevation angle of arrival, frequency,
season, phase, and RMS delay spread. The model explores
the three distinct algorithms to take advantage of all of their
functionalities. Along with the estimation, the importance of
the features and their influence on estimating path loss have
been explored.

Table 1 shows the several methods and their limitations in
estimating path loss. It is evident from the table that deep
learning algorithms can estimate path loss more accurately
compared to the deterministic model, and at a lower cost. But
the high data requirement is hurdle affecting its adoption. The
proposed hybrid model may offer a potential solution to the
problem.

Our contributions are as follows.

1) Combining several deep learning algorithms to develop
hybrid models for the estimation of path loss in the South
Asia region. Instead of focusing only on one kind of
algorithm, we have combined several algorithms like
LSTM, GRU, CNN, and DNN to capture both temporal
and spatial dependencies while predicting path loss.

2) Conducting a comparative study benchmarking the solu-
tion against other commonly used algorithms to validate
the performance of the proposed hybrid model.

3) Interpreting the model’s decision-making process by
studying the impact of each feature utilized in the model.

4) Investigating the model’s ability to detect path loss to
boost it in real world scenarios.
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Tab. 1. Comparison of various path-loss models.

Method Advantage Limitation
Empirical Simple and fast Po9r .
generalization
o Very accurate Computationally
Deterministic | capture of several .
. demanding
physical effects
Statistical Scalable Fixed distribution
Geometry Balar.lce betvx{een Need of detailed
physical realism . .
based ) environment info
and efficiency
Machine Ability tq capture Requires large
learnin non-linear amounts of
£ relationship labeled data
Deep learning Very high Computatl(.)nally
accuracy demanding

2. Literature Review

Due to the superior performance of machine learning and
deep learning algorithms in recognizing the relationship
between path loss and various factors, several researchers
have explored different approaches based on these models.

2.1. Machine Learning-based Approaches

Several researchers have used machine learning algorithms
to estimate path loss. While evaluating the best models, al-
most all commonly used algorithms have been tested, but
the best-performing solutions varied depending on a specific
environment. AdaBoost was found to show superior perfor-
mance in tropical regions [26], random forests showed better
performance in the region of uneven terrain attributes [27],
and gradient tree boosting for millimeter wave communica-
tion (mmWave) communication was best suited for indoor
environments [28].

Several researchers adopted numerous performance enhance-
ment steps during the data preparation and training stages,
instead of relying on the algorithm alone. In [29], before mov-
ing on to support vector machine-based model, dimensionality
reduction techniques — such as principal component analysis
— were employed to lower the use of computational resources.
In another work, support vector regression was relied upon to
reduce complexity and training time with different kernels to
find the optimal model [30].

Various machine learning algorithms such as AdaBoost and
random forest were employed to find the best model for
predicting path loss in aircraft cabins [31]. The data expansion
method generating partial data samples using the empirical
approach has also been adopted to achieve further prediction
accuracy improvements. Instead of relying on one specific
algorithm, an ensemble model named voting regression was
proposed. It consisted of k-nearest neighbors (KNN), support
vector regression (SVR), random forest (RF), AdaBoost,

88

and gradient tree boosting (GTB) algorithms to improve its
performance [32].

2.2. Neural Network-based Approaches

Due to their ability to capture complex patterns, deep learning
approaches have gained momentum, replacing machine learn-
ing algorithms where the availability of data is not a problem.
Several researchers have also used deep learning-based ap-
proaches to estimate path loss. Artificial neural networks
(ANN) are one of the most commonly used solutions. An
ANN has been used to build path loss prediction models in
corridor environments with varying frequencies [33].

Two types of ANN (multilayer perception (MLP) and radial
basis function (RBF)) were used to model path loss of an ultra
wide-band channel in a mine environment [34]. The model
was designed to focus on the balance between generalization
and precision. In [35], an ANN-based model was adopted
to predict path loss in a multi-wall, multi-frequency indoor
environment. The model is based on MLP and the training of
data follows the backpropagation algorithm.

Instead of simply using ANN, some researchers conducting
data preprocessing and training stages to increase the level
of accuracy. In [36], an ANN-based model was deployed
to predict path loss in urban environments. To optimize the
ANN model and adapt it to a specific problem, an adaptive
differential evolution algorithm named CoDe was used. The
authors of [37] used ANN to predict path loss for very high-
frequency wireless communication. In the study, extensive
analysis has been performed to find the optimal numbers of
input parameters, neurons, activation functions, and learning
algorithms. MLP combined with ADALINE was used to
predict the loss of signal propagation in microcellular urban
environments [38].

Just like it was the case with machine learning approaches,
rather than depending on one type of algorithm, researchers
utilized various algorithms with ANN to build more robust
models. The authors of [39] proposed a two-layer RBF neu-
ral network-based model. It predicted path loss using hybrid
rival penalized competitive learning (RPCL) and recursive
least squares (RLS) algorithms. The model offered better per-
formance compared to empirical approaches such as the data
model. In [40], field strength was predicted using a combina-
tion of an empirical model and an artificial neural network.
The research was based on a dense urban environment.

A hybrid model was developed using the Hata model and
low complexity ANN to predict path loss in [41]. The model
outperformed a high-complexity ANN model by accurately
predicting path loss.

Another approach based on neural networks is the backprop-
agation neural network. In [42], a backpropagation neural
network was used to predict the received power in a subur-
ban scenario, while in paper [43], backpropagation neural
networks were used to build a model that can be useful in
multiple environmental settings (rural, urban, and suburban).
In addition to the ANN and backpropagation neural network,
other types of networks such as the 3-layer wavelet neural
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Fig. 1. Impact of using higher frequencies on cell radius.

network have been developed to predict field strength for
different frequencies [44].

CNN is another prominent deep learning-based approach. It
has been used extensively for model building. In [45], two
convolutional neural networks based on group-16 visual ge-
ometry (VGG) and residual network (ResNet-50) were tested.
ResNet-50 was found to be the best performing solution.
Multitask learning was introduced to further enhance the
accuracy of the predictions made. The introduction of multi-
task learning increased the accuracy rate to 2—4%. In [46],
a CNN-based model was proposed to predict the path loss ex-
ponent of outdoor millimeter wave band channels. In [47], the
authors used CNN to build a path loss prediction model for
high-traffic scenarios. The environment has various obstacles
that greatly impact the communication using high-frequency
bands, and it makes it very difficult for conventional methods
to accurately estimate path loss.

3. Problem Analysis

5G networks use millimeter wave (mmWave) spectrum (24 to
100 GHz) to facilitate higher capacity and ultra-low latency.
The use of higher frequencies allows to support massive
device connectivity. However, using higher frequencies comes
with its disadvantages too. One of the key challenges is the
reduction of cell size. Figure 1 shows the impact of frequency
increment on the radius of the cell. As one may notice, at 20
GHz the cell radius is marginally higher than 70 m. As we
continue to increase the frequency even further, the cell radius
declines sharply. At 100 GHz, the cell radius reduces to less
than 20 m. A lower cell radius will result in frequent cell
switching events that greatly impact path loss and throughput.
When employing the free space path loss model, it can be
seen that higher frequency has a significant impact on path
loss. The free space path loss (in decibels) can be expressed
as:

4
FSLP = 20log,, d + 20log,, f + 201ogy, % RG)
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Fig. 2. Impact of using higher frequencies on path loss.

where d is the separation between the transmitter (Tx) and
the receiver (Rx), f is the operating frequency, and speed
of light is denoted as c. Figure 2 shows the impact of higher
frequencies on path loss.

As the number of steps increases, the path loss also increases.
At 1000 m separation, using the 1.8 GHz frequency results
in a path loss that is closer to 90 dB. Using higher frequen-
cies results in greater path loss. As one may see from the
figure, an operating frequency of 100 GHz causes a path loss
exceeding 120 dB at 100 m separation. Consequently, path
loss estimation is of greater importance in 5G networks, as it
allows for efficient radio network planning.

4. Methodology

The proposed hybrid method consists primarily of LSTM,
GRU, and CNN layers. While LSTM layers are used to cap-
ture temporal dependencies, convolution layers are used for
capturing spatial dependencies. GRU layers are used here
instead of a stack of LSTM layers to reduce computation re-
quirements. In Fig. 3, the working process is shown in the
form of a block diagram. The process involves collection of
the data set, preprocessing, designing, training and evaluat-
ing the model, and then comparing it with baseline ML-DL
algorithms.

The data set has been based on a 5G communication envi-
ronment in the South Asia region, as described in [48]. The
dataset contains multiple data which were obtained through
a simulation relying on NYUSIM, but only those variables
that are closely related to and can be used to predict path loss
are considered in this research. These include the following:
transmitter-receiver (T-R) separation distance, time delay, re-
ceived power, RMS delay spread, and frequency. As far as
frequency is concerned, the dataset is mainly focused on the
high band and the frequencies used here are 7.125, 24.25,
52.6, and 71 GHz.

The process of preparing raw data trainable for the deep
learning model is important, since it is closely related to
finding the best outcome from the prediction model. The
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Fig. 3. Block diagram depicting the methodology used.

cleaner the data set, the better outcome can be obtained from
the prediction model; thus, it is an important phase before
training the model. Two stages are developed:

e Data augmentation is a method through which newer artifi-
cial data can be created. Deep learning algorithms require
a robust larger dataset to build a general model. Data aug-
mentation helps in that regard to create more samples and
increase the size of the dataset. Several methods are used,
such as adding noise and transformation. One of such meth-
ods is bootstrapping. It creates new data using a method
known as “resample with replacement”. The primary rea-
sons for choosing bootstrapping for data augmentation are
its non-parametric character and flexibility. Bootstrapping
not only allows to increase the size of the dataset, but also
helps generalize the model, making it more robust to noise.

e Standardization. As several values have an outlier effect
and fail to follow normal distribution, we have applied min-
max scaler to all variables. This will augment convergence
and prevent any bias caused by the outliers.

T — Tmin
Ttransformed = 5 )
Tmax — Tmin

where x is the value of a feature, x,,;, and x,,., are the
minimum and maximum values of the feature, respectively.

4.1. Proposed Deep Hybrid Model

The deep learning model has to be built in such a way that
it is able to take into account every aspect of the dataset
and can predict accordingly. To build a solution that fulfills
this requirement, a hybrid model turns out to be the best
approach, as it combines different deep learning algorithms.
In this research, a hybrid model is built by combining LSTM,
GRU, CNN, and a dense layer, as shown in Tab. 2. It is well
known that LSTM is a resource-intensive model, as it can
be expanded and may utilize large datasets to predict better
outcomes.

After this layer, GRU is utilized. It is less resource-intensive
and more efficient in producing a better outcome, as GRU is
used for capturing the temporal dependencies.

However, it is much simpler than LSTM, which results in
faster training. After GRU, a dilated convolution layer is used.
It offers a unique feature, as it is able to drop the value after

90

Tab. 2. Deep hybrid model parameters.

Layers Units Parameters ﬁiﬁ‘éiﬁiﬂ
LSTM 128 68 608 tanh
LSTM 64 49 408 tanh
GRU 64 24960 tanh
ConvlD 32 4128 tanh
Conv1D 32 2080 tanh
Conv1D 32 2080 tanh
Conv1D 32 2080 tanh
Conv1D 32 2080 tanh
Dense 1 33 ReLU
Total parameters 472 613 (1.80 MB)
Trainable parameters 157 537 (615.38 KB)
Non-trainable parameters 0 (0.00 B)
Optimizer parameters 315 076 (1.20 MB)

a specific range based on the dilation rate. The dilation rate
has been essential for increasing the receptive field of the
layers. The dilation rate has been varied here to capture both
local and global dependencies. Thus, LSTM is used to expand
the values. It is then the task of GRU to concise them, with
dilated convolution taking over to make the prediction precise.

Lastly, a dense layer is used that will be activated based on
the ReLU activation function to predict the final result and
for fast convergence. The Adam optimizer has been employed
for the model with a learning rate of 0.001.

4.2. Baseline ML/DL Models for Comparison

To validate the performance of the proposed deep hybrid
model, its outcomes are compared with those achieved by
several commonly used baseline ML and DL models. In the
following section, a brief analysis of the baseline models is
presented.

e Linear regression (LR). The model estimates path loss by
assuming a linear relationship between path loss and the
input features. The model was chosen for its simplicity and
interpretability. The parameters used include fit intercept
(set to true) and no regularization.

e Polynomial regression (PR). It is an extension of linear
regression. It models non-linear relationships by including
polynomial terms of the input features up to degree 2. The
model is used to capture the non-linear relationship while
maintaining computational efficiency.

e Random forest regression (RFR). It is an ensemble model.
It includes 100 decision trees, with a maximum depth of 10
and a minimum of 2 samples per split. RFR is implemented
because of its ability to capture non-linear relationships
and robustness against overfitting.

e Support vector regression (SVR). The SVR model uses
a kernel of radial basis function (RBF) with C' = 10 and
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e = 0.1. SVR is efficient in handling higher-dimensional
data and can model non-linear relationships through kernel
transformations.

e Artificial neural network (ANN). The model consists of two
hidden dense layers with 64 and 32 neurons, respectively,
both using the ReLU activation function. The model also
incorporates a dropout layer to reduce overfitting. ANN
by far outperforms machine learning-based models in
capturing non-linear relationships.

e Long short-term memory (LSTM). LSTM is used to cap-
ture temporal dependencies of the features. The model
consists of two stacked LSTM layers with 64 and 32 units,
respectively, both using the hyperbolic tangent (tanh) acti-
vation function. A dropout layer is also added to reduce
overfitting. The model helps capture the sequential depen-
dencies that may be overlooked by other approaches.

e Gated recurrent unit (GRU). Like LSTM, GRU also cap-
tures temporal dependencies. The model consists of two
stacked GRU layers containing 64 and 32 units, respective-
ly, each using the tanh activation function. The dropout lay-
er is also used here to reduce overfitting. Although LSTM
shows superior performance in capturing long-term depen-
dencies, GRU can perform better in scenarios with limited
data or where the temporal dependencies are moderately
long.

o Convolution neural network (CNN). CNN is used to capture
spatial dependencies. The model has a stack of six 1D
convolutional layers, each with 32 filters, with a kernel size
of 2. The dilated convolutional architecture is effective in
capturing the spatial characteristics.

5. Result Analysis

5.1. Error Matrix Analysis

The evaluation metrics include mean absolute error (MAE),
mean absolute percentage error (MAPE), and root mean
square error (RMSE). MAE measures the average magnitude
of errors between the predicted and actual values. It can be
expressed as follows:

n

1
MAE:EZ

i=1

Yi — Uil 5 3)
where y; is the actual value and g; is the predicted value.
MAPE measures the average percentage error. It is sensitive

to small actual values. It can be expressed as follows:

Yi — Qz
Yi

100%
MAPE = —= Z @

i=1

RMSE gives more weight to larger errors by squaring them
before averaging. It can be formulated in the following way:

n

Z(yi —9:)2. ©)
312025

JOURNAL OF TELECOMMUNICATIONS
AND INFORMATION TECHNOLOGY

RMS delay spread [ns]
Frequency [GHz]
Received power [dBm]
Time delay [ns]

T-R separation distance [m]

0 01 02 03 04 05 06

Fig. 4. Comparisons of feature sensitivity.

Tab. 3. Deep hybrid model parameters.

Model | MAE | MAPE | RMSE |
LR 17.0053 | 10.8424 | 21.9414
RF 16.6703 | 10.6766 | 21.6529
SVM 15.0382 | 9.6501 | 19.3329
Polynomial 13.8306 | 8.9102 | 17.7603
LSTM 53798 | 3.4097 | 6.9062
ANN 48112 | 29737 | 6.1571
CNN 42579 | 2.6533 | 5.4366
GRU 4.0791 | 25039 | s.1116
Proposed hybrid | 5 70, | 5 4512 | 5.0747
model

Table 3 presents the performance metrics for all models.
From the table, it is evident that the neural network-based
model outperforms machine learning-based models, as it is
capable of capturing non-linear relationships more effectively
by incorporating spatial and temporal dependencies. The
proposed deep hybrid model achieves the lowest RMSE
and MAE, outperforming all baseline models. The results
indicate that the model is able to successfully integrate several
algorithms to extract their individual qualities in order to
produce the best result.

5.2. Feature Sensitivity Analysis

While building the model, a total of five important variables
were considered to estimate path loss. These variables have
a direct influence on path loss. Studying sensitivity of the
features is important to analyze whether a given model is
biased towards one parameter only, which can severely impact
its accuracy. The five variables, including RMS delay spread,
operating frequency, received power, time delay, and distance
between the transmitter and the receiver were taken into
account to predict path loss.

After analyzing sensitivity of the features, it is evident from
Fig. 4 that the prediction model is more sensitive to RMS
delay spread, operating frequency, and power received by user
equipment (UE). A minor alteration in these variables will
significantly affect prediction values. RMS delay spread is
a crucial parameter for determining path loss, as it indicates
time dispersion of the signal arrival phase, present due to
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Fig. 5. Distribution of predicted values.

the multipath nature of the system. It identifies how spread
out these arrival times are, thus helping manage the signal’s
integrity, especially in high-speed communication systems.
On the contrary, the prediction model proposed in this research
is less sensitive to the T-R separation value — a characteristic
that is desired in the practical world, because this separation
distance can vary significantly, especially when UE is mobile.
If the prediction model relies mostly on this parameter, then
path loss prediction will be significantly impacted for high-
speed users, and the prediction model will predict an arbitrary
value which will eventually lead to a complete failure to
operate efficiently in a real-world scenario.

The sensitivity is quantified using partial derivatives, which

can be written as:
dy
Swar) = 5—, 6
(y,z4) 8231 ( )
where:
S(y,z,) is the sensitivity of output y with respect to x. aaTZ

represents how y varies in response to small changes in z.

5.3. Analyzing the Distribution of the Prediction Values

It is important to know what value is produced from the deep
learning model to make it suitable for real-world scenarios. It
will help to better understand the model and tune its attributes
to produce the best results. The five important parameters
are plotted against predicted and actual path loss values in
such a way that the probability density function (PDF) of the
actual and predicted path loss is explained. The reason behind
this is to see the range of predicted and original values and to
detect any outliers or wrongly predicted values.

From Fig. 5 it is clear that the prediction model has captured
the scenario clearly, as there is no outlier present in the plots.
Moreover, the prediction values are more confined than the
actual values, which not only represents the accuracy of the
prediction model but also shows that it operates consistently in
all the scenarios. As RMS delay spread plays the most crucial
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role in terms of impact, the distribution of predicted values
against a specific parameter is more confined than in the case
of actual values. This indicates that deviation from actual data
is not significant. Moreover, the model could analyze every
aspect of the related parameter and make proper justification
before making the prediction.

5.4. Original and Predicted Data Patterns

Figure 6 illustrates that estimations of the prediction model
not only closely align with multiple data points of actual val-
ues but also effectively capture the underlying patterns. For
example, at time step 4514, both T-R separation and RMS
delay spread decrease over time, while the actual path loss in-
creases, and the predicted path loss also reflects the increase.
A similar pattern is observed in steps 4504, 4517, and 4534.
On the contrary, the model also accurately predicts the op-
posite scenarios, as seen in time steps 4507, 4526, and 4539.
These prediction values indicate that the model successfully
recognizes various scenarios and patterns, demonstrating its
prediction accuracy.

6. Conclusions

Since path loss is a critical component of high frequency
wireless communication, in this research a deep hybrid model
was developed to predict path loss for high frequency commu-
nication, specifically for 5G and B5G. By combining LSTM,
GRU, convolutional layers, and dense layers in the model de-
velopment phase and utilizing the distinct characteristics of
each algorithm, optimal results were achieved.

The approach becomes more robust and versatile when all
types of dependencies are combined into one model. The
convolutional layer offers spatial domain information, while

3/2025

JOURNAL OF TELECOMMUNICATIONS
AND INFORMATION TECHNOLOGY



A Comprehensive Study on Path Loss Estimation Using Deep Hybrid Learning in 5G Networks

LSTM and GRU provide the temporal viewpoint of the fea-
tures. Numerous simulations have demonstrated how well the
suggested model predicts path loss and identifies its variance
pattern.

By examining the dependency of the model on various pa-
rameters, the study further investigated the significance of the
individual characteristics in the decision-making process of
the suggested model.

Lastly, this study examines the ability of the hybrid model
to predict actual outcomes by examining each pattern that
might potentially emerge in a real-world environment. The
results clearly demonstrated the model’s potential for use in
real-world scenarios.
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Abstract — The paper discusses the problem of secure data ag-
gregation in wireless sensor networks (WSNs) — a procedure that
is of critical importance for reducing energy consumption, min-
imizing transmission overhead, and thus prolonging network
lifetime. Due to the limited computational and energy resources
of WSN nodes, traditional aggregation methods often fail to
perform effectively in dynamic heterogeneous environments.
With such a context taken into consideration, this study empha-
sizes the potential of artificial intelligence techniques, such as
neural networks, genetic algorithms, and fuzzy logic, to enable
adaptive aggregation approaches tailored to environmental and
network-specific parameters. Furthermore, the integration of
fuzzy logic, genetic algorithms, and artificial neural networks
into a hybrid system leverages the strengths of each approach,
resulting in enhanced adaptability and accuracy of the aggre-
gation process. As part of the investigation, a fuzzy inference
system (FIS) model was developed that incorporates attributes
such as energy, current load, distance to the base station, and
trust level. The model was implemented in Matlab using the
Fuzzy Logic Designer toolbox. To further improve system perfor-
mance, a genetic algorithm was applied to optimize membership
functions. In the final phase, the model was transformed into
an adaptive neurofuzzy inference system (ANFIS) which was
trained using simulated data within Matlab. The simulation re-
sults demonstrate that the proposed hybrid approach ensures
flexible, robust and energy-efficient control of the data aggrega-
tion process under dynamically changing conditions in which
WSNs operate.

Keywords — artificial intelligence, data aggregation, fuzzy logic,
security, wireless sensor networks

1. Introduction

Wireless sensor networks (WSNs) play an important role in
a wide range of applications, including industrial manufactur-
ing, smart cities, automotive, healthcare and environmental
monitoring [1]. In these environments, autonomous sensor
nodes are distributed to monitor various conditions. The sen-
sors gather data and transmit it to a central node for processing
and further analysis.

Scalability, self-organization, and adaptability are among
the characteristics of WSNs that make them effective tools
for processing data in real-time, particularly in potentially
hazardous or hard-to-reach situations. Data aggregation and
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routing are two essential processes in WSNs that contribute
to improving energy efficiency, extending network lifetime,
and minimizing communication overhead [2].

Data aggregation refers to the process of collecting useful
data. In WSNs, appropriate data aggregation procedures are
required to preserve limited resources. The primary objective
of aggregation algorithms is to collect data in a manner that
optimizes energy efficiency, thereby extending the network’s
lifespan.

As WSNs are characterized by restricted computational capa-
bilities, limited memory, and finite battery capacity, all this
complicates the development process. Moreover, in some cas-
es, this may result in applications that are tightly integrated
with network protocols [3]. Furthermore, data aggregation is
employed to address overlapping in data routing. When da-
ta from various sensor nodes converge at the same node on
their return to the sink, they are aggregated as if they pertain
to the same data.

In general, data aggregation methods relied upon in WSNs can
be classified into four categories: cluster-based, tree-based,
in-network, and centralized data aggregation [4].

In the cluster-based approach, the network is segmented into
clusters. Each cluster is made up of a group of sensor nodes,
with one node designated as the cluster head. The cluster head
is responsible for data aggregation, where the collected data
is combined and subsequently sent to the sink.

These clusters operate in two distinct phases: during the initial
(setup) phase the cluster selection process occurs and clusters
are established. The steady phase follows, in which the cluster
is functioning. Throughout the steady phase, all nodes within
the cluster, including the cluster head, continuously sense
their environment for specific data in a regular way.

All member nodes transmit the detected data to the cluster
head which aggregates the information and forwards it to
the sink. This strategy minimizes bandwidth usage by de-
creasing the number of packets that need to be transmitted.
Furthermore, the data aggregation process relied upon in this
method not only reduces the number of packets sent direct-
ly to the sink, but also lowers energy consumption due to
the shorter transmission distances. However, it suffers from
a drawback, namely increased latency. Cluster-based data
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Fig. 1. Diagram presenting the general data aggregation algorithm.

aggregation techniques include LEACH, HEED, SEP, and
PAgloT.

In the tree-based approach, aggregation trees are established in
such a way that every data transmission requires the formation
of spanning trees. In this framework, the base station functions
as the root of the tree, whereas sensor nodes act as leaves.
Data are collected by the leaves and transmitted towards the
root with the parent nodes consolidating the data throughout
the networks.

In-network aggregation represents a comprehensive method
for collecting and processing data at intermediary nodes, in
addition to facilitating the routing of information through
multi-hop networks. Its primary objective is to minimize the
consumption of energy required to perform the process. This
method may either decrease the size of the data, leading to
a reduction in the amount of data that needs to be transmitted
subsequently, or maintain the width by combining all received
packets.

In the centralized approach, all sensors transmit the collected
data as data packets to a central node or base station via the
shortest available route. The function of the aggregator or
header node is to compile the data received from the other
nodes, after which the consolidated data are sent as a single
packet.

Figure 1 shows the general data aggregation algorithm through
different aggregation techniques [5]. The algorithm utilizes
sensor data from the sensor nodes and aggregates them using
several aggregation algorithms, including the centralized
approach, low energy adaptive clustering hierarchy (LEACH),
and tiny aggregation (TAG), among others. These aggregated
data are then transmitted to the sink node by selecting the
most efficient path.

However, various efficient aggregation protocols do not meet
the resource constraints. Moreover, numerous security threats
exist, including but not limited to snooping attacks, wormhole
attacks, black hole attacks, packet replication attacks, denial-
of-service (DoS) attacks, and distributed denial-of-service
(DDoS) attacks. In many cases, the process of optimizing per-
formance of WSNs concerns more than one of the metrics,
thus necessitating the application of multi-objective optimiza-
tion [6].
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2. Problem Definition

During the data aggregation process, several challenges must

be addressed. It is evident that it is difficult to overcome

all these challenges simultaneously. The most significant

challenges include the following [7]:

e Data redundancy. Sensor nodes often detect similar types
of data and even the same events, leading the sink node to
collect redundant information. This results in a waste of
time, energy, and other resources.

e Delay. In some cases, data from more distant nodes arrive
late at the sink or root node, causing the aggregation
process to commence later than intended. Additionally,
aggregations at intermediate levels can further increase the
delay.

e Accuracy. There are two primary types of accuracy-related
issues. Firstly, the aggregator function serves as an approxi-
mation mechanism. Therefore, some precision is inevitably
lost during the data forwarding process. Secondly, there
may be a compromised node that transmits false or in-
appropriate data to the aggregator node. The aggregator
node does not guarantee the correctness of these data and
proceeds to process them.

o Traffic load. In specific situations, the aggregator node may
become overloaded. This occurs when load balancing is not
effectively implemented or when clusters are of unequal
sizes.

o Aggregation freshness. Data from similar frames should
be aggregated, while the use of outdated stored data or
the aggregation of data from multiple frames across differ-
ent time periods should be avoided, as such an approach
compromises freshness.

e Security. As wireless sensor networks are often imple-
mented in hostile environments, security issues, particu-
larly involving data confidentiality and integrity, become
crucial.

Therefore, when a malicious node infiltrates the network,

ensuring the delivery of packets to the base station becomes

a challenge. Given the resource limitations inherent in WSNs,

it is essential to guarantee packet delivery while minimizing

energy consumption. Transmission of redundant data within
the network accelerates the depletion of energy in a node.

This leads to network partitioning which, in turn, results in

increased energy consumption and a consequent reduction in

the overall lifetime of the network.

Therefore, in conjunction with data aggregation, it is essential

to ensure the security of successful data transmission to the

base station through the efficient use of available resource
parameters.

To address a variety of challenges related to energy efficiency,

coverage maximization, and security provision in WSNss, ar-

tificial intelligence (AI) can be applied effectively in wireless

sensor networks by enabling smart decision making [8].

Al denotes the ability of a system to perform tasks that require

human-like intelligence, emulating human thought processes

or concepts. It is regarded a significant domain within com-
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puter science that aims to enhance machine intelligence. The
predominant techniques employed in Al include search algo-
rithms, learning methodologies, fuzzy systems, knowledge
representation, and reasoning processes [9].

Al finds application in addressing numerous intricate issues
across diverse fields such as security, finance, healthcare,
and transportation, leveraging its proficiency in managing
incomplete and noisy data, tackling nonlinear problems, and
demonstrating suitability for prediction and accelerated post-
training generalization. The different Al techniques used to
tackle WSN-related challenges comprise fuzzy logic, artificial
neural networks, evolutionary computation, nature-inspired
approaches, swarm intelligence, deep learning, reinforcement
learning, and hybrid models [10].

3. Literature Review

This section discusses various publications associated with
the application of Al used for data aggregation in WSNs.

Study [11] proposed a fuzzy-based secure data aggregation
protocol which improves the lifetime of the network, maxi-
mizes the packet delivery ratio, and minimizes the end-to-end
delay. Paper [12] introduces a fuzzy-based data aggregation
technique to ensure energy efficiency in wireless sensor net-
works. A similarity-aware data aggregation process using
a fuzzy c-means approach is discussed in [13].

Current secure data aggregation protocols represent a trade-
off between security and the shortest path. To address this
problem, the protocols mentioned in [15] are developed by
integrating the distributed k-means algorithm and the fuzzy c-
means algorithm. In work [15], a data aggregation algorithm
was constructed based on a self-organizing feature mapping
neural network.

In [16], a machine learning-based approach for an energy ef-
ficient data aggregation model in WSNs was described. The
security feature can also be incorporated into the proposed
model. Study [17] presents four algorithms for data aggre-
gation. Three of them are based on backpropagation neural
networks.

To mitigate energy consumption and ensure data aggregation
in WSNs, study [18] presents a cluster-based data aggregation
routing approach with a genetic search algorithm. This method
aims to reduce energy use. In [19], a novel hybrid LEACH
algorithm was introduced for data aggregation based on
a genetic algorithm to optimize WSN parameters, including
energy consumption.

As different Al-based techniques for data aggregation in
WSNs have their own pros and cons [20], a combination of
these approaches may be beneficial, as it leverages the com-
plementary strengths of the different models, thus overcoming
the limitations of individual methods.

Here, the authors propose using a hybrid approach for data
aggregation in wireless sensor networks that combines three
Al technologies: fuzzy logic, artificial neural networks, and
genetic algorithms. This integration allows one to account
for the uncertainty and incompleteness of the sensor data as
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Fig. 2. Diagram presenting the proposed FIS architecture.

Membership
functions

well as dynamic changes in the network and the surrounding
environment. The proposed approach ensures a high level of
adaptability and reliability while making data aggregation-
related decisions.

4. Methodology

In this section, a fuzzy inference system (FIS) intended for
data aggregation in WSNs will be developed. A common
FIS consists of four functional units: fuzzification, rule base,
decision making, and defuzzification (Fig. 2).

The fuzzification unit transforms crisp inputs into linguistic
variables. A rule base consists of a collection of fuzzy if-then
rules. The decision-making unit conducts inference based on
the fuzzy if-then rules. The defuzzification unit converts the
fuzzy results generated by the inference system into precise
outputs [21].

To develop an FIS, input in the form of linguistic variables
along with their corresponding terms must be established.
Then, the membership functions associated with these inputs
are to be defined. The inputs include all conceivable states of
the process being controlled, whereas the output represents
all potential control actions. Subsequently, a rule base must
be specified, consisting of a set of if-then fuzzy rules to
characterize the controlled states. Finally, to evaluate the
performance of the FIS, a simulation is performed.

The inputs of the (FIS) proposed in this study include the
following: energy level of the node, distance from the base
station or the sink node, load, and node trust level. Its output
variable is the aggregation priority of the node.

The energy level of a sensor node is the remaining battery
capacity which directly influences its suitability for perform-
ing energy-intensive tasks, such as data aggregation. Nodes
with higher energy levels are preferred to act as aggregators
to prolong the overall network lifetime. From a security per-
spective, maintaining a minimum energy threshold is critical,
as low-energy nodes are more vulnerable to exhaustion at-
tacks and may be less reliable in executing secure aggregation
protocols.

For the energy input variable F such linguistic terms as “low”
and “high” are applied. These may be regarded intuitive cate-
gories offering a general assessment and facilitating decision
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making. Thus, we obtain the following:
E — {ug"“(E), uy*"(E)} . 1)

The distance between a sensor node and the base station or the
sink node impacts energy consumption and transmission la-
tency. Therefore, nodes located closer to the sink are generally
better suited for aggregation due to reduced communication
costs and lower risk of packet loss. From a security standpoint,
longer distances may increase the exposure of transmitted
data to interception or manipulation, thereby necessitating
stronger encryption or trust mechanisms.

For the distance input variable D such linguistic terms as
“near” and “far” are applied as:

D — {up* (D), pi" (D)} . 2

The traffic load of a sensor node corresponds to the volume
of data packets it processes or forwards over a given time
interval, which significantly impacts its efficiency in data
aggregation operations. High traffic load can lead to increased
latency, buffer overflows, and reduced aggregation accuracy
due to packet collisions or losses. From a security point of
view, excessive traffic may signal potential threats, such as
flooding or spoofing attacks.

For the load input variable L such linguistic terms as “small”
and “large” are applied in the following way:

L— {pz""(L), (L)} - ©)

Node trust is a quantified reliability of a sensor node. High-
trust nodes are prioritized to serve as aggregators in order to
ensure that the fused data is accurate, timely, and free from
manipulation. From a security perspective, incorporating trust
evaluation helps mitigate the risks posed by compromised
or malicious nodes, leading to enhanced robustness of the
aggregation process.

For the trust input variable 7" such linguistic terms as “low”
and “high” are applied as follows:

T — {u*(T), uy®"(T)} . “

Aggregation priority can be regarded as a level of preference
assigned to a given sensor node when it comes to performing
data aggregation tasks within the wireless network. From
a security point of view, this priority should be determined
by evaluating factors such as node trustworthiness, energy
availability, and exposure to potential threats, ensuring that
only reliable and resilient nodes are selected.

Prioritizing secure nodes for aggregation reduces the likeli-
hood of data tampering, spoofing, or compromised fusion,
thus enhancing the overall integrity and confidentiality of
aggregated information. For the aggregation priority input
variable P, we propose to apply 8 linguistic terms: “no pri-
ority”, “very weak”, “weak”, “medium weak”, “medium”,

“medium strong”, 7, “very strong”. Thus, we obtain

strong’,
the following:

P — {up°(P), pp" (P), pp(P), uy (P),

©)
1y (P), '™ (P), wp(P), ™ (P)} -
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Fuzzification is the process of transforming crisp input values
into degrees of membership by mapping them onto predefined
fuzzy sets through membership functions. The trapezoid shape
has been selected for membership functions of input values
because they are quite simple to use, easy to comprehend,
and can help in smooth transitions between different phrases.
Thus, the membership functions for the inputs are defined as
follows:

For the energy input E, we have:

1 if E<04
08— FE
ow(E) ={ ——=_if0. <0.8, 6
Hiow (E) og o TO4<E<08 (6)
0 if E>038
0 if E<04
E—04
won(B) = { ——= <08, 7
Hnign(E) = § c=—— if 04 <E <08 @)
1 if E>08

For the distance input D, we have:

1 if D <0.3
0.7—D
near(D) = s A5 < s 8
I (D) 5703 if 0.3 < D <0.7 8)
0 if D> 0.7
0 if D<0.3
D —-0.3
ar(D) = — if D < ) 9
par(D) 07 o3 03< 0.7 )
1 if D > 0.7
For the load input L, we have:
1 if L <02
0.6 —L
smalt(L) = Y < ) 10
Msmatt (L) 0602 if0.2<L <06 (10)
0 if L>06
0 if L <02
L—-0.2
(L) =4 ——"2 if02<L<06, 11
tar(L) GG og 02<L<06 (11)
1 if L>0.6
For the trust input 7', we have:
1 if T<0.25
0.75 —-1T
ow(T) =4 —"—~_ jf0. <0.75, 12
fiow (T) 075 ggs 1025<T <075 (12)
0 if T >0.75
0 if T <0.25
T —0.25
in(T) = —— =2 jf 0. <0.75, 1
Erigh(T) D75 — 0.0 if 0.25 < T <0.75 (13)
1 if T>0.75

The thresholds used to define the membership functions
were analytically selected by the authors. To enhance their
accuracy and validity, they will be corrected by means of
genetic optimization and neural training.

In this investigation, we propose to utilize a Sugeno-type fuzzy
inference system, as it offers computational efficiency and ease
of mathematical analysis due to its use of “crisp” singleton
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outputs and linear functions, making it highly suitable for
real-time and embedded applications. Unlike Mamdani FIS,
in which a defuzzification phase involves complex centroid
calculations, Sugeno FIS produces output through weighted
averages, thus resulting in faster and more precise decision-
making. Compared to Tsukamoto FIS, which restricts output
membership functions to be monotonic and performs rule-by-
rule defuzzification, Sugeno FIS provides greater flexibility.
Therefore, the P membership functions of the aggregation
priority output are singletons. They are defined as:

P) 1 ifP=0 (14)
MUNo - )
0 otherwise

(P) = 1 if P=0.14 (15)
frone 0 otherwise
(P) = 1 if P=0.29 (16)
fo B 0 otherwise
1 if P=043
mw(P) = (17)
prn (P) {0 otherwise
(P) = 1 if P=0.57 (18)
fom 0 otherwise
1 if P=0.71
,U/sm(P) = . > (19)
0 otherwise
(P) = 1 if P=0.86 20)
He 0 otherwise
1 if P=0.1
MUS(P) = . 5 (21
0 otherwise

The inference engine in a fuzzy inference system applies
logical reasoning to map fuzzified inputs to corresponding
fuzzy outputs based on a predefined set of fuzzy rules. It
determines the degree to which each rule is activated, and
combines their outcomes to generate an aggregated response,
thus representing the system’s behavior.

In general, a fuzzy rule for our FIS is as follows:
R :if E=Apand D= Ap and L = L}

‘ . 22)
and T = A% and then P = 2" .

The firing strength of a rule is:

w' = (B) - fip” (D) - py* (L) - pp ™ (T) . (23)
The suggested FIS for data aggregation operates according
to an 8-rule base shown in Tab. 1. These rules were deduced
after the preliminary calculation performed by the authors.
To enhance their accuracy and validity, they will be corrected
by neural training. If needed, they can also be corrected while
applying the genetic optimization.
Defuzzification is the process of converting the fuzzy reason-
ing result into a crisp numerical output. Sugeno FIS performs
defuzzification through a weighted average of singleton out-
puts, where weights correspond to the firing strengths of the
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rules. For this case, we get:

p=2=___ (24)

However, FISs often lack the adaptive learning capability
and they may not be able to adjust to new circumstances, as
the rules and membership functions are quite rigid. Overall,
this makes FISs less efficient in the dynamically changing
environment of modern wireless heterogeneous networks.
That is why, in many technical applications, fuzzy inference
systems are being integrated with a neural network or genetic
algorithms. Inspired by biological neurons, neural networks
are computer models that can recognize patterns and relations
in real-world data [22].

In this investigation, the authors propose to utilize an adaptive
neurofuzzy inference system (ANFIS). ANFIS is classified
as a hybrid artificial intelligent system whose characteristics
place it between neural network and FIS. Therefore, it com-
bines the benefits of fuzzy logic and those of neural networks,
enabling it to learn and adapt its rules to increase accuracy
compared to conventional FIS [23].

ANFIS is a more appropriate technique for real-world issues
where data patterns are not always easily captured by classical
fuzzy rules, since it can handle, unlike regular FIS, compli-
cated and non-linear interactions between input and output
values. Mapping between the specified input values and the
intended output values is performed using ANFIS training.

Genetic algorithms are evolutionary optimization techniques
inspired by natural processes [24]. The combination of a ge-
netic algorithm with the FIS involves optimizing fuzzy rule
parameters and membership functions to improve system ef-
ficiency. This approach works especially well for complicated
issues, allowing the optimized FIS to attain greater accuracy.

The genetic algorithm systematically produces populations
of parameter sets, implements selection, crossover, and muta-
tion operations, and progresses towards optimal solutions. It
processes encoded parameters of the membership functions
and applied evolutionary operators to minimize an objective
function and to iteratively search for the optimal solution.
This iterative process persists until the convergence criterion

Tab. 1. Fuzzy rules.

e ol v [P |
1 L F s L VW
2 H F s L W
3 L F L L No
4 H N L L | Mw
5 L N L H M
6 H N s H VS
7 L F S H MS
8 H N L H S
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Fig. 3. Fuzzy inference system developed in Matlab.

is satisfied, at which point the most effective parameter set is
chosen for the ultimate implementation of the fuzzy inference
system.

The objective function is defined as:
1 N
~ 12
10) = > w0 -9 (25)
=1

where y; is an actual output from the FIS for the ¢-th training
sample, g; is a desired output for the ¢-th training sample,
N is a total number of training samples, and 6 is a vector of
membership function parameters.

5. Simulation

Matlab software can be utilized effectively to validate the
functionality of the developed FIS for data aggregation in
WSNs. In general, Matlab serves as a comprehensive platform
for the visualization and fine-tuning of membership func-
tions, rule bases, and output surfaces, thereby facilitating the
development of more accurate and reliable decision-making
systems. Simulation of FIS offers key advantages, includ-
ing rapid prototyping, systematic performance evaluation,
and streamlined experimentation. Furthermore, Matlab pro-
vides the integration of FIS with machine learning techniques
such as neural networks and with optimization toolboxes,
which enhance the adaptability and efficiency of fuzzy infer-
ence systems, enabling their refinement and deployment in
complex real-world scenarios.

The first step was to specify the membership functions for
the inputs and the output. Four inputs and one output vari-
ables were specified. Figure 3 illustrates the interface of the
suggested FIS for data aggregation. Here, the FIS editor out-
lines the main information about the designed fuzzy inference
system.

Then, the rule base was assigned. Next, we assigned the input
values and ran the simulation process to produce outputs to
check the operability of the developed FIS.

100

Fig. 4. Visualization of the control surface.

The control surface of an FIS provides a three-dimensional
visualization of the system’s output behavior based on two
selected input variables. In the model developed, the control
surface is defined with the z-axis representing the energy
level E, the y-axis representing the trust level of node 7, and
the z-axis representing the resulting aggregation priority P,
as shown in Fig. 4. This surface plot illustrates how variations
in energy and trust jointly influence the aggregation priority,
offering an intuitive understanding of the system’s decision-
making logic and enabling the evaluation of its responsiveness
to changes in critical node parameters.

In the first case, energy value E was 0.46, distance value D
was 0.36, load value L was 0.54, and the trust value equaled
0.15. According to Fig. 5, it yielded the aggregation priority
of the node equal to 0.215. This means that this sensor node
has a very low priority when it comes to choosing it as the
aggregation node.

In the second case, energy value E was 0.76, distance value D
was 0.22, load value L was 0.77, and the trust value equaled
0.62. According to Fig. 6, it yielded the aggregation priority

System: sec-aggreg

Input values | [0.46 0.36 0.54 0.15]

[ Jial] |
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Fig. 5. Simulation results for the first case.
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Fig. 6. Simulation results for the second case.
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Fig. 7. FIS optimization results showing the training convergence
process.

of the node equal to 0.732. This means that this sensor node
has quite a high priority when it comes to being selected as
the aggregation node.

Next, in this investigation, we utilized a genetic algorithm
to optimize the parameters of the FIS developed in Matlab.
Overall, the optimization procedure seeks to improve FIS
performance by adjusting rule weights and membership func-
tions. As genetic algorithms can handle non-linear search
spaces, they are frequently employed as optimization tools.
Matlab provides an appropriate environment to combine fuzzy
logic systems with various optimization techniques. This is
expected to result in increased system stability and control
accuracy.

The optimization process involves the establishment of an
objective function that assesses the efficacy of a fuzzy in-
ference system according to particular criteria, such as error
minimization.
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Fig. 8. Structure of the developed ANFIS.

A standard genetic algorithm is employed to optimize the
parameters of the FIS. For our case, the optimization specifi-
cally targeted membership function parameters, while the rule
base structure remained unchanged to preserve expert-defined
logic. To perform genetic optimization, a test sample of input
and output parameters was utilized.

The genetic algorithm converged after 97 iterations, resulting
in a refined set of membership functions (Fig. 7). Here, the
convergence of the genetic algorithm indicates that the opti-
mization process has successfully reached a stable solution
where successive generations no longer produce significant
improvements and that the error between the FIS output and
the target output is minimized.

This implies that the parameters of the membership functions
have been effectively adjusted, thereby enhancing the accuracy
of the FIS. Therefore, the simulation result confirmed that
the genetic algorithm effectively tuned the parameters of the
membership functions.

To further enhance the system’s adaptability, the developed
FIS was converted into an adaptive neurofuzzy inference sys-
tem (ANFIS) using the ANFIS edit tool. This transformation
enabled the integration of neural network learning capabil-
ities with the interpretability of fuzzy logic, thus allowing
the system to automatically adjust its parameters based on
training data.

The structure of the generated ANFIS is shown in Fig. 8.
The ANFIS model was trained using the backpropagation
optimization method which adjusts the parameters of the
membership functions by minimizing the error between the
predicted and target outputs through gradient descent. Un-
like the hybrid method, this approach relies solely on back-
propagation to iteratively update both the premise and the
consequent parameters, based on the computed error signals.
Although computationally more intensive, this method of-
fers full control over the learning process and ensures that all
parameters are optimized in a unified framework driven by
error minimization.

The ANFIS was trained considering the data from the WSN-
DS dataset, specialized for intrusion detection in WSNs.
Training the ANFIS optimizes its parameters by iterative-
ly adjusting them to minimize the difference between the
predicted and target outputs. Two types of parameters are op-
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Fig. 10. Testing errors.

timized, i.e. the shape of the membership functions and linear
function coefficients in the fuzzy rules.

The training persisted for 300 epochs until the error reached
a relatively low level. Error assessment was conducted using
the root mean square error method. Figure 9 shows this
procedure, illustrating the decrease in RMSE in successive
epochs, thereby signifying the effective training of the ANFIS
model. Figure 10 presents the testing error represented by
asterisks and the training error indicated by dots.

A decrease in training error signifies a progressive improve-
ment in parameter adjustment. This decrease indicates that
the ANFIS has effectively learned from the training data,
resulting in optimized membership functions and rule param-
eters.

The simulation results support the relevance of the application
of the proposed hybrid optimized fuzzy inference system in
WSNs with security issues.

The combination of fuzzy logic with genetic algorithm op-
timization methods and neural network learning processes
emphasizes the significant potential of the proposed approach
for being applied in highly dynamic and resource-limited
wireless sensor network environments.
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Fig. 11. Structure of the wireless sensor network tested.
6. Comparative Analysis

To perform a comparative analysis of the proposed data
aggregation technique with a classic approach, a simulation
in Matlab was performed for the wireless sensor network.
The simulated WSN consists of 30 sensor nodes which are
distributed within a 100 m x 100 m area. A base station is
located in the monitored region at coordinates (50, 150). This
corresponds to a practical deployment scenario, since the
base station is located in a more accessible location for data
collection and processing. The simulated WSN is shown in
Fig. 11.

Here, each sensor node is characterized by four parameters:
residual energy, distance to the base station, traffic load,
and trust level. To model security threats, 20% of the nodes
were randomly designated as malicious with low trust values
of 0.1...0.3, representing potential threats such as packet
dropping or data manipulation.

This simulated topology served as a basis for comparing two
data aggregation approaches: the proposed intelligent secure
aggregation and a simple energy-based aggregation. The latter
is a base approach that selects aggregator nodes solely based
on their residual energy levels, ignoring other factors.

The simulation results shown in Fig. 12 demonstrate how the
intelligent secure aggregation method performs compared to
the simple energy-based aggregation approach.

Figure 12a refers to intelligent secure aggregation. The aggre-
gator nodes (red stars) are well-distributed, avoiding malicious
nodes (black circles). The color gradient shows the priori-
ty of the aggregation, with the selected nodes having high
scores. Figure 12b refers to the simple aggregation method.
Here, the aggregator nodes (green stars) may overlap with
malicious nodes. Color shows the energy levels only, and the
selection ignores such factors as trust and load levels.

Figure 13 illustrates the comparison of data aggregation meth-
ods in the form of bar graphs. Thus, the visualization of results
confirms that by avoiding malicious nodes and balancing the
load, the proposed intelligent scheme distributes aggregation
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tasks more evenly, reduces packet loss, and extends network
lifetime.

The simulation results demonstrate a significant advantage of
the intelligent approach. On average, the proposed method
selected 0.06 malicious aggregator nodes per run, leading to
a packet loss of 1%, while the simple method selected 1.80
malicious aggregators, causing approximately 36% of packets
to be lost. Furthermore, the intelligent approach exhibited
better energy efficiency, with an average residual energy of
0.71, compared to 0.66 in the simple aggregation scheme.

7. Conclusions

Data aggregation contributes to minimizing the volume of
message transmissions within a wireless sensor network,
thereby lowering overall energy consumption. To address this
challenge, the proposed system implements an Al approach for
selecting an optimal node based on its proximity to the sink,
its available resources, and its trust (security). The selection
of an energy-efficient node minimizes energy usage across
the wireless sensor network, thus contributing to an extended
network lifetime. The designated node is responsible for
collecting and aggregating data from all member nodes within
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the cluster. Since a malicious node cannot be chosen as data
aggregators, secure data aggregation is ensured in the WSN.

The fuzzy inference system developed in the Matlab envi-
ronment was designed to assess the suitability of a given
sensor node for participation in the data aggregation process
within a wireless sensor network. The FIS operates based on
a real-time evaluation of four key parameters: residual energy,
distance from the base station, node load, and trust level.

These parameters serve as input to the FIS, thus enabling both
adaptive and context-aware decision making under dynamic
conditions of a wireless network. To improve the accuracy
of the system, the membership functions of the FIS were
optimized using a genetic algorithm, while preserving the
original rule base. This evolutionary optimization approach
allowed for fine-tuning of the fuzzy model to better reflect
the non-linearities of WSN parameters.

Subsequently, the developed FIS was transformed into an
ANFIS which can learn from data and autonomously adjust
its parameters in response to changes in the network. The
ANFIS model was trained in Matlab using the backpropaga-
tion optimization method, which iteratively minimized the
output error by adjusting the parameters of the membership
functions through gradient descent. This learning capability
enhanced the responsiveness and robustness of the solution.

The authors claim that this study offer a contribution in the
form of the considered methodology for developing genetic
neuro-fuzzy inference systems which can be further utilized
for designing real hybrid intelligent solutions to be imple-
mented, for various purposes, in wireless sensor networks.

The authors admit, however, that this study lacks experimental
testing which will be the subject of continued investigations.

In addition, other network parameters can be taken into
account to enhance the potential of the developed FIS. In
future inquiries, the data aggregation mechanism used in
WSNs will be improved by implementing other Al techniques
as well.
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