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Introduction to the Special Issue

We are pleased to present this special issue of the Journal of Telecommunications and
Information Technology, which features selected scientific papers from the 63rd FITCE
Congress (Federation of Telecommunications Engineers of the European Community),
held in Krakow, Poland, in September 2024. The central theme of the Congress was "New
Technologies and Services — Opportunities and Threats”, explored through four thematic
sessions focused on cybersecurity, technologies, and their applications. Additional special
sessions were organized for young Ph.D. students and representatives of the
telecommunications industry.

The articles presented in this issue address key challenges related to ensuring
communication security and privacy, the application of machine learning and artificial
intelligence methods, and the integration of best industry practices — topics of critical
importance in today's digital landscape. This special issue showcases research efforts
aimed at solving technical problems through original systemic approaches that enhance the
state-of-the-art in communication technologies.
The included articles address the following topics:
e The role of cybersecurity certification within the upcoming EUCC framework,
with practical approaches to laboratory accreditation and penetration testing

methodologies.
e Advanced machine learning-based detection of malware-generated domains

(DGA) using both classical and neural models.
e Application of differential privacy in biomedical signal analysis, ensuring the

secure and ethical use of patient data.
e Optimization of military ad hoc networks to reduce detectability via unmanned

vehicles.
e Cyber and operational challenges associated with the shutdown of traditional

PSTN systems and the transition to all-IP networks.
e A techno-economic analysis of cybersecurity of IoT and OT, including

implications for policy and market regulation.
o Evaluation of resource allocation mechanisms in 6G V2X networks, with a focus

on privacy and system performance trade-offs.

Each paper included in this issue has undergone a peer review process and was selected
based on its originality, relevance, and potential impact on the telecommunications field.

As Guest Editors, it has been a privilege to oversee the development of this special issue.
We were impressed by the breadth and quality of the submissions, which reflect not only
the dynamic and evolving nature of the field but also the collaborative spirit of the FITCE
community. We extend our sincere thanks to all the authors for their outstanding
contributions and to the anonymous reviewers for their careful and constructive
evaluations.

We also wish to express our gratitude to the JT/T Editorial Board for their support and to
the FITCE 2024 Organizing Committee for hosting an exceptional and inspiring Congress
in Krakow.

We hope this special issue will serve as a valuable reference for readers and inspire further
research and innovation at the intersection of telecommunications, cybersecurity, and
emerging digital technologies.

Guest Editors:
George Agapiou, Andy Valdar, and Piotr Zwierzykowski
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Abstract — Sixth generation (6G) vehicle-to-everything (V2X)
systems face numerous security threats, including Sybil and
denial-of-service (DoS) cyber-attacks. To provide a secure ex-
change of data and protect users’ identities in 6G V2X com-
munication systems, anonymization techniques — such as k-
anonymity — can be used. In this work, we study centralized vs.
k-anonymity based resource allocation methods in a vehicular
edge computing (VEC) network. Allocation decisions for vehicu-
lar networks are classically posed as a centralized optimization
task. Therefore, an information flow is transmitted from the
vehicles to the communication premises. In addition to a re-
source allocation decision, vehicle information is not required.
We analyze the centralized allocation versus k-anonymous allo-
cation models. To show a potential deterioration introduced by
anonymity, we quantify the gap in the optimal goal in two cases:
based on resource allocation and with aim at energy reduction.
Our numerical results indicate that energy consumption rises by
1% in smaller scenarios and 23% in medium scenarios, whereas
it decreases by 14% in larger scenarios.

Keywords — k-anonymity, privacy-enhancing technologies, re-
source allocation in 6G, vehicle-to-everything (V2X) systems

1. Introduction

Sixth generation (6G) networks are expected to facilitate and
enhance the services of intelligent transportation systems
(ITS) by integrating artificial intelligence (AI) techniques
with machine learning (ML) algorithms [1]. The vehicle-to-
everything (V2X) system, which is an application of ITS,
enables the exchange of information between vehicles and
their surroundings [2]. Vehicles can communicate through
vehicle-to-vehicle (V2V) and vehicle-to-infrastructure (V2I)
communications, such as the roadside unit (RSU), as shown in
Fig. 1. The newly proposed 6G V2X communication systems
can easily be targeted by different security attacks due to
their high mobility, highly dynamic topology, and variety of
communications [3].

The deployment of Al techniques in the design of vehicular
edge computing (VEC) networks has limitations due to robust
security mechanisms, considerations of privacy and ethics, as
well as new security developments [1]. The collection and
processing of data in VEC systems require the protection
of user privacy with privacy-enhancing technologies (PET),
including differential privacy and data anonymization meth-
ods, to reduce the risk of re-identification and unauthorized
monitoring [1].
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Several applications of PETs involve k-anonymity [4] and its
variations [5], [6]. The privacy and efficiency requirements
in vehicular networks can be addressed using k-anonymity.
To achieve these requirements, k-anonymity with differen-
tial privacy can be combined with transactional blockchain
registration [7].

A framework for the sharing of private data within ad hoc
vehicular networks (VANET) is introduced using federated
learning (FL) and local differential privacy [8]. This approach
guarantees protection against inference and gradient leakage
attacks while providing higher efficiency than conventional
FL-based methods. A local differential privacy technique is
used to provide a privacy preservation solution for VANET
by excluding the need for a third party to anonymize criti-
cal information [9]. The disclosure of sensitive data, such
as vehicle positions in location services, is considered a po-
tential threat to the privacy of users [10]. The k-anonymity
method is used to maintain location privacy in edge comput-
ing (EC) [11], and to preserve location privacy on the Internet
of Vehicles (IoV) [12].

Zero-trust architectures that provide privacy by design need
to be privileged to provide essential data security and pri-
vacy preservation requirements for the 6G V2X allocation
process. Due to the various V2X applications, such as V2P
and V2V communications, the design of a secure and private
management system is a critical concern [13].

Ensuring secure data exchanges requires trusted management
in the allocation process. To address the challenge of designing
a secure 6G V2X communication system with VEC services,
anonymization techniques can be used to protect the identity
of users by reducing specific vehicle information. That leads to
a reduction of the surface of attack in the V2X infrastructure.

If the resource allocation system is compromised by malicious
agents, the identification of each vehicle is available to the

Server
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Fig. 1. Types of V2X communications.
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attacker. This information can be used to escalate the attacks to
other elements of the 6G V2X system, notably V2V and V2P.
In this work, we study the effect of incorporating k-anonymity
into the 6G V2X allocation system.

2. System Description

Table 1 summarizes the mathematical notation used to de-
scribe the system under study.

We consider a 6G V2X communication system that includes
sets of vehicles and RSUs, as shown in Fig. 2. RSUs extend
the computation and communication capabilities to vehicles
by being deployed closer to end users. In our infrastructure of
the system under study, vehicles need to send their data to
RSUs for processing (offloading option).

We investigate a scenario consisting of a set of RSUs (v =
1,2,...,I)and asetof vehicles (j = 1,2,...,J). Each RSU
1 has several available resource blocks (RBs) per time interval,
denoted by M;. Each vehicle j, if it is associated with RSU
1, will require several RBs to upload its data, indicated by
R; ;. The required number of RBs depends on the signal-to
interference, noise ratio (SINR) values, and the uplink data
rates. We need to determine the optimal assignments between
RSUs and vehicles in order to decide whether to turn on or off
the RSU. Our objective is to reduce the energy consumption
and the number of active RSUs depending on the number of
RBs required by each vehicle and subject to uplink bandwidth
and uplink time constraints illustrated by SINR and inter-cell
interference (ICI). We calculate SINR values for the uplink of

Tab. 1. Mathematical notations used throughout the paper.

’ Symbol ‘ Meaning
I Set of RSUs
J Set of vehicles
P; Transmission power of vehicle j
D; Communication demand of vehicle j
D, Computation demand of vehicle j
M; Available uplink RBs per time slot for RSU 7
F, Maximum available computation capacity of
RSU ¢
L; Maximum allowed latency for vehicle j
R; ; Required RBs per time slot to send data
Vi, SINR value for vehicle j and RSU ¢
H; ; Threshold value for ; ;
U, ; Required uplink data rate of vehicle j
U Link capacity between vehicle j and RSU ¢
J Energy coefficient of RSU server’s chip
d architecture
T; Decision variable to turn on/off the RSU 4
Decision variable indicating whether vehicle
Yig 7 is associated with RSU ¢ or not

gNB: next
generation

i i
Node-B gNB 0 (i
i ]

L
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Fig. 2. An example of a V2X communication system.

data from the ICI aggregate uplink, the coverage of the RSU,
and the distance between the vehicle and the interference
RSU [14].

After calculating the SINR values for each vehicle, we deter-
mine the RB’s data rates depending on different modulation
orders, SINR ranges, and efficiencies from the mapping table
given in [15]. This mapping is used to determine the number
of required RBs where an RB per time interval of 0.25 ms
consists of 12 sub-carriers of 60 kHz spacing and each sub-
carrier consists of 14 OFDM symbols. The number of RBs
R; ; required by each vehicle to process its data is calculated
as R; j = Up, x (12 x 14 x efficiency) '

Considering I RSUs with a number of available uplink RBs
(M;) and J vehicles with a number of required RBs per time
slot for uploading the data from vehicle j to the i RSU R; ;, we
need to determine y; ; which denotes whether the vehicle j is
associated with RSU ¢ or not; and x; which indicates whether
to turn the RSU ¢ on or off. We formulate an optimization
problem to minimize the energy consumption and the number
of active RSUs as:

_ PD; /D;®;
min w1Z:ci+wQZZ(Z/J[mJ + fl.jj2 J)yi,j, (1)

i€l i€l jed
S.t. ZRi’j vi; S M;, Veiel, 2)
jeJ
Z%’,j yij = Hij, Viel, 3)
jeJ
Dty <Fi, Vi€l @)
jed
> Lijuis <Li, Vi€, ®)
i€l
S wis=1, ¥jel, ©)
i€l

Ti, Yij € {Oa 1}7
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3. Results

As a case study, we first investigate an allocation scenario
consisting of 4 RSUs and 32 vehicles. Table 2 lists the param-
eter values that are used in the calculations and evaluations,
where the values are assumed according to the service re-
quirements for 6G V2X services and to guarantee the QoS
requirements of the communications system [16].

Each vehicle, if assigned to an RSU, will upload its computa-
tional tasks to be processed. Vehicle information includes:

1) communication demand, indicated by D;, in the range
10 — 60 kbits,

2) computation demand, indicated by &, in the range 100 —
150 cycles/bit,

3) transmission power, indicated by P}, in the range 23 — 33
dBm.

This information D;, ®;, P; is used to calculate the com-
munication delay, the computation delay, and the energy
consumption for centralized allocation [17]. If the allocation
system is breached, these details can be exploited to uncover,
monitor, and further compromise the privacy of UEs.

Designing systems with enhanced privacy techniques such as
k-anonymity or differential privacy can reduce the probability
of unwanted or unauthorized tracking and re-identification.

In this work, we use V2V communication to achieve k-
anonymity through proximity clusters. We assume that V2V
communication is secured in its radius of operation. The
triplet D;, ®;, P; is then distributed in the vehicle proximity
cluster, and the aggregate measurement is pooled into its
average value.

Each vehicle, by V2I communication, transmits the aggregat-
ed triplet values, denoted by < D;, ®;, P; > to the RSUs.
Similarly, the next generation Node-B (gNB) estimates the
SINR values of each vehicle with respect to each RSU. To
minimize user information leakage, the SINR values are al-
so aggregated for each proximity cluster and are denoted by
< SINR >.

The membership in a cluster is verified by the vehicles that
share the same value of < Dj;, ®;, P; >. The k-private
allocation system receives only the aggregated data from
vehicles < D;, ®;, P; > and the aggregated SINR from
gNB, < SINR >.

We compare the k-anonymous V2X allocation model pre-
sented in Fig. 2 with the centralized allocation model [17].
The scenarios consider an initial density of 126 RSUs/km?,
and a density of vehicles of 1000 vehicles/km?.

As can be seen in Tab. 3, our numerical results shows that
for small and medium scenarios the energy consumption is
increased by 1% and 23% respectively while for the large
scenario the energy consumption is reduced by 14%.

We note that for the large scenario of 190 vehicles, not all
the original constraints are satisfied, allowing for a reduced
energy consumption in the k-anonymous version than in the
centralized version.
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Tab. 2. Parameter values used in the evaluation.

Parameter Value Parameter Value
RSU 23-33
coverage 200m F; dBm
M; 135 RBs H;; -7 dB
50 - 100
Fi 20 GHz Ui)]‘ Mbps
L; 30 ms D; 10 — 60 kbit
Tab. 3. k-anonymous versus centralized allocations.
No. of RSUs No. of
Allocation selected/ y Energy
. vehicles
available
Centralized 2/4 32 0.002432
k-anonymous 2/4 32 0.002459
Centralized 4/16 127 0.005532
k-anonymous 5/16 127 0.006830
Centralized 7124 190 0.009790
k-anonymous 7124 190 0.008454

4. Conclusions

In this study, we investigated the incorporation of PETs in-
to the 6G V2X allocation system. Vehicle information was
used to calculate communication delay, computation delay,
and energy consumption for centralized allocation. We com-
pared centralized resource allocation versus k-anonymous
allocation.

Our implementation indicated how variations in optimal allo-
cations are affected when PET is applied to the V2X system.
Noting that the k-anonymous technique implemented can
be applied to allocation schemes different from the optimal
model studied in this work.

Our numerical results illustrated that energy consumption
increased by 1% in smaller scenarios and 23% in medium
scenarios, while it decreased by 14% in larger scenarios.

Future research will explore enhanced methods, focusing on
integrating online allocation through AI models. We plan
to explore enhanced methods, focusing on integrating on-
line allocation through AI models. In addition, we plan to
evaluate the proposed algorithms in a real world scenario to
demonstrate their effectiveness.
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Abstract — The first European Cybersecurity Certification
Scheme according to the Common Criteria (EUCC) specifies
a number of additional requirements for Conformity Assessment
Bodies (CABs) to be technically competent to provide evalu-
ation and certification services. The NIT Testing Laboratory
(ITSEF) has developed a roadmap to meet these requirements
and obtain the status of an authorized ITSEF that can provide
assessments of ICT products at the ‘“high” assurance level. The
roadmap consists of 3 parts: one organizational part concern-
ing the management system and two technical parts concerning
evaluations. The paper presents two action points: the innova-
tive approach that NIT ITSEF has implemented regarding the
integrated management system in the laboratory in order to
achieve optimal cost-benefit ratios and the reliable and verifiable
methodology for calculating the attack potential that NIT ITSEF
has used to prove that the penetration tests developed and exe-
cuted on the evaluated software product meet the requirements
of AVA_VAN.5. The roadmap will fulfill all the requirements
necessary to obtain the status of an authorized ITSEF in the
EUCC program.

Keywords — Common Criteria, cybersecurity certification, EUCC,
ITSEF, testing laboratory

1. Introduction

Today, European legislators increasingly refer to cybersecurity
certification to ensure the proper implementation of many
new cyber regulations, such as the Artificial Intelligence Act,
the EU Digital Identity Framework, the NIS2 Directive, and
the Cyber Resilience Act. The EU requires its member states
to rely on cybersecurity certification by providing proactive
solutions, often referred to as “compliance” and “presumption
of conformity”.

The European Cybersecurity Certification Framework, adopt-
ed by the European Union in the Cybersecurity Act (CSA) [1],
has a twofold objective. First, it aims to help increase trust in
ICT products, ICT services, and ICT processes that have been
certified under European cybersecurity certification schemes.
Second, it should help avoid the proliferation of conflicting
or overlapping national cybersecurity certification schemes,
thereby reducing costs for businesses operating in the Digital
Single Market.

In order to meet the objectives of the European Union, the first
European cybersecurity certification scheme is just around
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the corner. The EU Cybersecurity Certification Scheme on
Common Criteria (EUCC) covers the cybersecurity certifi-
cation of ICT products based on Common Criteria [2] and
a Common Methodology for Information Technology Secu-
rity Evaluation [3] and their corresponding ISO standards,
ISO/IEC 15408 and ISO/IEC 18045 respectively.

The EUCC is based on third-party conformity assessments
carried out by accredited conformity assessment bodies at
two levels: test laboratories providing cybersecurity evalu-
ations and certification bodies issuing certificates based on
completed evaluations.

The Common Criteria have proven to be particularly effec-
tive over the last two decades in Europe for the certification
of integrated circuits and smart cards, thus contributing to
increasing the security level of many ICT products, such as
electronic signature devices, machine-readable travel docu-
ments (passports), bank cards, and digital tachographs.

Poland is one of eight countries in the European Econom-
ic Area (EEA) technically and organizationally prepared to
evaluate ICT products and issue certificates under the EUCC
umbrella. The Polish certification structure consists of an ac-
credited certification body (located at the National Research
Institute NASK) issuing cybersecurity certificates and two ac-
credited testing laboratories, the leading and most advanced of
which is part of the National Institute of Telecommunications
(NIT).

In this article, we present the innovative approach we have
taken at the NIT laboratory to become a fully authorized
testing entity for the future EUCC scheme. This approach
includes the specific implementation of a laboratory man-
agement system that seamlessly integrates the requirements
of two standards, i.e., ISO/IEC 17025 and ISO/IEC 27001,
achieving an optimal cost-benefit ratio.

Furthermore, we propose a reliable and verifiable method-
ology for calculating the attack potential to prove that the
penetration tests developed and executed on the evaluated
software product meet the high requirements of AVA_VAN.5
(vulnerability analysis). The proposed methodology fills the
gap experienced in software product assessments that require
high attack potential due to the lack of any direct references
to catalogs containing descriptions of relevant attacks. By
using highly systematic methodologies, the NIT laboratory

This work is licensed under a Creative Commons Attribution 4.0 International (CC BY 4.0) License.

For more information, see https://creativecommons.org/licenses/by/4.0/ 5


https://doi.org/10.26636/jtit.2025.FITCE2024.1984
https://creativecommons.org/licenses/by/4.0/

Elzbieta Andrukiewicz and Piotr Krawiec

achieves the goals of its roadmap, which aims to meet all the
requirements necessary to obtain the status of an authorized
laboratory in the EUCC program.

2. Related Works

The EU Regulation [4] sets the entry-in-force date of the
EUCC on 27 February 2025. As a result, all stakeholders who
play their roles in the cybersecurity certification ecosystem
have begun final preparations to achieve readiness.

It should be noted that the EUCC scheme follows the pattern
of existing schemes used for Common Criteria certificates:
certification and evaluation services are provided by different
Conformity Assessment Bodies (CABs), called Certification
Bodies (CBs), and Testing Laboratories called IT Security
Assessment Facilities ITSEFs). ITSEFs provide cybersecu-
rity evaluation services and CBs issue certificates after the
successful completion of ITSEFs’ evaluations.

For the assurance level “substantial”, no restrictions are pro-
vided in [4], except that the CAB must be accredited. The
national accreditation body grants accreditation if the CAB
meets all the requirements specified in certain international
standards. There is no limit to the number of CABs operating
in Europe.

However, in order to provide services at the assurance level
“high”, the certification and evaluation capabilities of the rel-
evant CABs must be additionally confirmed by the National
Cybersecurity Certification Authority (NCCA), designated in
each Member State. According to [4], separate requirements
refer to specific technical domains, that is, “Smart Cards and
Similar Devices” and “Hardware Devices with Security Box-
es”, and ITSEFs demonstrate their capabilities to develop and
conduct penetration tests with a specified attack potential.
CABs can demonstrate their capabilities in specific applica-
tion areas and, after successful assessment, the NCCA grants
the relevant authorization.

The preparation process in the different existing national
schemes will vary depending on the complexity of the con-
formity assessment body structure and current operational
practices in the Member State. An interesting overview of the
strategy and its implementation for the German EUCC na-
tional structure is given in [5] and [6] and for the Netherlands
in [7].

However, a critical factor is that the process of preparing the
accreditation requirements, according to [4], has not yet been
completed. For example, the state-of-the-art document [8]
describing the accreditation requirements for certification
bodies contains a reference to the ISO/IEC 19896-3 standard,
which is still under development. This standard is needed in
the context of the EUCC because it deals with the competence
management system to be applied to certifiers.

From a vendor perspective, the certification process is similar
to those conducted in the national Common Criteria schemes
gathered in the SOG-IS MRA [9]. Certification and evaluation
service providers offer workshops, guidelines, and other types
of communication to vendors to increase awareness and

knowledge. However, this may be only a technical part of the
vendor’s concerns. Vendors generally express concerns about
the additional obligations included in [1]. They point to a shift
in responsibility for disclosing and handling vulnerabilities
that may be identified in the certified product and other
information obligations that are new to them. The fees and
penalties in case of inappropriate demonstration of fulfilling
the obligations by the vendor, appear to be enormous.

Furthermore, vendors may be negatively affected by the lack
of mutual recognition of certificates issued under the EU-
CC scheme and national certification schemes outside Eu-
rope, mainly collected under the global Common Criteria
Recognition Arrangement (CCRA) [10]. The lack of mutual
recognition may be seen as an additional barrier to the recog-
nition and acceptance of non-EU cybersecurity certificates. It
should be noted that around 50% of Common Criteria cer-
tificates are issued outside of Europe [11]. A long-term lack
of mutual recognition can harm the prospects of the global
cybersecurity certification market.

3. Conducted Research

NIT ITSEF began operations in 2019. Since its inception, the
ITSEF concept has been based on three principles:

1) ITSEF provides levels of confidentiality and integrity of
the target of evaluation equivalent to the assurance level
at which the evaluation is conducted,

2) The security requirements for the test laboratory are con-
structed in exactly the same manner as for the site(s) where
the target of evaluation is developed,

3) The ITSEF maintains a constructive interaction with the
NIT Cybersecurity Department, which is responsible for
cybersecurity research and development (R&D) activities.

The preparation of ITSEF to achieve readiness of ITSEF for
EUCC started immediately after the publication of CSA [1].
ITSEF recognized three work packages:

1) Organizational, which covers accreditation requirements
for ITSEF,

2) Technical, to support ITSEF authorization; it covers com-
pletion of at least one successful evaluation of software
products with an attack potential of at least AVA_VAN
level 4 of vulnerability assessment class and in accordance
with a specified European standard,

3) Technical, to support ITSEF authorization; it covers prov-
ing the technical capability of ITSEF to evaluate one or
two technical domains, i.e. “Smart Cards and Similar De-
vices” and “Hardware Devices with Security Boxes”.

On the date of submission, the first two work packages have
been completed. The third is under development. As such, NIT
ITSEF will be the first test laboratory in Poland authorized
to conduct ICT product evaluations at the “high” assurance
level.
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3.1. An Innovative Approach to the ITSEF Management
System

Looking at CSA regulations [1], there is a general lack of
security requirements to protect the evaluation process, in-
cluding maintaining the confidentiality and integrity of the
evaluation target, its documentation and the evaluation re-
sults. Considering that meeting the accreditation requirements
is the only prerequisite to provide evaluation and certifica-
tion services at the “substantial” assurance level, a significant
information security gap has been identified.

To cover the gap, ITSEF should seek independent confirma-
tion that it is adequately managing information security. If
market acceptance is essential for the ITSEF business model,
such a management system should be based on the widely
recognized international standard ISO/IEC 27001. The ques-
tion is how to verify that all requirements are implemented
correctly and perform as expected.

One option is to include the requirements of the Informa-
tion Security Management System (ISMS) in the scope of
accreditation. Unfortunately, this is not acceptable for the Na-
tional Accreditation Body (NAB), as they cannot include in
the scope of the accreditation audit requirements that could
be subject to conformity assessment activities performed by
entities covered by other accreditation programs. In this case,
the ISMSs are certified by entities accredited to ISO/IEC
17021 and ISO/IEC 27006. NABs cannot accept the appear-
ance of a conflict of interest. However, the NAB will respect
a certificate confirming that the ITSEF ISMS is compliant
with ISO/IEC 27001 if issued by an accredited certification
entity.

The solution requires a huge workload for ITSEF to imple-
ment two management systems, one for laboratory activities
and one for information security. However, taking into ac-
count the legal loopholes and formal constraints and following
its original principles, NIT ITSEF has developed a unique
approach to the management of its laboratory activities by
defining one integrated management system that covers all
topics, with a significant reduction of the efforts initially as-
sessed. The concept is presented in [12]. The main steps to
develop integrated management systems include the follow-
ing:

e establishing an unified scope of both management systems,

e integrating security objectives with the primary process
implemented in ITSEF,

e identifying standard components of the management sys-
tem,

o identify parts of the management system that must be kept
separately,

e implementing an appropriate system for documentation
management,

e ensuring continuous support from top management,

e implementing awareness and training programs.

During the initial analysis, several parts are identified as the
same or similar. These include:
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e the context of the organization (ITSEF in this case),
e risks and opportunities in the management system,

e system procedures and related records (internal audits,
management review, document control, corrective actions,
continual improvement).

Then, several parts of the management system are closely
related, and these include:

e information security and quality objectives,
e dealing with vendors and subcontractors,

e supporting assets, i.e. information systems, environmental
and physical facilities,

L] personnel competence management.

Finally, some parts of the management system should remain
separate, and these include:

e ISO/IEC 27001: information security risk management,
security of sites and IT facilities,

e ISO/IEC 17025: evaluation methodology and related ac-
tivities.

The ITSEF integrated management system has successfully
passed the relevant audits, and ITSEF is accredited (as of
2021) and certified (as of 2023). Experience gained during
the maintenance of the integrated management system shows
that the overhead for the integrated system is small. In 2024,
when detailed requirements for the EUCC program were
published [4], it became clear that the ISMS fully covers the
extension of the accreditation requirements for information
security implemented and successfully operating in the NIT
ITSEF.

3.2. Challenges in Evaluations of Software Products with
the Highest Attack Potential

The second important aspect of ITSEF readiness for the EU-
CC program is the ability to conduct evaluations of software
products with the highest attack potential. Document [4]
indicates two European standards that include protection
profiles that require ITSEF to be used in evaluations with the
highest attack potential (AVA_VAN.5).

The target of evaluation in the case under consideration was
a software component of Trustworthy System Supporting
Server Signing, which offers a remote qualified electronic
signature as a service. The Signature Activation Module
(SAM) component is responsible for authorizing the signing
operation by checking whether: a) the signer authentication
is correctly associated with the signing key and the data to be
signed, and b) the signer is authenticated.

To ensure that the signer has exclusive control over the signing
key, the signing operation is authorized by the SAM, which
verifies a specific set of signature activation data (SAD)
received from the signer via a dedicated application located
on the server and activates the signing key in a cryptographic
module (CM), both located in a protected environment. SAD
verification means that the SAM checks the validity and
integrity of the SAD elements and verifies that the signer is
authenticated.
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The SAM security specification and related security assurance
requirements are included in the protection profile published
in the European standard [13]. With respect to the security as-
surance requirements, the standard states that the vulnerability
assessment should be performed with the attack potential in-
dicated in the security assurance component AVA_VAN.5.
Paper [13] does not provide any detailed methodology for de-
veloping appropriate penetration tests with such high attack
potential.

Furthermore, no commonly recognized sources provide at-
tack methods that could be relied upon for the evaluation of
software products. Hence, the most challenging part of the
ITSEF work was to develop tests and prove that the actual
attack potential for these tests is equal to or higher than that
indicated in the component AVA_VAN.S.

The starting point for the development of the methodology
was the general approach to calculating the attack potential
presented in [14]. Determining the attack potential corre-
sponds to identifying the effort required to create an attack
and demonstrating that it can be successfully applied to a spe-
cific object, thereby exploiting a vulnerability in that object.

When analyzing the attack potential required to exploit a vul-
nerability, the following factors should be considered:

e Time to identify and exploit (Elapsed time) — refers to the
total time it takes an attacker to identify that a specific
potential vulnerability may exist in targeted object, to
develop an attack method, and to exert the effort required
to attack that object.

e Technical expertise required (Specialist expertise) — refers
to the level of general knowledge of the underlying prin-
ciples, type of product, or attack methods (e.g., Internet
protocols, Unix operating systems, buffer overflows).

e Knowledge of the design and operation of an object (Knowl-
edge of the targeted object) — refers to specific specialized
knowledge about the object (e.g., access to the source code
and the ability of the evaluator to interpret and exploit it).

e Window of opportunity — refers to the identification or
exploitation of a vulnerability that may require significant
access to the target, which can increase the likelihood of
detection. Some attack methods may require offline effort,
and only short access to the target may be exploited. Access
may also need to be continuous or over several sessions.

SAM
SSA

i RebbivMQ

queues

AMQP producer — ,,fake” SSA
E based on RabbitMQ server

implementation

Fig. 1. Penetration test with the fake queue requester.

e IT hardware/software or other equipment required for
exploitation — refers to the equipment required to identify or
exploit the vulnerability (this may be standard, specialized,
or bespoken equipment and generally measures equipment
availability and cost).

Each factor is appropriately assessed, and an arithmetic value
appropriate to the target of evaluation is assigned based on
predefined rating tables. The attack potential is expressed as
a score calculated by adding the values of all factors.

The general values given in [14] are intended to be replaced or
refined according to the context (technology, type of product,
etc.). Defining the set of values shared in each community is
a non-trivial achievement. The leading CSPN framework [15]
dedicated to pure software products has developed a set of
factors and associated values derived from the general outline
given in the specification [14].

The set of factors used in CSPN [15] is as follows:

o Time taken for the exploitation — it relates directly to the
factor Elapsed time specified in [14],

o Attacker expertise — relates directly to the factor Specialist
expertise specified in [14],

e Knowledge required by the attacker — relates directly to the
factor Knowledge of the targeted object specified in [14],

e Access to the product by the attacker — it relates directly to
the factor Window of opportunity specified in [14],

e Type of equipment needed — this factor is assumed from
IT hardware/software or other equipment by simplifying
the rating by using two levels: standard and specialized
software tools.

In the performed evaluation, the methodology from [15] has
been applied.

Furthermore, another reference source was considered to
further validate the approach. The Common Vulnerability
Scoring System (CVSS) methodology, described in [16], has
been widely used by the IT security community for many
years and is suitable for software products. When assessing
the criticality of an identified vulnerability, one dominant
factor called “attack complexity” is subject to rating. The
“attack complexity” factor refers to the concept of the attack
potential. It is defined as a metric that captures the measurable
actions that must be taken by an attacker to actively avoid or
bypass existing built-in security enhancement conditions in
order to obtain a working exploit.

According to [16], when the attack complexity is considered
“high”, the successful attack depends on evasion or circum-
vention of security enhancing techniques in a place that would
otherwise hinder the attack. The attacker needs to gather some
knowledge about a specific target to carry out the final suc-
cessful attack. To obtain specific information, the attacker
must carry out additional attacks or otherwise break the se-
curity measures.

To present the methodology for calculating the attack poten-
tial, let us consider one attack developed for a given object.
This attack is presented in detail in [17].
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Tab. 1. Calculation of the attack potential for the test case.

: Certification. Legislation and Market Response from the Perspective of ITSEF

Attack potential fac.tor, based on the Value Score Remarks
approach in [15]
Time taken for (identification and) Two distinct types of software are to be
o > 1 month 7 . . ; . .
exploitation investigated, and in-depth fuzzing is required
Attacker expertise Multiple 3 The attack was needed to develop complex
experts software
Knowledge required by the attacker Critical 11 The source code was rev1§ we d to find potential
vulnerabilities
Access to the product by the attacker Easy 1 Access to the f ront-end ap].)h'catlon as the user
without any privileges
. . Specialized « .
Type of equipment required software 2 See the category “attacker expertise
Total 29 Over 25, i.e. Very High

Tab. 2. The attack categories for the technical domain of “Hardware Devices with Security Boxes”.

Attack category

Exemplary attack

Physical security invasive

Sensors removal and deactivation, removing and penetration potting
materials, attack to an anti-tamper processor

Physical security semi-invasive

Perturbation test using a laser beam

Physical security non-invasive

Reverse engineering, power consumption analysis, emanation analysis,

timing analysis

Electromagnetic and sound attacks

Monitoring keyboard sound or emanation, microwave scanning

Random number generation feature

Entropy analysis searching weaknesses

Software attacks off-device

Direct protocol attacks, man-in-the-middle and reply attack

Software attacks on the device

Secure operating system, hypervisor, virtual machine

PIN and cryptographic key-related

Limit key encryption key search by value, weakly padded PIN blocks

The penetration test aimed to deceive the authentication pro-
cedure provided by the SSA component and force the crypto-
graphic module CM to sign an unauthenticated request from
a fake signer. To do this, a fake queue requester was prepared
and fake requests were made including false parameters (see
Fig. 1). Another goal of the test was to force the service to
crash and reject each request. The calculation of the attack
potential relevant to the penetration test is presented in the
Tab. 1.

It should be noted that the final calculation of the attack
potential was further verified using the approach of [16] and
the attack complexity value was evaluated at the level of
“high”. Therefore, the methodology for calculating the attack
potential was shown to be correct and verifiable.

4. Future Work

The third work package is still under development. It aims
to demonstrate the technical capabilities of NIT ITSEF in
one of the two technical domains envisaged by [4] for the
application for authorization.
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The domain “Hardware Devices with Security Boxes” re-
quires ITSEF be capable of performing the most advanced
attacks with the attack potential of AVA_VAN.5. However,
for such types of evaluated products, there is a set of state-
of-the-art attack methods [18]. This means that ITSEF shall
perform numerous attack categories, as shown in the Tab. 2.

The NIT ITSEF already covers most of the test methods
presented in the Tab. 2 in the pilot evaluation required by [4].
Some of them still require additional effort to be completed
and documented accordingly.

5. Conclusions

The requirements for ITSEFs that evaluate ICT products at
the “high” assurance level [1] are challenging. AVA_VAN.5 is
described in the Common Evaluation Methodology (CEM) [3]
only in general terms, leaving room for certification schemes
to specify detailed requirements that depend on technical
domains or technologies.

The highest attack potential means that an appropriate
methodology will be adopted, which on the one hand must
be compliant with the CEM, but on the other hand must
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be specific to the relevant attacks. The accreditation of test
laboratories creates a significant advantage, since the basic
principle of performing any tests under accreditation is the
validation of the method and tool before testing.

The test laboratory management system, in the context of the
EUCC, should include many security requirements due to
the high sensitivity of the objects to be assessed and the test
results. The best way is to integrate a management system for
the quality and security of laboratory activities.
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Abstract — This paper provides an overview of the techno-
economics of cybersecurity in IoT and OT devices. The purpose
is to identify and provide justification for regulatory action
within the area.
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1. Introduction

Cybersecurity has become a serious challenge for businesses
around the world. PricewaterhouseCoopers (PwC) has report-
ed cybercrime to be the most widespread kind of economic
fraud [1]. Cryptocurrencies valued at more than 400 mil-
lion dollars were paid to ransomware addresses in 2020. This
represents a growth of more than 400% in one year. At the
same time attacks by malware increased by 358%. Distribut-
ed denial of service (DDOS), ransomware and other kinds
of cyberattacks are happening more and more frequently,
and for businesses this can lead to severe consequences, €.g.
interruption of work processes and customer services, loss
and compromising of data, violation of data protection and
privacy laws, a lot of time wasted, and large additional costs.

The ongoing process of digital transformation is affecting all
businesses and organizations, large and small, and this puts
further focus on the challenges related to cybersecurity. In
the latest global risk report published by the World Economic
Forum the issue of cybersecurity reappeared to be among the
top 10 global risks, and cyberattacks on critical infrastructure
were seen as one of the risks with the largest potential impact
on a global scale [2]. This concern is partly due to cyberattacks
against Ukraine in 2022. Also cyberattacks jeopardizing
privacy of vulnerable citizens is seen as a global risk.

In this regard Internet of Things (IoT) and Operational Tech-
nologies (OT) security are becoming still more important.
The number IoT devices has exploded within the past decade
and many of these are not sufficiently protected. A lot of
IoT devices lack built-in capabilities for updating software
and this makes it difficult to maintain security. Hackers can-
not only hamper their functionality but can also use them as
a gateway to other IT systems and devices. Especially badge
readers, cameras and printers are devices of concern from
a security perspective.

Likewise, OT security has gained in importance, as this is
a key issue for securing critical infrastructures. Compared to
the number of IoT devices, OT devices are lower in numbers,
but more valuable. Many critical infrastructures are highly
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dependent on OT devices and disruption of their operations
may have a detrimental impact on the functions of the society.
Cybersecurity as a policy issue has attracted a lot of attention
both from a regulatory perspective and in economic literature.
The EU has published a common strategy on cybersecurity [3]
and several major initiatives are being launched by the EU to
increase awareness and to protect critical infrastructures, e.g.,
the Network and Information Security 2 (NIS2) directive [4].
Likewise in the US the Executive Order 14028 is issued to
protect critical infrastructures. Another legislation, which is
relevant for cybersecurity of OT and I0oT, is the forthcoming
EU Cyber Resilience Act (CRA) [5]. This act will impose
demands on cybersecurity for manufacturers of hardware.

The economics of cybersecurity is a relatively new area of
research. While much research has been published on develop-
ment of technical solutions and strategies for implementation,
the economic foundation of any regulation or strategy for
remedying cybercrime is still under development. This is es-
pecially the case when it comes to cybersecurity in IoT and
OT devices.

This paper provides an overview of the IoT and OT security
challenges, the techno-economic characteristics of possible
cybersecurity measures to be taken, and the market failures
to be addressed. Finally, the paper identifies the regulatory
challenges that follows from this analysis. More specifically
the paper discusses cybersecurity issues related to IoT and
OT, how they can be addressed by the market, and where
regulatory intervention is needed.

First the paper identifies IoT and OT cybersecurity chal-
lenges [6]—[8]. Then the economic characteristics of different
security measures is discussed. As point of departure, this
discussion is based on current research on cybersecurity as
an economic good including [9]—[11]. Compared to these
contributions, the authors take an approach, where the char-
acteristics of the specific security measures identified in the
technical analysis of [oT and OT are taken into account. Based
on this, regulatory challenges regarding market intervention
are identified.

2. Information Security, ICT Security,
and Cybersecurity

Before we discuss the economic characteristics of cyberse-
curity, we will define the term cybersecurity and compare
it with similar terms used in in the literature. Many of the
contributions in cybersecurity economics are using a similar
approach to what is applied in information security economics
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and economics of privacy [11]. Here cybersecurity is seen as
a collection of tools, which can be applied to protect infor-
mation. It is therefore relevant to highlight how cybersecurity
relates to these other terms. What are the similarities and dif-
ferences and what are the implications of this on the economic
characteristics?

Many definitions of cybersecurity are based on the so-called
CIA triad: confidentiality, integrity, and availability of infor-
mation. The CIA triad dates back to the 1970s, where it was
introduced in [12]. The triad is also included in the definition
provided by The International Telecommunications Union
(ITU) [13]. This definition also specifies the kind of assets to
be protected, namely connected computing devices, personal
infrastructure, applications, services, and telecommunica-
tions systems. The CIA triad has later been complemented by
non-repudiation, accountability, authenticity, and reliability
of information. However, it is argued that this definition needs
to be updated to include broader aspects of cybersecurity than
just the technical protection of information [14].

Paper [13] makes a distinction among information security,
ICT security, and cybersecurity based on the kinds of assets
to be protected. Information security deals with the protection
of information. Information might be stored or transmitted us-
ing ICT, but this is not necessarily the case. ICT security deals
with the protection of the ICT system, which is used to store
and handle the information. In contrast to this, cybersecurity
is not always about confidentiality, access, or integrity of in-
formation. It also encompasses protection of non-information
assets such as home automation systems and public utility
infrastructures. Thus, cybersecurity can be defined as [13]:
“the protection of cyberspace itself, the electronic informa-
tion, the ICTs that support cyberspace, and the users of cy-
berspace in their personal, societal and national capacity,
including any of their interests, either tangible or intangible,
that are vulnerable to attacks originating in cyberspace”.
Article [14] argues that cybersecurity is more than just protec-
tion, and refers to the NIST framework, that includes five dif-
ferent activities: identify, protect, detect, respond, and recover.
In this framework cybersecurity is more than just a product
and includes an organizational framework to be implemented
in order to protect the assets. This calls for a human-inclusive
approach including sociological and psychological aspects,
challenging the machine focused definition of cybersecuri-
ty [15]. Here the definition offered by [16] becomes relevant,
as it offers a process-oriented view. Here cybersecurity is de-
fined as “standard practices that involve the people, processes,
and technologies in an organization, in a group, or stand-alone
environments in which the computers and cyber-physical sys-
tems with valuable data are connected to cyberspace”.

It follows that although there is a considerable overlap one
must distinguish between the terms information security and
cybersecurity. Information security deals with all kinds of
information, also information not stored in a digital format.
Cybersecurity deals only with digital information, but it in-
cludes as well also other kinds of assets such as computer
systems and non-digital assets, which depend on the func-
tioning of ICT based systems. Moreover, cybersecurity is not
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only about technical measures for protection. It is also about
human and business processes [17].

Privacy is another term that is used in connection with cy-
bersecurity. Privacy deals with personal information only
and can be considered as a subset of information security.
Moreover, privacy focuses on the confidentiality aspect and
to a certain degree on the integrity aspect of the CIA triad.
Still the economics of the three areas cybersecurity, informa-
tion security, and privacy are closely related areas although
they present distinct areas of research.

3. OT and IoT Security

OT and IoT technologies are facing a number of challenges
when it comes to security and privacy issues. There are some
specific risk factors and requirements related to these types
of devices. It can be due to the limited computing and storage
capacities and constrains on the power supply and battery
capacity in the lightweight devices, when it comes to IoT, or in
the way the equipment is integrated into the IT systems, when
it comes to operational technologies (OT). The computing
capacity and limited power supply make it difficult to develop
advanced encryption protocols in the devices and the lack of
integration in the IT systems makes it difficult to update OT
devices and other IT equipment.

One important security and risk issue of IoT and OT is the
standardization and regulation [18], [19]. This can relate to
both protocols and the way the default set up of devices are
configured. Many IoTs come with a minimum of security
functions implemented and some come with default login
and passwords without any requirement from the vendors that
the user must change this default password before the use of
the devices. This induces a big security risk. To avoid these
security challenges, harmonized standards and regulatory
initiatives at device and operator levels can be essential.

Another challenge is the legacy issues. The use of open
access networks has exposed the supervisory control and data
acquisition (SCADA) systems to cyber attacks [20]. Many
IoT and OT devices are based on old software and hardware
frameworks, which are difficult to update to adopt to modern
security and privacy standards and requirements without
allocation of enormous financial resources. For example,
when it comes to the OT, the SCADA systems, which are used
in many critical infrastructures, are old and imply significant
security risks. This issue was raised already back in 2006 “the
increasing interconnectivity of SCADA networks has exposed
them to a wide range of network security problems” [21].
One of the major vulnerabilities of the OT systems based on
SCADA is the growth of connectivity of internal company
networks to the outside word resulting in possibilities for
cyberattacks etc. Many OT devices are not updated properly
as this will demand down time in the line of production, and
in some cases the device and equipment are not integrated in
the IT environment of the company, which makes it difficult
to be updated.
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The physical accessibility is another challenge when it comes
to the IoT and OT devices, as the devices may be easily
accessible from outside and often without proper surveillance
[22]. Of course, proper security strategies and allocation of the
necessary financial resources to prevent physical accessibility
can be restricted to critical devices, but legacy systems have
not prioritized this aspect and continue to be a challenge.

Another important security risk, which is a hot topic for the
time being, is supply chain attacks, which can be made by
comprising the software or hardware in a specific vulnerable
part of the value chain. Vulnerabilities can come from the
physical access to part of the value chain or weak access
mechanisms when uploading software or introducing new
hardware. SolarWinds hack is a prime example of a supply
chain attack [23], [24].

Furthermore, the regular cyber security risks like ransomware
attacks, where critical IoT or OT devices are locked by crim-
inals [25], and DDoS attacks, where huge amounts of IoT
devices are used to send great quantities of requests and there-
by overload the receiving systems and put them out of func-
tion [26], are examples of exploitation of the vulnerabilities
of IoT and OT systems.

A last thing we want to mention is the privacy issues [27]. The
IoT devices gather huge amount of data. Some of these may
be sensitive company data or include personal information of
users or customers.

Solutions to all the abovementioned problems include an
interplay of technological, economic and regulatory aspects.
We need new technologies and security strategies at device
and infrastructure levels. But we also need financial resources
and new business models as well as policy and regulatory
interventions to create mandatory security standards and
practices.

4. Research in Economics of
Cybersecurity

Article [16] provides an extensive literature review of different
research directions on cybersecurity economics. The review
is based on 28 studies selected among more than 600 models
identified by the authors:

1) Budgeting finding the optimal level of investments in
cybersecurity
— Investment,

— Externalities,
— Insurance.

2) Economic efficiency
— Misallocation of resources,

— The type of good (private, common, club, public).

3) Interdependent risks
— Network effects,

— Lock-in effects,
— Supply-chain risks.

4) Information asymmetry
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5) Governance

6) Cybercrime

7) Sustainability

There is a considerable overlap between most of these topics.
While the first point deals with cybersecurity at the micro-
level, where the possible action of the individual organization

is the point of departure, the remaining points address issues
at the meso and macro levels.

Although the list includes diverse research issues, the overall
theme is how to decide the optimum level of investments in
cybersecurity and the scope for public intervention. These
issues are related to the economic characteristics of cyberse-
curity and the lack of transparency of the market.

The issue of cybercrime looks in principle at the same issues,
but here the focus is on the market, where the cybercriminals
act. How is the market for cybercrime structured and what
are the economic characteristics of the products offered on
this market?

The economic characteristics are especially related to research
on externalities of cybersecurity products. Investments in
cybersecurity may imply strong positive externalities, as they
may prevent spreading of malware etc. beyond the stakeholder
financing the investment.

Borrowing from information economics, Samuelson’s concept
of public good is often used for describing the economic
characteristics of cybersecurity. Samuelson distinguishes
among four types of goods according to two parameters
(rivalry and exclusivity (Fig. 1): normal goods, club goods,
common goods, and public goods. Tangible goods such as
foodstuff, cars, computers etc. are rivalrous as they can be
consumed only once. They are also excludable as access is
limited. These goods are termed normal goods.

Information on the other hand can be used many times.
Therefore, information goods are seen as being non-rivalrous.
Depending on the context, information goods are in principle
also non-exclusive, as they can easily be copied and made
available to everybody, as soon as the information is revealed.
Information is therefore termed as a public good, along with
a range of public services offered by the government. National
defense is the most prominent example of a public good. It
is however possible to restrict access to certain information
goods. In this case they can be termed as club goods.

When it comes to cybersecurity, several authors see this as
a product with strong public good characteristics [16], [28].

Excludable Non-excludable

Private goods
food, clothes, cars and
other consumer goods

Common goods

Rivalrous fish, timber, coal

. Club goods q
satellite TV ?

Fig. 1. Private goods, common good, club good, and public goods.
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The argument is primarily the strong positive external effects
that investments in cybersecurity may have on other actors.
Another reason may be that cybersecurity can be considered
as a kind of information good with similar economic charac-
teristics as other information goods. Therefore, the positive
externalities are often taken for granted. When consumption
of public goods is up to an individual decision-making on an
unregulated market, this will result in underinvestment.

However, it can be problematic to treat cybersecurity as one
single homogeneous product. Achieving cybersecurity takes
investments in a wide range of different measures, each with
their own economic characteristics.

One approach to go a bit deeper into the economic character-
istics of cybersecurity is to analyze cybersecurity for different
types of actors and how they interact. Bauer and Eeten claim
that externalities include spill-over effects among different
types of actors and provide a framework for analysis of these
spill-over effects [28]. Their analysis focuses on analysis of
cybersecurity products implemented at the network level, and
their impact on security for other groups of actors. Following
groups of actors are included in the analysis: ISPs, application
and service providers (App/Svc), hardware and software ven-
dors, users, security providers, and national and international
organizations.

The ISPs constitute the core of the ecosystem. ISPs are
interconnected and their level of cybersecurity is highly
dependent on the security level in those ISPs to which they
are connected. Moreover, they depend on application and
service providers, security providers, hardware and software
vendors, and users. Finally various governance institutions
may contribute to the level of security. The point made in this
paper is that each actor will decide on the level of investments
according to their own costs and benefits, and free riders may
occur. Some spill-over effects may be reflected in the prices.
For instance, may users be willing to pay for having an ISP
they consider offering a high level of cybersecurity. However,
the market for cybersecurity is far from being transparent and
information asymmetries exist.

With regard to IoT and OT, it is important also to look at
cybersecurity achieved at the device level. Here equipment
manufactures and standardization bodies are important actors.

Supply chain risk is another kind of spill-over effect. Here
companies are attacked via their suppliers. These may in-
clude small companies with little protection. Attacks may be
made via connections to IoT or OT devices with insufficient
protection owned by these companies.

Economic models estimating costs and benefits are made
with the purpose of finding the optimum investment level for
cybersecurity. Most of these models use security level as an
aggregated economic variable [16]). Thus, the models provide
little guidance in the kinds of security products, which are
the most attractive to invest in.

The research topic cybercrime includes mainly estimation of
costs incurred in companies attacked and economic conse-
quences at meso- or macrolevels. This relate to the budgeting,
as it relates to estimation of benefits to be achieved by invest-
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ing in cybersecurity. The economics of the cybercriminals
and their business models seem to be a different topic, which
is excluded from the framework provided by [16]. The eco-
nomics of cybercriminals is however important for a study on
the economics of cybersecurity, as the key aim of cybersecuri-
ty products is to make current business models for cybercrime
unviable and prevent creation of new viable business mod-
els. Research in this topic, which is truly interdisciplinary
as technical and economic analysis needs to be combined,
seems to be published primarily in engineering fora.

5. Categorization of Cybersecurity
Products

Cybersecurity products include a wide range of activities
carried out with the purpose of protecting an organization
against cybercrime. The National Institute of Standards and
Technology at the U.S. Department of Commerce (NIST) has
developed a framework for what to be done in order to be
protected [29]. This framework is also used in Europe, where
ISO has developed international standards (ISO 27001 and
ISO 27002) based on the same principles. The framework
includes five core functions, which should be addressed:

o Identify includes identification of the critical processes and
resources. This includes all kinds of IT and IoT devices,
software, and data. Especially sensitive data, for instance
personal information, and data critical to the operations
of the company should be included. Moreover, roles and
responsibilities for employees, vendors, and others with
access to sensitive data must be identified.

e Protect includes protection of the facilities and sensitive
data identified above. Some protection is built into the
standard software applied by companies. Still many security
measures in particular organization and human measures
are up to the individual organization to implement. Email
filters with blacklisting or even whitelisting can help to
avoid phishing and emails with harmful content to be
opened, but awareness of employees is even more important
in this respect. Moreover, access to any system should be
restricted as much as possible.

e Detect includes detection of cybersecurity attacks. IT sys-
tems must be monitored in order to detect any cybersecurity
events as early as possible. This includes unauthorized ac-
cess and unusual traffic patterns.

e Respond includes guidelines for how to react if a cyber-
security attack is detected. and how to limit damages. An
early response from the user of an infected machine may
prevent potential damages to be spread to other parts of the
IT system itself, as well as damages in of facilities host-
ed by trading partners or elsewhere. Trading partners and
authorities should be informed about cybersecurity event.

e Recover includes guidelines for reestablishment of damages
made in an attack, and reestablishment of data, systems,
and business processes.
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Cybersecurity as a product possesses some obvious positive
external effects, as it is stated in most papers dealing with
economics of cybersecurity. However, when looking at the
different kinds of cybersecurity measures an organization
can invest in, it follows that only a few of them possess
notable externalities or spill-over effects, which relate to
protection of other actors. These effects are in particular
related to protection of facilities and detection of attacks, and
concerns attacks of other organizations for instance through
dissemination of malware.

In addition to these effects, substantial externalities may be
related to possible interruptions in operations. This is a key
issue for public utilities, for other public services, and even
some private companies. Interruption in service delivery may
be caused by many different kinds of incidents of which
cybersecurity is only one.

6. The Market for Cybercrime

Looking at the market for cybercrime, it is important to dis-
tinguish between different types of hackers and their motives.
Hackers are not always criminals looking for profit. Hackers
can also be motivated by curiosity, recognition or revenge.
Many papers on cybersecurity provides definition of the types
of hackers and their motivations. [30] provides an extensive
overview of the different definitions and suggests a catego-
rization with 15 different types of hackers. In this context, the
key issue is whether a hacker attacks a specific company or if
they attack any company, which is vulnerable for a cyberat-
tack. Moreover, it is also important, whether the attack harms
other parties. If some strategic information is stolen from
a specific company, it will probably only harm the specific
company and the externalities are limited. However, if finan-
cial information on banking customers is stolen, e.g. from
a financial institution, this will affect many different actors
outside the company.

Hackers are using a wide range of methods to attack com-
panies, and the economic characteristics of cybersecurity
depend on the kinds of attacks.

The European Union Agency for Cybersecurity, ENISA has
in a report identified the following prime threats [31]:

e ransomware,
e malware,

e crypto jacking,

e e¢-mail related threats,

e threats against data leaks,

e threats against availability and integrity,
e disinformation — misinformation,

e non-malicious threats.

Ransomware is reported to be the most important thread, here
attackers encrypt an organization’s data and demand payment
to restore access. If ransom money a paid, this may encourage
similar attacks on other companies. Malware “intended to
perform an unauthorized process that will have an adverse
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impact on the confidentiality, integrity, or availability of
a system” [31]. Malware is also considered to be a prime
threat. Malware can be spread from one company to another
and this is the primary policy argument for implementing
regulatory measures in order to ensure cybersecurity.
Crypto jacking where criminals steal computing power to
generate cryptocurrency can hit any owner of a computer.
An increase in this type of cybersecurity breach has been
observed, but it will only harm the computer infected.
E-mail related threats are reported to be increasing in spite
of educational campaigns to increase awareness. Infected
e-mails and phishing e-mails can be sent to anybody, but in
organizations with less formal procedures for data-handling
and updating of filters are the most vulnerable. ISPs and
other service providers can protect their customers through
installation of various filters. The threat of leaks of sensitive
data depends on the kind of data. Leaks of data belonging
to companies or private persons imply spill-over effects on
other actors, and this is one of the arguments for having rules
on protection of personal data.

Availability and integrity of data can be compromised in
different ways, of which denial of service and web-based
attacks are the most important. According to ENISA, this
threat ranks high. Here, the spill-over effects are important, as
this kind of attacks involve the use of a botnet using infected
devices connected to the Internet such as IoTs. The availability
of unprotected devices is therefore a threat also for other
actors. Disinformation and misinformation delivered through
social media is on the rise. Non-malicious threats include
threats, where the malicious intent is not apparent. These do
not originate from cyber criminals or other types of hackers
but are mostly based on human errors or misconfigurations.
These issues go beyond the scope of this paper.

7. Conclusion

A decomposition of cybersecurity in IoT and OT devices
into its different components reveals the kinds of externalities
and spill-over effects that relate to cybersecurity. In this way
the analysis can contribute to identification of regulatory
needs and design of the right regulatory measures to be
implemented.
Some externalities are caused by the specificities of the
concept of cybersecurity, while others are more generic in
nature. The latter ones relate to two different kinds of impacts:
e Payment of ransom money may encourage cybercriminals
to continue their activities and help funding of investments
in developing new tools for cyberattacks.

e Cyberattacks may lead to discontinuation of operations
of the company subject to attack. If the target has been
a critical infrastructure, this may have severe consequences
also for other actors.

These two externalities are not related to a specific technology

or a method applied by cybercriminals only to the outcome

of the attack. Other kinds of impacts are more specific and

depends on the kinds of attack:
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e An organization may be possession of information, which
is sensitive to other actors. Most important in this regard
is personal information of private customers. In this case
the costs of intrusion by cybercriminals may not be borne
by the organization itself, but by their customers. This
externality relates to information security, which overlaps
with cybersecurity, and is addressed by privacy regulation,
e.g. GDPR.

e Malware can be spread from one organization to another,
if not properly protected. Therefore, there is a common
interest in having a minimum level of protection in all
devices connected to the Internet. This includes IoTs and
networks operated by SMEs or private citizens.

e A special version of this is DDoS, where cybercriminals
utilize their control of a large number of infected devices
to create overload on specific systems. As discussed in this
paper IoT and OT devices are often used for this type of
attacks.

e Another variation is supply-chain attacks, where a business
partner with a vulnerable network is used as a gateway for
infecting well-protected systems.

e ISPs play a special role in this context, as they can of-
fer improved protection to their customers. Thus, there
are spill-over effects from one type of actors to another.
This may be an argument for regulation if the market can-
not provide the right incentives, for instance by having
cybersecurity defined as a parameter for competition.

Finally, it should be noted that cybersecurity includes organi-
zational as well as human factors in addition to technology.
For instance, creation of awareness is a key tool when fight-
ing against fishing. In this case information campaigns may
be more efficient than regulation.
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Abstract — Up until a few years ago, all phone calls over land
lines, mobile networks, cable TV networks and many altnets
used circuit-switching technology. This has been the case despite
the massive build-up of packet-based data networks — and the
dominance of Wi-Fi, broadband, and the Internet in people’s
lives over the last 20 years or so. Now all these network operators
are engaged in shifting telephone service onto their packet-based
data infrastructures and withdrawing the obsolescent circuit
switched technology. This article considers why this change is
happening, how calls will be handled in the future and the big
challenges faced by landline operators in this transition, with
special emphasize on the potential cyber and network security
issues involved.

Keywords — all-IP NGN, IP phone, PTSN, VoIP

1. The End of an Era

Since its introduction in the late 1800s the switching of land-
line telephone calls within the public switched telephone
networks (PSTN) has relied on a succession of systems based
on the best technologies of the day. Figure 1 shows a styl-
ized view of the types of technology that have come and gone
over the last century Given the often-lengthy transition pe-
riods as old systems are replaced by the new, invariably at
any one time there will be a mix of different technologies in
a PSTN. Despite this, network operators have provided conti-
nuity of service, upgrading exchange systems with little or no
breaks over the years. Up until recently all telephone switch-
ing systems — originally manual then automatic analogue
and now digital time-division multiplexed (TDM) electron-
ic type equipment — have been circuit switched, providing
“connection-orientated” continuous bi-directional paths be-
tween calling and called subscribers for the duration of the
call [1].

Now, PSTNs around the world are currently moving into
the new era of “connectionless” digital packet switching for
telephony. Unlike the existing digital TDM systems which
are synchronous, digital packet systems are asynchronous. In
this context, synchronous means that the encoded voice bits —
conveying speech and silence — are continuously transmitted
and switched in both directions within the circuit under the
control of regular clock pulses. Asynchronous means that
encoded voice bits are grouped into appropriate packets and
forwarded through the network routers on an as-and-when
basis. The packet approach has the important advantage that
the voice packets can be easily interlaced with data packets

This work is licensed under a Creative Commons Attribution 4.0 International (CC BY 4.0) License.

1 8 For more information, see https://creativecommons.org/licenses/by/4.0/
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Fig. 1. Telephone switching technology life cycles.

on the same highway, so creating an integrated voice-data
network (or multi-service platform). However, the asynchrony
also means that packets can experience variable delay across
the networks which can lead to impairment of the speech
quality. The likelihood of such problems being perceived by
the listeners is minimized by appropriate dimensioning of
network capacity and giving higher priority to voice packets.

2. Why Change?

Stored-program-controlled (SPC) digital switching systems
were introduced into PSTNs around the World during the
1980s. Notable examples include the US ESS, the Japanese
NEAX, the German EWSD, the French System-12, the Cana-
dian DMS100, the Swedish AXE10, and the British System-
X. By the turn of the century, most of these systems were
reaching the end of their economic life. Although generally
still working well, manufacturers progressively began to re-
duce their support, so availability of spare parts and software
upgrades became a problem for network operators. It was
clear that replacements would be needed eventually, but the
big question was what technology should be used to replace
these exchanges?

The telecommunication environment had changed consider-
ably since the SPC digital circuit switches were first intro-
duced given the huge rise in digital data traffic generated by
both businesses and consumers. Known in the industry as the
“data wave”, it was estimated that in the UK, the number of
bits carrying data exceeded that of digital pulse-code modula-
tion (PCM) encoded voice around 2005 for the fixed network,
and 2010 for mobile networks. Equally important, packet-
based network equipment was expanding beyond enterprise
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networks and becoming a credible alternative to the existing
equipment used in the PSTN and public data networks (i.e.,
carrier grade). This led to the International Telecommunica-
tions Union (ITU) in 2006 defining the concept of the Next
generation network (NGN), which characterized the features
of future networks that would not only replace the PSTNs but
also form a common platform for an operator’s mobile and
data networks. [2] They also identified the possible scenar-
ios for transforming the existing PSTN to an NGN, which are
considered later.

The key characteristics of an NGN are an Internet protocol
(IP) platform which supports voice and data services with
both fixed and mobile access to the customers. This means
that the telephony service currently on the PSTN will be
handled as voice-over IP (VoIP) instead of being circuit-
switched, and the signaling throughout the network would be
session initiation protocol (SIP) instead of signaling system
No. 7 (SS7). An important difference between the VoIP and
data services provided by an operator’s NGN and similar
services currently carried over the Internet (e.g., over-the-top
applications such as WhatsApp) is that the NGN is a managed
platform in which appropriate quality for the various voice and
non-voice services can be maintained. As well as providing
a viable replacement for the PSTN, the industry expected that
the use of multi-service IP platforms would enable new multi-
media services, combining digital data, voice, and vison. The
expectation was that by moving services onto a common [P
platform the operator’s many service-specific networks can
be closed, giving operational cost savings due to having to
operate just one network.

The internationally agreed ITU recommendations on NGNs
gave the industry — operators and manufacturers — a defined
target to replace the PSTNs. However, it has taken many years
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for the IP-based equipment to become sufficiently carrier
grade to cope with the scale and complexities of the PSTN,
with its wide range of users’ access lines, services other than
telephony, business, and residential users’ terminals, etc. In
addition, local circumstances, different levels of telecom mar-
ket competition, national regulation and government policies
have influenced the rate of adoption of the NGN concept
in each country. Finally, making a credible business case
for the huge investment required to replace the PSTN has
proved be a big challenge. However, from around 2010 on-
wards operators have embarked on making the transition to
an NGN.

Of course, in many countries there are several operators pro-
viding telephone service: the incumbent operator and a few al-
ternate operators, including some cable TV companies. Many
of the alternate operators have their own circuit-switched
PSTN. Interestingly, around the world the programs of with-
drawing the PSTNs have been publicized using a variety of
names — “PSTN sunset” or “POTS switch-off”” in the USA,
“End of the PSTN” in France, part of the “National Broad-
band Network™ rollout in Australia, “All-IP transformation”
in Germany, and “The move to all-IP” in the UK.

3. What does the Replacement for the
PSTN Exchange Look like?

The NGN replacement for the PSTN has a completely different
architecture. There is no one-for-one replacement of the
circuit digital TDM switch-blocks. Instead, packetized voice
is carried through a data Core Network of IP routers through to
the destination subscriber’s line under the control of multiple
intelligence nodes, usually dispersed across the network. The
call is set up through the router network using a sequence of
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SIP messages. Ringing tone is inserted into the audio channel
at the called subscriber node, to give users reassurance that
the call has succeeded.

A simple schematic diagram of an NGN network is shown
in Fig. 2. It is assumed that the subscribers’ telephones,
whether business or residential, are IP (VoIP) phones, with
voice codec, conversion to/from IP packets and SIP signaling
within the instrument. The IP phone is connected to the access
broadband line system either directly or via Wi-Fi. At the
exchange building the broadband line system is linked to an
Ethernet switch or an edge router, which provides the classic
edge network function of traffic aggregation.

Voice packets are routed through the operator’s IP network in-
terlaced with the various non-voice data packets. The control
of the telephony service is provided by the call-session con-
trol function (CSCF) in an intelligence node, usually remote
within the network. Subscriber’s profile data, such as tele-
phone numbers, service features, etc., are stored in the home
subscriber server (HSS) and there is also a call charging sys-
tem which supports the “calls” and stores the call records (for
simplicity not shown in Fig. 2).

Interestingly, routing is still based on telephone numbers.
Therefore, the dialed number first needs to be converted from
the recipient’s phone number to an appropriate IP address
(actually, a universal resource identifier, URI) for insertion
into the headers of the sender’s voice packet. This conversion
generally uses the ENUM algorithm [3] in a domain name
system (DNS) within the network (not shown in Fig. 2).

20

Finally, the trunk media gateway provides an interworking
facility between the NGN and remaining circuit-switched
(usually known as legacy) networks to which it needs to
connect, nationally or internationally. This gateway provides
both voice transcoding between IP packets and TDM PCM
channels, as well as signaling conversion between SIP and
SS7 messages. Where necessary, the interworking may also
involve embedding certain service-specific SS7 messages
within the SIP IP packets (i.e., embedded ISUP).

It is now generally accepted that the control functions in the
intelligent node should adhere to the internationally stan-
dardized IP multi-media subsystem (IMS) architecture [4].
This system is specified to facilitate a wide range of IP-based
services on fixed and mobile networks. For example, IMS
has recently been deployed to enable voice switching on 4G
mobile networks — i.e., voice on LTE (VoLTE). Although ca-
pable of supporting many types of multi-media (voice, data,
and video) services, the biggest current application is still
telephony. By making IMS part of the NGN replacement for
the (fixed) PSTN, operators can progressively build a unified
NGN platform for fixed and mobile access covering voice
and data services. This produces platform integration as well
as service convergence, as envisaged by the ITU recommen-
dations.

4. The Transition to an All-IP Network

The big challenge facing network operators worldwide has
been deciding how to replace large numbers of PSTN ex-
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changes and move to an NGN, while still maintaining conti-
nuity of telephone service during the several years of transi-
tion. The problem is complex because there is a wide range
of PSTN existing business and residential customer types,
ranging from those who are “tech savvy” (i.e., computer lit-
erate) with high-speed broadband to customers without any
computers, broadband access, or even mobile phones. This
complexity is captured in Fig. 3, which shows a generalized
view of the typical starting point for a telco and the target
network. PSTN customers have their telephone service pro-
vided from the local serving exchange over landlines, usually
composed of a copper pair. The pair may also support voice
and data over ISDN (integrated services digital network), as
well as different forms of broadband access (e.g., ADSL) or
in a hybrid arrangement with optical fiber (e.g. VDSL and
G.Fast). Many business premises will still have their telepho-
ny switched on site in a digital ISDN private branch exchanges
(ISPBX) and linked to the exchange via primary rate (2 Mbit/s
or 1.5 Mbit/s) ISDN typically over optical fiber, often using
a mixture of signaling systems. There may also be private
circuits or alarm circuits carried over the copper lines and ter-
minating at the exchange MDF (for simplicity not shown in
Fig. 3).

The target network is an NGN-type common-services IP
platform supporting the data and voice services, as described
earlier. Here, the customer’s devices on the premises interface
to the service hub at the IP level —i.e., IP phones for telephony
— directly or via the home Wi-Fi system for transmission over
high-speed broadband over optical fiber or microwave radio.

The big question for the operators is how best to manage the
mix of customer types during the transition to an all-IP (NGN)
target network. Based on the experiences of several countries
a set of four categories of migration have been identified [5].

Voluntary: Where a subscriber replaces their analogue tele-
phone instrument with an IP telephone of their own volition.
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This might be done as a result of an upgrade to IT infrastruc-
ture at a business premise or early adoption by a tech-savvy
residential customer.

Co-incidental (also known as opportunistic migration): When
a subscriber has a FTTP broadband access service installed
and the copper line is withdrawn this is inherently a VoIP
solution. So, the subscriber is expected to provide an IP phone
at the time of fiber installation.

Passive: Where a subscriber keeps their existing analogue
telephone and copper line even though the operator transfers
line to an all-IP network. In this situation the operator pro-
vides a “PSTN emulation” facility to allow the customer to
experience normal telephony, and possibly remain unaware
of the shift to the all-IP network.

Forced: Where the operator requires the subscriber to replace
their analogue phones with an IP phone to continue receiving
telephony service. The national regulator is responsible for
setting the level of advanced warning for the customers.

Clearly, the main determinant for successful transition is how
the introduction of IP phones as replacement for the existing
analogues phones is managed. If a customer decides to keep
their existing telephones, an analogue-terminal adaptor (ATA)
is required somewhere between user and the serving NGN
node. This device provides much of the PSTN emulation
function to convert analogue speech to digital IP packets. It
also provides a SIP-gateway to convert multi-frequency (MF)
signaling from the phone’s keypad. Finally, the ATA usually
provides dial tone and ringing current so giving subscribers
a familiar experience when making or receiving a call.

Figure 4 shows the possible locations of the ATA — at the serv-
ing NGN edge node, at a street cabinet in the access network
or on the customer’s premises. The ATA is active equipment
which requires constant powering. With the ATA located
in the network (cases “a” and “b” in Fig. 4) the customer’s
operator has to maintain power, otherwise the subscriber is re-
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quired to provide power (case “c*). There is a consensus that
vulnerable people depending on the telephone need a back-up
to power their ATA in the event of a break in public power
supply. However, countries differ in the national regulator’s
requirements and who has responsibility for the providing
no-break power supply at the customer’s premises.

Though there is no inherent cost difference between circuit
switching and packet switching [6], the latter is cheaper when
deployed as a single multi-service platform for both voice and
data services, and importantly, the interface costs are shifted
to the customer equipment. Therefore, the cost of the ATA (in
the PSTN-emulation scenario) is a penalty for the operator —
and the transition business case needs to reflect this. Operators
around the world have taken different approaches to coping
with this issue.

5. What Has Happened So Far?

In 2004 British Telecom announced it was planning to be
the first national operator to replace its legacy networks with
an NGN — named 21st Century Network (21 CN) [7]. The
design was based on replacing the existing local switching
units at the serving exchange buildings by 21 CN edge nodes
comprising multiple line terminating units, known as multi-
service access nodes (MSAN) linked via ethernet to the IP
NGN core network. Crucially, the ATA was housed in the
MSAN within the exchange building —i.e., PSTN emulation
type “a” in Fig. 4. However, following early field trials,
BT decided that moving ahead with this approach was too
complex for the technology then available and that the 21
CN program would instead concentrate on providing cost-
effective broadband access, since the PSTN exchanges were
still working well.

This delay resulted in several benefits. The emerging trend for
subscribers to become mobile-only households has reduced
the number of ATAs required in the new NGN design. With
increased numbers of broadband lines, the number of IP
phones owned by subscribers also increased (enabling the
voluntary approach described above). Of course, the delay
of some 10 years also meant that better technology choices
were available for a PSTN replacement. BT s current move to
an “all-IP network”, is based on PSTN emulation with the
ATA located at the line termination on the sub’s premises,

[IP%1]

i.e. type “c”.

Interestingly, the independent island territory of Jersey led
the move to an NGN with their ambitious program of total-
ly replacing all local copper by optical fiber, together with
closure of their PSTN — achieving total conversion by 2018.
Their design initially involved a soft-switch-type VoIP ex-
change replacement, then later moved to an IMS-based NGN
approach. The ATA at the at the customer’s premises is pro-
vided by the operator Jersey Telecom (JT) —i.e., type“c”. This
approach enabled a common design of integrated IP router
and ATA to be deployed at every household irrespective of
the type of phone, giving economies of scale in equipment
costs and simpler installation processes.
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Deutsche Telekom (DT) began their German PSTN transfor-
mation program in 2014 having had experience of converting
their smaller networks in seven other European countries,
particularly Croatia and Slovakia. Their policy was that exist-
ing broadband data customers were required to provide an
ATA with their router on the premises. However, PSTN em-
ulation was provided to telephony-only subscribers, using
MSAN in the serving network node —i.e., type “a”. The con-
version was substantially completed in 2019, following some
important technical upgrades to the program including in-
troduction of IMS and the move to type “c” location of the
ATA. In 2020, DT announced that they would be introduc-
ing a next-generation IMS platform with network function
virtualization with the aim of the “cloudification of voice
telephony” using data centers across Germany [8].

Many other countries are following similar approaches in their
transformation to all-IP, including Switzerland (completed
in 2019) and New Zealand (due to complete in 2022). In
contrast to most countries who provide PSTN emulation to
support existing analogue voice phones, France is requiring
all users to provide an IP phone at the time of conversion.
However, the transition period is longer, and subscribers are
being given plenty of time to prepare. The target date is 2030
for all operators in France.

It seems that in all cases, the operators are converting their
networks on a region-by-region basis, with localized public-
ity and deployment of installers tightly focused. There are
differences in the requirements of the national regulators con-
cerning who should bear the various costs of conversion — for
end users and interconnections between operators — as well
as the provision of back-up battery powering for vulnerable
customers.

Table 1 presents a brief summary of the different rates of
progress towards PSTN closure in a range of countries.

6. Cyber and Network Security Issues

Now, to consider the cyber and network security issues of
moving the PSTN traffic onto an operator’s IP core network,
so that telephony is now mixed with all forms of data —
latency tolerant and latency intolerant — including video. So,
as Fig. 3 illustrates after closure of the PSTN the voice traffic,
which enjoyed the protection of the essentially separate PSTN
(walled garden of digital circuit switching, SS7 signaling, and
dedicated capacity), is thrown onto the common IP platform.
Given the headline in a major UK newspaper this September
which said: “BT identifying 2,000 signals a second (on their
IP core network) indicate cyber-attacks”! questions about the
wisdom of this move may need to be asked.

A further recent development for the mobile digital IP core is
the opening of the network resources to third-parties through
a set of APIs. The GSMA launched the Open Gateway initia-
tive at the Mobile World Conference (MWC) 2023. This has
the support of 21 global network operators and was the major
theme of MWC 2024. Primarily specified for application de-

!Guardian newspaper, 13th September 2024
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Fig. 5. The all-IP network ecosystem showing integrated fixed-mobile core with network API access.

Tab. 1. Summary of the progress towards PSTN closure in a range of countries.

Country PSTN switch-off status Notes
France Target of 2030 for all operators in France Closely follow%ng the copper network
withdrawals
Germany Substantially completed by 2019 Hampered by bus1rizzsd;ustomers not being
Ttal Gradual switch-off following fiber coverage
y towards 2030
The Netherlands Recently completed
Norway Completed by 2022
About 60% completed, linked to copper withdrawal
Portugal
program
Spain Telefonica substantially completed by 2024
PSTN switch off completed by 2010, now 90% of
Sweden
copper network closed
Both BT and VirginMediaO2 are aiming to Target of 2025 hampered by alarm systems
UK .
substantially complete by 2027 and customer apparatus problems
Australia Aims to be substantially closed by 2025, in line with
move to National Broadband Network (NBN)
Japan Completed 2023
New Zealand Aiming for 2030
Singapore Completed in 2020
USA No national target date. Operators following their own
plan, usually following fiber rollout
velopers, once an application is initiated customers will, in and transport functions being virtualized and transferred to
a controlled way, have access to information about other cus- the cloud, as illustrated in Fig. 5.

tomers location, ID verification, etc.). A wide range of feature
and services will be covered by the suite of specified APIs.

Finally, the general direction of network development is

7. Author’s Conclusions

towards a single IP core within a country to support both The aim of this article is to pose some questions and potential
fixed and mobile access networks, with many of the control concerns about the effect of closing the PSTN and transferring
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fixed-line telephony traffic to the emerging common IP core.
I hope that these points will get taken into consideration in
future cyber security work.
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Abstract — The integration of machine learning in biomedical
engineering applications is crucial to ensure user data security
and privacy. This work explores anonymization and differential
privacy (DP) frameworks to reduce the risk of biometric iden-
tification. The DP method is used to train models in biosignal
data without compromising the diagnostic results. The proposed
approach for privacy-preserving arrhythmia detection uses a
machine learning diagnostic system that reduces discrepancies
between prepossessed and raw data, maintaining a correct level
of diagnostic precision while improving privacy. The applica-
tion is evaluated using a control model to analyze the accuracy
difference when using privacy-preserving input data.

Keywords — arrhythmia detection, differential privacy, ECG data,
privacy enhancing technologies

1. Introduction

Automated diagnostic systems allow reducing the load on
health facilities and contribute to improving the quality of
medical care at home. Such systems require tracking of sev-
eral biosignals to monitor the health status of patients. It
is important to consider privacy-enhanced methods in the
diagnostic system, given that these signals, like electroen-
cephalogram (EEG) and or electrocardiogram (ECG) can
reveal the identities of patients using biometric identification
methods.

An ideal feature of an automated diagnostic system is the
ability to ensure privacy by design [1], [2], where privacy
should be built into the technology that supports the system.
Important elements to consider during the design phase are the
minimization of the user data, the controllability of personal
data, the transparency about the system operation, the control
on which authorized entities can have data access, and the
secure segregation of the data.

1.1. Privacy-enhancing Technologies

For practical engineering implementations, several privacy-
enhancing technologies (PET) are available in the literature.
Paper [3], specified three general categories: algorithmic
PETs, where a formal definition of the algorithms allow to
specify strict privacy requirements, architectural PETs, where
privacy is enhanced by the design of the underlying distributed
computation system, and augmentation PETs, where improve-
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Tab. 1. Categories of privacy-enhancing technologies (PETs).

Algorithmic Architectural Augmentation
PETs PETs PETs
Differential Federated Synthetic
privacy [4] learning [5] data [6]
Zero-knowledge Multi-party Digital

proofs [7] computation [8] twinning [9]

Homomophic
encryption [10]

ment of the user privacy by the incorporation of generative
models of synthetic data and digital twinning is explored.
These categories, and relevant examples are presented in
Tab. 1. For algorithmic PETs, the most important examples
are differential privacy (DP), zero-knowledge proofs, and
homomorphic encryption.

If an external observer cannot verify that the information of
a particular user was involved in the computation, then the
algorithm is differentially-private. A similar concept con-
cerns zero-knowledge proofs, where two parties, the verifier
and the prover interact to acknowledge the possession of in-
formation. The prover goal is to acknowledge information
possession without disclosing it. Another type of algorithmic
PET is homomorphic encryption, it considers the ability of a
cryptosystem to perform computations in encrypted data. Up-
on decryption, it yields an output that is exactly the same as if
the operations had been carried out on the unencrypted data.

For architectural PETs, federated learning consist on a dis-
tributed strategy, where machine learning models are trained
locally, and only the parameters of the models are communi-
cated between the federated peers. Multi party-computation
refers to the use of private data in protected computation
tasks. All the parties can have access the computed results,
but the computation will not reveal the individual data to the
peers.

The last type of PETs, refers to augmentation. Synthetic data
is data that was created to support and test algorithms and
mathematical models, it is specially important in data science
and machine learning tasks. A specific type of augmentation is
the digital twinning, where a virtual counterpart of a physical
system is created to study the real system and to predict its

This work is licensed under a Creative Commons Attribution 4.0 International (CC BY 4.0) License.
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Fig. 1. Biometric identification and re-identification using ECG signals.

response given artificial stimuli. For example, digital twins
can be customized to study the evolution of a medical therapy
and to predict future results. Anonymized twins can be used
by third party healthcare contractors in order to understand
the problem under study and to propose privacy-preserving
systems to the healthcare facilities.

This work focuses on algorithmic PETs, by the use of DP
methods in automated detection of arrhythmia.

1.2. Biometric Identification

There are two phases to the process of biometric identifica-
tion, namely the enrollment and the verification phases. The
enrollment phase is the process of registering a source of bio-
metric data jointly with its associated identification index,
with the possibility of including other diverse biometric data,
e.g. fingerprints and face image. The data stored are general-
ly processed to obtain a set of features that are characteristic
to one person, the biometric template data. The verification
phase consists of matching the template data into new data.
This phase can be challenging, because biometric data can
vary from measurement to measurement.

Biometric identification and authentication using ECG [11]-
[13] can be achieved directly or in conjunction with other
sources of biometric data. It is interesting because it can
be used as a continuous authentication method in critical
systems, for example in continuous driver authentication for
cash transport, public transportation, military, and car rental
and sharing services [14].

The working principle of biometric identification of ECG in
a diagnostic system can be seen in the Fig. 1. The enrollment
phase consist on the preprocessing of the Known ECG signal,
i.e. creating a pair (ECG signal, user ID). In order to compare
the ECG signal with another Unknown ECG signal it is
required to extract features of the signal. These features will
be stored as a template in the system database. A privacy-
preserving approach for registering the ECG features in the
database will enhance the security diagnostic service. For
example, only enrolled users will be able to be classified by
the arrhythmia detection service. In this work, we focus in
implementing a differentially-private classification model for
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ECG diagnostic, guarantying that no database sample can
significantly affect the outcome of the classification.

1.3. Medical Background of Arrhythmia

Arrhythmia is a medical condition characterized by an irreg-
ular heartbeat, also classified as tachycardia or bradycardia
if the heart beats too fast or too slow, respectively. Alterna-
tively, the irregularity can display no pattern; in such cases it
is called fibrillation. Factors of increased risk of arrhythmia
include cardiovascular disease, heart surgery, and cardiomy-
opathy that implies changes in heart structure. Other causes
not related to the heart are electrolyte imbalances, medica-
tions, and certain stimulants. Personal lifestyle also plays a
role in the incidence rate of heart irregularities. High levels of
stress, smoking, and physical exertion are the most common.
Generally, arrhythmias manifest only as palpitations, light
dizziness, and shortness of breath. However, in more severe
cases it can lead to fainting and may even be life-threatening.
The diagnosis procedure involves the use of an ECG, usually
taken over a period of 24-48 h, with the help of a Holter
monitor.

Several arrhythmia detection methods [15]—[17], can be found
in the literature, where the Physionet computing in cardiology
challenge and its ECG dataset is an important benchmark for
machine learning methods [18]. More advanced data sets are
also available, for example, the 12 leads ECG data set [19].

5000
4000
3000
2000
1000
0 IIIII N

Normal Other AF Noisy
Class

Count

Fig. 2. Distribution of target classes in the dataset.
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Therefore, there are a growing collection of automated meth-
ods of arrhythmia detection and classification [20] that can
benefit greatly with the incorporation of PETs.

2. Materials and Methods

2.1. Data Sourcing and Labeling

The study from [21] proposes feature-based classifiers and
convolutional neural network (CNN) models for arrhythmia
classification using the first minute of each ECG sample.
In this work, we use a similar approach considering a CNN
model, but we generate 2D images of the ECG samples using
recurrence plots [22]. Another important difference is that
we restrict the length of input data for the CNN classifier to a
very short time period of around 2.3 s. To train and to test the
model, we use random sampling to consider any period of
2.3 s in the full length timeseries. Our model is designed for
real time detection using the buffer of 2.3 s.

The data was provided by AliveCor for the purposes of the
aforementioned challenge [18]. The total number of ECG
recordings exceeded 12 000. Each of them was taken using
single-channel ECG devices of one of three generations. The
electrodes, mostly, were placed in each hand of a patient,
resulting in lead I (LA-RA) ECG. Many of the data series
were inverted, creating (RA-LA) series. The signal recordings
average at around 30 s. The equipment then transmitted the
data to a portable device over radio waves using 19 kHz carrier
frequency and a modulation index of 200 Hz/mV. The data
was digitized in 16-bit files with a sample frequency of 300
Hz.

The experts have divided the data into 4 classes: 0 — normal
rhythm, 1 — atrial fibrillation (AF) rhythm, 2 — other (abnor-
mal) rhythm, and 3 — noisy recording. The distribution of the
classes can be seen in the Fig. 2.

2.2. System Description

In Fig. 3 the diagram of the proposed approach to preserving
the privacy of the arrhythmia detection system is presented.
This research examines a machine learning diagnostic system
in which raw ECG biosignals = undergo client-side pre-
processing to become a filtered signal u. Subsequently, this
signal is utilized by the diagnostic system g at the diagnostic
center. The goal of this system is to reduce the discrepancy
between the results of the preprocessed g and a raw data
classifier f, f(z) ~ g(u), thus maintaining high diagnostic
precision while improving privacy. The application is tested
with the control model f that is not privacy preserving, to
compare the accuracy level of the arrhythmia detection.

The use of recurrence plots and phase space analyses have
seen use in some classification approaches [23], [24].

Out of the input data 700-samples-long snippets (2.3 s) were
randomly cropped and later transformed into image data using
the RecurrencePlot function from the pyts library [25].
The threshold and percentage values were set to “point” and
20 respectively. These parameters are used for binarization
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of the recurrence plot, that consist in a 700x700 pixel image
with a single color channel. The images were resized using
bilinear. interpolation to 350x350 pixels.

This data was then shuffled and passed to the CNN model
consisting in three 2D-convolution layers for acquiring image
features and three dense layers acting as the output classifier.
The total number of trainable parameters of the CNN model
is 9539 669.

In this application we aggregate the target classes into two:
0 — normal rhythm and 1 — atrial fibrillation (AF) rhythm
or other (abnormal) rhythm. Noisy recordings are excluded
from the dataset given that, this is a problem that needs to be
addressed early, during signal acquisition [26], [27].

The privacy levels are controlled by the parameters for € > 0
and 6 € [0,1).

The classifier g, that takes an input « and returns the output
y, is (g, §)-differentially-private for two similar datasets U,
and Uy, U, N U, # () if the following relation is established:

P (g(uo € U)) < exp(e) P (glu € Un) +3. (1)

Smaller choices of the parameter € make the model more
private, controlling the level of noise. The parameter J refers
to the probability of a data breach. It is pertinent to set € and
0 to achieve a trade-off between privacy and classification
performance.

3. Results

In order to compare a privacy-unaware classification model
of arrythmias with a differentially private model, we trained
a baseline model and a differentially-private model. Both
models share the same CNN architecture. The DP training of
the models was performed using the Opacus library [28]. The
models were developed using the PyTorch library for deep
learning in a GPU NVIDIA GeForce RTX 4080.

3.1. Baseline CNN Classification

The initial output of the CNN classification model, construct-
ed to explore the performance of DP models, can be seen in
the Fig. 4.

One important application of online detection and diagnostic
systems is to trigger alarms or alert the corresponding medical
services in case of an improper heart rhythm. Consequent-
ly, the most important factor to minimize is the number of
false negatives in the classification. We use the false omission

Tab. 2. Model metrics.

Metric Initial model Final model
FOR 0.3982 0.1274
Accuracy 0.7846 0.8846
Precision 0.8608 0.9029
Sensitivity 0.6018 0.8230
Specificity 0.9252 0.9328
F1 score 0.7083 0.8611
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Fig. 3. System diagram considering raw and privacy-enhanced arrhytmia detection. In the left side is presented the proposed privacy enhanced
arrhytmia diagnostic system. A compromised, raw ECG arrhytmia diagnostic system is depicted in the right side.
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Fig. 4. Confusion matrix of the baseline model.

rate (FOR), to measure the proportion of incorrect negative
clasifications, false negatives (FN) with respect to the overall

negative class:
FN

~ TN+FN’
The selected metrics for comparison of the baseline model in
the initial and final versions are presented in Tab. 2.

The metrics presented in Tab. 2 show some notable improve-
ments after optimization, including a reduction in the false
omission rate (from 0.3982 to 0.1274), an increase in sen-
sitivity (from 0.6018 to 0.8230), and an improved F1 score
(from 0.7083 to 0.8611). These improvements suggest that
the optimization efforts have enhanced the classifier’s abili-
ty to detect cardiac arrhythmias, particularly in minimizing
missed detections. Said parameter is of main concern as it
can be feasibly presumed that the potential user will already
have a history of prior medical issues with heart rhythm. That
is, a possible false alarm will not be as damaging as a missed
anomaly, given that the user will have a way of turning it off.

FOR 2
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The remaining parameters also saw an increase, i.e. preci-
sion (from 0.8608 to 0.9029) and specificity (from 0.9252
to 0.9328), which points to the overall improvement of the
model.

The final accuracy of 88.46% is a considerable improvement
over the initial 78.46%. The model was designed to process
short ECG signals as inputs (about 2.3 s), which makes
it particularly useful in real-world scenarios where rapid
detection is critical. Furthermore, the model is currently in
its preliminary stages of development, and future iterations
are planned to incorporate greater code complexity, which is
expected to further improve performance across all metrics.

3.2. DP Implementation in the CNN

To compare the selection of privacy hyper-parameters with

respect to the performance in retraining, firstly a DP version of

CNN classifier studied in the previous subsection was trained

from scratch with weak privacy parameters until achieving

a classification accuracy of 75%. Said threshold was pre-

selected for testing the capabilities of DP implementation

in ECG classification. It can be potentially improved with
training-time optimization techniques.

Secondly, the classifier was loaded and retrained with different

choices of the privacy hyper-parameters:

e Maximum gradient norm G — corresponds to the maxi-
mum achievable norm for each gradient sample. Greater
gradients will be clipped to the value of this parameter.
With higher values of the maximum gradient norm higher
levels of privacy are achieved.

e Privacy budget P. — cumulative value of the € parameter
over all epochs during training. With smaller ¢ values,
higher levels of privacy are achieved.

e ¢ — the likelihood of a data breach.

For all the experiments,  was fixed in 1.1, the values of P.

include 12, 48, 84, and 120. The results are presented in Tab.

3 according to maximum gradient norm. Training stage con-

JOURNAL OF TELECOMMUNICATIONS FlTC E /2025
AND INFORMATION TECHNOLOGY



Privacy-preserving Framework for Automated Detection of Arrhythmia in ECG Data

sisted of 20 epochs. The preliminary DP implementation was
able to achieve 75% accuracy. Taking that into consideration,
it can be observed that higher levels of GG values substantially
affected the model performance.

4. Conclusions and Further Work

In this work, a privacy-preserving framework for the detection
of arrhytmia is presented. The framework considers a privacy
enhanced ECG acquisition on the patient’s side, useful for
remote diagnostic in homecare, and a privacy enhanced
diagnostic server that provides the automated diagnostic
service.

The ongoing work considers a validation of the results with
standard ECG biosignal databases. It is important to evaluate
the performance penalty of implementing DP, or other PETs
in standard deep learning models. One of the objectives of
this work is to promote the application of privacy-enhancing
technologies in the early stages of automated diagnostic
systems, revisiting well proven classification methods and
incorporating privacy-enhancing hyper-parameters during
design and learning phases.

Further work will consider the design of automated diagnostic
systems with the joint goal of security and privacy. In addition,
the use of a large set of sensors (e.g. temperature, pulse
oximetry, EEG, and EMG) and different target diseases for
detection can be explored as an extension of the proposed
approach.

Tab. 3. Performance after DP retraining.

6 | 2| e | e | ow | e
1.10 120 1.03 73.35 1.01 72.99
1.10 84 1.03 73.37 1.00 73.00
1.10 48 1.04 73.23 1.01 73.19
1.10 12 1.06 72.89 1.02 72.45
4.07 120 0.91 50.70 0.70 49.57
4.07 84 0.97 50.33 0.70 49.51
4.07 48 0.83 50.02 0.70 49.56
4.07 12 4.45 50.55 1.06 51.30
7.03 120 2.25 50.31 0.79 51.18
7.03 84 4.99 50.74 3.76 51.52
7.03 48 21.45 50.35 16.60 51.03
7.03 12 65.63 50.62 188.09 | 50.65
10.00 | 120 21.18 50.24 3.48 50.40
10.00| 84 45.87 50.80 0.98 50.58
10.00| 48 7.30 50.29 1.02 51.54
10.00| 12 168.60 | 50.35 50.34 50.05
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Abstract — The domain generation algorithm (DGA) is a popu-
lar technique used by malware to reliably establish a connection
to a command and control (C&C) server. Pseudo-random do-
main names generated by DGA are used to bypass security
measures and allow attackers to maintain control over malware-
infected devices. In this work, we present a two-pronged ap-
proach to detecting character-based and word-based DGA do-
main names, creating classifiers specifically tailored to each type.
For character-based DGA detection, we employed seven tra-
ditional machine learning methods: support vector machine,
extremely randomized trees, logistic regression, Gaussian naive
Bayes, nearest centroid, random forests, and k-nearest neigh-
bors. We applied a featureful approach, using features extracted
from the domain names themselves. Some of these features were
drawn from existing literature, while others were newly proposed
by authors. Feature selection techniques were used to retain only
the best-performing ones. For the more complex task of detect-
ing word-based DGA domain names, we used CNN and LSTM
models, relying solely on word embeddings derived from the
domain name components. Performance evaluation shows that
proposed method gives high-performing, specialized DGA clas-
sifiers, which can be combined to create a more general-purpose
classifier.

Keywords — character-based DGA, cybersecurity, DGA detection,
DNS, machine learning-based DGA detection, malware, word-
based DGA

1. Introduction

The domain name system (DNS) is a critical part of Internet
infrastructure, translating human-readable domain names into
machine-readable IP addresses. As the Internet evolves, secur-
ing the DNS against emerging threats becomes increasingly
challenging. One common threat is the abuse of DNS through
domain generation algorithms (DGAs), which malware uses
to bypass security measures.

Devices infected by the malware, such as botnets or ran-
somware, need a reliable way to establish a connection with
the command and control server (C&C) [1]-[3]. C&C plays
a key role in operating malware-infected devices, allowing
attackers to control victim machines and extract from them
sensitive and valuable data [1]. Infected devices need a way to
get the address of their C&C servers. Hard-coding the IP ad-
dresses or the domain names of these in the malware source
code, is not a good solution, since once those are found by
some security intelligence, blacklists can be created to shut
down the operation of the malware [4], [5]. Instead, some
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technique must be used by malware creators in order to easi-
ly relocate the C&C server to a different location in case of
take-down of the working C&C server [3].

DGA is a popular technique used to establish a communication
channel between infected devices and C&C servers [5]. For
instance, many of the top 10 most popular financial malware
families in the year 2023 were employed with some variant
of DGA [6]. DGA is basically a piece of code that generates a
large number of pseudo-random domain names that infected
devices try to resolve to the address of the C&C server. In order
to generate different sets of domains every time period, DGA
typically uses some kind of seed in the form of a numerical
hard-coded value or some time-dependent number [7], [8].
The key idea behind DGA is that malware operators having
the same DGA algorithm and seed can register some of the
generated domains and allow infected machines to connect
with C&C server [8].

The process of using DGA is illustrated in Fig. 1, where the
hacker or person who is put in charge of the infected devices
uses the DGA algorithm implemented in the malware along
with the particular seed to generate a set of domain names
from which he selects one to register in the global DNS. In
this case, the domain name is knosszts.ru. The hacker knows
that in the future the infected device will use the same seed
and thus generate the same set of domain names. The device
will try to resolve all of them until one of them is correctly
resolved and points to the C&C server.

This paper provides new insights into the detection of DGA
domain names. Specifically, we introduce four new features
that enhance the detection of character-based DGAs. Feature
selection techniques revealed that some features used in
previous works may be unnecessary and can be omitted
without impacting performance. Additionally, our approach
of using word embeddings for detecting word-based DGAs
has shown very promising results. The strong performance of
these DGA-focused classifiers suggests that they could serve
as a solid foundation for future research and improvements in
this area.

This paper is organized as follows. Section 2 introduces
readers to the different types of DGAs and presents the
approaches used to detect the domains generated by these
algorithms. This section will additionally provide an overview
of the related papers in the field and present the state-of-the-
art solutions that were used for comparison with the results
of our work. Section 3 provides a brief introduction to the
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Fig. 1. Malware-infected device using DGA to generate domain names and contact C&C server.

machine learning methods that were used to create the DGA
classifiers. Sections 4 and 5 provide a detailed description of
the created models for character-based and word-based DGA
detection, respectively. The evaluation results of the obtained
DGA classifiers can be found in Section 6. The conclusions
are presented in Section 7.

2. Related Works

This section provides a comprehensive analysis of domain
generation algorithms. It offers insights into the intricacies
of DGAs, their mechanisms, and the challenges of detecting
them. Following subsections offers an overview of existing
research in DGA detection along with the various approaches
used in the field and briefly describes other works that were
used for comparison with proposed models. A full comparison
of the evaluation metrics can be found in Tab. 6.

2.1. Overview of DGA Types

We can distinguish three main categories of DGAs: character-
based DGAs, word-based DGAs (sometimes called dictionary
DGASs), and mixed DGAs, which combine elements of the first
two types [8], [9]. Though another classification scheme, as
outlined in [10], identifies four types: arithmetic-based DGAs,
hash-based DGAs, wordlist-based DGAs, and permutation-
based DGAs, we will adhere to the former classification. This
is because it groups domain names based on how they appear
to a human observer, which aligns better with the focus of
our study.

The character-based DGA domains are constructed, by con-
catenating random characters into strings and then adding
top level domain (TLD) to form the domain name. Conficker,
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Necurs, or Cryptolocker are examples of malware that use
this type of DGA. Some character-based DGAs are slightly
more sophisticated, and in the process of creating the do-
main names, they distinguish between vowels and consonants
to make generated domains more pronounceable. Examples
of malware that uses this type of DGA are Pitou and Sym-
mi. Word-based DGA are more dangerous in the sense they
are more difficult to detect even by humans since they use
a pre-defined list of words in the process of generating the
domain names.

Word-based DGA can distinguish between different parts of
speech such as adjectives, nouns, or verbs in order to create
even more benign-looking domains. Examples of malware
using word-based DGA are Matsnu, Rovnix, or Suppobox.

The last category is mixed DGA which is a combination of the
two previous categories. Domains generated by mixed DGA
have one part of the domain name generated by character-
based DGA and another part is some combination of words.
An example of malware that uses this category is Banjori.
Table 1 contains examples of domains generated by different
DGA-based malware families.

2.2. DGA Detection Approaches

The methods of detecting DGA domains can be divided into
2 categories: inline and retrospective [8], [11], [12]. In the
retrospective method, collected DNS traffic can be analyzed
in order to find DGA domains. This approach is a typical
example of the intrusion detection system (IDS), since it
works on past DNS data and cannot be used to stop malware
from its operation. The latter inline approach can detect DGA
domains as soon as the DNS query is made.
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Tab. 1. Samples of different DGA domain names (C — character-
based DGA, W — word-based DGA, M — mixed DGA).

Malware DGA .
. Sample domain name
family type
Banjori w uotvestnessbiophysicalohax.com
Cryptolocker C xpbfsnbuabrne.co.uk
Pitou C xoaomasat.us
Matsnu w mirrorhusbandboxconflict.com
Suppobox w weatheranother.net

The methods of detecting DGA domains can be further
divided based on the information they need to classi-
fy the domain as DGA or non-DGA. The simplest ap-
proach is to use the information contained in the domain
name string itself. While this method can effectively cre-
ate a DGA classifier for character-based domains, such as
“x1df6£33299a10f9c7fdc5d176cd405ed7.s0” generated by
Dyre malware, word-based DGA domains, like “emilsmu-
sic.com” generated by Emotet, may often appear more benign
and less indicative of artificial origin. Although they can still
be detected using their domain name, incorporating addi-
tional side information as parameters from DNS traffic (e.g.,
TTL, IP addresses) or information from the WHOIS database
can enhance classification accuracy [12], [13].

The state-of-the-art solutions for detecting DGA domain
names are based on machine learning methods to create DGA
classifiers. Machine learning-based classifiers can be created
in two ways. One way is the featureful approach in which
we create a set of features from a domain name or other
side information and use it to design the detection model.
Examples of works that follow this direction include: [4], [9],
[14], [15].

Another method used by [16]—-[18] is the featureless approach
in which we use some deep learning techniques like neural,
convolutional, or LSTM networks to create classifiers. In
this approach, the DGA classifier works on the information
directly contained in the domain name and no features need to
be constructed based on it. Some works like [8], [13] present
a combined approach in which the classifier is trained using
both featureless and featureful manner.

In detecting DGA domains, many works use n-gram anal-
ysis, e.g., [4], [14], [19]—[21]. N-grams are sequences of n
consecutive characters in a string. For example, we can ex-
tract the following list of 2-grams from the label “google”:
[“go”, “00”, “og”, “gl”, “le”’]. There are methods for detecting
DGA domains only by using statistics of n-gram distribution
like [21], which presents a model for detecting DGA domains
based on a reputation score calculated by segmenting the
domain names into n-grams and then calculating a weight
value for each resulting n-gram based on the occurrence of
the corresponding n-gram in non-DGA domains.

2.3. Works Used for Comparison with Proposed Models

Many DGA detection proposals focus on proposing a uni-
versal classifier capable of detecting both character-based
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and word-based DGA domains. However, as highlighted in
the findings of [4], some such models only work well in de-
tecting only a specific type of DGA. We reviewed several
state-of-the-art models in the literature that are either strict-
ly designed to detect one type of DGA or have been trained
using only one type of DGA.

The performance metrics of these models, as reported in
the cited papers, should not be directly compared with our
models since they were evaluated using different datasets,
consisting of varying benign DNS traffic and distinct sets
of DGAs. However, we include these in Tab. 4 to provide
a broader perspective on the landscape of DGA detection
models. Table 4 also shows some other general approaches to
detecting DGA domains for a more comprehensive overview.
Below is a brief description of these state-of-the-art solutions.

Paper [19] proposed several DGA detection models, the
best of which was the random forest classifier achieving an
accuracy of 90.80%. The authors used a dataset of 30 000
benign domains and 30 000 character-based DGA domains
that are used by four malware families: Cryptolocker, Goz,
Newgoz, and Conficker, which are all character-based DGAs.
Of the character-based DGA detection models we proposed,
only two (Gaussian naive Bayes and nearest centroid) proved
inferior. The same algorithm used in this work achieves an
accuracy of 97.03% while maintaining a lower false positive
rate (FPR).

The authors of [14] proposed a random forest classifier that
uses 24 classification features extracted from each domain
name. The model was trained on a dataset of 200000 and
tested on a set of 53 200 DGA domains of 39 different malware
families. The model achieved a good result with 97.03%
accuracy but performed poorly in detecting word-based DGA
domains. In addition, the classifier was unable to correctly
classify any Banjori botnet domains that implement mixed
DGA. In our case, the random forest model with an extended
set of 25 features designed to detect character-based DGA
was able to detect 98.88% of Banjori DGA domains.
Article [21] did not use machine learning techniques to build
a DGA classifier, but instead n-gram analysis of the domain
names was proposed. It used 8 000 benign and 2265 DGA
domains belonging to various unspecified DGAs to evaluate
the model.

The authors of [22] used only character-based and mixed
DGA-generated domains, so it can be directly compared
with the seven DGA classifiers proposed in our work. The
proposed model is based on the LSTM network and uses a
rather large dataset with a total of 1675404 domains, 10% of
which serves as a test dataset. The authors of the referenced
study reported only precision (PPV), true positive rate (TPR),
F1-score, and accuracy in their results. Three of our seven
character-based DGA domain detection models (KNN, RF,
and ET) outperform it, although KNN achieves a slightly
lower TPR (94.98% vs. 95.14%).

The paper [23] focused on the detection of word-based DGA
domains therefore can be directly compared to the CNN and
LSTM models we presented. Domains produced by DGA
Matsnu and Suppobox were used in the evaluation of the
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proposed models. The best classifier turned out to be random
forest, which is outperformed by our two proposed models
for word-based DGA detection in terms of ACC value.
Several classifiers for detecting word-based DGA domains
was proposed in [9]. The best obtained classifier was the J-48
decision tree and it proved to be slightly better than our LSTM
network model, but the CNN network model outperforms it
in all available evaluation metrics.

In [15] DGA detection models based on Kullback-Leibler
divergence and Jaccard index-based metrics are presented.
The best multilayer perceptron (MLP) classifier was tested
using 25 different DGAs, including character-based DGAs
and word-based DGAs.

In [18] an LSTM model is proposed using both character-
based and word-based DGA domain names in the dataset, but
with a much smaller share of the latter.

The authors of [24] present a neural network model using
BiLSTM and CNN layers with an attention mechanism (ATT-
CNN-BiLSTM). The dataset contains 24 different DGA do-
main names, both character-based and word-based.

Article [17] proposed another approach to detect only the
domain names generated by word-based DGAs. The authors
present an ensemble learning-based model using both LSTM
and CNN networks. The dataset consisted of domain names
generated by Suppobox, Gozi, and Matsnu malware. Similar to
the paper [9], our proposed LSTM solution is slightly inferior
to this ensemble model, but the CNN model outperforms it.
[25] presented a deep neural network (DNN) model for
creating a DGA classifier based on features extracted from
the domain names and DNS traffic. The paper used 5 different
character-based DGAs in the dataset, allowing us to compare
the performance of the proposed DNN classifier with our
models for the detection of character-based DGA domain
names. The DNN model performed slightly better in terms
of ACC than the best model proposed in our work, which is
the random forest classifier. However, it should be noted that
the dataset used in our work to train and evaluate the models
contains DGA domains used by 56 malware families.

The paper [11] proposed two DGA classifiers based on LSTM
networks: binary classifiers, such as those presented in our
work, and multi-class classifiers that allow a domain to be
assigned to the specific DGA that generated it. The dataset
included both word-based and character-based DGA domains.

3. Insights into the Machine Learning
Models Used

This section provides a concise but informative overview of
the machine learning algorithms used to detect DGA domains.
Adapting our approach to the nuances of character-based and
word-based DGA domains, we use classical methods such
as logistic regression, Gaussian naive Bayes, support vec-
tor machine, random forest, extremely randomized trees,
k-nearest neighbors, and nearest centroid for character-based
DGA domains detection. In addition, long short-term mem-
ory (LSTM) and convolutional neural network (CNN) are
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specifically used for the complex task of word-based DGA
detection.

3.1. Logistic Regression

Logistic regression is a type of regression algorithm tailored
to be used in classification tasks. This algorithm can be used to
compute the probability that an instance represented by the set
of features belongs to a particular class. In the training process,
we aim to optimize values of vector €, which is a vector of
weights plus the bias term, so that training instances that
represent DGA domains are assigned class 1, and instances
representing benign domains are assigned class 0. During the
training, regularization terms like 11 or 12 can be employed,
to prevent the model from overfitting [26].

3.2. Gaussian Naive Bayes

Gaussian naive Bayes is another example of a supervised ma-
chine learning algorithm that can be used for DGA detection
and it is based on the Bayes theorem [27]. It is a model that
predicts a class of instances based on conditional probabili-
ties. During the training phase, the model builds probability
distributions of values of features from training instances for
two classes of domains (DGA and non-DGA). The likelihood
of the features is assumed to be Gaussian [28]. After training,
the model assigns a new instance x to either class calculating
posterior probabilities that  belongs to DGA and non-DGA
domains. The term “naive” comes from the fact that the mod-
el assumes feature-wise conditional independence given the
class variable [28].

3.3. Support Vector Machine

Support vector machine (SVM) is an approach used for clas-
sification tasks and is frequently regarded as one of the best
classifiers that do not require extensive customization [29].
SVM aims to construct a hyperplane of dimension n — 1 giv-
en that, each instance in our dataset has n features in order to
separate instances belonging to different classes. The clas-
sification decision is made by looking at which side of the
hyperplane the instance lies.

The SVM classifier is sometimes called a soft margin classifier
because the hyperplane it constructs has margins - that is
perpendicular distance from some of the training observations
[29]. The term “‘soft” comes from the fact the separating
hyperplane may not perfectly separate two classes i.e., some
training instances can be on the wrong side of the margin,
but the obtained separation can generalize better on new
instances. In some cases, the data points of two classes may
even not be separable. With SVM, a kernel function can
be applied to transform feature space. For instance, with a
polynomial kernel, we can transform feature space into a
higher dimension, where the separation of classes can be
done more easily [26].

3.4. Random Forest

Random forest is an example of an ensemble learning algo-
rithm that combines predictions of multiple decision trees.
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Decision tree on the other hand is a very simple yet very pow-
erful algorithm that can be used for classification tasks [26].
To train the decision tree in Scikit-learn the classification and
regression tree (CART) algorithm is used.

The training process of the decision tree begins by splitting
the training dataset into two subsets using a single feature
fn» and some threshold ¢ . The algorithm selects the pair
(fn,ty,,), that produces the lowest value of the cost function,
which reflects the impurity of the resulting subsets. After
the first split, the two nodes representing the two subsets of
the training dataset are obtained. The splitting operation is
then performed on these nodes and on the resulting nodes
recursively.

The process stops if the split minimizing the cost function
cannot be found or based on some criteria like the maximum
depth of the tree or maximum number of leaves.

The random forest algorithm trains multiple instances of
decision trees, introducing some randomness into the process
of creating individual trees. The goal of this randomness is to
obtain decision trees that produce as independent decisions as
possible. One approach to introduce this randomness is to use
different training datasets for each classifier or use random
feature subset for splitting decisions. The predictions of each
decision tree classifier are combined to give the final results.
Such an approach often results in better accuracy than the
best classifier in the ensemble [26].

3.5. Extremely Randomized Trees

Extremely randomized trees or extra trees are another ex-
ample of the ensemble learning algorithm. This algorithm is
basically a random forest algorithm that introduces more ran-
domness into the process of building individual trees by using
random thresholds for each feature rather, than searching for
the threshold that best minimizes the cost function [26].

3.6. K-Nearest Neighbors

Classification using the k-nearest neighbors algorithm is a type
of instance-based learning. This model stores the training
instances of the training data and performs classification
on new instances based on a majority vote of the k-nearest
neighbors of training instances. An instance is assigned a
class, that is a majority among k-nearest neighbors [28].

3.7. Nearest Centroid

The nearest centroid classifier is a very simple algorithm,
which assigns each class a mean (centroid) of their instances.
The class of the new instance is assigned based on the centroid
of which class is closer to the new observation [28].

3.8. Convolutional Neural Networks

In the last few years convolutional neural networks (CNN5s)
have managed to achieve very good performance on some
complex visual tasks, such as image classification [26].
Though CNNs originated from the exploration of the vi-
sual cortex of the brain, they can be deployed in other tasks,
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such as voice recognition or natural language processing
(NLP) [26], [30].

CNNs use convolutional layers which consist of a set of filters
also called kernels. The kernel can be treated as a matrix
that is used in convolution operation with portions of the
input sequence such as pixels of the image or an array of
characters. The objective of this process is to extract patterns
that are important for predictions. For example in the image
processing task, the convolutional layer can extract some
high-level features such as edges [31]. The values in the
matrix representing the kernel, are learned during the training
process.

3.9. Long Short-Term Memory Networks

Long short-term memory networks are a special type of re-
current neural networks (RNN) capable of learning long-term
dependencies [32]. Traditional RNNs suffer from the problem
of a vanishing and exploding gradient during backpropaga-
tion when dealing with more contextual data [32]—[34]. Long
short-term memory networks, or simply LSTMs, use sepa-
rate paths for long-term and short-term memory to avoid the
vanishing and exploding gradient problem [33].

A single LSTM network module consists of three different
gates that control the flow of information: forget gate, input
gate, and output gate. LSTM networks are structured as chains
of repeating modules. The output path from one module serves
as the input for the corresponding path for the next module.

4. Proposed Models for Detecting
Character-based DGA Domains

This section focuses on the use of classical machine learning
methods for character-based DGA domains detection. We
begin with a description of the dataset used. This is followed
by a description of the process of constructing and selecting
features to train the models. We conclude by describing the
training process. The models were built using the Scikit-learn
Python library.

4.1. Dataset

The dataset used consists of training and test subsets. Both
contain non-DGA and DGA domains in a 1:1 ratio. A to-
tal of 450000 benign domains (400000 used for training
and 50 000 for model evaluation) were derived from the top
one million domain names ranked by Majestic [35]. As for
the DGA domains, samples from 56 malware families were
used. The DGA domains were obtained by executing reverse-
engineered DGA code snippets available online or using
predefined domain lists.

Table 2 shows the DGA datasets used to train and test the
models. The source column serves as a reference as to where
the domain names came from.
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Tab. 2. Character-based and mixed DGA domains comprising the training and test dataset (C — character-based DGA, M — mixed DGA).

Malware family Size d(;ft;zitning Siczizt(;;:te“ Type Source Malware family Size d(;ft;zitning Siéztzgétem Type Source
Orchard variant 3 9080 1135 C [36] Dyre 8860 1108 C [39]
Vawtrak variant 1 9058 1132 C [37] Enviserv 8854 1107 C [40]

Zeus Newgoz 9029 1129 C [36] Ranbyus variant 2 8850 1106 C [37]
Qsnatch variant 1 9013 1127 C [36] Shiotob 8847 1106 C [36]
Conficker 9007 1126 C [38] Chinad 8829 1104 C [40]
Padcrypt v2.2.97.0 8993 1124 C [36] Cryptolocker 8825 1103 C [38]
Ramdo 8989 1124 C [37] Murofet variant 3 8819 1102 C [37]
Dircrypt 8989 1124 C [36] Vidro 8818 1102 C [40]
Paderypt v2.2.86.1 8987 1124 C [36] Pitou 8812 1101 C [36]
Ramnit 8980 1122 C [36] Necurs 8772 1096 C [36]
Qsnatch variant 2 8979 1122 C [36] Sisron 8544 1068 C [36]
Tinba 8979 1122 C [37] Pykspa 8516 1065 C [37]

Kraken variant 2 8978 1122 C [36] Banjori 6812 851 M [36]
Fobber variant 2 8976 1122 C [37] Torpig 6157 770 C [41]
Murofet variant 2 8969 1121 C [37] Mydoom 5592 699 C [37]

Locky variant 3 8968 1121 C [37] Simda 5180 647 C [36]
Kraken variant 1 8961 1120 C [36] Zloader 3139 392 C [36]

Proslikefan 8954 1119 C [36] Tempedreve 2823 353 C [37]
Locky variant 2 8931 1117 C [37] Sharkbot v2.8 2582 323 C [36]
Symmi 8928 1116 C [37] Zeus 889 111 C [38]
Pushdo 8925 1116 C [37] Sharkbot v1.63 348 44 C [36]
Ranbyus variant 1 8922 1115 C [37] Sharkbot v0.0 317 40 C [36]
Nymaim variant 1 8916 1115 C [37] Sharkbot v2.1 317 40 C [36]
Qadars variant 3 8914 1114 C [36] Vawtrak variant 3 267 33 C [36]
Verblecon 8896 1112 C [37] Vawtrak variant 2 267 33 C [36]
Murofet variant 1 8881 1110 C [37] Ccleaner 149 19 C [40]
Fobber variant 1 8876 1109 C [37] Alueron Dnschanger 4 1 C [36]
Corebot 8867 1108 C [36] Total 400,000 50,000
Qakbot 8866 1108 C [37]

4.2. Features

In the process of constructing the features, the approach cho-
sen was to use the information contained in the domain name
itself. Before extracting the features from the domain, each
was stripped of its TLD, and the remaining labels were con-
verted to lowercase and combined into a single string without
dots. So, for example, the domain “gmail.google.com” would
be converted to the string “gmailgoogle”.

The approach of not including TLDs can be found in many
works, but as the paper [21] shows, the domain TLD also
contains information that can be useful for DGA detection.
Besides, some TLDs are often associated with malicious
activities [8]. Therefore, each TLD domain has been encoded
with a single number and included as such in the feature set.
Below is a list of the initial 35 proposed features. Features
1-22 and 29-30 were previously used in [4], [14], [19], while
feature 35 was proposed in [21]. Feature 28 is the domain
length and it was used in [8] and [42]. In addition, features
23-27, 31 and 33-34 were proposed in this work.

After applying feature elimination techniques, some of the
features were removed from the final set. Although it may
seem unnecessary to include them in the list below, since
they were eventually removed, we retain their mention to
provide readers with a complete description of the classifier
development process.
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Here is the list of features numbered as follows, along with a
brief description:

1) count_2gram(d): A number of 2-grams of the domain
name d, which are also found in the list of 500 most
frequent 2-grams found in the 10000 most popular non-
DGA domains.

2) m_2gram(d): The 2-gram frequency distribution of the do-
main name d. f(#) is the total number of occurrences of 2-
gram found in the 500 most common 2-grams found in the
10000 most popular non-DGA domain names. Index(z) is
the rank of 2-gram among all total possible 2-grams found
in the 10 000 most popular non-DGA domains. For ex-
ample, if 2-gram “a0” is the second most popular 2-gram
found in the 10 000 non-DGA domains it gets the rank of
2.

count_2gram/(d)

> f(i)-index(i) .

i=1

3) s_2gram(d): The 2-gram weight of the domain name d.
vt(4) is the rank of 2-gram among the 500 most common 2-
grams found in the 10 000 most popular non-DGA domain
names.

count_2gram(d)

> f@) - vt (i)

i=1
count_2gram(d)
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4) ma_2gram(d): The average 2-gram frequency distribution
of the domain name d. len_2gram(d) is the total number
of 2-grams in d.
m_2gram(d)
len_2gram(d)
5) sa_2gram(d): The average 2-gram weight distribution of
the domain name d.
s_2gram(d)
len_2gram(d) -

6) tan_2gram(d): The average number of popular 2-grams in
the domain name d.
count_2gram(d)
len_2gram(d)

7) taf_2gram(d): The average frequency of popular 2-grams
in the domain name d.

count_2gram(d)

f@)
i=1
count_2gram(d)

8) count_3gram(d): A number of 3-grams of the domain
name d, which are also found in the list of 500 most
frequent 3-grams found in the 10 000 most popular non-
DGA domains.

9) m_3gram(d): The 3-gram frequency distribution of the do-
main name d. f(2) is the total number of occurrences of 3-
gram found in the 500 most common 3-grams found in the
10 000 most popular non-DGA domain names. Index(z) is
the rank of 3-gram among all total possible 3-grams found
in the 10 000 most popular non-DGA domains. For exam-
ple, if 3-gram “a0-" is the second most popular 3-gram
found in 10 000 non-DGA domains it gets the rank of 2.

count_3gram(d)

> f(i)-index(i) .

=1

10) s_3gram(d): The 3-gram weight of the domain name d.
vt (1) is the rank of 3-gram among the 500 most common 3-
grams found in the 10 000 most popular non-DGA domain

names.
count_3gram(d)

X 6ot

count_3gram(d)

11) ma_3gram(d): The average of 3-gram frequency distri-
bution of the domain name d. len_3gram(d) is the total
number of 3-grams in d.

m_3gram(d)
len_3gram(d)

12) sa_3gram(d): The average of 3-gram weight distribution
of the domain name d.
s_3gram(d)
len_3gram(d) -

13) tan_3gram(d): The average number of popular 3-grams in
the domain name d.
count_3gram(d)
len_3gram(d)
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14) taf_3gram(d): The average frequency of popular 3-grams
in the domain name d.

count_3gram(d)

PORI0
count_3gram(d)

15) tanv(d): The distribution of vowels in the domain name d.
countv(d) is the number of vowels found in the domain d.
len(d) is a total number of characters in d.

countnv(d)
len(d)

16) tanco(d): The distribution of consonants in the domain
name d. countco(d) is the number of consonants found in

the domain d.
countco(d)

len(d)
17) tandi(d): The distribution of digits in the domain name d.
countdi(d) is the number of digits found in the domain d.

countdi(d)
len(d)

18) tansc(d): The distribution of special characters in the
domain name d. countsc(d) is the number of occurrences
of the “-” character in d.

countsc(d)
len(d)

19) tanhe(d): The distribution of hexadecimal characters in the
domain name d. counthe(d) is the number of hexadecimal
characters found in the domain d.

counthe(d)
len(d)

20) ent_char(d): Character entropy of the domain name d.
D(x) is the probability distribution of the character x in
the domain name d.

—Y  D(x) - log(D(x)) -

21) EOD(d): The expected value of the domain name d. n(x)
is the frequency of occurrence of character z in the do-
main name d, and p(z) is the probability distribution of
character x calculated based on the 10000 most popular
benign domains.

22) is_first_char_digit(d): 1 if the first character of the domain

d is a digit, else 0.

23) veds_entropy(d): Only four categories of characters are
considered in this entropy: digits, special character “-”,
consonants, and vowels. K (k) is the probability distribu-
tion of category k in the domain name.

v,c,d,s

— > K(k) - log(K (k) .

k
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24) conditional_vcds_entropy(d): In this measurement, the
domain name d is divided into 2-grams, which are denoted
by a pair of categories k and [. The category can be a
vowel, consonant, digit, or special character “~”. K (k|l)
is the probability distribution of a 2-gram in which the first
character belongs to category £ and the second to category
l. K(k,!) is the probability distribution of a 2-gram in
which one character belongs to the k category and the
other to the [ category.

v,c,d,s v,c,d,s

1
- zk: > K(m)-logm.

1
25) double_consonants(d): The number of occurrences of two
consonants next to each other in the domain name d.

26) double_vowels(d): The number of occurrences of two
vowels next to each other in the domain name d.

27) double_chars(d): The number of occurrences of two of
the same characters next to each other in the domain name
d.

28) len(d): The total number of characters in the domain name
d.

29) entropy_2gram(d): The 2-gram entropy of the domain
name d. vt(7) is the rank of 2-gram among the 500 most
common 2-grams found in the 10 000 most popular non-
DGA domain names.

C°““t‘2§f‘"‘(d’ i) | i)
500 500

i=1

30) entropy_3gram(d): The 3-gram entropy of the domain
name d. vt(7) is the rank of 3-gram among the 500 most
common 3-grams found in the 10 000 most popular non-
DGA domain names.

B °°“““§i‘"‘“‘(d> o) ot
500 500

i=1

31) vc_bigram_ratio(d): The ratio of the number of 2-grams
that comprise a vowel-consonant or consonant-vowel pair
ve(d) to the number of 2-grams of the domain name d.

ve(d)
len_2gram(d)

32) tld: Encoded top level domain.

33) jsd_2gram(d): The 2-gram Jensen-Shannon divergence of
the domain name d. P(z) is the probability distribution
of 2-grams in the domain name d. (x) is the probability
distribution of 2-grams in the 10 000 most popular domain
names ranked by Majestic. M () is a mixture distribution
of P and Q.

% Z P(x)log Z\Z((Ix)) + % Z Q(x)log ]{Cj(x)

(z)

34) jsd_3gram(d): The 3-gram Jensen-Shannon divergence of
the domain name d. P(z) is the probability distribution
of 2-grams in the domain name d. () is the probability
distribution of 3-grams in the 10 000 most popular domain
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names ranked by Majestic. M (x) is a mixture distribution
of P and Q.

1 Plx) 1 Q(z)
5 zz: P(z) logM(x) + 3 zz: Q(x) 1OgM(x) )

35) ji(d): Jaccard’s index of the domain name d. 2grams(d)
is the set of 2-grams that make up the domain name d.
DNy, DNs, ..., DNjggoo are the 10000 most popular
domains ranked by Majestic.

10000

Z |2grams(d) N 2grams(DN;)|
|2grams(d) U 2grams(DN;)| -

=1
4.3. Feature Selection

In order to remove irrelevant and redundant features, a combi-
nation of feature selection techniques was employed to reduce
the number of features from an initial set of 35. Firstly, ANO-
VA (analysis of variance) was utilized, which is particularly
useful when dealing with categorical target variables and
continuous features [43]. This statistical test helps identify
features that are dependent on the target variable (class 0 or
1). Subsequently, the random forest and extra trees algorithms
were leveraged to assess feature importance. By ranking fea-
tures based on their contribution to predictive accuracy, this
technique aids in the identification of less impactful features
that may be considered for removal [26].

The last technique used for feature selection was to use the
Pearson correlation method to calculate correlations between
each pair of features. This helped to uncover and eliminate
redundant features, that convey the same type of information.

As a starting point for eliminating redundant features, we took
a correlation coeflicient value greater than 0.9 or less than
—0.9. Thus, we removed features 9, 11, 29, 30, and 33. Then,
taking into account the results of the ANOVA test and the
feature importance produced by random forest and extra trees
algorithms, we got rid of more features through the process of
elimination. In this way, features 7, 22, 25, 26, and 27, were
removed. In this way, we removed 10 features from the initial
set of 35.

4.4. Training

In the training phase of our character-based DGA detec-
tion models, we used a technique known as 10-fold cross-
validation to select the best model hyperparameters. Dividing
our dataset into ten groups, or folds, the learning process
is repeated ten times, with each fold serving once as a test
set. This strategy provides a more comprehensive assess-
ment of model performance across different subsets of the
data [26], [28], [29].

After selecting the best-performing hyperparameters, the
models were re-trained using the entire training dataset.
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Tab. 3. Word-based and mixed DGA domains comprising the training and test dataset (W — word-based DGA, M — mixed DGA).

Malware family Size of training dataset Size of test dataset Type Source
Nymaim variant 2 66853 8356 W [36]
Banjori 17246 2156 M [36]
Suppobox 66844 8356 W [37]
Gozi 47939 5992 w [37]
Matsnu 66912 8364 W [38]
Rovnix 66770 8346 w [38]
Bigviktor 66780 8348 W [40]
Emotet 656 82 \\% [44]

Total 400,000 50,000

5. Proposed Models for Detecting
Word-based DGA Domains

This section delves into the topic of word-based DGA detec-
tion, extending our exploration beyond character-based DGA
classifiers. Using advanced neural network architectures, par-
ticularly long short-term memory networks and convolutional
neural networks, the methodology for learning classifiers will
be described. Initially, we describe the dataset used to train
and evaluate the classifiers. We then examine the training pro-
cess and delve into the architectural nuances of the models
used. The models were constructed using the Keras library
with the TensorFlow backend in Python.

5.1. Dataset

The dataset used to train and evaluate the classifiers includes
a total of 900 000 domain names. Within this dataset, 450 000
benign domain names were taken from the one million most
popular domain names ranked by Majestic [35], with a subset

Listing 1: LSTM model code

model=Sequential (name=’1stm_model’)

model . add (Embedding (input_dim=56_000,
output_dim=128, input_length=64))

model.add (LSTM(units=128, unroll=True,
return_sequences=True))

model.add (Dropout (0.2))

model.add (LSTM(units=128, unroll=True))

model.add (Dropout (0.2))

model.add (Dense (units=128, activation=’relu’,
kernel_initializer=’glorot_normal’))

model.add (Dropout (0.2))

model.add(Dense (units=64, activation=’relu’,
kernel_initializer=’glorot_normal’))

model.add (Dropout (0.2))

model.add(Dense(units=1, activation=’sigmoid’,
kernel_initializer=’glorot_normal’))

opt = Adam(learning_rate=0.005)

model . compile(loss=’binary_crossentropy’,
optimizer=opt, metrics=[’accuracy’])

of 50 000 domains reserved for the purpose of model evalua-
tion. At the same time, 450 000 domains associated with 8
different malware families were collected to form the DGA
domain set. As in the dataset used to create the character-
based DGA classifier, the DGA domains were obtained by
executing reverse-engineered DGA code snippets available
online or using predefined domain lists. Notably, similar to
the approach taken in creating character-based DGA clas-
sifiers, one mixed-type DGA was included in the dataset.
Details of the DGA domains used are shown in Tab. 3.

5.2. Training

During the process of building the classifiers, different archi-
tectures were tested, and those that showed the best perfor-
mance are presented in this paper. Code snippets showing the

Listing 2: CNN model code

model=Sequential (name=’cnn_model’)

model . add (Embedding (input_dim=56_000,
output_dim=128, input_length=64))

model.add(ConviD(200, 4, padding=’same’,
activation=’relu’,
kernel_initializer=’glorot_normal’))

model.add (Dropout (0.5))

model.add(MaxPoolinglD(pool_size=2, strides=2,
data_format=’channels_first’))

model.add(ConviD(100, 2, padding=’same’,
activation=’relu’))

model.add(MaxPoolinglD(pool_size=2, strides=2,
data_format=’channels_first’))

model.add (Dropout (0.5))

model.add (Flatten())

model.add(Dense (100, activation=’relu’,
kernel_initializer=’glorot_normal’))

model.add (Dropout (0.5))

model.add(Dense(10, activation=’relu’,
kernel_initializer=’glorot_normal’))

model.add(Dense(1, activation=’sigmoid’,
kernel_initializer=’glorot_normal’))

model . compile(loss=’binary_crossentropy’,
optimizer=’adam’, metrics=[’accuracy’])
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Tab. 4. Compilation of evaluation metrics for our proposed models and state-of-the-art solutions (C — character-based DGA, W — word-based
DGA, G — general approach for detecting both word-based and character-based DGA domain names).

Classifier | Type| PPV TPR FPR FNR Fl ACC AUC
RF [19] c | 907% 91% 9.3% 90.8% | 90.8%
RF [14] G | 97.08% | 96.98% | 2.92% | 3.02% | 97.03% | 97.03%
N-Gram [21] G 6.14% | 7.42% 94.04%
LSTM [22] C | 9505% | 95.14% 94.58% | 95.14%
RF [23] W 78.2%
148 [9] W | 9825% | 9581% | 1.78% | 4.19% | 97.01% | 96.99%
MLP [15] G | 99.5% | 99.55% 99.5% | 99.5%
LSTM [18] G | 9843% | 98.4% 98.42%
ATT-CNN-BiLSTM [24] | G | 99.01% | 99.07% 98.79% | 98.82% | 0.9990
CNN+LSTM [17] W | 9557% | 97.66% | 4.54% 96.6% | 96.56% | 0.9944
DNN [25] C | 89.24% | 99.14% 97.79% | 0.9900
LSTM [11] G | 96.74% | 85.71% 89.13% 0.9993
The proposed models in our work
ET C | 96.84% | 9548% | 3.12% | 452% | 96.16% | 96.18% | 0.9937
SVM C | 9439% | 93.08% | 553% | 692% | 93.73% | 93.77% | 0.9846
LR C | 9428% | 93.18% | 5.66% | 6.82% | 93.72% | 93.76% | 0.9847
GNB C | $328% | 9127% | 1833% | 8.73% | 87.09% | 86.47% | 0.9278
NC C | 8536% | 8650% | 14.83% | 13.50% | 85.93% | 85.83% | 0.9380
RF C | 97.60% | 9643% | 237% | 3.57% | 97.01% | 97.03% | 0.9954
KNN C | 9633% | 9498% | 3.62% | 5.02% | 95.65% | 96.00% | 0.9901
LSTM W | 9434% | 9650% | 5.78% | 3.50% | 9541% | 95.36% | 0.9905
CNN W | 97.84% | 98.78% | 2.19% | 122% | 9831% | 98.30% | 0.9975

definitions of LSTM and CNN models in Python using the
Keras library are shown in Listing 1 and 2, respectively.
The process of training the neural networks began with prop-
er domain preparation, which involved converting them to
lowercase, removing TLDs, and then breaking them down
into lists of words that make up the domain name using the
wordninja package in Python [45]. For example, the domain
“watchfire.com” would be converted to a list [“watch”, “fire”].
Words to be input to neural networks must be uniquely en-
coded. During data processing, it was determined that 56 000
unique values could be used to encode all the words mak-
ing up the training and test set. In fact, in the dataset, the
number of unique words forming all domains was 55 027, but
experiments showed that the size of the vocabulary does not
affect the performance of the models, so for simplicity it was
decided to set the number known in the Keras embedding lay-
er as input_dim, which refers to the size of the vocabulary,
to 56 000. Similarly, we set the maximum number of words
a domain can contain to 64 (input_length parameter in the
embedding layer).

Both CNN and LSTM models have an embedding layer that
learns to map the corresponding values representing the words
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that make up the domain to 128-dimensional vectors. A
number of works, such as [11], [13], [16]—-[18], [46], use
deep learning models with embedding layers that rely on
character embedding, which is different from the approach
we used.

The LSTM model implements two long short-term memory
layers, each consisting of 128 units. The first LSTM layer is
set to return the full sequence of output data for each time
step. By applying dropout layers at a rate of 20% after each
LSTM layer, the model alleviates over-fitting during learning.

Following the LSTM layers are three dense layers, containing
128, 64, and 1 unit(s), respectively. The first two use the
rectified linear unit (ReLU) activation function. These dense
layers are interspersed with dropout layers to increase the
robustness of the model. The last dense layer with a sigmoidal
activation function makes the model act as a binary classifier.

The CNN model employs two Conv1D layers containing 200
and 100 filters, respectively. These convolution layers are
activated using the ReLLU function. Dropout layers with a
50% dropout rate follow each convolution layer to mitigate
over-fitting. The convolution layers are followed by two Max-

FITCE/2025

JOURNAL OF TELECOMMUNICATIONS
AND INFORMATION TECHNOLOGY



Enhancing DGA Detection with Machine Learning Algorithms

Tab. 5. Accuracy for each character-based DGA detection model relating to different DGA families and benign domains.

Origin of domains ET [%] SVM [%] LR [%] GNB [%] NC [%] RF [%] KNN [%]
Majestic 96.88 94.47 94.34 81.67 85.17 97.63 96.38
Orchard v3 99.47 97.00 97.27 100.00 99.56 99.65 99.65
Vawtrak v1 92.49 92.49 92.84 89.93 85.34 93.82 93.29
Zeus Newgoz 100.00 100.00 100.00 100.00 100.00 100.00 100.00
Qsnatch v1 91.30 92.64 92.81 94.94 93.70 92.19 89.97
Conficker 82.15 82.33 82.24 92.63 88.10 84.81 79.31
Padcrypt v2.2.97.0 98.67 98.49 98.58 92.35 75.09 99.11 98.93
Ramdo 99.38 99.82 99.73 93.24 78.11 99.47 99.29
Dircrypt 97.86 97.78 97.69 96.26 92.70 98.04 96.89
Padcrypt v2.2.86.1 98.84 98.58 98.58 92.35 76.25 99.64 99.64
Kraken v2 94.56 92.16 92.25 94.39 91.00 95.37 92.78
Ramnit 99.55 98.66 98.75 98.04 94.39 99.82 98.66
Qsnatch v2 50.53 40.29 39.75 79.14 80.66 60.96 48.31
Fobber v2 96.17 95.01 95.37 94.74 90.29 96.79 94.56
Tinba 97.86 97.95 98.13 96.88 91.62 97.42 96.52
Murofet v2 99.91 99.82 99.73 98.39 95.90 99.82 99.38
Locky v3 96.79 95.36 95.81 95.63 92.15 96.97 95.09
Kraken vl 96.96 97.14 97.14 93.66 86.61 97.14 97.05
Proslikefan 89.54 87.31 87.40 92.14 89.28 91.42 86.68
Locky v2 88.90 88.81 88.81 93.82 90.06 90.87 87.38
Symmi 95.97 97.49 97.49 75.36 49.28 98.12 97.31
Pushdo 83.96 71.68 72.67 55.20 4247 98.57 90.50
Ranbyus v1 99.10 99.64 99.64 97.22 92.20 99.01 98.92
Nymaim v1 88.25 86.01 85.83 92.65 87.98 88.07 84.30
Qadars v3 99.64 99.73 99.73 99.46 95.78 99.64 99.37
Verblecon 100.00 100.00 100.00 100.00 100.00 100.00 100.00
Murofet v1 99.91 100.00 100.00 99.91 99.55 99.91 99.91
Fobber v1 99.91 100.00 100.00 99.01 96.30 100.00 99.91
Dyre 100.00 100.00 100.00 100.00 100.00 100.00 100.00
Qakbot 99.10 98.74 98.74 97.74 94.95 99.19 98.65
Corebot 100.00 100.00 100.00 99.91 100.00 100.00 100.00
Enviserv 99.82 99.91 99.91 100.00 99.55 99.91 99.73
Shiotob 99.19 99.82 99.82 99.64 98.01 99.19 98.19
Ranbyus v2 99.55 100.00 100.00 97.92 93.58 99.64 99.19
Chinad 100.00 100.00 100.00 99.91 99.73 99.91 99.73
Cryptolocker 99.09 99.37 99.27 96.46 91.30 99.09 98.01
Murofet v3 100.00 100.00 100.00 100.00 100.00 100.00 100.00
Vidro 95.55 94.28 94.37 96.64 92.83 94.74 93.92
Pitou 96.91 61.22 63.03 46.23 30.52 98.27 98.27
Cecurs 97.35 96.44 96.53 95.62 91.24 97.35 96.81
Sisron 100.00 100.00 100.00 100.00 98.60 100.00 100.00
Pykspa 89.58 83.38 83.47 75.68 69.95 91.17 86.67
Banjori 100.00 94.24 93.07 0.00 0.00 99.88 100.00
Torpig 98.44 93.77 94.29 93.12 85.19 98.83 97.01
Mydoom 93.13 88.27 88.84 77.68 67.24 94.85 93.85
Simda 94.44 55.64 55.49 93.82 92.43 93.97 94.44
Zloader 99.74 100.00 100.00 98.72 96.17 99.74 99.49
Tempedreve 90.08 87.82 88.95 90.08 86.69 90.93 89.24
Sharkbot v2.8 100.00 100.00 100.00 100.00 100.00 100.00 99.69
Zeus 100.00 100.00 100.00 100.00 100.00 100.00 100.00
Sharkbot v1.63 100.00 100.00 100.00 100.00 100.00 100.00 100.00
Sharkbot v2.1 100.00 100.00 100.00 100.00 100.00 100.00 100.00
Sharkbot v0.0 100.00 100.00 100.00 100.00 100.00 100.00 100.00
Vawtrak v3 18.18 21.21 24.24 36.36 30.30 15.15 3.03
Vawtrak v2 36.36 30.30 36.36 48.48 33.33 36.36 30.30
Ccleaner 100.00 100.00 100.00 100.00 100.00 100.00 100.00
Alueron Dnschanger 100.00 100.00 100.00 100.00 100.00 100.00 100.00
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Pooling1D layers with pool sizes of 2 and steps of 2. The
CNN model, like the LSTM, adds 3 dense layers. The first
two contain 100 and 10 units respectively with ReLLU acti-
vation functions and one dropout layer. The last dense layer
with a sigmoidal activation function transforms the model
into a binary classifier. Dense layers in both models and con-
volution layers in the CNN model are initialized with glorot
normal weights.

The compilation of both models uses binary cross-entropy
loss, Adam’s optimizer, and accuracy as evaluation factors.
The LSTM model set the learning rate to 0.005, while the
CNN model used the default value of 0.001. The LSTM model
was trained for 5 epochs with a batch size of 128, while the
CNN model underwent a longer learning period of 10 epochs
under the same batch size conditions.

6. Evaluation of the Models

After the training process, we proceeded to evaluate models’
performance using a dedicated test dataset containing 100 000
domain names. To measure the performance of the models,
we used seven key metrics: ACC (overall accuracy), PPV
(positive predictive value) or precision, TPR (true positive
rate) or recall, FPR (false positive rate), FNR (false negative
rate), F1 score and AUC (area under the ROC curve). The
formulas used to calculate these indicators are shown below:

PPV = TPT+7PFP -100% , (1)
TPR = TPEL% -100% , )
FPR = % -100% , ?3)
FNR = TPF+7NFN -100% , @)
F1 2P -100% , (5)

T TPy FP 1 FN

TP +TN

A =
ce TP+TN+FP+FN

-100% , (6)

1
AUC = / TPR(FPR)dFPR. @)
0

Where true positives (TP) is the number of DGA domains that
were classified correctly, true negatives (TN) is the number of
benign domains that were classified correctly, false positives
(FP) is the number of benign domains that were misclassified
as DGA, and false negatives (FN) is the number of DGA
domains that were classified as benign domains.

The specific values of these performance indicators for each
model for detecting both character-based and word-based
DGA are summarized at the bottom of the Tab. 4.
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Tab. 6. Accuracy for each word-based DGA detection model relating
to different DGA families and benign domains.

Origin of domains LSTM [%] CNN [%]
Majestic 94.22 97.81
Matsnu 99.76 99.88
Nymaim v2 89.64 96.46
Suppobox 97.69 99.77
Bigviktor 98.22 99.82
Rovnix 99.84 99.96
Gozi 93.56 96.81
Banjori 100.00 100.00
Emotet 9.76 17.07

7. Conclusions

In the case of detecting domains generated by character-based
DGAs, five of the seven classifiers proposed in this work
achieved ACC greater than 90%. The random forest-based
model was the best classifier, achieving an ACC of 97.03%
with fairly low FPR and FNR. Random forest has already been
successfully used in other works, such as [14], [19] and [23].
The worst performing classifiers were those based on the
gaussian naive Bayes model and the nearest centroid model,
achieving ACCs of 86.47% and 85.83%, respectively. Table
5 also shows that these two models were unable to detect any
of the 851 domains belonging to the mixed DGA used by the
Banjori malware.

All models performed equally poorly in detecting DGA do-
mains belonging to Vawtrak v2 and Vawtrak v3 malware,
achieving an accuracy of less than 50%. If we look at the
domains generated by these two variants, we can see that
they are quite pronounceable character-based DGA domains.
Examples of domains belonging to Vawtrak v2 include “alo-
hgufda.com”, “usornatda.com”, or “fosornom.com”, exam-
ples of Vawtrak v3 domains include “sumiwgecoll.com”,

“aldemegnehi.com”, and “garidsemogn.com”.

As for the task of detecting word-based DGA domains, both
proposed classifiers achieved ACC scores greater than 95%.
The CNN layer-based model was the best, achieving an ACC
of 98.30% with low FPR and FNR values of 2.19% and
1.22% respectively. Table 6 shows that the model additionally
achieved accuracy close to 100% for all DGAs except one
belonging to the Emotet malware. The test dataset included
82 domains belonging to this DGA, and both the LSTM and
CNN models performed poorly in detecting them, failing to
exceed an accuracy of 20%.

This result may have been influenced by the fact that many
of the domains generated by the Emotet DGA, such as
“www.69po.com”, “ceylonsri.com”, or “senteum.com”, are
quite short in contrast to other DGAs and more closely re-

semble domains generated by character-based DGAs.
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Abstract — History shows that information is one of the key
factors in military conflicts. During military conflicts, there is
a need to maintain a communication channel on the battlefield
while staying hidden from the enemy. In this paper, we present
a simulator that allows to use a communication network and
minimize the risk of being detected by the enemy. The simulator,
using the Prim algorithm and fine-tuning, shows how a mobile
ad-hoc network established between soldiers with the aid of
unmanned vehicles, i.e. drones, may become undetectable for
the enemy by properly optimizing drone positions.

Keywords — low probability detection, MANET, Prim algorithm,
RSSI, UxV

1. Introduction

Mobile ad-hoc networks (MANETSs) are commonly used in
military scenarios, as they provide the flexibility required to
accommodate a dense, chaotic and heterogeneous topology
and are capable of operating in areas without any infrastruc-
ture.

In this paper, we take a closer look at a tactical MANET
network composed of military units connected through a radio
channel. The ad-hoc approach brings lots of complications
including, but not limited to, complex routing, neighbor
detection, and mobility issues. However, our work focuses on
providing a disguise for communication, thus lowering the
probability of detection (LPD) of the network [1].

Many factors affect the ability of an adversary to detect a radio
transmission. Regardless of these, reducing the power received
by the foe will make the detection task more difficult. This
could even result in bringing the received power below the
detection threshold of the adversary’s receiver, thus making
it impossible to detect the transmission. Although reducing
transmission power limits the probability of it being detected,
the network must remain operational, so that all units can still
communicate with one another.

Despite that, the performance of almost any ad-hoc network
can be enhanced using unmanned vehicles [2]-[4] (UxV,
where “x” stands for one of the four types of vehicles —
air [5], ground, surface, or underwater), especially in warfare
conditions where their advantages are undeniable. Our goal
is to design an algorithm that deploys UxVs in such a way
that connectivity within the network is increased [6] and,
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more crucially, it allows the transmission from a potential
adversary.

This paper is based on the presentation made at the 63rd
FITCE 2024 international congress and titled “Hiding Radio
Communication at Battlefields Using Unmanned Vehicles”.
However, the scope of our work is more extensive, as it in-
cludes algorithm details, additional scenarios, and compre-
hensive analysis of results, along with an in-depth discussion.
The rest of this paper is organized as follows. In Section 2, we
discuss previous works related to our topic. In Section 3, we
explain the scenario and methodology of our investigation. In
Section 4, we describe the LPD optimization algorithm. In
Sections 5 and 6, we discuss the results of the research and
their impact on the topic, respectively.

2. Related Work

There are several approaches to reducing the probability of
detection of a network (LPD). For example, [7] presents an
LPD algorithm for mobile networks, including field tests,
based on the received signal strength indicator (RSSI) with
a combination of the minimum spanning tree (MST) topology,
referred to as RSSI distributed MST (RDMST). In [8], the
authors explore possibilities of minimizing area coverage with
enemy unit avoidance. Furthermore, in [9], a novel device
capable of emulating networks for LPD problems is shown.

Furthermore, in [10], an idea of an LPD mobile network using
UAV swarms was proposed based on numerous aerial devices
that create, from scratch, and entire network that is hidden
from enemy ground units. However, it is assumed that the
distance from adversaries is known and calculated from RSSI
measurement at the enemy receivers.

The topic of MANET networks covers a broad range of issues,
and some authors conducted valuable research in the form
of surveys. In [11], the authors discussed recent advances
in protocol development and MANET applications. Next,
it is known that the development of machine learning and
artificial intelligence creates new possibilities for network
optimization. In [12], Al-based MANET routing protocols,
including both machine learning and biologically inspired
approaches, are discussed.

On the other hand, the review featured in [13] presents a dif-
ferent approach to MANET cybersecurity, discussing a galore

This work is licensed under a Creative Commons Attribution 4.0 International (CC BY 4.0) License.
For more information, see https://creativecommons.org/licenses/by/4.0/ 45


https://doi.org/10.26636/jtit.2025.FITCE2024.2086
https://creativecommons.org/licenses/by/4.0/

Karol Zientarski, Mykyta Muravytskyi, Krzysztof Skos, Kamil Chetminiak, and Pawel Kulakowski

Tab. 1. Simulation parameters.

Parameter Value
Infantry Tx power 25 mW
Infantry radio range 25 km
Vehicle Tx power 63 mW
Vehicle radio range 40 km
UxV Tx power 143 mW
UxV radio range 60 km
Number of ally units 10
Number of ally infantry units 8
Number of ally vehicle units 2
Number of enemy units 3
Number of UxV adding cycles 6
Gradient descent iterations 1000
Map size 100 x100 km
Map fraction occupied by allies 90%
Map fraction occupied by enemies 30%
Precision for map coverage calculations 0.2 km
Gradient learning rate 6

of security issues and cyberattacks aimed at MANET suscep-
tibilities. The problem of hiding a whole network is only one
of the vulnerabilities addressed in this paper. However, it is
important to consider other cybersecurity challenges when
designing a MANET.

In this work, we use the Prim algorithm to create minimum
spanning trees (MSTs) [14]. Despite being an old approach, it
is still used for present applications [15]. It is known that there
are numerous other algorithms suitable for MST creation, e.g.
Kruskal or Boruvka [16]. However, when comparing time
complexities, Prim’s is:

O((V = 1)log (V) + E log (V))
and Kruskal’s is:
O(E log (E) + V log (V)) ,

where E' is the number of edges and V is the number of
vertices. Furthermore, in practice, the complexities can be
simplified to O(E log(V)) and O(F log(E)), respectively
[17].

When the initial number of edges is much greater than the
number of initial vertices, the Prim algorithm is more ef-
ficient [18]. Boruvka’s algorithm has a time complexity of
O(FElog(V)), making it only as fast as Prim’s algorithm [19].

3. Research Methodology and Scenario
We created a Python simulator that generates the required

ally and enemy units on the battlefield. The goal of our study
was to create a network between allies that was hard to detect
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Stage 1. Prim’s algorithm — unconditional topology establishment

Link distance is higher than
the unit’s communication range

UxV are located to
restore connectivity in the network

Stage 3. Decreasing detection probability by placing additional UxVs

Fig. 1. Three stages of the network optimization process: 1) gener-
ating allied units generating allied units and building the spanning
tree, 2) obtaining connectivity, and 3) optimizing the network. Leg-
end: a black circle means an allied unit, a black square is UxV, a red
rectangle stands for an enemy unit, a black line illustrates a connec-
tion between allies, a red dotted line identifies a connection between
the allies that is longer than the allies’ range.

by their enemies. The simulation parameters are presented in
Tab. 1.

Scenario assumptions:

1) The exact position of all the units (allied and enemy) is
known, e.g. from GPS, satellite images, or other military
tracking technologies.

2) We use the Friis loss model and calculate the power at the
receiver of each unit.
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3) We select a threshold detection power value according
to an exemplary radio communicator used in military
communication, equaling —110 dBm.

4) Radio units are portable and have a finite battery life,
hence the requirement to limit the maximum transmission
power.

In addition, we distinguish four types of units. Three types

of allied units (i.e. the infantry, vehicles, and UxVs) and

enemy units. All of them have radio stations with a receiver
sensitivity of —110 dBm, operating at the 1.5 GHz frequency.

The transmitter (Tx) powers were adapted to match the desired

range in the medium with the Friis loss model. The detailed

Tx specification is shown in Tab. 1.

4. Algorithm

4.1. Generating Units

Allied and enemy units are generated on a square field using
log-normal distribution. Allies are placed on the left 90% of
the field, and enemy units are placed on the right. Therefore,
there exists a 20% of the area where all units have a chance
of being positioned.

For example, for a field that is 100 km long, the allies may
be generated within 0 to 90 km, and the enemies might be
generated from 70 to 100 km. Furthermore, the ratio between
allied vehicles and infantry units is 1:4.

4.2. Building the Spanning Tree Between the Stations

After unit generation, the Prim algorithm [14] is used to
build the spanning tree for existing ally nodes and establish
connectivity throughout the entire network. It is a greedy
algorithm that finds a minimum spanning tree for a weighted
undirected graph. Given a matrix of points, the algorithm
starts with a designated point and an empty list of visited
nodes.

In the subsequent steps, starting from the designated point, the
algorithm picks an edge with the smallest weight connected to
an unvisited node. Then, the newly connected node becomes
designated. The algorithm ends when all nodes are visited
and a connected graph with no cycles is created.

As an edge weight in the Prim algorithm, we use the respective
distance between two nodes. Thus, in general, we decrease
the probability of choosing longer edges and minimize the
power levels of Tx. The topology of the network is shown in
Fig. 1, stage 1.

In the next step, we add UxVs to the radio links, where there
is no connectivity between units. We distinguish three distinct
cases of UxV deployment:

1) If the sum of the unit’s radio ranges is larger than the
distance between them, we add only one UxV in the
middle, in between the stations.

2) If the sum of the unit’s radio ranges is smaller than the
distance between them, we add two Ux Vs at the ends of
the unit’s radio ranges.
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2)

3)

Fig. 2. Three possible scenarios taken into consideration during the
network design phase. Legend: a black circle shows an allied unit,
a dashed circle stands for allied radio range, a green square is an
UxYV, a green circle covers the UxV radio range, a red dotted line
identifies the connection between allies that is longer than the range
of the ally.

3) In case when the sum of the unit’s radio ranges is smaller
than the distance between them and the sum of the two
UxV’s radio ranges is smaller than the distance between
units decreased by the sum of the unit’s radio ranges, two
UxVs are added on the ends of the unit’s radio ranges, and
additional (necessary) UxVs are distributed evenly on the
link.

These cases are depicted in Fig. 2 and the effect of this part

of the algorithm is shown in Fig. 1, stage 2.

4.3. Optimization

A simplified approach from the locality algorithm sets up
positions that are far from ideal. Therefore, a better position
for the deployed node is needed. This problem becomes
highly complex when trying to solve it globally; however,
we can consider only the nearest surroundings, looking for
a better positioning. The example of the optimization problem
is shown in Fig. 1, stage 3. Next, gradient minimization is
performed to refine the position.

For optimization, our algorithm uses a classical gradient
descent. A loss function was defined as follows:

Fe(r) = P(ra), M
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where 7, is the enemy unit, N is the number of enemy units
in the scenario, and P(r,,) is the power of the strongest signal
received by the n-th enemy.

The loss function takes the position of UxV in the topology
(x, y) as input and returns the highest power in the adver-
sary position. It was assumed that only one node can transmit
simultaneously, as TDMA is commonly used in ad-hoc net-
works.

Additionally, two overlapping signals from different nodes do
not show up at the adversary node. For each step, the UxV
position is changed, and the loss function is calculated again.
For every single iteration of the algorithm, the above steps
are repeated 1000 times or up to the point where the loss
function decreases to a power lower than the desired threshold
of =110 dBm.

4.4. UxV Addition

In this part, the UxV is added to the topology. To choose the

best spanning tree, we execute the following algorithm:

1) For every enemy unit, the power received from every allied
unit is calculated and the maximal one is saved.

2) These power levels are compared among the enemy units
and the maximal one is saved.

3) Let E be the chosen enemy and A be the ally, from which
E received the signal with the largest power. The UxV is
placed on the E’s longest edge.

4.5. Algorithm End

The algorithm ends after 6 iterations of adding the UxV and
fine-tuning the network, or when the received power signal is
less than —110 dBm.

4.6. Metrics

To evaluate the model, the following metrics are used:

1) Avg/sum of transmitting power, related to battery con-
sumption.

2) Network footprint — the percentage of the area coverage
calculated as the quotient of the area covered by the signal
and the total area. To simplify calculations the coverage is
checked in the lattice points 500 m apart.

3) Number of detected units.
4) Probability of communication detection.
5) Number of used UxVs.

5. Results

The proposed algorithm has been evaluated in numerous sim-
ulations runs. Some of the results are presented and discussed
in this Section.

5.1. Single Enemy Unit

The first scenario is vital for understanding how the proposed
algorithm performs in the single adversary case, where the
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Fig. 3. Topology without optimization with a single enemy a) and
with optimization b). A black star stands for an enemy unit, a green
star with a gray circle means a vehicle with its radio range marked,
a green star with a blue circle is an infantry unit with its radio range
marked, a green star with a red circle denotes an UxV with its radio
range marked, and a green line shows a connection between allies.

dimensionality of the LPD problem is reduced to a single
enemy unit. These results allow us to compare the presented
model with the one from [20].

It is shown in Fig. 3a that the adversary is very close to our
units and has an extremely high probability of transmission
detection. Most of the power in the enemy’s receiver is coming
from the two closest nodes. It is obvious that the link between
them is the key point for optimization.

Our algorithm has successfully identified the problematic
links where UxVs should be deployed to minimize the proba-
bility of communication being detected. The results are shown
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Fig. 5. Mean difference between the power received by the adversary
and the detection threshold as a function of the number of UxVs
deployed for one enemy unit.

in Fig. 3b. It should be noted that the remaining parts of the
network are intact, which means that no UxVs are deployed
there, as such a deployment would not exert any impact on
the power at the enemy’s position. The deployed UxVs have
formed an arch, moving the relay-based transmission further
away from the enemy.

Figure 4 shows the received power as a function of the number
of UxV deployed for the topology shown in Fig. 3b. The
most significant drop is achieved after the introduction of
the second UxV. This can be easily explained by the closest
ally unit having two neighboring connections that require
optimization. By putting UxVs on those links, we can bring
the receiving power down, below the detectability threshold.

This scenario has shown that the investigated algorithm is
capable of successfully and dynamically locating problematic
areas of the topology, deploying UxVs to such areas, and
calibrating their positions to achieve the defined goal, namely,
minimizing the probability of transmission detection.

We have run 10 simulations based on the same initial pa-
rameters, except for the positions of the units. The averaged
results are presented in Fig. 5. To highlight changes in receiv-
ing power, the difference in power and detection threshold
is used as a metric. In this metric, a positive value means
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Fig. 6. Topology without optimization with multiple enemies a) and
with optimization b). A black star identifies an enemy unit, a green
star with a gray circle shows a vehicle with its radio range marked,
a green star with a blue circle stands for an infantry unit with its
radio range marked, a green star with a red circle is an UxV with
marked radio range, and a green line identifies a connection between
allied units.

that the signal level is above the detectability threshold, and
a negative value means that the signal level is below the said
threshold.

There are a few things to note. The first few deployments have
the most significant impact on the receiving power, making
the following ones less meaningful. On average, three UxVs
are enough to bring the power below the detectability level
and secure allied transmissions.

Very similar results were obtained in publication [20]. Both
scenarios are based on similar assumptions, where only one
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Fig. 7. Changes in power levels received by enemy units vary
over several iterations of the optimization algorithm. Every 1000
iterations, a new UxV is added to the network. The red line marks
the detection threshold.

enemy and UxVs are added to the network. In [20], initially,
the units are not energetically constrained, i.e., the network
will always be connected without any initial placement of the
UxV, which may result in a larger coverage of the network
area and a higher probability of detection.

However, both results show that the final results are com-
parable. The most significant UxVs are placed in the first
iteration, because they cause the most prominent reduction
in signal strength received by adversaries. Subsequent UxV
addition cycles also cause a decrease in the received signal
strength, but the change is more subtle. At the same time, this
change may be critical for the detection of the network.

5.2. Multiple Enemy Unit

Our algorithm has taken a step further, assuming that multiple
enemy units may be present within the topology. As there is
very little research on optimizing topology in such scenarios,
the results are discussed, but not compared.

As it was the case previously, the selected topology (shown
in Fig. 6a) is used to test the performance of the algorithm.
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Fig. 8. Mean difference between the power received at the adversary
and the detection threshold as a function of the number of UxVs
deployed in the scenario with multiple enemy units.
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Three enemy units are present in the topology, but only two
are within the detectability range. Compared to the single
enemy scenario, the degree of complexity increases. There
are two problematic areas to consider in order to deploy UxV
units.

As shown in Fig. 6b, the algorithm has decided to reduce
power by adding a single UxV above the adversary, and the
rest at the bottom, reflecting the differences in the complexity
of the problematic areas. As we have noticed in the single-
enemy scenario, the deployed UxVs form an arch around an
enemy to bring the communication links as far away from the
enemy as possible.

Another observation can be made from the results. The de-
creased transmitted power makes the Tx ranges smaller when
reaching the potential enemy location. This makes sense, as
there might be enemy units we are unaware of, and the closer
to the enemy positions we get, the less of a communication
footprint we are willing to leave.

Figure 7 shows how the power levels at the enemy positions
change over several iterations of the algorithm. Initially, we
can see that only one adversary receives power above the
threshold. The other in range suffered from a fading effect.
As a result of the optimization process, the power for all three
units drops below the threshold. As already mentioned, the
bottom area had a double link problem. Therefore, two UxVs
were required.

Similarly, as in the previous scenario, we have run several
simulations and averaged the results, which are presented in
Fig. 8. In the multi enemy scenario, an average of one UxV is
needed for every enemy unit to achieve the detectability goal.

Finally, another example shown in Fig. 9 illustrates how the
power levels are minimized at enemy positions. However,
in this case, all three enemies were generated at positions
where they received power above the threshold. In the end,
our algorithm was able to decrease the power received by all
adversaries below the threshold, thus completely hiding the
communication.
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Fig. 9. Changes in power levels received by enemy units vary
over several iterations of the optimization algorithm. Every 1000
iterations, a new UxV is added to the network. The red line marks
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6. Conclusions

In this paper, we have described an algorithm that uses un-
manned vehicles to minimize the probability of communi-
cation detection, also known as the LPD problem. Several
simulations have been performed, and the results have been
investigated. The prudent placement of UxV relays has been
shown to have a significant impact on the signal power level
at the adversary position, thus reducing the probability of the
transmission being detected.

We have used a complex multidimensional optimization
technique that has proved to be effective when dealing with
several adversary units within a single topology. However,
since some of the assumptions and simulation parameters are
far from realistic, more research would be needed to improve
the algorithm.

7. Future Prospects and Discussion

As our goal was limited to showing how UxVs can be used
to deal with the LPD problem. Therefore, we made some as-
sumptions to simplify other less related factors. For example,
we assumed that MANET featured some kind of distribut-
ed intelligence: all positions were precisely known in every
node, which allowed us to easily build a spanning tree of
communication links. A more realistic approach, as suggest-
ed in [21], would consists in accepting the limited amount of
information available in each node and a dynamic topology
in which the nodes could move.

Another simplification included trivializing the propagation
models. In this work, we decided to stick to the simplest
radio environment possible, as simulating close-to-realistic
environments was not the goal of this paper.

Further work could focus on the following aspects: devel-
oping more realistic UxV behavior and dynamic complex
environments, introducing incomplete information, suggest-
ing a different approach, and comparing the results.
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SI2PEM - Public Information System on
Electromagnetic Fields in the Environment

The Information System on Installations Generating Electromagnetic
Radiation (SI2PEM) was launched in July 2021 in response to the growing
need for transparency and access to reliable data on electromagnetic fields
(EMF) in the environment. SI2PEM, developed by the National Institute of
Telecommunications (Instytut tgcznosci — PIB) at the request of the Ministry
of Digital Affairs, is a modern, public digital tool that supports citizens and
public administration in making fact-based decisions rather than relying on
speculation.

A Trusted Source of EMF Data

SI2PEM provides data on the levels of electromagnetic fields around base
stations. Any internet user — whether a private individual or a representative
of the administration — can easily verify current measurements conducted
by accredited laboratories, following the applicable methodology.

Up-to-Date and Verifiable Information

SI2PEM is based exclusively on measurements carried out by laboratories
accredited by the Polish Centre for Accreditation (PCA). The system also
includes results of control measurements conducted by, among others, the
Provincial Environmental Protection Inspectorate (Wojewddzki Inspektorat
Ochrony Srodowiska — WIOS). The data is complete, transparent, and
consistent with a unified measurement methodology.

A Tool for Combating Disinformation

SI2PEM enables fast and reliable responses to public concerns and protests
regarding telecommunications infrastructure. The availability of
measurement data — without the need for logging in — serves as an effective
counterbalance to the spread of false claims about the alleged harmfulness
of EMF. Quick access to data helps reduce social tensions and concerns
related to electromagnetic fields. That is why SI2PEM is an ideal tool for
supporting public dialogue. Worried about EMF levels in your area? Visit
si2pem.gov.pl, enter the address you're interested in, and check the EMF
levels — you'll see there's nothing to worry about.

Compliance with Current Regulations

The SI2PEM system operates based on a legal obligation for operators and
supervisory institutions to report data (pursuant to the Act of May 7, 2010,
on supporting the development of telecommunications services and
networks, as amended on August 30, 2019). SI2PEM allows verification of
the compliance of EMF intensity generated by base stations with the limits
set by the Regulation of the Minister of Health of December 17, 2019, on
permissible levels of electromagnetic fields in the environments

SI2PEM Is More Than Just a Map

It is a tool that ensures safety and«nables actions based on reliable data,
not emotions or assumptionsgCreated by the National Institute of
Telecommunications ondehalf of the Ministry of Digital Affairs, SI2PEM
is a modern digital tool that combines measurement knowledge with
technology for the sake of transparency and environmental safety.

www.si2pem.gov.pl

- Project funded by the Ministry of Digital Affairs
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