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Abstract  Network traffic classification has become an essen-
tial component of modern network management, cyber security,
and quality-of-service provisioning. The widespread adoption of
encryption technologies has reduced the effectiveness of tradi-
tional traffic identification techniques, leading to the use of ML
approaches based on flow-level characteristics. Although sever-
al machine learning and deep learning models were evaluated,
the black-box nature complicates the practical deployment in
security critical environments. This research proposes a frame-
work for ML-based network traffic classification of explainable
artificial intelligence (XAI). The CIC-Darknet2020 dataset is
divided into four classes: non-TOR, non-VPN, TOR and VPN.
Additionally, machine learning algorithms, including ID3, k-
nearest neighbors (KNN), random forest, CatBoost, XGBoost,
and LSTM are used as a deep learning approach. The evalua-
tion is carried out through stratified split of trains and 10-fold
cross-validation, while XGBoost is classified for explainabili-
ty analysis. By ensuring model transparency, SHAP (SHapley
Additive exPlanations) identifies the most influential features
contributing to classification predictions. Furthermore, a novel
category SHAP analysis is introduced by grouping higher-level
behavioral categories, including temporal, statistical, rate-based,
and TCP-related features. The results revealed that temporal
traffic characteristics and transport layer behavioral features in-
fluence classification outcomes, particularly for encrypted traffic
classes. Moreover, the framework demonstrates that high classi-
fication performance and model interpretability are achievable
simultaneously within a category-level study that enhances the
transparency, trustworthiness, and practical applicability of
machine learning-based network traffic classification systems.

Keywords  deep learning, explainable AI, machine learning,
network traffic classification

1. Introduction

The rapid proliferation of anonymity-preserving technologies
such as Tor [1] and virtual private networks (VPN) services [2]
has transformed the significance of modern network commu-
nication. Although these technologies are being investigated
to improve user privacy and protect against surveillance by

encrypting data and masking traffic, they also present network
monitoring and security enforcement-related challenges.
Recent reports indicate that the overall percentage of web
encryption via the HTTPS and TLS protocols will stabilize
between 94.6% and 95.7% globally [3], with TLS 1.3 be-
coming the dominant protocol, accounting for more than
72.8% of encrypted traffic. This shift is accompanied by a sta-
ble HTTP/3 (QUIC-based over UDP) adoption rate equaling
19.8% to 21.1% of total web requests due to operational chal-
lenges affecting throughput on wired networks, while HTTP/2
maintains a 52.3% share. As far as emerging security trends
are concerned, the use of postquantum cryptography (PQC)
algorithms such as X25519MLKEM768 on the browser side
has increased to 55.7% to protect against “collect now, de-
compose later” attacks [4]. While encryption enhances user
privacy, it has also led to a security vulnerability. Cybersecuri-
ty reports [5] show that more than 86% of threats and malware
are now hidden inside encrypted tunnels, while one in three
organizations is unable to scan encrypted traffic internally
due to privacy and performance considerations.
As encrypted traffic increasingly dominates network environ-
ments, traffic identification methods based on port numbers
and deep packet inspection (DPI) have become less effec-
tive. Since payload contents are no longer accessible, modern
traffic analysis systems must depend on behavioral and statis-
tical characteristics, such as packet interarrival times, flow
durations, packet size distributions, traffic rates, and detonate
patterns. Consequently, automatic network traffic classifi-
cation (ANTC) has emerged as an important component of
network management, cybersecurity, quality of service provi-
sioning, and anomaly detection. Precise traffic identification
enables network administrators to optimize resource alloca-
tion, enforce security policies, detect malicious activities, and
improve network performance.
To cope with these limitations, researchers have increasingly
adopted machine learning (ML) and deep learning (DL)
techniques capable of learning distinctive patterns directly
from traffic statistics and flow-level characteristics. In the past,
numerous studies have investigated ML-based classifiers,
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including random forest, support vector machines, gradient
boosting, and XGBoost. More recently, DL architectures such
as convolutional neural networks (CNNs), long short-term
memory networks (LSTMs), gated recurrent units (GRUs),
and hybrid models have demonstrated promising performance
across diverse traffic environments. These approaches have
mainly advanced the state of high classification accuracy on
several benchmark datasets.

Most classification systems operate as black-box models,
making it difficult for network administrators and security
analysts to understand the factors that influence the predic-
tions of the model. Furthermore, although explainable arti-
ficial intelligence (XAI) techniques have recently attracted
increasing attention, most studies focus on individual feature
importance while skipping the analysis of broader traffic fea-
ture categories, such as temporal, statistical, rate-based, and
protocol-related characteristics. Consequently, the behavioral
patterns on which traffic classification predictions are based
remain insufficiently understood, particularly in encrypted
traffic environments.

In such a context, this study addresses the problem of classi-
fying encrypted network traffic, focusing on distinguishing
between non-TOR, non-VPN, TOR, and VPN classes. The
proposed framework is designed to classify multiple traffic
categories while providing transparent and interpretable ex-
planations of the model predictions. Consequently, this can
be regarded as a significant issue in the field of cybersecurity
in light of the increasing use of encrypted applications and
the difficulty of analyzing them through traditional methods.
Furthermore, this study proposes an explainable network traf-
fic classification framework based on XGBoost and SHAP.
The study also addresses the challenges related to ML models
limited interpretability by using the category-SHAP method.

By revealing how feature categories influence classification
predictions, the framework facilitates more effective feature
selection, simultaneously improving reliability, interpretabil-
ity, and performance of network traffic classification systems.

2. Related Work

In recent years, the classification of network traffic has at-
tracted considerable interest due to its importance in the
proves of managing networks, ensuring the required QoS,
and guaranteeing cybersecurity. Earlier methods used man-
ual feature engineering and traditional ML techniques to
perform network traffic classification. Decision trees were
effective in sorting multiple types of network traffic using
both categorical and continuous features, thus allowing the
identification of complex traffic patterns and malicious be-
haviors [6]. Similarly, interpretable probabilistic approaches
based on Markov chains and hidden Markov models were in-
vestigated for traffic characterization and prediction. These
methods offered precise information on traffic behavior while
achieving competitive performance compared to advanced
ML techniques [7].

As modern communication becomes more complex and en-
cryption becomes more widespread, researchers have in-
creasingly moved towards using deep learning for identifying
Internet traffic. In [3], the authors used deep learning to find
distinctive characteristics of raw Internet traffic data, by tak-
ing advantage of the earlier studies. They proposed a traffic
identification framework based on deep learning methods that
reduced the dependence on manually engineered features by
automating extraction relevant to the characteristics of the
traffic network flows. The authors of [4] developed an end-
to-end encrypted traffic classification framework specifically
implementing 1D-CNNs, which resulted in substantial per-
formance improvements on the ISCX VPN non-VPN datasets
without dependence on hand-crafted features.
Further advances were achieved with the deep packet ap-
proach, proposed in [8], which combines stacked autoen-
coders and CNNs to automatically learn traffic representa-
tions from raw packet data. The framework achieves high
classification performance for both application identification
and traffic categorization tasks, including encrypted, VPN,
and non-VPN.
More recently, lightweight deep learning architectures based
on depth-wise separable convolutions (DSCs) have been in-
troduced to reduce computational complexity while main-
taining high classification performance. Such models have
achieved state-of-the-art accuracy in benchmark datasets and
demonstrated suitability for resource-constrained environ-
ments, including IoT and edge computing [9].
Despite the remarkable classification performance achieved
by ML and deep learning models, most existing approaches
operate as black-box systems, providing limited insight into
the rationale behind their predictions. Consequently, explain-
able artificial intelligence (XAI) has appeared as a promising
research direction to improve transparency, trustworthiness,
and interpretability of network traffic analysis [10]. XAI tech-
niques can be widely classified into model-specific and model-
agnostic approaches, connected to local and global scales
operating countless popular methods including SHAP [11],
LIME [12], integrated gradients [13], layer-wise relevance
propagation (LRP) [14], and occlusion analysis [15].
To address the black-box nature of deep learning models, re-
searchers used XAI techniques to interpret multimodal traffic
classification systems and generate global explanations of
classifier behavior [16]. Similarly, explainable anomaly de-
tection frameworks have combined ML models with SHAP
explanations to improve transparency in encrypted traffic anal-
ysis, achieving high detection performance on data sets such
as CIC-Darknet2020 while identifying the most influential
traffic characteristics [17].
More recently, in [18], the effectiveness of SHAP in encrypted
traffic analysis was demonstrated by identifying critical traffic
characteristics such as packet size, inter-arrival time, and
TLS-related attributes, while maintaining detection accuracy
above 99%.
Beyond traffic classification, XAI has also been applied to
cybersecurity domains such as IoT anomaly detection and
log-based anomaly analysis. In IoT environments, SHAP-
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Tab. 1. Comparative analysis with existing approaches.

Ref. Classification Encrypted traffic SHAP Class exp. Feature category Behavioral interp.

[9] ✓ ✓ ✓ ✓ × ×
[16] ✓ ✓ ✓ × × ×
[17] × ✓ ✓ ✓ × ×
[18] ✓ ✓ ✓ ✓ × ×

Proposed ✓ ✓ ✓ ✓ ✓ ✓

based frameworks have been used to provide explanations
for anomaly detection decisions, thus enhancing trust in AI-
driven security systems [19]. Similarly, the SXAD framework
integrated SHAP into the logarithmic anomaly detection
process, providing local and global explanations while also
achieving near-perfect detection performance, and enabling
root-cause analysis of abnormal events [20].
Recent studies focusing on XAI improved the interpretabil-
ity of network traffic analysis systems; most existing ap-
proaches focus primarily on individual feature importance or
model-level explanations. Adequately, understanding of traf-
fic behavior through higher-level semantic feature groups has
received little attention. Consequently, there remains a need
for explainability frameworks capable of providing behavioral
interpretations of network traffic by analyzing the contribu-
tion of feature categories rather than isolated features. This
research gap is the main focus of this work, which intro-
duces a category-based SHAP analysis framework to explain
encrypted traffic classification decisions from a behavioral
perspective.
As summarized in Tab. 1, existing studies have integrated
SHAP into network traffic analysis to provide explanations
and class-level interpretations. However, most of these works
focus on the importance of individual features without in-
vestigating the contribution of higher-level behavioral fea-
ture groups. Adequately, no previous study has introduced
a category-based SHAP framework for encrypted traffic clas-
sification that explains model predictions through semantic
feature categories. Therefore, this work deals with existing
explainability approaches by providing both feature-level and
category-level interpretations, enabling a more comprehen-
sive understanding of network traffic behavior.

3. Proposed Framework

The framework’s structure comprises four main stages: da-
ta preprocessing, feature engineering, model training, and
explainability analysis using SHAP-based methods (Fig. 1).

3.1. Data Preprocessing and Feature Preparation

This study uses the CIC-Darknet2020 dataset [21], which is
widely used for encrypted and darknet traffic analysis, and
provides realistic network traffic traces collected from various
communication scenarios. To create a representative dataset,
we merge our previously generated data sets (ISCXTor2016

[22] and ISCXVPN2016 [23]) and combine the respective
VPN and TOR with the corresponding darknet categories.
Each network flow is represented by a set of statistical and
behavioral features extracted using CICFlowMeter. These
features describe various characteristics of network traffic,
including flow duration, packet length statistics, interarrival
times, packet rates, TCP flag information, and other flow-level
attributes. Since the data set relies on flow-based features
rather than payload inspection, it is particularly suitable for
analyzing encrypted traffic while preserving user privacy.
For the purposes of this study, the classification of the original
data was retained, comprising four main categories of traffic:
non-TOR, non-VPN, TOR, and VPN.
The CIC-Darknet2020 dataset was subjected to a pre-
processing stage to ensure data quality and suitability for
ML-based traffic classification. First, records containing miss-
ing values were removed from the dataset. Subsequently, the
infinite values resulting from flow-level calculations were re-
placed with missing values and eliminated to avoid numerical
inconsistencies during the model training phase.
To prevent information leakage and improve model general-
ization, non-informative identifiers such as Src IP, Dst IP, Src
Port, Dst Port and Flow ID were excluded from the feature set.
Categorical attributes were transformed into numerical repre-
sentations using label encoding, while numerical flow-based
features were retained in their original form (Fig. 2). As a re-
sult, each network flow was represented by a set of statistical
and behavioral characteristics describing temporal behav-
ior, packet size distributions, traffic rates, and TCP-related
dynamics, enabling encrypted traffic classification without
relying on packet payload inspection.

3.2. Traffic Modeling

To classify encrypted network traffic, six algorithms were
evaluated: ID3, k-nearest neighbors (KNN), random forest,
CatBoost, XGBoost, and LSTM as a deep learning approach.
Due to their capabilities, the first five models are conven-
tional ML algorithms designed for tabular flow level data,
while LSTM was selected to capture long-term temporal de-
pendencies and sequential patterns in network traffic flows.
Such an approach renders the model well prepared in terms
of temporal characteristics, encrypted traffic, and distinguish-
ing between different traffic classes by identifying the most
effective model, whereas random forest was included as an
ensemble tree-based baseline to provide a comparison with

116
JOURNAL OF TELECOMMUNICATIONS
AND INFORMATION TECHNOLOGY 3/2026



Explainable Network Traffic Classification Using XGBoost and SHAP: Interpreting Feature Contributions Across Traffic Classes

Data preprocessing Train / test split 10-fold stra�fied 
cross-valida�on

Machine learning models Performance evalua�on

Global SHAP analysis (best model: XGBoost)Category-SHAP analysisBehavioral interpreta�on

Cleaned and encoded dataset

Temporal features

Data flowOutcomeEvalua�on / analysisProcess / data

Remove NaN values

Remove infinite val.

Remove Src IP
Remove Dst IP

Remove Src Port
Remove Dst Port

Label encoding 
(categorical features) Training set (80%)

Training set (80%)

Tes�ng set (20%)

CIC-Darknet
2020 datatset

(encrypted 
data flows)

Training fold Valida�on fold

Random forest

CatBoost

KNN (k-nearest neighbors)

LSTM 

ID3 (decision tree) Accuracy

Precision

Recall

F1 score

Confusion matrix

XGBoost

Best model selec�on (XGBoost)

Provide behavioral 
understanding of 
encrypted traffic 

classes (VPN, TOR, 
non-VPN, non-TOR)

Sta�s�cal features

Rate features

TCP features

Mean |SHAP value|

Global feature importance

Temporal features

Temporal features

Sta�s�cal features

Sta�s�cal features

Rate features

Rate features

TCP features

TCP features

Feature 1

Feature 2

Feature 3

Feature NSHAP

Aggrega�on of SHAP values by feature categories

PercentageContribu�on 
(mean |SHAP|)Category

Fold 1

Fold 2

Fold 3

Fold 4

Fold 5

Fold 6

Fold 7

Fold 8
Fold 9

Fold 10

Capture flow dura�on and �ming behaviors

Represent variability in packet 
sizes and inter-arrival �mes

Describe TCP flag pa�erns and 
connec�on behaviors

Reflect transmission rates 
and intensites

3.45

2.67

1.86 15.3%

21.9%

28.3%

34.5%

(long short-term 
memory)

0 0.5 1.0 1.5 2.0

4.21

Fig. 1. Overview of the proposed framework.

the gradient-boosting approaches, namely CatBoost and XG-
Boost.
The extreme gradient boosting algorithm is widely used as
a model in multiclass classification, due to its high proficiency
in dealing with tabular data and its ability to model non-
linear feature relationships. The model is developed using
300 decision trees to guarantee incremental learning and
improve performance. To avoid overfitting, the maximum
depth of each tree is limited to 8 levels, achieving balance
between learning ability and avoiding overfitting. In addition,
a 0.05 learning rate is adopted to ensure gradual and stable
updates during the training process.
To increase the generalizability of the model, subsampling
is used at 80%, so that each tree is trained on a random
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Fig. 2. Distribution of traffic categories in the Darknet 2020 dataset.

sample of training data to select a subset of features during
the construction of each tree, reducing correlation between
the trees and improving performance. Moreover, the softmax
function is adopted to directly retrieve the predicted class
using the multiclass loss function to monitor the learning
quality during the training phase, considering that the issue is
mainly about the classification of four different categories.
To guarantee reproducibility of the results, the random seed
is set at a parameter value of 42.
To evaluate the generalization capacity of the model’s gen-
eralization ability and its capability to reduce the impact of
data splitting, a k-fold stratified cross-validation strategy was
applied to the training set in such a way that the training da-
ta is divided to ten equal components while preserving the
exact same relative class distribution in each component [24].
In each training course, 9 components are used to train the
model and 1 component is relied upon for the verification of
results. The choice of k = 10 provides a balance between
computational efficiency and reliable performance estimation
[25]. The process repeats itself ten times in such a way that
each component is used only once for verification purposes.
In the end, the average classification accuracy is calculated
across all folds, providing a more reliable evaluation of the
model’s performance.
Each model was trained to classify network flows into traffic
categories: non-TOR, non-VPN, TOR, and VPN, using flow-
level statistical and behavioral features extracted from network
traffic. After comparing the classification performance of all
candidate models using standard evaluation metrics, the best-
performing model was selected and then used for the SHAP-
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based explainability analysis to investigate the contribution of
individual features and feature categories to the classification
process.

3.3. Feature Learning and Selection via SHAP

To move beyond black-box prediction, the Shapley additive
explanations (SHAP) approach is integrated to quantify fea-
ture contributions to model predictions. First, a global SHAP
analysis is performed to classify all features according to
their importance. Instead of selecting an arbitrary number
of characteristics, a cumulative importance strategy is ap-
plied, retaining only those that contribute to 95% of the total
explanatory power.

This results in a reduced and meaningful subset of discrimi-
native features, ensuring both efficiency and interpretability.

3.4. Category-based Explainability Analysis

To provide a higher-level semantic interpretation, selected
features are grouped into four behavioral categories: temporal,
statistical, rate, and window-based features. Then, category-
SHAP is applied to quantify the contribution of each category
to the prediction of each traffic class. This step enables the
transition from feature-level explanation to behavior level
understanding, allowing to interpret the influence of different
traffic dynamics on classification decisions in VPN and TOR
environments.

To obtain the category-SHAP values, the individual SHAP
contributions of features belonging to the same category are
aggregated.

Let φi denote the SHAP value of feature i, and Ck repre-
sent the k-th feature category containing a set of features
{i1, i2, . . . , im}. The category-SHAP value for category Ck
is computed as the sum of the absolute SHAP values of all
features belonging to that category as:

φ(Ck) =
∑
i∈Ck

∣∣φi∣∣ , (1)

where φ(Ck) represents the magnitude of the overall con-
tribution of category Ck to the model prediction, and |φi|
measures the magnitude of the contribution of each feature
regardless of its direction (positive or negative impact).

To enable a comparison between different categories, we
aggregated the values from Eq. (1) which are normalized
according to:

ΦNorm(Ck) =
φ(Ck)
K∑
j=1
φ(Cj)

, (2)

whereK is the total number of feature categories.

The resulting normalized category-SHAP values represent the
relative importance of each category in the final prediction.
Algorithm 1 illustrates the proposed prediction method.

Algorithm 1 Category-SHAP aggregation and normalization
Require: SHAP values φ = φ1, φ2, . . . , φN and feature

categories C = C1, C2, . . . , CK
Ensure: Normalized category-SHAP values

ΦNorm(C1), . . . ,ΦNorm(CK)
1: for k = 1 toK do
2: φ(Ck)← 0
3: for each feature i ∈ Ck do
4: φ(Ck)← φ(Ck) + |φi|
5: end for ▷ Eq. (1)
6: end for

7: S ←
K∑
j=1

φ(Cj)

8: for k = 1 toK do
9: if S > 0 then

10: ΦNorm(Ck)←
φ(Ck)
K∑
j=1

φ(Cj)

▷ Eq. (2)

11: else
12: ΦNorm(Ck)← 0
13: end if
14: end for
15: return ΦNorm(C1), . . . ,ΦNorm(CK)

4. Results and Discussion
This section presents the experimental findings of the pro-
posed framework and discusses both classification perfor-
mance and explainability insights derived from the SHAP-
based analysis.

4.1. Classification Performance

The XGBoost classifier achieved strong performance in dis-
tinguishing between the four traffic categories (non-TOR,
non-VPN, TOR, and VPN). Using an 80/20 stratified split and
10-fold cross-validation, the model demonstrated stable ac-
curacy across folds, confirming its robustness on imbalanced
and high-dimensional network traffic data.
The confusion matrix further indicates that most misclassifi-
cations occur between closely related encrypted traffic types
(e.g., VPN vs. non-VPN), which is expected due to similar
flow-level statistical behavior. Overall, the model achieves
high predictive capacity, confirming that flow-based features
extracted from CICFlowMeter are sufficient to model en-
crypted traffic patterns without relying on payload inspection.
Figure 3 presents the confusion matrix of the XGBoost clas-
sifier in the CIC-Darknet2020 dataset. Most samples are cor-
rectly classified, as indicated by the strong concentration of
values along the main diagonal. The model achieved excellent
recognition of non-TOR (22 068 samples), non-VPN (4 629
samples), TOR (257 samples) and VPN (4 318 samples).
The majority of misclassifications occurred between VPN
and non-VPN, suggesting that these classes share similar sta-
tistical characteristics despite the presence of VPN tunneling.
On the contrary, very limited confusion was observed be-
tween TOR and VPN, indicating that the model successfully
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Fig. 3. Confusion matrix of the XGBoost model.

Tab. 2. Performance comparison of different models for encryption
traffic classification.

Model Accuracy Precision Recall F1 score

ID3 0.9824 0.9508 0.9546 0.9526
KNN 0.9690 0.9687 0.9690 0.9688

Random forest 0.9814 0.9633 0.9471 0.9549
CatBoost 0.9837 0.9731 0.9493 0.9606

LSTM 0.9638 0.9348 0.9100 0.9217
XGBoost 0.9861 0.9862 0.9861 0.9860

captures the distinctive behavioral patterns of TOR commu-
nications. Overall, the confusion matrix confirms the effec-
tiveness of XGBoost in discriminating between encrypted
and unencrypted traffic categories using flow-level features.
Table 2 summarizes the performance of the evaluated models.
XGBoost achieved the highest overall performance, with an
accuracy of 0.9861 and an F1 score of 0.9860. The random
forest achieved an F1 score of 0.9549, providing a competitive
ensemble tree baseline but remaining below the performance
benchmark of the gradient boosting models. LSTM achieved
an F1 score of 0.9217, which was lower than the performance
of the evaluated tree-based models for the considered flow
level representation. The strong performance of XGBoost
demonstrates its ability to effectively capture complex traf-
fic patterns and distinguish between classes. Consequently,
XGBoost was selected as the reference model for subsequent
SHAP and category-SHAP explainability analyzes.
The receiver operating characteristic (ROC) curves of the four
proposed models for the selected traffic types are shown in
Fig. 4. All of the ROC curves are situated preferentially at
the top left corner of the diagram, exhibiting an impressive
balance between true positive rate (TPR) and false positive
rate (FPR) throughout different threshold levels. The AUC
indexes of the ROC curves are quite impressive with 1.0000
for the non-TOR, 0.9984 for the non-VPN, 0.9998 for the
TOR, and 0.9985 for the VPN.
These values indicate the great discriminative power of the
model, which allows it to effectively classify each traffic
type. Moreover, the considerable distance of the ROC curves
from the diagonal line of the random classifier would be

an additional proof of the model’s superiority to random
guessing. Lastly, the high values of AUC mean that the model
is both reliable, robust, and offers a high level of generalization
in terms of its classification capability.

4.2. Global SHAP Interpretation

To improve interpretability, SHAP analysis was applied to
quantify the contribution of each feature to the model’s pre-
dictions.
The global SHAP results revealed that the model is primarily
driven by a small subset of dominant features. The cumulative
SHAP analysis showed that only 35 features are required to
explain 95% of the model’s predictions, significantly reducing
the feature space while preserving interpretability, As shown
in Fig. 5, of all features, Idle Max was identified as the most
influential variable, followed by FWD Init Win Bytes, Bwd Init
Win Bytes and Idle Mean. These results indicate that temporal
behavior and TCP window-related characteristics are the most
discriminative factors in encrypted traffic classification, while
traditional packet-level features contribute less significantly.

4.3. Category-SHAP Analysis

For a better understanding of the impact of the features, the
extracted SHAP features were classified into four semantic
groups. The classification success shows that the temporal
characteristics always exerted the greatest impact on the en-
tire traffic class. It is evident from Fig. 6 that the rate features
were the second most effective group after the temporal fea-
tures for TCP and non-TOR. Statistical features have shown
moderate and steady results when it comes to their contribu-
tion. Meanwhile, the window features were able to exert the
least substantial impact in general, although they still played
a role in distinguishing the classes.
The class-level analysis showed that while VPN relied on
temporal features the most, non-TOR was influenced the most
by all feature groups. Overall, the suggested model does not
rely on payloads much when it comes to classification.
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Fig. 4. ROC curves and corresponding AUC values for four types of
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Figure 6 presents the category-SHAP analysis for the four
traffic classes. Temporal features contribute to the classifi-
cation process the most, particularly for non-VPN and VPN,
indicating that timing-related behavior is the primary factor
used by the model. TCP window features also play a signifi-
cant role, especially for TOR and non-TOR. On the contrary,
rate features show the lowest contribution across all classes.
These results suggest that the model relies mainly on traffic
behavior and TCP communication dynamics to distinguish
encrypted traffic categories.

4.4. Class-level Behavioral Insights

The results of the category-level SHAP analysis are shown
in Tab. 3 and reveal different behavioral patterns across the
various traffic classes. Temporal characteristics provide the
dominant contribution for non-TOR (38.99%), non-VPN
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Fig. 6. Category-SHAP contribution analysis across traffic classes.

Tab. 3. Category-SHAP contribution analysis across traffic classes.

Class Temporal Statistical Rate Window_TCP

Non-TOR 38.99% 18.86% 8.90% 33.25%
Non-VPN 59.62% 5.35% 12.52% 22.52%

TOR 25.86% 19.32% 20.42% 34.40%
VPN 47.85% 18.12% 12.51% 21.52%

(59.62%), and VPN (47.85%), indicating that temporal flow
characteristics are important for their classification.

In contrast, Window_TCP is the most influential feature cat-
egory for TOR (34.40%), followed by rate (20.42%) and
statistical features (19.32%). Also, non-TOR shows a substan-
tial contribution from Window TCP (33.25%), meanwhile
rate features are characterized by a comparatively lower con-
tribution (8.90%).

Broadly speaking, the results indicate that the model ex-
ploits observable temporal and transport-layer behavioral
characteristics, rather than payload information distinguish-
ing encrypted and anonymized traffic.

4.5. Key Findings and Implications

Combining XGBoost with SHAP-based interpretability de-
livers robust classification performance and meaningful inter-
pretability. The cumulative SHAP approach reduces the mean
of the feature dimensions, while maintaining interpretability.
Additionally, it makes the model more efficient and applica-
ble. Furthermore, category-SHAP analysis provides a deeper
understanding of traffic behavior. In particular, valuable cy-
bersecurity applications are as interpretable and confident as
model predictions.

To evaluate the effectiveness of the main framework, it was al-
so compared to the LSTM approach, given its ability to model
dependencies and temporal relationships in sequencing net-
work traffic. The performance differences among XGBoost,
random forest, and LSTM can be attributed primarily to the
representation of the input data. Although network traffic
contains some temporal characteristics, the data used in this
study are represented as aggregated flow-level features rather
than fine-grained sequences.

This representation favors tree-based models which can effec-
tively capture non-linear relationships and interactions among
structured features, while also limiting the ability of LSTM
to exploit temporal dependencies.

Nevertheless, the superior performance of the proposed mod-
el indicates that effective traffic classification relies not on-
ly on temporal information or transport-layer characteris-
tics, but also on complementary statistical, behavioral, and
protocol-related patterns. By capturing these multidimen-
sional characteristics, the proposed approach provides a more
comprehensive representation of the behavior of network
traffic, leading to better performance.
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5. Conclusions

This study presented an explainable machine learning frame-
work for encrypted network traffic classification using flow-
based statistical and behavioral features extracted from the
CIC-Darknet2020 dataset. Several algorithms, including ID3,
k-nearest neighbors (KNN), random forest, CatBoost, XG-
Boost, and LSTM were employed to evaluate the classification
of network traffic into four categories: non-TOR, non-VPN,
TOR, and VPN. The experimental results demonstrated that
the selected model offers good classification performance,
confirming the effectiveness of flow-level features for en-
crypted traffic analysis without relying on packet payload
inspection.
To improve model transparency, SHAP was used to explain
the contribution of individual characteristics to classification
decisions. The global SHAP analysis revealed that a limited
subset of characteristics accounted for most of the model’s
predictive behavior, with temporal and TCP-related attributes
emerging as the most influential factors. Furthermore, a cu-
mulative SHAP-based feature selection strategy showed that
a reduced set of features was sufficient to explain most of the
model’s predictions.
The main contribution of this work is dependent on the in-
troduction of a category-SHAP analysis framework, which
extends traditional feature-level explanations by grouping fea-
tures into higher-level behavioral categories. This approach
provides a more intuitive understanding of encrypted traffic
behavior and enables cybersecurity analysts to interpret clas-
sification decisions from a behavioral perspective rather than
through isolated features alone.
In general, the proposed framework demonstrates that ex-
plainability and high predictive performance can be achieved
simultaneously in encrypted traffic classification. The ob-
tained results contribute to the development of more transpar-
ent, trustworthy, and operationally useful AI-based network
security systems.
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