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Abstract  Nowadays, social media impact all aspects of our
lives, making us vulnerable to fraud and scams. Bots are believed
to be the most prevalent form of malware that may be found in
social media environments. New detection methods are required
to keep up with the pace of their continuous advancement. This
paper offers an overview of machine learning-based bot detection
methods. The study revealed that the effectiveness of machine
learning (ML) models can be significantly hindered by redundant
and irrelevant features present in the datasets, which can lead
to performance degradation. A hybrid feature selection (FS)
combining characteristics of the genetic algorithm (GA) and the
mutual information (MI) approach is proposed to overcome this
challenge. The proposed method is evaluated using the following
approaches: random forest (RF), decision tree (DT), support
vector machine (SVM), and logistic regression (LR). Compared
to the state-of-the-art models, the proposed method is capable of
efficiently identifying bots using only a small number of features.
For the dataset used, we achieved a classification accuracy of
0.99 using 4 features only.
Keywords  bot detection, feature selection, machine learning,
social media

1. Introduction

A bot is a software tool that imitates the behavior of a real
person [1]. Bots can be used for negative as well as positive
purposes [2]. Social bots that perform useful services [3],
such as spreading news and interacting with users, are called
benign bots.
However, most bots are used to carry out malicious activi-
ties [2], [4] such as running fabricated accounts, publishing
fake posts and social spam, conducting phishing campaigns,
spreading rumors to manipulate people, spamming, and web
scraping to steal user information. Such activities not only
annoy users but also negatively impact security of the public
and specific individuals.
Bot detection is relied upon to classify social network accounts
as human- or bot-operated based on an analysis of their
features [1]. Various techniques, such as behavior analysis-
based detection systems, anomaly-based systems, graph-based

detection systems, and ML-based detection systems [4] have
been used for this specific purpose.

According to [5], approaches based on supervised ML algo-
rithms are the most common and have proven to be effective
under many scenarios. Nevertheless, they still suffer from
some weaknesses, especially with the continuous develop-
ment of bots. Existing datasets and detection approaches
must keep up with this evolution to enable more effective
bot-human classification.

Real-life datasets can include a wide range of features. When
building an ML algorithm, we must deal with all of them,
even if not all are relevant. The inclusion of unnecessary
features when training a model leads to increasing the degree
of complexity of the model, thus decreasing its generalization
capability, and reducing its overall accuracy.

Therefore, choosing the relevant set of features used to de-
scribe the entities to be classified is a critical step in building
an ML model [5]. This step, known as feature selection (FS),
aims to identify the optimal set of features for building a given
ML model.

In this paper, we used two different bot detection methods: the
traditional one, in which classification is performed directly
after data preprocessing, and the new method, in which an
FS task was added preceding the classification stage. Two
FS algorithms are used: genetic algorithm (GA) and mutual
information (MI), in addition to a hybrid approach including
both above.

For classification purposes, four ML algorithms are explored
for each method: random forest (RF), decision tree (DT),
support vector machine (SVM), and logistic regression (LR).
Finally, a comparative analysis of the methods is carried out
according to three effectiveness criteria: accuracy, precision,
and F1 score.

The remainder of the paper is organized as follows. Section
2 presents existing work focusing on the detection of social
media bots. Section 3 explains the outlines of the proposed
approach. Section 4 offers more details concerning the con-
tribution made. Section 5 presents and discusses the results
obtained. Finally, Section 6 concludes the work and provides
a brief overview of potential future paths.
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2. Related Works

In recent years, significant research efforts have been dedicat-
ed to identifying bots in social media. In this study, we focus
on ML models and present a review of existing work focusing
on this specific field. The proposed approaches are classified
according to the ML models adopted and are categorized as:
supervised, unsupervised, and semi-supervised.

2.1. Supervised ML

The widest range of works described in the literature relies on
supervised ML models. The authors of [6] proposed SEBD:
a stream-based evolving bot detection framework that consists
of three phases: data collection, streaming using Kafka, as
well as detection, in which they used “Bot-MGAT” to forecast
the classification of every account. In a previous work [7],
they proposed the Bot-MGAT framework that combines the
multiview graph attention mechanism with a transfer learning
approach to identify bots using profile features only.
In [8], a graph-based X platform (formerly Twitter) bot detec-
tion HOFA framework is proposed that combats the challenge
of heterophilous disguise. HOFA incorporates modules such
as Homo-Aug homophily-oriented graph augmentation and
FaAt frequency adaptive attention, which are based on deep
learning techniques such as MLPs and attention mechanisms.
A novel bot detection model that uses personal information
to construct user profiles is presented in [9]. This initiative
employs advanced techniques, such as deep contextualized
word embedding using ELMO Glove (global vectors) and
ELMO (embedding from the language model) for the textual
analysis of tweets. During the pre-processing step, the user’s
profile is included into all X accounts using the content of
the tweets in the data. Then, an ML model is used to identify
social bots by analyzing personal information.
The authors of [10] focused on the detection and classification
of social bots on the X platform. They also emphasized the
importance of feature engineering methods and explainable
ML in improving bot detection. The authors defined new bot
categories and designed two additional datasets that include
accounts which have been enriched with the categories of
the newly identified bots. The dataset is balanced using the
ADASYN algorithm to avoid bias. Several classification
algorithms have been used thereafter for binary classification
and for multiclass bot detection.
In [11], a new method is proposed to encode user accounts
as low-dimensional feature vectors, identifying suspicious
bot accounts, and generating embeddings for information
retrieval purposes. The system uses a multilingual technique
to effectively detect suspicious X accounts by analyzing
a set of features, regardless of the account language. The
work combines relevant metadata features along with text-
based features transformed into vectors independently of the
language of the input text.
Paper [12] introduced a multilayer ML approach. Beginning
with a dataset that has been labeled, it carries out feature
extraction using standard tests and correlation analysis. To

overcome the limitation correlation, the chi2 test on non-
text attributes is applied to determine 5 strongest features.
Then, the text attributes undergo feature engineering, followed
by an initial classification procedure that generates a vector
of predictions for each text attribute. The authors provide
a comprehensive assessment of the effectiveness of several
classification algorithms, along with an evaluation of two
widely used strategies for enhancing text attributes: bag-of-
words and n-gram model.

2.2. Unsupervised ML

Only a few researchers employed unsupervised ML algo-
rithms for bot detection. Paper [13] proposes an approach
that uses unsupervised ML algorithms for bot detection on
social media. Initially, a set of features is chosen to distin-
guish between bots and genuine accounts. Subsequently, the
efficacy of two clustering techniques, namely dbscan and
kmean, is evaluated on six datasets using these features. The
results demonstrated that dbscan achieved higher efficiency
by obtaining a better level of accuracy.

2.3. Semi-supervised ML

Some scientists harness the idea of using a combination of
supervised and unsupervised ML algorithms for bot detection.
The authors of [14] addressed the issue of classifying bots as
malicious or benign. They implemented four semi-supervised
ML algorithms: semi-supervised Gaussian mixture model,
S3VM (semi-supervised SVM), label propagation method
being a graph-based SSML model that iteratively extends
the labeling of all nodes on the graph until convergence is
reached, and finally label spreading (LS). They identified
significant features that may be used to differentiate between
benign and malicious bots and showed that SVM achieved
the best results in this classification.
In [15] and [16], an approach with graph-based features,
obtained from flow-level data, is presented to enhance training
and inference of ML models. The proposed BotChase is an
anomaly-based bot detection system that can identify bots
regardless of the protocol used. It is resistant to zero-day
attacks and can handle large datasets properly. The authors
suggest using feature normalization (F-Norm) in addition to
graph-based features in BotChase and assess other machine
learning algorithms.

2.4. Semi-supervised ML

Feature selection is a task that aims to select effective sub-
sets from original features. In machine learning, the goal of
FS techniques is to find the optimal set of features allowing
to create optimized ML models. The FS process eliminates
irrelevant features in such a way that it reduces the dimen-
sionality of the data, accelerates the classification process,
improves the model’s comprehensibility, and increases its
overall performance and accuracy [17], [18]. Despite the ben-
efits brought by FS to the ML field, their use in bot detection
models is restricted. To the best of our knowledge, what we
present in this section is the only existing work in this field.
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In [19], four ML algorithms are tested on a public dataset,
and some expressive features based on simple user profile
counters are proposed for the classification of bots on X.
They focus on the use of features that are easy to obtain
and constitute common profile attributes, as they can be
retrieved in a single request using the X API. The choice
of five characteristics was determined by empirical analysis
based on previous experience in developing X bots. Research
emphasizes that even with a limited number of features, it is
feasible to identify bots with a certain degree of complexity.
In [20], four strategies are used to identify the appropriate
characteristics: correlation attributes, information gain, cross-
validation attribute evaluation, and evaluation of the wrapper
subset. A public dataset available from Kaggle containing 18
features is used and different ML algorithms (RF, NB, SVM,
and NN) are applied to evaluate performance.
If we take an in-depth look at the existing paper, we find that,
despite the good results obtained, most of these works do not
attach importance to model optimization. Actual experiments
are performed on large datasets that include several features.
However, not all those features are relevant for bot detection.
Introducing feature selection into the bot detection process
seems to be a promising initiative. By carefully choosing the
most optimal features and restricting the classification task to
those features only, it is possible to obtain more significant
results while simultaneously reducing execution time and
minimizing complexity of the system.
Nevertheless, the analyzed research fails to consider this stage
or, sometimes, performs it manually.

3. Proposed Methodology
As shown in Fig. 1, we took two different paths: the traditional
one (without optimization) and one relying on the proposed
method (with optimization). This was done to obtain a clear
picture in the comparison step, highlighting the benefits of
introducing the FS task.
After importing the data, our method goes through three main
stages: (i) data pre-processing, (ii) classification, and (iii)
obtaining and comparing the results.

3.1. Dataset and Pre-processing

In our experiment, we used a publicly available dataset from
the X platform, originating from [21]. The dataset comprises
a total of 8 386 records, categorically divided into two primary
groups: 3 474 records representing human interactions and
4 912 records attributed to bot activity. It contains 69 features
defined for each of these accounts. These features can be
categorized into three groups: content, account information,
and account use features (Fig. 2).
In search of better data quality and reliability, the data from the
dataset was subjected to a pre-processing step. We removed
missing values, eliminated duplicates, as well as identified
and handled outliers. Additionally, we standardized formats
and corrected inconsistencies in the data, preparing them for
accurate and effective model training.
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Fig. 1. Proposed bot detection methodology.
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Fig. 2. Category of features of the X dataset (formerly Twitter).

3.2. Feature Selection and Classification

FS is introduced to find the optimal set of features that offer the
best classification results. The dataset reduced to the selected
features is then subjected to four classification algorithms
to estimate the highest bot prediction score. We selected
two algorithms (GA and MI) and used a hybrid solution
comprising both.
The final stage of the proposed methodology is classification.
The selected features from the previous step are the only ones
considered for bot identification. The dataset is reduced to the
selected feature subset. Then, it is divided into training and
testing sets. We employ an 80:20 ratio to split raw and inte-
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grated features, with 80% of the data set allocated for training
classification algorithms and 20% for testing. The classifica-
tion process involves the use of the test and train data sets for
each feature subset generated from previous methods. This
study uses four classifiers: random forest (RF), decision tree
(DT), support vector machine (SVM), and logistic regression
(LR).

4. Feature Selection Techniques
4.1. Genetic Algorithm

he genetic algorithm (GA) is inspired by the biological
evolution process [22]. It is an optimization method that
draws inspiration from the process of natural selection. This
population-based search algorithm uses the idea of survival
of the fittest. By iteratively applying genetic operators to
members of the population, new populations are created.
Chromosomes (population individuals), fitness function, and
biologically inspired operators are key elements of GA [22].
Chromosomes are considered as possible solutions. The fit-
ness function is used to dedicate a value to everyone in the
population. After that, GA operators are applied to generate
a new population.
The biologically inspired operators include selection, muta-
tion, and crossover. Selection enables individuals to be chosen
for processing in the next steps based on their fitness value.
The crossover operator is a mechanism that combines two or
more parents to generate new offspring solutions for the sub-
sequent generation. During a mutation, certain pieces of the
chromosomes will be randomly inverted based on probability.
The procedure of GA for FS is as follows: initial popula-
tion generation, fitness function, selection, mutation, and
crossover, with the next generation being produced in the final
step (Fig. 3).
An initial population of solutions is randomly generated and
the objective function is assessed for each member of this first
generation. Chromosome genes are chosen from the dataset
and without duplication. A chromosome (individual popula-
tion) represents a subset of features from the original dataset.
Each chromosome is a solution to the selection problem.
The fitness function serves as a tool allowing to discover the
most effective features during classification (human-bot). It
allows one to judge the ability of individuals (chromosomes)
to survive through a fitness value and to compare them at
each iteration. The fittest individuals are selected using an
ML classifier. The classifiers used here are the same as those
deployed in the classification phase. The fitness function
computes accuracy for everyone, which represents, in this
case, a feature subset. It returns the population members with
the highest accuracy.
The creation of a new generation involves the selection of
the fittest parents from the previous generation, followed
by the application of crossover and mutation operators. The
selection of individuals from the current generation, who will
be the parents of the next generation, is determined randomly.
However, the fittest individuals are more likely to be chosen.

Initial random population (first generation)

Evaluate fitness [RF/DT/LR/SVM]

Termination criteria 
satisfied?

New generation Final feature set

No

Yes

Selection Crossover Mutation

Fig. 3. Selection of features using genetic algorithm.

Suitability of a given solution is determined by its objective
value, with higher objective values indicating better fitness.
A subset of the chosen solutions is utilized in a crossover
operator that combines multiple parent solutions to generate
new offspring solutions for the subsequent generation. The
crossover operator typically produces offspring that inherit
the shared traits of the parent solutions while simultaneously
combining other characteristics in novel forms.
The next-generation solutions are subjected to a mutation
operator, which introduces random variations within the so-
lutions. The goal of the mutation operator is to ensure com-
prehensive exploration of the solution space, hence avoiding
premature convergence to a local optimum.
Prior to classification, the new dataset is constructed using
only the selected genes (features) from the previous step.
However, once the GA converges, only the features represent-
ed by the best chromosome for a certain dataset is taken into
consideration.

4.2. Mutual Information Algorithm

Mutual information relies on an elimination procedure to de-
crease the size of the input feature set while still preserving
the discriminating class information for classification purpos-
es. It estimates the level of information shared between two
random variables. When the two variables are independent,
the MI is zero. However, when the dependency of one vari-
able on the other increases, the MI also increases [4]. In this
study, the variables include both the features and the target
variable (bot or not).
The formal definition of MI between two random variables is
as follows:

MI(feature; target) = H(feature)−H(feature|target) ,

where MI(feature; target) is the MI between a feature
and the target, H(feature) is the entropy for a feature and
H(feature|target) is the conditional entropy for a feature
given the target.
The MI score will range from 0 to 1. A high MI value indi-
cates a strong connection between the feature and the target,
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Fig. 4. Feature selection using mutual information.

highlighting the usefulness of the feature for training the mod-
el. However, a lower MI score indicates a weak correlation
between the target and the feature.
Figure 4 depicts the steps taken to apply MI in the proposed
method. The MI score is determined for all features in the
data set. Then, a subset of k features having the highest MI
score is determined. The data set trimmed to match this subset
will be subject to classification in the next step.

4.3. Hybrid FS

Another experiment we have done is to perform FS using
GA and MI successively (Fig. 5). GA results in a set that
contains up to 30 features or more, which is still a relatively
big number. We need to reduce this amount while keeping
the most significant features.
Thus, after obtaining the final subset of features selected by
GA, we use it as input to MI. MI then selects the best features
from this subset, ensuring a more effective classification.
On the one side, the number of features is reduced and on
the other side, only optimal features are kept. This also has
a positive influence on system complexity and classification
accuracy.

Classification

Dataset with
all features

Dataset with
all features

Genethic 
algorithm

Mutual
information

Feature selection

MI

Subset of features

Fig. 5. Selection of hybrid features.

Tab. 1. Performance comparison.

Classifier No. of
features Accuracy F1 score Precision

Without optimization
RF 0.9505 0.9588 0.9352
DT 0.9720 0.9757 0.9885
LR 0.9547 0.9623 0.9390

SVM 0.9434 0.9530 0.9261
With optimization (FS using GA)

RF 36 0.9886 0.9727 0.9658
DT 37 0.9833 0.9846 0.9877
LR 28 0.9696 0.9623 0.9390

SVM 38 0.9791 0.9530 0.9261
With optimization (FS using MI)

RF 4 0.9821 0.9846 0.9907
DT 4 0.9809 0.9836 0.9866
LR 4 0.9821 0.9848 0.9788

SVM 4 0.9791 0.9821 0.9826
With optimization (hybrid FS approach)

RF 4 0.9904 0.9918 0.9969
DT 4 0.9922 0.9934 0.9889
LR 4 0.9666 0.9720 0.9557

SVM 4 0.9755 0.9792 0.9757

5. Results and Discussion

During the experiments, we employed a new dataset described
in Section 3.1 and to the best of our knowledge no previous
work has used this dataset before. The use of a new dataset
offers an opportunity to explore new avenues and discover
bot behavior patterns that have not yet been studied. This
helps foil evasion techniques developed by bot creators and
improves detection efficiency.
Since this dataset has not been tested before, we chose to carry
out tests without optimization before testing the proposal.
Therefore, we adopted two methods for detecting bots. The
first of them employed no optimization, while the other relied
on an optimization method (proposed). Table 1 summarizes
the results obtained by the different methods.
For the evaluation, three metrics are considered: accuracy,
F1 score, and precision. Accuracy is the ratio of correctly
predicted cases to the total instances in the dataset and of-
fers a direct assessment of overall performance. F1 score is
the harmonic average of accuracy and recall. It is a com-
prehensive statistic that considers both false positives and
false negatives, thus providing a more reliable assessment of
a model’s performance in situations where it is important to
keep a balance between identifying human and bot profiles.
Finally, precision is defined as the number of true positive
occurrences divided by the sum of true positive and false
positive cases. In the context of bot identification, a high
accuracy value indicates that the model is efficient at reducing
the occurrence of false positives. This implies that there
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are fewer instances when genuine profiles are incorrectly
classified as bots.
According to the literature, most of existing works do not pay
attention to feature selection or rely on FS that is performed
manually.
The chosen features may not be the most efficient. An auto-
mated method is needed to select the best features and test
them accordingly. Ignoring this step results in more complex
detection systems. Therefore, the use of algorithms for FS al-
lows, on the one hand, to reduce system complexity and, on
the other hand, to choose the most efficient features.
This work demonstrates two different algorithms for selecting
the best attributes of a dataset. GA, being an optimization
algorithm known for its power, and MI, which is a filter
method based on computing the worthiness of each attribute.
The FS step is succeeded by the classification step. During
classification, four supervised ML algorithms have been
tested: RF, DT, SVM and LR.
The number of features selected for each classifier for the
case of GA is provided in Tab. 2. For the MI case, k is fixed
at 4, so it does not change according to the classifier. The best
results were obtained by MI along with the RF algorithm,
reaching an accuracy value of 0.9821, an F1 score of 0.9846,
and a precision result of 0.9907. Furthermore, GA with the RF
algorithm achieved the values of 0.9886, 0.9727 and 0.9658
(accuracy, F1 score and precision, respectively).
In the case of the hybrid method, the features intended for
MI selection are limited to the best features selected by GA.
Thus, there are four cases, depending on the classifiers used

Tab. 2. Lists of selected features and MI score for each classifier.

ID Selected features MI score

Classifier RF
13 max_tweet_length 0.619974
23 avg_tweet_length 0.612522
14 max_urls 0.608208
15 max_favorite 0.597547

Classifier DT
15 id 0.617256
1 max_tweet_length 0.601209
16 min_urls 0.599594
14 max_urls 0.584531

Classifier SVM
6 default_profile_image 0.619503
16 geo_enabled 0.611693
7 min_hashtags 0.607979
2 min_favorite 0.601555

Classifier LR
14 max_twee_length 0.620225
15 avg_tweet_length 0.608634
4 avg_urls 0.601099
17 screen_name_length_name_length_ratio 0.598546

in the GA’s fitness function before the MI step. The selected
features for each classifier along with their MI score are
presented in Tab. 2. The feature IDs are also shown to establish
a relationship with the charts. Figure 6 shows graphs that
illustrate the classification of characteristics generated by MI
of each subset, resulting from GA deployed in the previous
step.
Results of the hybrid approach outperform all previous exper-
iments with accuracy of 0.9904, precision of 0.9969, and F1
score of 0.9918 – with the values achieved using the RF algo-
rithm. The results obtained with the DT ML algorithm were
also significant: we achieved and accuracy value of 0.9922,
an F1 score of 0.9934 and a precision result of 0.9889. In
addition to the high accuracy reached, execution time and
system complexity are greatly reduced, since the different
classification algorithms are performed on the dataset, result-
ing in a restriction to four features only. On the other hand,
DT and RF classifiers consistently but unevenly outperform
other solutions across all four approaches.

6. Conclusions

The research revealed that the presence of irrelevant features
in the datasets may degrade the efficiency of ML models,
resulting in poor performance. To address this challenge, ex-
periments have been performed in four different ways: without
optimization, with optimization using GA, with optimization
using MI, and by relying on a hybrid FS approach. Addition-
ally, for each of them, four ML supervised algorithms have
been tested. The results show that the hybrid method outper-
forms all other approaches in terms of accuracy, F1 score,
and precision. The hybrid approach combines the power of
the two selection methods, namely GA and MI. GA selects
the best feature subset by testing accuracy of individuals by
relying on various classifiers, while MI keeps only the best
features according to their rank.
In future work, it will be interesting to test other FS tech-
niques and explore a hybrid approach combining two or more
techniques. It is also important to use other ML algorithms,
particularly those of the deep learning variety.
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