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Abstract — Rapid development of technologies associated with
the Internet of Medical Things (IoMT) has enabled continuous
patient monitoring, diagnosis, and integration of medical devices
with various healthcare infrastructures. However, the increasing
heterogeneity of IoMT systems and their connectivity-related
features introduce also security risks, such as data tamper-
ing, unauthorized access, and unsafe behavior of the devices
themselves. Traditional trust assessment techniques often fail to
handle the uncertainty inherent in medical data and devices.
This paper presents a fuzzy logic-based secure trust assess-
ment scheme designed for IoMT, which integrates behavioral
and communication indicators to compute trust scores for a de-
vice. The scheme employs a fuzzy logic-based approach and
provides a trust level evaluation procedure suitable for resource-
limited IoMT devices. A fuzzy inference system was developed
specifically for this scheme and further optimized by applying
evolutionary algorithms. The experimental results demonstrate
an improved accuracy of the optimized model in evaluating the
trust level of devices and show its enhanced accuracy compared
to a classical trust mechanism.

Keywords — IoMT, fuzzy logic, trust management, security, opti-
mization

1. Introduction

The emergence of IoMT in healthcare care has transformed
the manner in which medical services are provided, as it is
capable of significantly enhancing patient care through online
monitoring, the use of wearable technology, and the ability to
access medical consultations quickly and remotely. However,
as IoT technologies continue to evolve, protecting sensitive
health information has emerged as a significant challenge for
researchers [1]. As data are collected, transmitted, and stored
by medical devices, there is, unfortunately, a correspond-
ing increase in cyber incidents, data breaches, and privacy
violations associated with medical equipment [2].

The use of IoT devices may result in unauthorized access
to confidential patient data, including email accounts, pass-
words, and private records [3]. Security, privacy, and safety
are important factors and pose significant challenges in the
implementation of IoT systems. IoT applications encompass
numerous devices and generate substantial data volumes.
Therefore, in order to ensure data security, it is essential to
guarantee that the communicating IoT devices interact in
a trustworthy manner [4].
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Cryptography and access control are the two conventional
approaches to safeguarding IoT networks. If properly imple-
mented, they can be considered hard measures that ensure
system security. However, since hacked network nodes might
produce false or misleading information while still offering le-
gitimate cryptographic credentials, cryptography alone is not
capable of ensuring security in heterogeneous IoT systems.
Similarly, typical centralized access control is inappropriate
for distributed contexts and access control mechanisms are
susceptible to internal harmful attacks. However, trust man-
agement, which is regarded a soft security mechanism, can
address the aforementioned problems by improving, rather
than replacing hard security procedures [5].

Trust management is employed to evaluate and ensure network
reliability by assigning a trust value, i.e. its trust level, to each
node. Consequently, the information sent by a node with
a high trust level is considered reliable [6].

Therefore, trust management has emerged as an important
components of IoT security. By analyzing behavioral patterns,
data integrity, and communication quality, trust assessment
mechanisms aim to quantify the reliability of devices. Tradi-
tional trust evaluation models — such as binary classification,
threshold-based detection, and probabilistic schemes — of-
fer a quite limited degree of effectiveness when applied in
IoT systems. Furthermore, resource-limited medical devices
of IoMT may experience communication errors or interrup-
tions that should not be misinterpreted as malicious behavior.
These challenges require efficient trust assessment techniques
that are capable of differentiating between benign fluctuations
and genuine threats.

Artificial intelligence (Al) techniques are a promising so-
lution for assessing trust in [oMT networks, as they involve
a data-centric evaluation of device-related and traffic be-
havior. Unlike traditional static or rule-based mechanisms,
Al approaches can consider non-linear dependencies among
medical data streams, allowing trust level estimation under
complicated network conditions. Approaches based on fuzzy
logic, neural networks, and evolutionary optimization offer
advanced reasoning, parameter tuning, and efficient searching
of complex parameter spaces — features which are essential
for handling uncertainty in medical data communication.

Furthermore, Al-based trust modeling may provide contin-
uous improvement as new traffic patterns or threat vectors
emerge, ensuring that trust evaluation remains relevant to
security challenges. This makes the fuzzy logic theory partic-
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ularly suitable for implementation in IoMT, where decisions
often depend on slight variations in physiological data.

This paper proposes a fuzzy logic-based trust assessment
scheme for IoMT networks. The proposed model integrates
several trust indicators concerning both behavioral anoma-
lies and reliability of communication. The designed model
computes the trust scores of a device. The resulting trust val-
ues may be utilized to establish secure interaction between
devices or provide access control, thus increasing resilience
against threats.

2. Problem Definition

The IoMT can be regarded as a set of connected medical
devices, wearable sensors, implantable technologies, and
clinical information systems that work together to ensure
continuous provision of healthcare to the population. The
complexity of [oMT networks stems from the heterogeneity
of its devices: from low-power wearable monitors to complex
systems and smart equipment. [oMT technology is defined by
its vulnerable and unsafe nature, as medical devices operate
in a sphere in which even small inaccuracies or delays can
lead to severe consequences for patients’ health.

As IoMT systems become increasingly connected, they are
also exposed to emerging cybersecurity threats. Attackers can
manipulate physiological data streams, impersonate medical
devices, inject unauthorized control commands, or exploit
vulnerabilities in wireless communication protocols. Fur-
thermore, data collected by these devices are often noisy,
incomplete, or suffer from sudden fluctuations and distortions
caused by patient movement or environmental factors. These
uncertainties complicate the discovery of benign anomalies
and malicious actions. Finally, regulatory frameworks can
impose strict requirements related to confidentiality and in-
tegrity, thus requiring the introduction of effective security
mechanisms.

Although IoMT holds considerable potential, concerns about
security and privacy have hindered its extensive implemen-
tation within the healthcare sector [7], [8]. This problem is
exacerbated by the introduction of new technologies, includ-
ing mobile devices, cloud services, and remote applications
that are being integrated into the healthcare system [9].

The lack of attention to security and privacy in IoMT hinders
the complete utilization of these technologies to address
existing issues in healthcare. Thus, it is essential to define
security and privacy within the healthcare sector.

Although these technologies improve data processing in the
healthcare sector, they also significantly increase the risk of
security and privacy breaches of medical information. The
growing reliance on these technologies can lead to an in-
creased vulnerability of health data, leaving health-related
information open to various threats and misuse, which could
result in sever consequences for both patients and organiza-
tions [10].

The need for effective methods capable of identifying attacks
and malicious devices within IoT networks stems from their
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vulnerability to threats and attacks. The lack of adequate
focus on security and privacy in healthcare IoT technologies
is a major obstacle preventing these technologies from being
effectively used to address current problems. Therefore, a need
to investigate security-related factors exists.

Given these challenges, accurate assessment of the reliabili-
ty of IoMT devices continues to remain a complex problem.
Traditional trust assessment methods, which use determinis-
tic thresholds or probabilistic evaluations, often fail to take
into account the variability of wireless communication envi-
ronments. Moreover, they are typically quite rigid when faced
with incomplete information.

These limitations justify the need for a more uncertainty-aware
trust assessment mechanism.

3. Literature Review

Researchers encounter several obstacles in the IoT area, such
as guaranteeing a sufficient level of security while exchanging
data, ensuring trust between IoT components, addressing
concerns related to data confidentiality in IoT technologies,
creating safe communication with various components on the
edge network, and finding ways to save energy by applying
reliable smart devices and infrastructure [11].

The degree of trust placed in engineering solutions depends
on their capability to interprtet data in various psycholog-
ical and economic contexts and varies rather considerably.
Additionally, it differs with the contexts in which they are
applied [12].

Trust is closely related to guaranteeing the security of a given
system and the safety of its users. It involves not only secu-
rity, but also other elements, including integrity, resilience,
dependability, accessibility, and capability, making it more
complex and challenging to provide [13].

In [14], trust is defined as a key feature for establishing trust
between devices in order to guarantee secure services and
applications.

An IoT device interacts with the physical environment to
collect data and operates by relaying on communication tech-
nologies. However, IoT devices may become faulty, compro-
mised, or can misbehave due to internal factors or external
threats, such as cyberattacks. In such cases, the data collect-
ed and transmitted by these devices can become unreliable,
which may significantly affect the decision making process,
particularly in critical domains such as IoI-based healthcare.
Establishing trust in devices and the data they generate can
increase end-user confidence in IoT systems. Estimated trust
status (trusted, uncertain, or untrustworthy) is to be used as
a reputation indicator for healthcare applications [15].

In [16], a trust management mechanism based on architec-
ture modeling is proposed. The IoT is decomposed into three
layers, each of them controlled by a special purpose trust
management system (self-organized, affective routing and
multi-service). The final decision making process is conduct-
ed based on trust-related information.
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To ensure data and information security, it is essential to verify
that any IoT device that interacts with other system elements
is trustworthy. To address these challenges, various methods
have been proposed, for example, in [17], [18]. Several trust
frameworks have been proposed to address the issue of node
security to protect devices from being attacked or damaged,
which can lead to unavailability of resources [19]—[21].

In [22], a centralized trust management scheme was created
for lightweight 10T devices. This system facilitates service
exchange between devices, as it manages trust certificates
without performing trust calculations. In terms of cooperation
and compatibility, additional observations of direct trust are
quantified. Recommendations, meanwhile, are used to assess
indirect trust.

The authors of [23] introduced a behavior-based reputation
system to establish trust between nodes. They proposed an
architecture that integrates software-defined networks with-
in the IoT and a cross-layer authorization protocol in trust
management. In [24], a dynamic trust management mod-
el was created that allows network nodes to autonomously
assess the behavior of their peer nodes and dynamically as-
sign rewards and penalties. This method identifies malicious
nodes, categorizing them into three levels: mild, moderate,
and severe.

Artificial intelligence methods are also widely used in trust
assessment. Paper [25] considers the behavior of users in the
trusted model to identify anomalous patterns. The established
model takes into account specific indicators, such as security,
authentication, operation, and efficiency, to assess the user’s
past behaviors and compare them with the current state of the
their actions. The framework developed utilizes fuzzy logic
to evaluate both comprehensive and direct trust values.

The technique introduced in [26] is based on fuzzy logic and
aims to identify untrusted nodes. The authors created a reliable
messaging method for IoT communication among nodes to
ensure the security of the entire IoT system. However, the
model suffers from certain limitations related to scalability,
energy efficiency, and data storage.

A trust management scheme constructed on the principles of
Bayesian learning and collaborative filtering was proposed
in [27]. To quickly reflect behavioral changes, the scheme is
regularly updated after a designated interval, applying a de-
cay factor to the currently computed scores. Nevertheless,
Bayesian inference presents certain limitations in trust calcu-
lations, including the challenge of trust subjectivity with the
element of randomness.

The study described in [28] introduced a trust calculation
model that is capable of yielding precise trust evaluations.
The approach quantitatively assesses individual trust char-
acteristics and categorizes them to derive the ultimate trust
values. The investigation presented in [29] examined a trust
model which offers an effective approach to routing proto-
cols for lossy networks, allowing to categorize untrustworthy
nodes. The designed model utilizes the logistic regression
technique to assess the behavior of a specific node.

The investigation described in [30] proposed a trust-oriented
model utilizing a decision tree algorithm to detect malicious
activities within the Internet of Battlefield Things environ-
ment. In [31], the authors introduced conditional packet ma-
nipulation attacks, known as targeted insider attacks. The
presented scheme maintains restricted trust performance met-
rics for every node, indicating the potential for initial attacks,
such as forwarding packets with specific values.

The investigation presented in [32] introduced an adaptive
trust protection scheme designed specifically for industrial IoT
networks, using a deep neural network alongside a supervised
learning algorithm. This approach successfully identified var-
ious types of attacks without the need for any prior knowledge
of their characteristics and eliminated the need for manual
intervention.

LSTM and multi-attribute rating techniques for trust manage-
ment in IoT devices were proposed in [33]. A multi-attribute
rating algorithm was applied to compute the trust values,
while LSTM was utilized to determine the trust threshold
based on behavioral changes.

Although previous studies presented a general examination of
security- and privacy-related issues affecting IoT, a significant
gap continues to exist in the literature as far as the layered
structure of [oT is concerned, specifically within the healthcare
context [34].

Paper [35] proposes a fuzzy trust management mechanism
to prevent Sybil attacks in IoMT. Moreover, this mechanism
can recognize untrustworthy nodes in the system. Study
[36] proposes a blockchain-based fuzzy trust management
framework to detect Sybil nodes in oM T networks, while [37]
discusses an intelligent trust cloud management method where
individual trust clouds of IoMT devices are established by
fuzzy trust recommending. The suggested trust classification
scheme can determine whether an IoMT device is malicious
and can be relied upon for secure clustering.

Although the number of published studies focusing on trust
assessment in IoT networks is quite substantial, insufficient
attention has been devoted to hybrid approaches that integrate
several Al techniques and combine their advantages in order
to improve model accuracy — a feature this paper focuses on.

4. Methodology

In this paper, fuzzy logic was chosen over other Al tech-
niques because it does not require large training datasets and
can operate effectively, since fuzzy logic deals with expert
knowledge and linguistic rules, which makes it well suited
for cases in which IoMT data may be limited or inprecise.
Moreover, unlike black-box models (e.g. deep neural net-
works), fuzzy systems provide high interpretability and are
transparent operationaly, while retaining low computational
complexity.

At the foundation of the scheme lies the selection and integra-
tion of indicators that reflect the secure behavior of a specific
IoMT device. The architecture of the proposed fuzzy logic-
based trust assessment scheme for [oMT is shown in Fig. 1.
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Fig. 1. Fuzzy-based secure trust assessment scheme.

The trust assessment scheme for [oMT medical devices com-
prises several functional units. The data acquisition unit col-
lects the behavior characteristics of traffic from medical de-
vices of the IToMT network. The preprocessing unit performs
the data cleaning and normalization stage. Next, the fuzzy
inference system processes the normalized numerical fea-
tures and gives the trust score of each device. The decision
response unit interprets the trust score produced by the FIS
and determines the appropriate reaction, such as classifying
devices as trusted, suspicious or malicious. By applying rele-
vant security rules, the security policy unit implements this
trust-related decision (access control, device isolation, and
alert generation) to protect the IoMT network.

The trust assessment scheme can be used as part of a security
management module integrated into IoMT gateways, edge
servers, or organization network controllers to evaluate the
trustworthiness of connected devices. Based on the calcu-
lated trust score, the scheme can control network access by
prioritizing trusted devices for data transmission, and may
restrict or isolate devices with suspicious behavior.

The core component of the proposed trust assessment scheme
is the fuzzy inference system (FIS), which performs the
decision-making process. It processes several indicators —
behavioral and network characteristics of [oMT devices —
and transforms them to a unified continuous trust score. To
transform these features into a trust score, the FIS applies
a fuzzification process that converts numerical indicator val-
ues into linguistic terms such as “low”, “medium” or “high”.
These terms are represented by membership functions. Next,
the inference stage takes place, where the fuzzy inference en-
gine applies the rule base which encodes expert knowledge to
produce fuzzy outputs. Then, defuzzification is performed to
produce a single value trust score that represents the device’s
current level of trustworthiness on a continuous numerical
scale.

To evaluate the performance of the trust assessment phase,
the FIS should be validated using a real dataset. In this study,
the CICIoMT2024 dataset is applied, as it offers a compre-
hensive and up-to-date representation of network traffic and
cyberattacks, which are specific for [oMT. This data set in-
cludes various attack scenarios and realistic benign traffic,
thus allowing to objectively evaluate and validate the specific
intrusion and attack detection methods [38].

The proposed FIS has four inputs, which correspond to se-
lected features of the CICIoMT2024 dataset and determine
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essential traffic and security-related properties, enabling the
FIS to model both normal and malicious patterns effectively.
These chosen features are inter-arrival time, flow duration,
tot_size, and SYN flag number.

The inter-arrival time feature measures the time difference be-
tween subsequent packets sent by a medical device, reflecting
its communication behavior. This feature can indicate anoma-
lies, such as irregular or suspicious transmission patterns that
may indicate compromised or misbehaving devices.

The flow duration feature represents the total time of a given
network flow, showing the duration of the period over which
the device communicates during a session. Abnormal flow
durations — either unusually short or excessively long — may
indicate suspicious activity or potential security breaches. The
Tot_size feature represents the total size of packets transmitted
in a network flow, reflecting the volume of data exchanged
by a device. Unusually large or small values can indicate
abnormal behavior, such as data exfiltration or communication
suppression.

The Syn flag number feature counts the TCP packets from
a device, reflecting how often it attempts to establish commu-
nication. Abnormally high Syn counts may indicate suspi-
cious behaviors such as scanning, flooding, or unauthorized
connection attempts.

The output of the proposed FIS is the trust score, which
represents the reliability or trustworthiness of an IoMT device
evaluated based on its observed network behavior. In this
study, the Mamdani-type FIS was selected due to its common
rule-based structure and high interpretability, as well as a clear
representation of expert knowledge in the trust assessment
process. The Mamdani FIS represents a non-linear approach
to mapping between a four-dimensional input vector x =
[x1, 22,23, x4) and a scalar output variable y. Each input
variable 1,7 = 1, ..., 4, is characterized by three linguistic
terms presented as Gaussian membership functions, while
the output variable is described by five Gaussian membership
functions. The Gaussian membership function corresponding
to the j-th linguistic term of the ¢-th input can be expressed

as: )
i, (1) = exp ( ~ M) , W

202,
ij
where c;; and o;; are the center and standard deviation of the
Gaussian function, respectively and j = 1,2, 3.
Next, the k-th membership function of the output variable
can be defined as:
(y —cx)?
1By, (y) = exp < - Ti . 2
The fuzzy rule base designed for this case consists of 12 Mam-
dani type fuzzy if-then rules which encode expert knowledge
about the system’s behavior. The r-th rule can be written as:
R, :ifxqis Alj; and z2 is Azj; and x3 is A3j§ ;
3)
and x4 is A4j£ then y is Br ,
wherer =1,...,16,57 € {1,2,3},and k" € {1,...,5} are
the indices of the previous and next membership functions,
respectively.
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The firing strength of the r-th rule is calculated using the
minimum ¢{-norm as:

ozT:min{,uAlj;(xl),...,uA4jZ(x4)} . )
Each fuzzy rule contributes to the output fuzzy set by modi-
fying its consequent membership function according to its
firing strength:

p, (y) = min {ar, up,. () } - )

The aggregated output fuzzy set is obtained by applying the
maximum operator over all rules:

page(y) = max (). ©)

Finally, the final crisp output is calculated using the centroid
defuzzification method:

* _ fyﬂagg(y)dy
f Magg(y)dy
To improve the accuracy of the FIS, evolutionary algorithms

are employed to optimize the parameters of the membership
functions and the structure of the fuzzy rule base.

)

First, the developed FIS is optimized by applying a genetic
algorithm (GA). Here, a GA chromosome is encoded as
a vector that includes all membership function parameters
and the indices defining the fuzzy rules. The membership
function parameters are encoded as:

ZME = [611,0'117 «..43C43,043,C1,01, .. .70570'5} 5 (8)

while the fuzzy rules are encoded as:
zr = [j1, 2, 43,01, k', 51,52, 53, 1% K], 9)

where the previous indices j] and subsequent indices k" are

integer-coded.

The complete chromosome can be written as:

z = [ZMF,ZR] , (10)

For a given chromosome z, the parameters of the fuzzy infer-
ence system are determined and its performance is evaluated
through a fitness function expressed as the mean squared er-

ror between the desired output "¢/ and the actual output
*

Yy
N

Jo) = > (0~ i) an
n=1

where NV is the number of training samples.

The genetic algorithm iteratively minimizes J(z) by applying
selection, crossover, and mutation operators to evolve the
chromosomes toward an optimal FIS configuration.

Another evolutionary algorithm, particle swarm optimization
(PSO), is applied to the same FIS. In PSO, each particle
represents a candidate solution with the same dimensionality
and structure as the GA chromosome:

Xp = I:XP,MF7XP7R] € RD ) (12)
where D is the total number of optimized parameters and

denotes the particle index.

10

/\
[\
/o N

1(3 MFs)

— = =00
/ /\\7 e

S (3 MFs)

'S

N (3 MFs)

Fig. 2. Fuzzy inference system developed in Matlab.

Each particle is associated with a velocity vector v, € RP,
and its evolution in the search space is determined by:

vp(t+1) =wvp(t) + car [Pp - Xp(t)]

13
+cora [g — xp(1)] -
Xp(t+ 1) =xp(t) + vp(t+1), (14)
where w is the inertia weight, c¢; and ¢y are cognitive and
social acceleration coeflicients, respectively, r; and ro are
vectors of random variables uniformly distributed in [0, 1],
P, denotes the personal best position found by particle p
and g represents the global best position discovered by the
swarm. During evaluation, the rule-related components of
x,, are discretized to the nearest valid linguistic index. The
fitness of each particle is computed using the same objective
function J(+) as in the genetic algorithm.

To sum up, the proposed mathematical models provide a com-
prehensive description of a Mamdani-type fuzzy inference
system and its optimization using two evolutionary algorithms
and can be utilized to develop the required trust assessment
FIS.

5. Simulations

Matlab can be used to examine and verify the operation of
the developed FIS for trust assessment in IJoMT. Running
FIS simulations in Matlab enables fast model prototyping,
structured performance testing, and convenient experimental
analysis. Moreover, it is possible to integrate FIS with opti-
mization toolboxes and machine learning techniques such as

Rule Weight |Name
1 IfITisLand FDisLand TSis Land FNis Lthen TS is VH
fITisLand FDisMandTSis Land FNis Lthen TSis H
3 fITisMand FDisLand TS is Mand FN is Lthen TSis H

ruled

rule2

rule3

4 |MITisMand FDisMand TS is Mand FN is L then TS is M
IfITisHand FOisMand TSisH and FNisMthen TS is L
6 |fITisMandFDisHand TSisHand FNisMthenTSis L
7 |HITisLandFDisHand TSis H and FNis H then TS is VL

ruled

rules

rules

rule?

IiITisHand FDisHand TSis M and FNis H then TS is VL
liITisMand FDisMand TSis Hand FNisLinen TSis M
0 |[fITisHand FDisLand TSis M and FNis M ihen TSis M
lilTisLandFDisMandTSis MandFNis HinenTSisL

ruled

w|m

ruleg
rule10

rule11

liITisHand FDisHand TSis Hand FN is H then TS is VL rule12

Fig. 3. Rule base of the FIS.
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Fig. 4. FIS simulation results.

neural networks, which increases the effectiveness of fuzzy
inference systems and promotes their improvement.

The initial phase of creating the FIS interface involved assign-
ing input and output variables. The membership functions for
the inputs and outputs were defined as well (Fig. 2).

The rule base was specified (Fig. 3). Following this, we
allocated the input values and executed the simulation process
to generate outputs, thus verifying the functionality of the
proposed FIS.

To verify the operability of the developed FIS, a series of
simulations was performed. Figure 4 illustrates a scenario
with the following input values: the interarrival time value
I7 was 0.25, the flow duration value Fp was 0.75, the total
size value T's was 0.5, and the Syn flag number value Fy was
0.5. The simulated FIS yielded the trust score of the device
equal to 0.292. This means that this device has a low trust
score and can be regarded malicious.

The GA was then applied to adjust both the parameters of
the Gaussian membership functions and the structure of the
fuzzy rule base, allowing the FIS to better reflect the non-
linear relationships within the features of the CICIoMT2024
dataset.

The convergence analysis of the GA-based optimization shows
that the evolutionary search successfully refined the parame-
ters of the proposed FIS within 86 iterations (Fig. 5). The con-
vergence behavior verifies that the GA reached a near-optimal
solution. After optimization, the Gaussian membership func-
tions were better positioned around informative data regions.
The GA also refined the rule base.

The Mamdani-type FIS was also optimized using the PSO
tool. Representing each particle as a candidate FIS configura-
tion and iteratively updating particle positions according to
individual and global best performance values, PSO also ad-
justed the parameters of the Gaussian membership functions
and refined the fuzzy rule base. The PSO-based optimization
of the proposed FIS reached convergence after 310 iterations,
demonstrating a gradual but steady improvement in the fitness
value as the swarm explored the search space (Fig. 6).
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Fig. 5. FIS optimization with GA.

The performance of the original FIS, GA-optimized FIS, and
the PSO-optimized FIS were validated in Matlab to ensure
that the proposed trust assessment scheme demonstrates
measurable improvement throughout the optimization stages.
During validation, the FIS variants were evaluated according
to a predefined fitness metric that reflects the accuracy of
the trust estimate. Through this validation procedure, the
authors verified whether GA and PSO optimization provided
significant performance gains over the original FIS. The
validation results show that both optimization algorithms
improved the performance of the original FIS, while the PSO-
optimized FIS showed the highest accuracy in estimating trust
scores from IoMT traffic features (Fig. 7).

The original FIS produced comparatively less precise trust
scores, caused by limitations of manually configured member-
ship functions and fuzzy rules. The validation results indicate
that optimization significantly improves the performance of
the proposed FIS for trust assessment in [oMT. Despite the
lower error, the GA-optimized FIS outperformed the origi-
nal FIS. The PSO-optimized FIS achieved the best results, as
it surpassed both the original and the GA-enhanced models.
This improvement confirms that swarm-based optimization
provided better parameter refinement and convergence.

x1074

3.0

Optimization cost (min. value)

0 50 100 150 200 250 300 350

Iteration

Fig. 6. FIS optimization with PSO.
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Fig. 7. FIS validation results.

6. Evaluation

To evaluate and compare the performance of the trust assess-
ment models, simulations were performed in Matlab using
traffic features extracted from the CICIoMT2024 dataset.
Four models were examined: the original Mamdani type FIS,
its GA-optimized and PSO-optimized variants, and a weight-
ed sum trust scheme (WSTS), which is a traditional non-Al
trust assessment method.

Figure 8 illustrates the trust scores across sample measures
related to how the four models assign trust values to IloMT
traffic samples. The weighted-sum method produces rela-
tively smoother and less discriminative trust variations. The
original FIS exhibits more adaptive trust fluctuations, as it has
improved sensitivity to non-linear relations in the input data.
GA-optimized FIS gives more stable high-trust scores for be-
nign samples and lower trust scores for suspicious ones. The
PSO-optimized FIS shows the clearest separation between
trusted and untrusted samples.
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— WSTS
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Fig. 9. Confusion matrices for models considered.

The confusion matrix plots confirm these trends, showing
a reduced number of misclassified samples in both optimized
models, where PSO-FIS shows the lowest false-negative rate
(Fig. 9).

Receiver operating characteristic (ROC) curves and the cor-
responding area under the curve (AUC) values highlight the
discriminatory strength of each method. The PSO-FIS curve
was placed farthest from the random-guess diagonal line, in-
dicating superior separability between trusted and untrusted
samples, followed by GA-FIS, the original FIS, and finally
WSTS (Fig. 10).

The simulation results demonstrate a significant advantage
of the intelligent approach to trust assessment, as the devel-
oped fuzzy-based trust assessment model outperforms the
traditional method in terms of accuracy and classification
reliability.

The integration of fuzzy inference with optimization tech-
niques leads to more precise modeling of complex and non-
linear relationships among IoMT traffic features, i.e., to im-
proved discrimination between trusted and malicious devices.
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Fig. 8. Trust scores across samples.
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7. Discussion

The proposed fuzzy secure scheme for trust assessment can
be implemented within a layered IoMT architecture, consist-
ing of three layers: the perception layer, the edge/fog layer,
and the cloud layer (Fig. 11). The trust assessment scheme
is implemented at the edge layer. Deploying at the edge pro-
vides several advantages, such as reduced latency to transfer
decisions, visibility of aggregated traffic, and sufficient com-
putational capacity. Based on the calculated trust score, the
edge/fog layer enforces security policies. Devices with high
trust scores are allowed to communicate normally, while de-
vices with low trust scores may be restricted or isolated.
The cloud layer performs the general analytics and model
optimization. While trust decisions are made at the edge,
the cloud environment can periodically update fuzzy rules
or membership function parameters using GA or PSO tech-
niques. The updated parameters are then transmitted back to
the edge layer.

Depending on a device’s current trust score, it may be assigned
one of the five states. An IoMT device assigned with a very
high trust score is considered to be in a highly trusted state.
This means it exhibits a baseline behavior. The gateway routes
its traffic to the intended destination, e.g., the local hospital
server or remote cloud with prioritized quality of service. An
IoMT device assigned with a high trust score is considered to
be in a trusted state (reliable). Continuous monitoring persists,
ensuring that the device remains within acceptable operational
parameters without triggering punitive measures. Traffic is
routed with standard priority. An IoMT device assigned with
a medium trust score is considered to be in a suspicious state.
The gateway executes preventive measures without severing
the connection, recognizing that data availability is doubtful.
Actions may include limiting the alert generation rate.

An IoMT device assigned with a low trust score is considered
to be in a restricted state. This means that when anomalies
become more severe, indicating a likely compromise, the
device is to be quarantined. Medical telemetry is maintained
only if this can be done safely; strict control actions and
deep packet inspection are to be enforced. An [oMT device
assigned with a very low trust score is considered to be in
an isolation state. The gateway performs an immediate and

Perception layer
(IoMT devices: wearables, patient monitors, infusion pumps)

]

Edge layer
(trust assesment module)

]

Cloud layer
(cloud health services, remote monitoring portal,
telemedicine apps, security operations center)

Fig. 11. IoMT layered architecture.
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aggressive isolation. Actions can include network segregation
or traffic reduction.

As this evaluation occurs directly at the edge gateway, sus-
picious behavior can be detected quickly without requiring
continuous communication with cloud servers.

The developed optimized fuzzy secure scheme for trust as-
sessment in IoMT can be deployed at the edge gateway, such
as a smart router, as a JavaScript-based software module. The
Node.js environment can be applied due to its open source
nature and asynchronous architecture, as it is able to handle
many network connections at once without slowing down.
This makes it a good option for IoMT conditions as the gate-
way must constantly manage data streams from many various
medical sensors at the same time.

The authors suggest that we divide the software into three
parts. The first (feature extractor) unit runs a packet capture
tool in Node.js, allowing it to monitor all the traffic flowing
through the gateway’s ports without interrupting it. It cap-
tures the four specific features and sends them to the second
unit — the fuzzy inference engine, which is the core compo-
nent of the JavaScript software module and reproduces the
fuzzy inference system structure of the developed during the
modeling stage through custom JavaScript functions to yield
a trust score. The third (decision) unit processes the obtained
trust score value and sends direct commands to the gateway’s
operating system to apply one of the five security actions.

Such an implementation has several advantages. It supports
real-time analysis of device behavior, enables cross-platform
deployment, and can be easily integrated with existing net-
work monitoring tools and healthcare management systems.
Consequently, this approach provides a practical solution to
deploy the optimized fuzzy trust assessment scheme in [oMT
networks.

8. Conclusions

The proposed fuzzy secure scheme for trust assessment in
the IoMT provides an accurate trust evaluation as it produces
continuous trust scores, not binary decisions, thus allowing for
more flexible security-related decisions, such as partial access
rather than complete acceptance or rejection. Furthermore, it
ensures low computational complexity, making it suitable for
resource-limited medical devices.

The core component of the scheme — a fuzzy inference system
— was developed, analyzed, and validated. The initial stage
was to build a mathematical framework for Mamdani-type
FIS, its inputs being four network traffic features from the
CICIoMT2024 dataset, and its output being a trust score for an
IoMT device. The FIS was developed in Matlab. Simulations
confirmed the correctness of the developed FIS and its ability
to adequately assess trust levels considering the selected traffic
features.

However, as its parameters were assigned manually, the devel-
oped FIS may not achieve a sufficiently high degree of accu-
racy. To increase its precision, the FIS was further optimized
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and fine tuned using two approaches — genetic algorithms and
particle swarm optimization.

Experimental results confirmed that both optimization meth-
ods yielded notable improvements in the accuracy of trust
estimation. The PSO-optimized FIS produced the most accu-
rate trust predictions. Finally, the comparative analysis of four
models — the original Mamdani type FIS, its GA-optimized
and PSO-optimized variants, and a weighted sum trust scheme
— demonstrated that optimization is essential to maximizing
the accuracy of fuzzy trust mechanisms in [oMT.

In general, this study confirms that the application of ar-
tificial intelligence techniques significantly improves trust
assessment models by increasing the level of accuracy with-
out sacrificing their complexity. The results demonstrate the
feasibility of fuzzy logic as an effective approach to trust
management in [oMT communications.
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